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Preface

Follow the instruction in Informatica® MDM - Customer 360 Installation and Configuration Guide to install and
upgrade Informatica MDM - Customer 360. The guide also includes pre-installation and post-installation
tasks, pre-upgrade and post-upgrade tasks, and information to troubleshoot common issues.

Informatica Resources

Informatica provides you with a range of product resources through the Informatica Network and other online
portals. Use the resources to get the most from your Informatica products and solutions and to learn from
other Informatica users and subject matter experts.

Informatica Network

The Informatica Network is the gateway to many resources, including the Informatica Knowledge Base and
Informatica Global Customer Support. To enter the Informatica Network, visit
https://network.informatica.com.

As an Informatica Network member, you have the following options:
e Search the Knowledge Base for product resources.

e View product availability information.

e Create and review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to find product resources such as how-to articles, best practices, video
tutorials, and answers to frequently asked questions.

To search the Knowledge Base, visit https://search.informatica.com. If you have questions, comments, or
ideas about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

Use the Informatica Documentation Portal to explore an extensive library of documentation for current and
recent product releases. To explore the Documentation Portal, visit https://docs.informatica.com.

If you have questions, comments, or ideas about the product documentation, contact the Informatica
Documentation team at infa_documentation@informatica.com.
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Informatica Product Availability Matrices

Product Availability Matrices (PAMs) indicate the versions of the operating systems, databases, and types of
data sources and targets that a product release supports. You can browse the Informatica PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional Services
and based on real-world experiences from hundreds of data management projects. Informatica Velocity
represents the collective knowledge of Informatica consultants who work with organizations around the
world to plan, develop, deploy, and maintain successful data management solutions.

You can find Informatica Velocity resources at http://velocity.informatica.com. If you have questions,
comments, or ideas about Informatica Velocity, contact Informatica Professional Services at
ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that extend and enhance your
Informatica implementations. Leverage any of the hundreds of solutions from Informatica developers and
partners on the Marketplace to improve your productivity and speed up time to implementation on your
projects. You can find the Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

Preface

You can contact a Global Support Center by telephone or through the Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
https://www.informatica.com/services-and-training/customer-success-services/contact-us.html.

To find online support resources on the Informatica Network, visit https://network.informatica.com and
select the eSupport option.



https://network.informatica.com/community/informatica-network/product-availability-matrices
http://velocity.informatica.com
mailto:ips@informatica.com
https://marketplace.informatica.com
https://www.informatica.com/services-and-training/customer-success-services/contact-us.html
http://network.informatica.com

CHAPTER 1

Introduction to Informatica MDM -
Customer 360

This chapter includes the following topics:

e Overview of Informatica MDM - Customer 360, 9

e Architecture, 10
e Extensions, 11
e UserRoles, 13

e Data as a Service Validation, 13

Overview of Informatica MDM - Customer 360

Informatica MDM - Customer 360 provides clean, consistent, and connected information about customers.
Business managers use the master customer data to make better business decisions about customers and
manage customer relationships. You can get a single trusted view of a customer.

With Customer 360, business users can achieve the following goals:

e Streamline the customer onboarding and qualification process.

e Centralize the data about customers in a master database.

o View the relationships between customers, parent companies, subsidiaries, and related organizations.
e Design campaigns based on customer preferences and behavior.

e Improve customer service.

e Connect customer data to the product catalogs and view the buying patterns.

e View customer-to-product relationships.

Customer 360 is based on Multidomain MDM. Business users connect to master customer data through a
business-friendly user interface. The user interface displays an enterprise-level dashboard as well as 360
degree customer views that are customized for different business users.

The Customer 360 environment integrates with Informatica Product 360, which is a product information
management system.

Use Customer 360 to access the master data that is stored in the Hub Store. Master data is organized by
business entities. Business entities are the type of top-level data that has significance for an organization.
Business entities include persons and organizations.



Business users use Customer 360 to perform the following activities:

e Add records.
e Search for and edit records.
e Manage relationships between records.

e Participate in review processes for new and changed records.

Architecture

Customer 360 requires Multidomain MDM and the embedded Informatica ActiveVOS® Server. For product

information, you need integration with Product 360.

View Hierarchies Charts Configurability Stewardship

The following diagram shows the architecture for Customer 360:
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Customer Data Management

Customer 360 adds additional features to the Informatica MDM environment, such as a database schema for
customer data, business processes for customer management, and an interface that the business users can
use to access customer data.

Customer data management includes onboarding of a customer and customer profile management.

Informatica Multidomain MDM

Customer 360 includes the standard Multidomain MDM components:
Hub Store

Databases that store and consolidate business data. The Multidomain MDM consists of an MDM Hub
Master Database and Operational Reference Stores. The application ships with a database schema that
you use to create an Operational Reference Store for customer master data.

Hub Server

A J2EE application that you deploy on an application server. The Hub Server processes data within the
Hub Store and integrates the MDM Hub with external applications. The Multidomain MDM is the run-time

10 Chapter 1: Introduction to Informatica MDM - Customer 360



component that manages core and common services for the MDM Hub. It also manages user
authentication across all components.

Process Server

A J2EE application that you deploy on an application server. The Process Server cleanses and matches
data and performs batch jobs such as load, recalculates best version of the truth, and revalidates. The
Process Server interfaces with cleanse engines to standardize the data and to optimize the data for
match and consolidation.

ActiveVOS Server

Business process management software that automates business processes. The application ships with
business processes that help you to manage the customer lifecycle. These processes ensure that
authorized business managers review customer profiles and review internal updates to master data.

Data Director

A browser-based interface that business managers use to view and manage data. The Application ships
with Customer 360, which contains an enterprise-level workspace focused on customers and views
designed for business managers.

Hub Console

A browser-based interface that administrators use to manage the MDM Hub and data stewards use for
managing records and batch processing of records.

Informatica MDM - Product 360

Informatica MDM - Product 360 creates a single repository for all product data. In Customer 360, MDM -
Product 360 is an optional component.

Product 360 supplies the product data and the purchase history of a customer. You can view the data in the
customer dashboard.

Extensions

The Customer 360 extensions extend the Customer 360 data model to address specific use cases.

For example, the consent mastering extension stores information related to customer consent to comply with
General Data Protection Regulation (GDPR) for protection and privacy of customer data. Similarly, the
Insurance 360 and Healthcare 360 extensions store information that are specific to insurance and healthcare
domains.

To use a Customer 360 extension, install the extension.

Consent Mastering

The Customer 360 Consent Mastering extension is designed to store consent data to comply with data
regulatory body such as GDPR.

The Consent Mastering extension enables customers to opt in or flag the processing of personal data. Use
the Consent Mastering extension to store the consents of the customers to process the personal data such
as name, address, email address, and phone number. You can also store the consent proofs, customer
privacy policies, purpose of data processing, and information about the organizations that process the data.

When you install Customer 360, you get an option to install the consent mastering extension.

Extensions 11



Insurance 360

The Insurance 360 extension is an extension that's designed for the insurance domain. Use the Insurance
360 extension to create master data from multiple insurance policy and claim management systems. You
can use the master data to improve data governance and compliance, efficiently manage life events of
customers, and identify potential upselling and cross-selling opportunities.

You can also extend the Insurance 360-related base objects to manage additional business needs. For
example, you can extend the agreement base object to store risk, producer, employment, and account
agreements.

When you install Customer 360, you get an option to install the Insurance 360 extension.
The Insurance 360 extension includes the following predefined business entities:

e Auto Policy

e Land Vehicle

o Life Policy

e Organization Policy

e Policy

e Product

e Person Policy

e Property Policy

e Structure

Healthcare 360

The Healthcare 360 extension caters to the needs of the healthcare domain. Use the Healthcare 360
extension to manage healthcare data, such as the records of patients, healthcare organizations, healthcare
professionals, health plans, payments, and supporting staff members. You can create master data from
multiple healthcare management systems to create a holistic view of the healthcare data.

You can also use master data to assist healthcare payers and providers identify consumer behaviors across
the healthcare ecosystem and improve customer engagement and loyalty. For example, a healthcare payer
organization can uniquely identify the relationships between the members and classify them as subscribers
or dependents to improve customer engagement. You can also extend the Healthcare 360-related based
objects to manage additional business needs.

When you install Customer 360, you get an option to install the Healthcare 360 extension.
The Healthcare 360 extension includes the following predefined business entities:

e Address

e Contract

e Health Care Organization

e Health Care Provider

e Member

e Patient

e Payer - Individual

e Payer - Organization

e Plan

12 Chapter 1: Introduction to Informatica MDM - Customer 360



o Staff

User Roles

The MDM Hub user roles control read and write privileges of the Operational Reference Store (ORS) that
contains the customer master data.

Customer 360 uses the following MDM Hub user roles:
User roles for system users

The ApplicationAdministrator role is for a super user, who has full privileges.
User roles for business users

User roles for the business users control the data privileges in the ORS and also the review privileges in
the business processes. Each business user who is authorized to participate in customer data
management receives one or more role assignments. Many users can have the same role.

Customer 360 includes the following predefined roles for the business users:

e Sales Operation Analyst
e Sales Operation Manager

e Task Administrator

Data as a Service Validation

Use the integration of Customer 360 with Informatica Daa$S for data verification and correction. You can
verify customer contact information and store accurate data.

You can analyze, verify, correct, and format addresses according to the local postal standards. You can
ensure that the email addresses are valid and formatted correctly. You can find email domains involved with
spam networks, traps, and other malicious threats and verify that the email address is valid, not valid, or
malicious. You can verify the phone numbers of your customers.

User Roles 13



CHAPTER 2

Before You Install

This chapter includes the following topics:

e Read the Release Notes, 14

e Software Requirements, 15

e Extracting the Customer 360 Application Archive File, 15

e Creating the Operational Reference Store, 17

e Importing the Metadata, 17

e Registering the Operational Reference Store, 17

e Importing the Application Metadata from a Change List, 18

e Configuring the Lookup Scripts for Silent Installation, 18

e |Inserting Reference Data for Customer 360, 19

e |Inserting Reference Data for Customer 360 Consent Management Extension, 19

e Importing and Deploying the Customer 360 Application, 20

e Informatica Data as a Service, 21

e Creating a JCEKS Keystore, 25

e Creating an ApplicationAdministrator User, 25

e Configuring the Application Properties File, 26

e Configuring the Keystore Properties, 27

e Configuring the Keystore Password, 27

e Configuring the Properties File for Silent Installation, 27

e Configuring the Log File Path, 28

o Editing the Resource Bundle Files, 29
e Copying the JDBC Drivers, 29
e Configuring the Portal URL, 29

e Configuring Security Headers for the Portal, 29

Read the Release Notes

14

Read the MDM - Customer 360 Release Notes. You can also find information about the known limitations for
the release.



Software Requirements

Set up the Informatica Multidomain MDM environment before you install Informatica MDM - Customer 360.
Perform the following tasks:

1. Review the Product Availability Matrix for Customer 360 to discover the system requirements and
supported versions for products, databases, and application servers. You can find all Product Availability
Matrices at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

2. Install a supported version of Multidomain MDM and the embedded version of Informatica ActiveVOS®
Server.

3. Ifyou plan to use Informatica MDM - Product 360, install a supported version.

Extracting the Customer 360 Application Archive File

You receive the Customer 360 application as an archive file. Create the following directory structure and
extract the contents of the Customer 360 archive file into it:

<MDM Installation Directory>/app/tcr

The extracted content contains the following files and folders:

File or Folder Name Description

batchgroup Contains the JAR file for the silent installation process.

bin/ Contains installation, upgrade, and database schema validation utilities.
bpm/ Contains the ActiveVOS default business process in a deployable

format. The folder contains the following sub-folders:
pre c360 10.2 hf2/. Directory that contains the default business
processes for the data model based on the Party Role table.

- source/. Contains the source files for business processes.

- InfaCustomer360Workflow.bpr. Contains the default business
process for the data model based on the Party table.

config/ Contains configuration properties files.

CustomerB2BPortal Contains the files of the preconfigured Customer Portal for Organization
business entity.

data/ Contains the scripts for inserting lookup or reference data.

datamodelmigration/ Contains the scripts and the change lists required to migrate from the
data model based on the Party Role table to the data model based on
the Party table.

Software Requirements 15
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File or Folder Name

Description

docs/

Contains the data dictionary. The folder contains the following files and

sub-folders:
C360 104HF1 DataDictionary en.pdf. Data dictionary for the
data model based on the Party table.

- pre c360_10.2 hf2. Directory that contains the data dictionary for
the data model based on the Party Role table.

email-config

Contains the subdirectories that contain configuration files for customer
portal email configuration.

FoIIowmg are the list of the subdirectories:
templates/. Contains the avos-templates with email body text
templates for ActiveVO0S.

- emailConfig.xml. File containing the configuration properties for
email templates.

extensions

Contains the files for Customer 360 extensions.

externalcall

Contains the folders and files for SOAP services.

hub/

Contains the subdirectories that contain the database schema and the

conflguratlon files to deploy. Following are the list of the subdirectories:
change-xml/. Contains the MDM Hub metadata including
components, such as landing tables, lookup tables, staging tables,
base objects, and match and merge rules, cleanse functions,
component instances, business entities, and business entity services.

- cocs-config-xml/. Contains configuration files for the business
entities and business entity services.

- delta_change_xml/. Contains the newly added MDM Hub
metadata.

- entity360config-xml/. Contains copies of the Entity 360
component instance definitions that ship with Multidomain MDM.

idd/

Contains the message and error bundle files.

lib/

Directory for the external libraries. Copy the JDBC driver files for your
database to the 1ib directory.

localizationScript

Contains the scripts for localizing labels and error messages.

lookuplocalization/

Contains the localized lookup data.

notices/ Contains the legal copyright file.

reporting/ Contains datamart folder which contains the data mart service and the
chart configurations. The pre c360 10.2 hf2/ directory in the
datamart folder contains the data mart service for the data model
based on the Party Role table.

resources/ Contains the resource bundle.properties files for each of the
supported locales.

upgrade/ Contains the supporting files for the upgrade utility.

user exit/

Contains the MDM Hub user exit archive.
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File or Folder Name

Description

was

Contains the Provisioning tool user interface for a WebSphere
environment.

bundlelLocalization.jar

JAR file for localization.

Customer360ExternalCall.ear

File for SOAP service to validate the customer data.

domain-validation.jar

JAR file for validating Customer 360 domain.

email-config-util

JAR file for email configuration.

MDMAppsServices.war

File that contains Customer 360 services.

mdmappsview-ear.ear and uiwebapp-
ear.ear

Files that contain Customer 360 user interface JBoss.

productversion.jar

JAR file for the product version.

provisioning-ear.ear

File that contains the Provisioning tool user interface.

store-credentials.jar

File that contains credential details.

Creating the Operational Reference Store

Create an Operational Reference Store (ORS) for Customer 360.

For more information about how to create an ORS, see the Multidomain MDM Installation Guide.

Importing the Metadata

After you create the Customer 360 Operational Reference Store, import the metadata into the Operational

Reference Store.

For more information about how to import the metadata, see the Multidomain MDM Installation Guide.

Registering the Operational Reference Store

Register the Customer 360 Operational Reference Store.

1. Loginto the MDM Hub Console.

2. Inthe Configuration workbench, click Databases.

3. On the Write Lock menu, click Acquire Lock.

Creating the Operational Reference Store




Click Register database.
The Informatica MDM Hub Connection Wizard appears.

Follow the online instructions to specify the same parameters that you specified when you created the
Operational Reference Store.

On the Summary page, click Test Database.

The Wizard tests the database connection parameters.

Ensure that you select Create datasource after registration.

Click Finish.

When prompted, enter the user credentials for the application server.

The wizard creates a data source.

Importing the Application Metadata from a Change
List

The metadata for the Customer 360 database schema resides in an MDM Hub change list. You import the
change list into the Hub Store. The metadata change list creates components, such as landing tables, user
exits, lookup tables, staging tables, base objects, and match and merge rules. The created tables are empty.

Before you import the application metadata, you must start the Hierarchy Manager in the MDM Hub Console.
For more information about starting the Hierarchy Manager, see the Multidomain MDM Data Steward Guide.

1.
2.

In the Configuration workbench of the Hub Console, click Repository Manager.
On the Import tab, click the button next to the Source field.

The Open Repository dialog box appears.

On the File Repository tab, browse to the following directory:

<MDM Installation Directory>/app/tcr/hub/change-xml

Select the TCR_HUB. change.xnl file, and click OK.

In the Target list, select the Customer 360 Operational Reference Store.

Select all the schema components, and click Apply.

The Repository Manager imports the selected components from the change list to the Customer 360
Operational Reference Store.

Configuring the Lookup Scripts for Silent Installation
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If you plan to install Customer 360 in silent mode, update the lookup script based on the database you use.

1.

Go the following directory:
<MDM installation directory>/app/tcr/data/reference data/
If you use Oracle database, perform the following steps:

a. Inatext editor, open the C360 lookup script oracle.sql file.
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b. Comment the following line of code:
SET DEFINE OFF
3. If you use Microsoft SQL Server database, perform the following steps:

a. Inatext editor, open the C360 lookup_script MSSQL.sql file.

b. Comment the following line of code:
BEGIN TRANSACTION
4. Save the file.

Inserting Reference Data for Customer 360

After you import the metadata, you can populate the tables with some reference data. By using reference
data, you can complete the configuration steps faster because you do not have to manually insert the rows
into the tables.

Before you insert the reference data, you must configure a Process Server. The Process Server is a servlet
that cleanses data and processes batch jobs. For more information about configuring a Process Server, see
the Multidomain MDM Configuration Guide.

1. Open a command prompt, and navigate to the following directory:
<MDM Installation Directory>/app/tcr/data/reference-data
2. Run one of the following scripts based on the database you use:
e For Oracle. 360 lookup script oracle.sql
e For Microsoft SQL Server. €360 lookup script MSSQL.sql
e ForIBM DB2. 360 lookup script DB2.sql
3. To verify whether the lookup records are loaded successfully, perform the following tasks:
a. Inthe Hub Console, in the Utilities workbench, click Batch Group.
b. Expand BG_All_Lookup_Load, and select Control & Logs.

c. Inthe Logs for each job table, review the Status column to verify that the load is successful. The
Total records column shows the number of records added. The columns to the right of the Total
records column displays zeros if all the records load successfully.

d. If the load is unsuccessful, try running the load. Select BG_All_Lookup_Load and click Execute.

Inserting Reference Data for Customer 360 Consent
Management Extension

If you plan to install the consent management extension, you can populate the tables with reference data
related to consent management.

1. Open a command prompt, and navigate to the following directory:

<MDM Installation Directory>/app/tcr/extensions/GDPR/data/reference-data
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2. Run one of the following lookup scripts based on the database you use:
e For Oracle. C360_GDPR_lookup_script Oracle.sql
e For Microsoft SQL Server. 360 GDPR_lookup script MSSQL.sql

e ForIBM Db2. c360 GDPR lookup script DB2.sqgl

3. To verify whether the lookup records are loaded successfully, perform the following tasks:

o

In the Utilities workbench of the Hub Console, click Batch Group.

b. Expand BG_All_Lookup_Load, and select Control & Logs.

c. Inthe Logs for each job table, review the Status column to verify that the load is successful. The
Total records column shows the number of records added. The columns to the right of the Total

records column displays zeros if all the records load successfully.

d. If the load is unsuccessful, try running the load. Select BG_All_Lookup_Load and click Execute.

Importing and Deploying the Customer 360
Application

Import the Customer360.zip file as an IDD application, and then deploy it.

1. To start Data Director Configuration Manager, perform the following tasks:

a. Open a supported web browser.

b. Enter the following URL:

https://<Home name:<Port number>/bdd/config

c. Enter the user name and password, and then click Log In.

The Data Director Configuration Manager starts and the applications page appears.
2. Click Import > Import complete IDD application (Zip).
3. Click Browse, and navigate to the following directory:

/app/tcr/idd/config
4. Select Customer360.zip, and click Open.
5. Click Import.
6. Under Bind Logical ORS, select Operational Reference Store (ORS) from the list.

You must select the ORS that you created for Customer 360 when you installed Multidomain MDM.

7. Click Save.

Data Director imports and validates the IDD application. The process might take some time.

8. Ignore any validation errors.
9. With the application selected, click Application State > Full Deployment.
Data Director deploys the IDD application.
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Informatica Data as a Service

To validate and verify postal addresses, email addresses, and phone numbers, use the Informatica Data as a
Service (DaaS) cleanse functions. To use a validation service, add the mandatory parameters for the service
in the MDM Hub.

Each service contains default values for the optional parameters. If required, change the default values in the
Hub Console.

Use the following rules for the validation service parameters:

e Address validation. Prepend the parameter names with ADV6_.
By default, ADvV6 uses REST API. To use ADV5, add the following parameter and value:

OPERATION TYPE: ADV5
The ADVS5 doesn't support address standardization, output fields, and enrichments.
e Email address verification. Prepend the parameter names with EMvé6 .

e Phone number validation. Prepend the parameter names with Gpv15 .

The following table lists the mandatory parameters for the DaaS validation services:

Service Mandatory Parameter
Address validation - LOGIN
- PASSWORD

- END_POINT for ADV5

- REST_ENDPOINT for ADV6

Note: When https is enabled, you must add or override the value for the
ENDPOINT parameter.

Country type COUNTRYTYPE. Set the parameter value to ISO2.
Email address verification LICENSE KEY
Phone number validation LICENSE KEY

Specifying the Mandatory Parameters for DaaS Validation

Configure the mandatory parameters for DaaS validation in the Hub Console.

1. Loginto the MDM Hub Console.
2. Select the Customer 360 ORS.

w

In the Model workbench, click Cleanse Functions.
The Cleanse Functions tool appears.

On the Write Lock menu, click Acquire Lock.
Click Informatica Data as a Service.

Click the Add button.

Specify the parameter name and value.

Repeat steps 6 and 7 to add the other mandatory parameters.

0 ©® N o 0 b

Save the changes, and click Refresh.
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Configuring Address Standardization

You can use Address Verification to define general standardization for the elements in an address, such as
locality, country, building, postal code, street, house number, and post office.

You can standardize addresses at the following levels:
Address Level

To standardize complete addresses, use the address level standardization properties, such as Casing,
maxItemLength, Alias Handling, CountryCodeType, DescriptorLength, FormatWithCountry, and
CountryNameLanguage.

For example, to modify the casing of the complete address, append the casing property with the
ADV6 Standardizations Default default standardization parameter. Set the parameter value to Lower,
Mixed, Or Upper.

You can refer to the following format:
ADV6 Standardizations Default Casing=Lower
Element Level

To standardize discrete elements in addresses, use the element level standardization properties, such as
casing, maxItemCount, maxItemLength, and Alias Handling.

For example, the existing address line 1 appears in four lines. To display line 1 of addresses in a single
line, append the MaxItemCount property with the

ADV6 Standardizations ElementStandardizations AddressLinel default standardization parameter.
Set the parameter value to 1.

You can refer to the following format:
ADV6 Standardizations ElementStandardizations AddressLinel MaxItemCount=1

For more information about the different address-level and element-level properties for configuring the
standardization parameters, see the Informatica Address Verification Developer Guide.

Note: To validate and generate correct output data, ensure that you add valid properties as specified in
Address Verification. If you add invalid properties, Address Verification generates extraneous output data.

Configuring Output Details

When you process an address, the output contains the list of fields, such as address elements, address line
elements, enrichment values, and preformatted elements.

For more information about different output properties in Address Verification, see the Informatica Address
Verification Developer Guide.

Configuring Single Address Line Element

You can configure properties to specify how Address Verification interprets addresses and generates output
for addresses that you enter in a single line.

For example, if you want addresses to appear in single line with delimiters, you can append properties, such
as SingleAddressLine and SingleAddressLineDelimiter with the ADV6 OutputDetail default parameter.
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For the singleAddressLine and SingleAddressLineDelimiter properties, you can view the following values:

Name Value

ADV6 OutputDetail PreformattedData SingleAddressLine true

ADV6 OutputDetail PreformattedData SingleAddressLineDel | Semicolon
imiter

For more information about the different single address line elements in Address Verification, see the
Informatica Address Verification Developer Guide.

Enabling Geocode

To use the Address Verification service with geocode, cameo, country specific, and certification enrichments,
use the Hub Console to enable the enrichments.

1. Loginto the Hub Console.
2. Select the Customer 360 ORS.
3. Inthe Model workbench, click Cleanse Functions.
The Cleanse Functions tool appears.
4. On the Write Lock menu, click Acquire Lock.
5. Expand Informatica Data as a Service and select Address Verification.

6. Onthe Test tab, enter the values for the following cleanse functions:

Input Name Value
EnableGeocode Y
EnableCertificateMode Y
EnableCountrySpecific Y
validate Y

7. Save the changes, and click Refresh.

8. Click Lock Release > Write Lock.
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Configuring Geocode, Country Specific, and Certification Enrichments

Address Verification can enrich addresses with additional information. Enrichments include information
about regions to which addresses belong and help the postal service to find the destination mailboxes. You
can configure enrichments, such as Geocode, Country Specific, and Certification.

To configure enrichments, use the following default parameter formats:

Enrichment Default Parameter Format

Geocode ADV6_Enrichments Geocoding <Geocoordinates>

Country Specific ADV6_ CountrySpecific <Country code> <Output response key>
Certification ADV6 Certifications <Certification type> <Output response key>

Geocode Enrichment

You can use the Geocoding element to add geocoordinates as an enrichment to a verified address.
Geocoordinates indicate the latitude and the longitude of an address.

You can configure different properties using the geocode enrichments. For example, if you want to
configure the Rooftop property, you must configure the name and value in the following format:

ADV6 _Enrichments Geocoding Rooftop=true
Country Specific Enrichment

Informatica Address Verification provides additional information as enrichments to addresses from
several countries.

For example, the USA country has a country specific output value as CountyFipsCode. If you want to map
the country with CountrySpecific Output Line 1,you must configure the name and value in the
following format:

ADV6 CountrySpecific USA CountyFipsCode=CountrySpecific Output Line 1
Certification Enrichment

Postal certification improves the quality of addresses and ensures that Address Verification services
meet postal authority requirements. Certifications indicate if an address contains the data required by
the certification standards of national mail carriers.

For example, the CASS Certifications Type has the Certifications Type output value as ErrorCode. If you
want map the certification type with Certified Output Line 1, you must configure the name and value
in the following format:

ADV6 Certifications CASS ErrorCode=Certified Output Line 1

For more information about the different enrichments and their properties, see the Informatica Address
Verification Developer Guide.
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Creating a JCEKS Keystore

Create a JCEKS keystore to store the Informatica MDM - Product 360 credentials.

1. Run the following command:

<JAVA HOME>\bin\keytool.exe" -genseckey -alias <aliasname for keystore> -keyalg
<Encryption Algorithm> -keysize <KEY SIZE> -storetype jceks -keystore

<name_of_ keystore>.keystore
Note: Recommended encryption algorithm is AES and key size is 256.
The following sample command uses AES encryption algorithm and key size of 256:

C:\Program Files (x86)\Java\jdkl.8.0 91\bin\keytool.exe" -genseckey -alias test -keyalg
AES -keysize 256 -storetype jceks -keystore test.keystore

2. When prompted, provide a keystore password.
Note: For future use, note the password.
When prompted for key password, press Enter.
4. To confirm that the key is generated, run the following command:

JAVA HOME\bin\keytool.exe" -list -v -storetype jceks -keystore
<name_of keystore>.keystore

The first entry with the given alias name appears.

Creating an ApplicationAdministrator User

The ApplicationAdministrator role is a role with all the privileges.

1. Create an MDM Hub user.

2. Assign the ApplicationAdministrator role to the user.

Creating a User in the MDM Hub

Create an MDM Hub user before you assign a role to the user.

1. Inthe Hub Console, in the Configuration workbench, click Users.
2. Acquire a write lock.
3. Onthe Users tab, click the Add user button.
The Add User dialog box appears.
4. Enter the first, middle, and last names for the user.
5. Enter the user name for the user. The user must use the user name logs in to the Hub Console.

6. Enter the default database for the user, which is the Operational Reference Store that contains the
customer master data.

7. Enter and verify a password for the user.
8. Click OK.

Creating a JCEKS Keystore
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Assigning the ApplicationAdministrator Role

After you create the user, assign the ApplicationAdministrator role to a user.

1. Inthe Hub Console, connect to the Operational Reference Store for Customer 360.
2. Acquire a write lock.
3. Inthe Security Access Manager workbench, click Users and Groups.
The Users and Groups tool opens. You can use the role-first approach or user-first approach.

4. If you want to follow the role-first approach, on the Assign Users/Groups to Role tab, perform the
following steps:

a. Select the ApplicationAdministrator role.
b. Click the Edit button.
The Assign Users to Role dialog box appears.
c. Select the user that you created earlier.
d. Click OK.

5. If you want to follow the user-first approach, on the Assign Roles to User/Group tab, perform the
following steps:

a. Select the user you created earlier.
b. Click the Edit button.

The Assign Users to Role dialog box appears.
c. Select ApplicationAdministrator.

d. Click OK.

Configuring the Application Properties File
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In the application.properties file, configure the properties related to file import, JMS queue, and
ActiveVOS.

1. Navigate to the following directory:
<MDM installation directory>/app/tcr/config
2. Openthe application.properties file in an editor, and configure the following properties:
activevos.datasource.url
Specifies the JNDI name of the ActiveVOS data source.

3. Save thefile.
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Configuring the Keystore Properties

Specify the properties related to the keystore in the mdmapps-config.properties file.

1. Navigate to the following directory:
<MDM installation directory>/app/tcr/config
2. Open the mdmapps-config.properties file in an editor.

3. Specify the following properties:

Property Description

keystore.file.path Path to keystore.

keystore.pass.property.path | Path to the keystore password file, which is keystore-pass.properties.

application.admin.user Name of the ApplicationAdministrator user that you created earlier.

base.url Base URL for the business entity services. For example, http://<Host>:<Port>

4. Save the file.

Configuring the Keystore Password

Specify the keystore password in the keystore-pass.properties file.

1. Navigate to the following directory:
<MDM installation directory>/app/tcr/config

2. Open the keystore-pass.properties file in an editor.
Specify the keystore.password parameter.

4. Save the file.

Configuring the Properties File for Silent Installation

If you want to install the Customer 360 application without user interaction in silent mode, configure the
€360 silent installer.properties file. When you perform the silent installation, the installer reads the
€360 _silent installer.properties file to determine the installation options. Ensure that you provide
correct settings in the properties file.
1. Go to the following directory:

<MDM installation directory>/app/tcr/config
2. OpentheC360 silent installer.properties file.

3. Set the values for the required parameters in the C360 _silent installer.properties filein atext
editor.
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4. To validate and upgrade multiple Customer 360 Operational Reference Stores, add the list of Operational
Reference Stores in the ORS_ID property.

For example, ORS_ID=Schemal, Schema2

5. To access the Customer 360 Operational Reference Stores, add the following properties for each
Operational Reference Store:

Property Description
<ORS ID 1>.USERNAME User name to access the Operational Reference Store 1.
<ORS ID 1>.PASSWORD Password for the user name.

6. Comment all the properties added for upgrade.

7. Save thefile.

Configuring the Log File Path

Specify the path to the log file in the mdmapps-1og4j.properties file.

1. Navigate to the following directory:
<MDM installation directory>/app/tcr/config
2. Open the mdmapps-1log4j.properties file in an editor.

3. Specify the following log file properties:

Property Description

appender.file.fileName Path to the log file.

For example, appender.file. fileName=<MDM
installation directory>/mdmapplogs/
mdmapps.log

Note: If you plan to install Supplier 360 in the same
environment, ensure that you specify a location that is
external to both the applications. A common file stores
the logs for both the applications.

appender.rolling.filePattern Pattern for the log file name.

For example, appender.rolling.filePattern=
<MDM installation directory>/mdmapplogs/
mdmapps-%i.log

You can refer to the following format of the log file name:

<MDM installation directory>/mdmapplogs/
mdmapps-1.log

4. Save thefile.
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Editing the Resource Bundle Files

The resource bundle files contain the locale specific validation messages. If required, you can edit the files to
add custom validation messages.

Navigate to the following directory:
/app/tcr/resource

Open the locale specific file that you want to edit.
Edit the file as required.

Save the file.

Copying the JDBC Drivers

Before you install Customer 360, copy the JDBC driver for your database to the following
directory: /app/tcr/1lib

Configuring the Portal URL

If you plan to use Customer Portal or a custom portal, update the value of the portal.cmx.url property in the

cmxserver.properties file.

1.

Go to the following directory:
<MDM installation directory>/hub/server/resources
In a text editor, open the cmxserver.properties file.

For the portal.cmx.url property, update the value with the host name and port number of the portal in
the following format:

e Secure connections. portal.cmx.url=https://<MDM Hub Server host name>:<MDM Hub Server

port number>

e Non-secure connections. portal.cmx.url=http://<MDM Hub Server host name>:<MDM Hub Server

port number>

Save the file.

Configuring Security Headers for the Portal

If you want to enable all the security headers in the Customer Portal using the content security policy, add the
portal.security.httpHeaders.enabled and portal.security.httpHeaders.Content-Security-Policy
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properties in the cmxserver.properties file. The content security policy is a layer of security that protects
the portal from external attacks.

1. Navigate to the following directory:
<MDM installation directory>/hub/server/resources
2. In atext editor, open the cmxserver.properties file.

3. To enable security headers in the portal URL and configure the content security policy, add the following

properties:

Property Value
portal.security.httpHeaders.enabled true
portal.security.httpHeaders.Content-Security- default-src 'self'; frame-ancestors
Policy 'self';script-src 'self'

You can configure the portal.security.httpHeaders.Content-Security-Policy property only if you
set the portal.security.httpHeaders.enabled property to true.

4. Savethe cmxserver.properties file.
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CHAPTER 3

Installing MDM - Customer 360

This chapter includes the following topics:

e Installation Overview, 31

e |Installing MDM - Customer 360 in Console Mode, 31

e |Installing MDM - Customer 360 in Silent Mode, 32

¢ Installing Customer 360 Consent Management Extension, 33

o |Install the Portal Configuration Tool, 33

Installation Overview

You can install the Customer 360 application in console or silent mode.

When you install Customer 360 in console mode, you need manual interaction to provide the required
installation options during the process of installation. When you install Customer 360 in silent mode, you do
not need any manual interaction during the process of installation.

Installing MDM - Customer 360 in Console Mode

After you perform the pre-installation tasks, you can install MDM - Customer 360.

1. Go to the following directory:

<MDM installation directory>/app/tcr/bin
2. Run one of the following scripts:

e On Windows. install-tcr.bat

e OnLinux. install-tcr.sh
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3. At the prompts, enter the following parameters:

Parameter Description

MDM Hub installation Fully qualified path to the directory where you installed MDM Hub.
directory

MDM - Customer 360 Fully qualified path to the directory that contains the Customer 360 files.

installation directory

Application Server Name of the application server in lowercase. For example, weblogic, jboss,
websphere.

avos console username User name with administrative privileges to access the ActiveV0OS Console.

avos console password Password of the ActiveVOS Console user name.

PIM portal username Product 360 user name. If you do not want to enable Product 360, press Enter.

PIM portal password Product 360 password.

Note: If you use a Weblogic application server, you are prompted to enter the Weblogic console
password. After you successfully install the Customer 360 application, you can install the Customer 360
extensions that you want.

Installing MDM - Customer 360 in Silent Mode

You can install Customer 360 in silent mode without any user interaction. Before you install Customer 360 in
silent mode, ensure that you configure the C360 silent installer.properties file.

1. Open a command prompt, and navigate to the following directory:
<MDM installation directory>/app/tcr/bin
2. Run the following command:

e On Windows. install-tcr.bat silent <MDM installation directory>\app\tcr\config
\C360 silent installer.properties

e OnUNIX. ./install-tcr.sh silent <MDM installation directory>/app/tcr/config/
C360_silent installer.properties

Note: The installer runs in the background. The process can take a while to complete. After the
installation is complete, review the messages to ensure the successful installation of Customer 360.

3. After you install Customer 360, download and apply EBF-21763 and EBF-21766.

Note: For more information on applying emergency bug fixes (EBF), contact Informatica Global Customer
Support.
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Installing Customer 360 Consent Management

Extension

After you install Customer 360, you can install the consent management extension.

1. Go to the following directory:

<MDM installation directory>/app/extension/GDPR/bin

2. Run one of the following scripts:

e On Windows. install.bat

e OnLinux. install.sh

3. At the prompts, enter the following parameters:

Parameter

Description

MDM Hub installation
directory

Fully qualified path to the directory where you installed MDM Hub.

MDM - Customer 360
installation directory

Fully qualified path to the directory that contains the Customer 360 files.

Application Server

Name of the application server in lowercase.

avos console username

ActiveVOS Console user name.

avos console password

ActiveVOS Console password.

Note: If you use a Weblogic application server, you are prompted to enter the Weblogic console

password.

Install the Portal Configuration Tool

Use the Portal Configuration tool to import and customize the preconfigured Customer Portal or create a

custom portal.

1.  Atacommand prompt, navigate to the following directory:

<MDM installation directory>/app/portal/bin

2. Run one of the following scripts:

e On Windows. install-portal.bat

e OnLinux. ./install-portal.sh

Installing Customer 360 Consent Management Extension
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3.

At the prompts, enter the following parameters:

Parameter

Description

MDM Hub installation
directory

Press Enter to use the default path or type the fully-qualified path to the
directory where you installed the MDM Hub.

Portal Configuration tool
installation directory

Press Enter to use the default path or type the fully qualified path to the
directory where you plan to install the Portal Configuration tool.

Application server

Type the name of the application server in lowercase.

Use one of the following values:
- weblogic

- jboss

- websphere

URL of the portal

Enter the URL to access the portal in the following format:

- Secure connections. https://<MDM Hub Server host name>:<MDM
Server port number>/
Non-secure connections. http://<MDM Hub Server host name>:<MDM
Server port number>/

MDM Hub administrator user
name

Type the user name with administrative privileges to access the MDM Hub.

ActiveVOS Console user
name

Type the user name with administrative privileges to access the ActiveV0S
Console.

Password for the ActiveV0S
Console user name

Type the password of the ActiveVOS Console user name.

The script installs the Portal Configuration tool. After you install the Portal Configuration tool, you can
import the preconfigured Customer Portal.
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CHAPTER 4

After You Install

This chapter includes the following topics:

Installing Customer 360 Extensions, 35

Adding User Accounts and Assign Roles, 36

Configure the Operational Reference Store, 38

Populate Customer 360 Charts with Data, 39

Configuring Default Hierarchy for the Customer Dashboard, 42

Verifying the Process Server Property for Ad Hoc Match, 42

Importing the Localized Lookup Data, 43

Improving Performance of Bulk Data Import, 44

Configuring the Product 360 Connection Parameters, 45

Integrating Informatica MDM - Relate 360, 46
Test Customer 360, 50

Importing the Customer Portal, 50

Configuring the SOAP Service, 51

Import the Security Certificate and Keystore for the Portal Configuration Tool, 51

Configuring the Content Security Policy to View the Dashboard, 52

Installing Customer 360 Extensions

After you install Customer 360, you can install Customer 360 extensions.

You can choose to install the following Customer 360 extensions:

Consent Management

Insurance 360
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e Healthcare 360
1. Go to the directory that contains the extension you want to install.
The Consent Management extension is in the following directory:
<MDM installation directory>/app/tcr/extensions/GDPR/bin
The Insurance 360 extension is in the following directory:
<MDM installation directory>/app/tcr/extensions/INFAIN/bin
The Healthcare 360 extension is in the following directory:
<MDM installation directory>/app/tcr/extensions/INFAHC/bin
2. Run one of the following scripts:
e On Windows. install.bat
e OnLinux. install.sh

3. Atthe prompts, enter the following parameters:

Parameter Description

MDM Hub installation Fully qualified path to the directory where you installed MDM Hub.
directory

MDM - Customer 360 Fully qualified path to the directory that contains the Customer 360 files.

installation directory

Application Server Name of the application server in lowercase.
avos console username ActiveV0S Console user name.
avos console password ActiveVOS Console password.

Note: If you use a Weblogic application server, you are prompted to enter the Weblogic console
password.

Adding User Accounts and Assign Roles

User roles for the business managers control the data privileges in the MDM Hub and review privileges in the
business processes. Each data steward or business user who is authorized to participate in customer data
management receives one or more role assignments. Many users can have the same role.

1. If the business users who need to use the Customer 360 do not have the MDM Hub user accounts, add a
user account for each business user.

2. Assignroles to the users.

For more information about users and roles, see the Multidomain MDM Security Guide.
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Adding User Accounts

If some business users do not have the MDM Hub user accounts, create the user accounts.

Before you begin, you can review an existing MDM Hub user account to see which authentication type is used
in the Informatica MDM environment.

1.
2.
3.

In the Hub Console, in the Configuration workbench, click Users.

Acquire a write lock.

On the Users tab, click the Add user button.

The Add User dialog box appears.

Enter the first, middle, and last names for the user.

Enter the user name for the user. The user must use the user name to log in to the Hub Console.

Enter the default database for the user, which is the Operational Reference Store that contains the
customer master data.

Enter and verify a password for the user.
Choose the type of authentication.

e If your MDM Hub implementation uses authentication through a third-party security provider, select
Use external authentication.

¢ |f you want to use the internal authentication in the MDM Hub, clear Use external authentication.
Click OK.

The Users tool adds the user to the list of users.

Role Privileges

The following table lists the user roles and their privileges:

Role

Add or edit a customer profile

Review and Approve customer
profiles or profile updates

ApplicationAdministrator Yes Yes
Sales Operation Analyst Yes No
Sales Operation Manager Yes Yes

Assigning Roles to Business Users

You need to assign user roles to the business users who are responsible for reviewing the new customer
profiles and the edited customer profiles.

Use the Hub Console to assign user roles. You can follow the role-first or user-first approach. For a role-first
approach, you select a role and then select the users and user groups that you want to associate with the
role. For a user-first approach, you select a user or user group and then select the roles for the user or user

group.
1.
2. Acquire a write lock.
3.

In the Hub Console, connect to the Operational Reference Store of Customer 360.

In the Security Access Manager workbench, click Users and Groups.
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The Users and Groups tool opens.

4. If you want to follow the role-first approach, on the Assign Users/Groups to Role tab, perform the
following steps:

a.
b.

c.
d.

e

Select a workflow role.

Click the Edit button.

The Assign users to Role dialog box appears.

Select the users and user groups to whom you want to assign the role.
Click OK.

Repeat the steps for other workflow roles.

5. If you want to follow the user-first approach, on the Assign Roles to User/Group tab, perform the
following steps:

a.
b.

Select a user or user group.

Click the Edit button.

The Assign users to Role dialog box appears.

Select the workflow roles suitable for the user or user group.
Click OK.

Repeat the steps for other users and user groups.

Configure the Operational Reference Store
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Before you start the Customer 360 application, configure the Operational Reference Store that contains
customer data. You must disable a trigger, truncate the data in a repository table, and review the value of the
GETLIST Limit property.

Truncating a Repository Table

If you imported the Oracle database dump, the repository table C_.REPOS_RPT_DETAILS contains sample
data. You must truncate the data.

1. In a database tool, connect to the Operational Reference Store for C360.

2. Run the following command:

truncate table C_REPOS RPT DETAILS
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Populate Customer 360 Charts with Data

The Home page of Customer 360 displays charts with metrics or data about customers and tasks. All charts
are available as chart components except the Customer Distribution By Geography chart which is available as
an external link. The data for the chart that is available as external link comes from a data mart.

The data mart service retrieves data from the Operational Reference Store and stores the results in a
repository table. When the Home page loads, the page queries the data mart service for the data and
populates the charts.

Note: In the data mart service and configuration files, the term report refers to the chart configuration.

To populate the charts, perform the following tasks:

1.
2.

Import the chart configurations into a repository table.

Configure a database connection between the data mart and the database that contains the Operational
Reference Store.

Configure the report parameters to include the database name.

Populate the data mart with report data.

Importing Customer 360 Chart Configurations

To import the chart configurations, run an insert script on the Customer 360 Operational Reference Store
(ORS). The script imports the chart configurations into the C_REPOS_RPT_CONFIG repository table.

Open a command prompt.

Navigate to the following directory:

<MDM installation directory>/app/tcr/reporting/datamart/chart-config
Use a database tool to run the insert c repos rpt config.sql script.

For example, log in with the ORS user name and password and the service name and then run the script.

.../chart-config> sqlplus <C360 ORS>/password@service
SQL> @insert c repos_rpt config.sqgl

The script inserts the charts into the C_LREPOS_RPT_CONFIG repository table.

Configuring the Data Mart Database Connection

Before you can generate reports or populate charts, you must configure the data mart database connection.

Navigate to the following directory:
<MDM Installation Directory>/app/tcr/reporting/datamart/1lib

If the directory is empty, copy the following files from the <MDM installation directory>/hub/
server/1ib directory to the <MDM installation directory>/app/tcr/reporting/datamart/lib
directory:

e log4j-api-2.17.2.jar
e log4j-core-2.17.2.jar
e log4j-1.2-api-2.17.2.jar

e ojdbc7.jar
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® siperian-common.jar
e commons-validator-<version number>.jar
3. Navigate to the following directory:
<MDM installation directory>/app/tcr/reporting/datamart
4. Extract the contents of the populate datamart.jar file.
5. Open the following file in an editor:
<Directory containing extracted files>/META-INF/MANIFEST.MF
6. Tothe class-pPath parameter, add the following value:
lib/commons-validator-<version number>.Jjar
7. Save thefile.
8. Open acommand prompt.
9. Run the following command:
java -jar populate datamart.jar config
10. At the prompt, type C to configure the database connection.

11. Answer the prompts described in the following table:

Prompt Description

Connection Name Enter a unique name for the connection. If the name exists, the connection is overwritten.

Type of Connection

Enter the type of connection to the data mart. Currently only DB is supported.

Database vendor

Enter the database to connect with, such as Oracle, IBM DB2, or Microsoft SQL Server.

Connection Type

Enter the one of the following connection type: Service or SID.

User Enter the database user.
Password Enter the database password.
Token Reserved for future use.
Host Name Enter the database host name.
Port Enter the database port.

Database Name Enter the database name/SID.

12. When prompted to finish the configuration, enter Y.

The connection information is saved in the following file: <MDM installation directory>/app/tcr/
reporting/datamart/config/mart-population-config.xml

Configuring the Chart Parameters

Before you can populate the data mart, you must configure the parameters related to the charts.

1. Open acommand prompt.
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2. Navigate to the data mart directory.
<MDM installation directory>/app/tcr/reporting/datamart
3.  Run the following command:
java -jar populate datamart.jar config
4. Type P to configure the report parameters.
5. Enter appropriate values for the chart.

The following table lists the parameters to configure for the chart:

Prompt Description

Report Name Name of the chart as specified in the following file: /app/tcr/reporting/datamart/
config/report-class-mapping.properties

Report Configuration | Unique chart identifier as specified in the C_REPOS_RPT_CONFIG repository table.

ID

Mart Connection Connection name for the data mart to connect with the Operational Reference Store
Name (ORS). Use the connection name defined for the ORS that contains the customer data.
Query Connection Connection name for the database to be queried.

Name - For reports that include the word Tasks, specify the connection name defined for the

ActiveVO0S database.
For all other reports, specify the connection name defined for the ORS that contains
the customer data.

6. When prompted to finish the configuration, enter N.
7. Repeat the steps for other charts.
8. After you enter all tables, exit the configuration tool.

The parameters are saved in the following file: <MDM installation directory>/app/tcr/reporting/

datamart/config/mart-population-config.xml.

Populating the Data Mart with Data

Run a java command to populate the data mart with data for all charts or for a specific chart. If you want to
specify a chart, use its report name.

1. Open acommand prompt.
2. To populate the data mart with data for all the available reports, run the following command:
java -jar populate datamart.jar exec
3. To populate the data mart with data for a specific report, run the following command:
java -jar populate datamart.jar exec <report name>
Important: You cannot use the service name to populate the data mart with data for a specific report.

If the MDM Hub contains data, the C_REPOS_RPT_DETAILS repository table is populated with report data.
The ROWID_RPT_CONFIG column links the data to the report configuration that requested the data.
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Configuring Default Hierarchy for the Customer
Dashboard

In the customer dashboard, the Hierarchies panel displays how a record is related to other records in a
hierarchical format. A record can belong to multiple hierarchies. If you define a default hierarchy for the
hierarchy component, the Hierarchies panel loads the default hierarchy for the record. Otherwise, the
Hierarchies panel loads the list of hierarchies to which the record belongs.

1. Inthe Provisioning tool, click Configuration > Component Editor.
The Component Editor page appears.

2. To configure the organization hierarchy, select Hierarchy Widget > CustomerOrgHierarchyWidget, and
then set the default hierarchy.

3. To configure the person hierarchy, select Hierarchy Widget > CustomerPersonHierarchyWidget, and
then set the default hierarchy.

4. Click Apply.
5. Publish the changes to the MDM Hub.
a. Click Publish.
A confirmation dialog box appears that prompts you to publish or review the changes.
b. Review the changes or publish without a review.
e To publish without a review, click Publish.

e To publish after a review, click Review Changes and follow the instructions that appear on the
screen.

Verifying the Process Server Property for Ad Hoc
Match

You can perform an ad hoc match before importing data into the Customer 360 database. To identify
duplicate records, the ad hoc match process uses a match rule set that you configure in the MDM Hub
Console. If the value of the cmx.server.match.exact match fuzzy bo_api property is set to 0, the match
rules with the exact match strategy do not participate in the match process. If the value is set to 1, the match
rules with the exact match strategy participate in the match process. Default is 0.

You can find the cmx.server.match.exact match fuzzy bo_api property in the following file: <MDM Hub

installation directory>/hub/cleanse/resources/cmxcleanse.properties.

Note: If you configure the cmx.server.match.exact match fuzzy bo_api property, restart the application
server.
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Importing the Localized Lookup Data

Customer 360 installation files include the localized lookup data. If you use a localized environment, import
the localized lookup data into the database before you use Customer 360.

1. Copy the following files from the <MDM installation directory>/hub/server/lib directory to the <MDM
installation directory>/app/tcr/lookuplocalization/lib directory:

e log4j-1.2.16.jar

e For Oracle. ojdbc7.jar

e ForIBM DB2. db2jcc.jar

e For Microsoft SQL Server. sqljdbc4.jar
2. Go to the following directory:

<MDM installation directory>/app/tcr/lookuplocalization/bin
3. Run the following command:

e OnUNIX. ./lookup localization.sh

e On Windows. lookup localization.bat

4. At the prompts, enter the following parameters:

Parameter Description
Database type Type of database that you use.
Use one of the following values:
- Oracle
- DB2
- MSSQL
User name User name to access the Operational Reference Store database.
Password Password for the user name.
Operational Reference Store Name of the host that runs the Operational Reference Store database.
database host name
Operational Reference Store Port number that the database listener uses.
database port number
Database name For IBM DB2 and Oracle only. Name of the IBM DB2 database or Oracle
service.

The localized lookup data is imported into the staging tables.
5. Inthe Utilities workbench of the Hub Console, click Batch Group.
6. Expand Localized Lookup Data Load, and select Control & Logs.
7. Click Execute.

The localized lookup data is imported into the base objects.
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Improving Performance of Bulk Data Import

When you import a file in a workflow-enabled environment, the workflow triggers the approval process in
parallel. The parallel processing of workflow might affect the performance of the import process when you
import more than 5000 records with child records. To improve the performance of the import process in a
workflow-enabled environment, you can now set a wait time for the workflow process to trigger. Based on the
wait time, the workflow process gets triggered and avoids parallel processing.
1. Go to the following directory:

<MDM installation directory>/app/tcr/config/

2. In atext editor, open the c360-portal-workflow-config.xml file.

3. Update the following properties and save the file:

Property Description

<property Optional. Wait time for the workflow to trigger
name="portal.fileImport.wait">POYOMODT2HOMOS</ | after the import process starts. For example, if
property> the wait time is 2 hours 30 minutes, then the

workflow triggers after 2 hours 30 minutes after
the import process starts.

You can specify the wait time in the following
format:

P<n>Y<n>M<n>DT<n>H<n>M<n>S

- P - Indicates portal.
- Y - Indicates number of years.
- M- Indicates number of months.
- D - Indicates number of days.
- T-Indicates time.
H - Number of hours.
M - Number of minutes.
- S- Number of seconds.

For example, the value POYOMODT2H30MO0S
indicates 2 hours and 30 minutes.

Ensure that you set the portal.fileImport
property to v for the wait time to be considered.
Default is 2 hours.

Note: Informatica recommends to use 1 hour 30
minutes for 5000 records and 2 hours 30 minutes
for 10000 records.

<property name"portal.fileImport">Y</property> | Indicates whether to enable wait time for the
workflow to trigger. Set to Y to enable the wait
time. The wait time improves the performance of
import process when you import more than 5000
records.

Use this option during the file import or initial
data load process. After the data load is
complete, change the value from v to N.

Default is N.

4. After you make changes to the properties, run one of the following redeploy scripts to view the changes:

e On UNIX. redeploy.sh
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e On Windows. redeploy.bat

Note: Alternatively, you can log in to the ActiveVOS console, navigate to the Catalog > Resources > Other
section to update the properties in the c360-portal-workflow-config.xml file.

5. Go to the following directory:
<MDM installation directory>/hub/server/resources

6. In atext editor, open the cmxserver.properties file.

7. Update the following properties and save the file:

Property Description

cmx.server.be- Specifies the maximum number of records users can import for the task approval
import.task-limit workflow to trigger.

Set cmx.server.be-import.task-1imit=10000 for users to import up to 10000

records and the task approval workflow to trigger. If a user attempts to import more
than 10000 records, the task approval workflow does not trigger and displays an error.

cmx.server.find- Specifies the maximum number of replaced records that trigger the task approval
replace.task-1limit | workflow.
Set cmx.server.find-replace.task-1imit=1000 for users to replace up to 1000

records and the task approval workflow to trigger. If a user attempts to import more
than 1000 records, the task approval workflow does not trigger and displays an error.

8. Restart the application server.

Configuring the Product 360 Connection Parameters

Configure the Product 360 server connection parameters to display the product data from the party role
product table in the dashboard view of a customer.

1. Inthe Provisioning tool, click Configuration > Component Editor.
The Component Editor appears.
2. Inthe Components list, select C360 Product Widget, and then select ProductComponent.

3. Inthe Properties panel, specify the values in the XML code for the following parameters:

Parameter Name Description
productHost Name of the Product 360 server.
productPort Port on which the host listens.

4. Optionally, edit the structureSystem parameter value to remove the default Heiler Standard structure
system, and specify the new structure system.

5. Optionally, edit other default parameter values in the code.
Note: The contentType parameter does not support the TIFF image format.

6. Click Apply.
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7.

Publish the changes to the MDM Hub.
a. Click Publish.

A confirmation dialog box appears that prompts you to publish or review the changes.
b. Review the changes or publish without a review.

e To publish without a review, click Publish.

e To publish after a review, click Review Changes and follow the instructions that appear on the
screen.

Integrating Informatica MDM - Relate 360
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You can integrate Relate 360 with Customer 360 to view the relationship graph. A relationship graph displays
all the related records of a Person record and its relationships with the related records.

You must create a custom view to display the relationship graph for a Person record. You can also create a
graph component to display an aggregate view of the related records in the Person dashboard.

To integrate Relate 360 with Customer 360, perform the following tasks:

1.
2.
3.
4.

Create an external resource for the relationship graph.
Design a layout for the Person business entity view to display the relationship graph.
Create an external resource for the aggregate view of the relationship graph.

Edit the layout of Person dashboard to include the aggregate view of the relationship graph.

Before you integrate Relate 360 with Customer 360, use Relate 360 to process the Customer 360 data and
other data related to the customers.

For more information about Relate 360, see the Informatica MDM - Relate 360 documentation set.

Creating an External Resource for the Relationship Graph

An external resource is a custom component that you can add to a layout. For the relationship graph,
configure an external resource that you can add to the Person business entity view.

For more information about external resource, see the Multidomain MDM Provisioning Tool Guide.

1.

In the Provisioning tool, click Configuration > Component Editor.
The Component Editor appears.

In the Components list, select External Resources, and click Create.
The Properties panel appears.

Specify a name for the external resource.

Add the following XML code format for the external resource:

<iframe src="http://<Host>:<Port>/<Relationship Graph UI WAR Name>/noshell/graph/
<Source>/Customer/{{rowidObject}}/network" width="100%" height="800px"></iframe>

The XML code format uses the following parameters:
Host

Host name or IP address of the machine on which you deploy the Relate 360 relationship graph user
interface WAR file.

Chapter 4: After You Install



Port

Port on which the host listens.
Relationship Graph Ul WAR Name

Name of the relationship graph user interface WAR file that you deploy on the host.
Source

Source name of the records. If you do not have the source name for the records, use the source
name that you used in Relate 360 to process the customer data.

The following sample XML code creates an external resource for the relationship graph:

<iframe src="http://10.12.128.71:8080/bdrm-ui/noshell/graph/MDM/Customer/
{{rowidObject}}/network" width="100%" height="800px"></iframe>

Click Apply.
Publish the changes to the MDM Hub.
a. Click Publish.
A confirmation dialog box appears that prompts you to publish or review the changes.
b. Review the changes or publish without a review.
e To publish without a review, click Publish.

e To publish after a review, click Review Changes and follow the instructions that appear on the
screen.

Design a Layout for the Person Business Entity View

After you create an external resource for the relationship graph, design a layout to include the external
resource for the Person business entity view .

1.

4.

In the Provisioning tool, click Configuration > Layout Designer.
The Layout Designer appears.

Click Create > Entity View.

The Define Layout Properties page appears.

Define properties for the layout that you want to design.

a. Specify the following properties:

Property Description

View Name Label for the option.

Layout Name | Label for the layout that you design. After you design and publish the layout, the layout
name appears in the Layout Categories panel.

Layout ID Label used for generating a system ID.

Description Optional. A meaningful description to identify the layout.

b. To assign the layout to the Person business entity view, select Person > CustomPersonView.

Click Next.

The Define Purpose page appears.

Integrating Informatica MDM - Relate 360
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10.

Specify the purpose of the layout that you want to design.
a. Select the user roles that can access the layout.
The user roles that appear on the Define Purpose page are configured in the MDM Hub environment.
b. Select Edit entities.
Click Next.
The Select a Template page appears.
Select Template 1, and click Next.
The Design page appears.
Drag the external resource that you created for the relationship graph into the workspace.
Click Save.
The changes are saved to the temporary workspace.
Publish the changes to the MDM Hub.
a. Click Publish.
A confirmation dialog box appears that prompts you to publish or review the changes.
b. Review the changes or publish without a review.
e To publish without a review, click Publish.

e To publish after a review, click Review Changes and follow the instructions that appear on the
screen.

Creating an External Resource for the Aggregate View

Configure an external resource for the aggregate view of the relationship graph. The aggregate view displays
an aggregated view of the related records for a Person business entity.

1.

In the Provisioning tool, click Configuration > Component Editor.
The Component Editor appears.

In the Components list, select External Resources, and click Create.
The Properties panel appears.

Specify a name for the external resource.

Add the following XML code format for the external resource:

<iframe src="http://<Host>:<Port>/<Relationship Graph UI WAR Name>/noshell/graph/
<Source>/Customer/{{rowidObject}}/aggregate" width="100%" height="800px"></iframe>

The XML code format uses the following parameters:
Host

Host name or IP address of the machine on which you deploy the Relate 360 relationship graph user
interface WAR file.

Port
Port on which the host listens.
Relationship Graph Ul WAR Name

Name of the relationship graph user interface WAR file that you deploy on the host.
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Source

Source name of the records. If you do not have the source name for the records, use the source
name that you used in Relate 360 to process the customer data.

The following sample XML code creates an external resource for the aggregate view:

<iframe src="http://10.12.128.71:8080/bdrm-ui/noshell/graph/MDM/Customer/
{{rowidObject}}/aggregate" width="100%" height="800px"></iframe>

Click Apply.
Publish the changes to the MDM Hub.
a. Click Publish.
A confirmation dialog box appears that prompts you to publish or review the changes.
b. Review the changes or publish without a review.
e To publish without a review, click Publish.

e To publish after a review, click Review Changes and follow the instructions that appear on the
screen.

Edit the Layout of Person Dashboard

After you create an external source for the aggregate view of the relationship graph, edit the layout of Person
dashboard to include the aggregate view.

1.

In the Provisioning tool, click Configuration > Layout Designer.
The Layout Designer appears.
Expand the CustomerPerson layout category, and select layout2.
Click Edit.
The Design page appears.
Drag the external resource that you created for the aggregate view into the workspace.
Click Save.
The changes are saved to the temporary workspace.
Publish the changes to the MDM Hub.
a. Click Publish.
A confirmation dialog box appears that prompts you to publish or review the changes.
b. Review the changes or publish without a review.
e To publish without a review, click Publish.

e To publish after a review, click Review Changes and follow the instructions that appear on the
screen.

Integrating Informatica MDM - Relate 360
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Test Customer 360

You can log in to Customer 360 with your administrative user credentials.

1. Use the following URL format to access Customer 360:

http://<MDM Server host name>:<MDM Server port number>/mdmapps/
com.informatica.tools.mdm.web.auth/login

2. Login with your user credentials.
3. If prompted to select an application, select Customer 360.

The Home page appears.

Importing the Customer Portal
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If you install the Portal Configuration tool, import the preconfigured Customer Portal. Use the Portal
Configuration tool to import the Customer Portal.

1. Open a supported browser.
2. Enter the URL for the Portal Configuration tool.
The URL has the following format:

e Secure connections. https://<MDM Hub Server host name>:<MDM Server port number>/portal-
config/

e Non-secure connections. http://<MDM Hub Server host name>:<MDM Server port number>/
portal-config/

The Log In page opens.
Enter your user name and password.
4. Click Log In.
The Portal Configuration tool opens and displays the Home page.
5. Click Import Portal.
The Import Portal dialog box appears.
6. Navigate to the following directory:
<MDM Installation Directory>/app/tcr/CustomerB2BPortal
7. Select the CustomerB2BPortalConfig file.
8. Select the Operational Reference Store for the portal to use.
9. Select the source system for the portal to us