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General Security  Privacy Content Connections  Programs — Advanced

Select a zone to view or change security settings.
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Internet Local infranet  piEi=sk=ii=-] FRestricted
sites.
-

Trusted sites site
This zone contains websites that you =S

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

] Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level
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You can add and remove websites from this zone. All websites in
Wl this zone will use the zone's security settings.

Add this website to the zone:

| https://*.informaticacloud.com | | Add
VWebsites:
http: /finformatica. pmail 5.com ~ Remove

http: /finformatica.read.pmail 5. com
https: ffinformatica, pmail 5.com
https: ffinformatica.read. pmail 5. com
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Require server verification (https:) for all sites in this zone

Close
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sites

Trusted sites
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This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

] Enable Protected Mode fsaquissssastasting Internet Explorer)

Custom level... | ‘ Default level

Reset all zones to default level

Ok Cancel Apply
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Security Settings - Trusted Sites Zone X

Settings

,gﬁ Enable .MET Framewaork setup s
i) Dizable

|| Miscellaneous

|_| Access data sources across domains
() Dizable
(@ Enable
i) Prompt

|| Allow dragging of content between domains into separate wi
(@ Dizable
i) Enable

|| Allew dragging of content between domains into the same wi
(@ Dizable
i) Enable

|| Allew META REFRESH
Y Miezhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Reset to: Medium (default) ~ Reset...

Cancel
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e Box O®U%&

e Box Oauth AU %

e Cloud i&NnN7

e ConcurV2 ax4o %

e Coupa %V %
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e Cvent AU %
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e DB2 Warehouse on Cloud %%
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e Google BigQuery O %
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Microsoft Azure Blob Storage V2 % #
Microsoft Azure Blob Storage V3 O3 #
Microsoft Azure Cosmos DB SQL APl A% &
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Microsoft Azure Data Lake Storage Gen2 T %
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Microsoft Azure Synapse SQL % %

Microsoft CDM Folders V2 O #

Microsoft Dynamics 365 for Operations AT %
Microsoft Dynamics 365 for Sales A2 %
Microsoft Fabric Data Warehouse I %
Microsoft Fabric Lakehouse O 0 %

Microsoft Fabric OneLake O %

Microsoft SQL Server A% &

MySQL J% % %

NetSuite AU %

OData Ox®7 %

Oracle ax¥o %

PostgreSQL O &

RESTV2 OAx4o %

Salesforce %V %

Salesforce Marketing Cloud O o %

Salesforce Oauth O %

ServiceNow J% ¥ &

Snowflake Cloud Data Warehouse V2 x4 &
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UltiPro x4 %

Workday V2 Jx 0%
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G Informatica Administrator v

&, Organization

B woenses Runtime Environments Generate Install Token
) Licenses

Informatica v el

Download Secure Agent...

Sy SAML Setup

oups or the Hosted Agent. Install multiple Secure Agents and group them to balance workloads and improve scalability. Be sure to allow specific IP addresses for the
s article here.

€D Metering tors in the Secure Agent group. For more information, see this topic in the user documentation.

ecure Age ion, s
ote: Be su nabled Services an
& veers ) ~
Environments (4) Manage Cloud Secure Agents New Runtime Environment =
8} settings

& user orows Name Version Status Description Type Update Time
User Roles v Chandra_linux_ag Agent Group A 17,2024, 1:49 AM
T g P

e TN [F—L] X—TCZFEALTHEO. BBICT V21 LRENGVEEIF. ROBEBRICTT &
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() Informatica Data Integration v Informatica v po 8 2
+ New
Welcome Troy!
QA Home
@ ewoe - To get started, you must first set up a runtime environment. W
© Bundies {} Click Next to set up a runtime environment here, or go to Runtime Environments in Administrator.
I
B wyimpory
B Go to My Jobs @ Go to Explore [> Get Started b’ Go to our community
-~ batisin pat fah - ese? We canmetou X -

AWS TDOA1 X ~—JL
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3. ROBEHREADLET,

Z1=ILK B

7OF SRR B WIH, Secure Agent MER Y B3EETOFH—N—DKRI b,

7aFR-bH WiH, XETOF T —N—DR— +ES,

dA—H%—% EEIOF Y —N—ICERITZI I —%,
INZAT—FR EREIOF I —N—IIERTIHDNZIT—R,

4. [OK] ZoUw o LET,
Secure Agent Manager IZ& T Secure Agent BRI Ih. REMNMEAINE I,

Windows Secure Agent HH—E XZADOY 1 >~ DRTE

Windows Tl&. Secure AgentH—EXDxy b7 —o0O5 4 >%ZF/EL £, SecureAgent iF. OJ 1 I
BEMITONTVRFECERICE >TRY NT—JICT7I7ERATEEY,

Secure Agent 7« LI FUICTIVERALTRRIVERES LSURITTITBL SIS, Secure Agent I > D
OJAVERELEY, BHRZRET S, FRIVEZRET S, 8LV T I b T 71L& Tcld FTP/SFTP i
B TEFERT R IRV ERTTEHE. Secure Agent ICId. BETEZ T4 LI MU TORAIMD BELUVES
AHERDMBETT,

BRIE TAoLIMUEBRBLTI Y T 70ILETIZ FTP/SFTP #BHiZRET 5 I1CIF. Secure Agent @
OJA>YTEDTA LI MIADT I EREREMVBEL TIHEDHD £9, Secure Agent DOT 1 VIZHEY)
RIERMMTE I TUOARLE, Informatica Intelligent Cloud Services Tl [F1 LI FUDERE] 417
OJRy VAT LI M) ZRITEEFE Ao

1. Windows @ [BEY—JL] »5. [H—ER] T Y FIICBEBLET,

2. [H—EZR] 7> RFJT. Informatica Cloud Secure Agent t—EX%&2&7 Vv o L. [FANT1] %
BIRLET,

3. [FAnNF«] 44705 RyvoRT, [AFAY] 2TV v I LET,
4, OJAV%ERETBICE. [COTHYVF] 2BRLET,
5. PHYUYRENRT—RZAHALET,
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RAMYTEREINTVERY FT—0EFaUTICGL T, BEDHELERIMIETNTWVWS T A
DY hEFEBLEY, TIFLMDOTADY MERIE. <FRXA 2EN\<2A—H—-H>T7,

6. [OK]l #0Uwv o LZEY,
7. [H=ER] 714> RFUT. Secure Agent Y —EX BB L TEEZEMICLET,

Linux T® Secure Agent D1 > X +—JL

Linux DIFE. Secure Agent I7OERE LTERITEINE T, YxIIAXY RS2 EAL T, Secure
Agentz1 VR b—)L. B BB FLE. SLUVTVAYZA—IILTEIENTEET,

Tl YT IORYRSAVZFEALT Secure Agent DAT—HRZFIvITBEHTEET,
SecureAgent 21 VA L—JLT B L FITIF. ROEZRXIVERTLET,

1. IOVUNDRNEHZBLLTVWE I ZRERLET,

2. SecureAgent I YR +—SDT7 7N EAT>O—-RLET,

3. SecureAgent®1 VX L—=ILLTERLET,

ROHARSA>2ERLES,

o BEDI—H—TOT771IILEEB LT, SecureAgent 1> X h—ILFq LI RUNSE, TRTDT +)L
HAANDTINVT UV AEZFFD Secure Agent Z1 Y A h—JLL &, root 21— —¥ LT Secure Agent %
A= LBEVWTLRETE L,

e BLA—Y—TFTHIYrTRLIIVICERD SecureAgent 21 VA —I)LT3IETEIEHA. BR
B2A—HY—TFATYNTERODI—-CY M EETZHEEVHD £,

e Informatica RXAYHROED ./ —FIZH Secure Agent Z1 VX b—JLLABRWVWTLIZT L,

Secure Agent DEHOFMIC OV TIE. XD KB DEEEZBEBL T EIL:
IICS Minimum requirements and best practices when installing Informatica Cloud Secure Agent,

Linux T® Secure Agent DEH4

Secure Agent I&. & —2 v MEGHAAIEETH D Informatica Intelligent Cloud Services IZ7 7 X 1]
EAEEDOIYIVICAIYAL—ILTR M TEET, Linux T Secure Agent -1 > X b—JLFBHIIC. ¥R
TLEHZBEELTIRETW,

Linux T Secure Agent Z-1 > X k=)L BHIIC. ROBHERER LTI,
o IVIUN BHR—IPHROARL —FT o4 VIO XTLEFERALTWVWS L 2R L £, Secure Agent T

BR—FINTVWBRIARL =T VIO RTLDIZIMIDVWTIE. FLYIR—=ZD
Product Availability Matrix (PAM) for Informatica Intelligent Cloud Services Z BB L T T L\,
o YIVICIIGBUEDZEET s RUVBRENHD EHRLEF T,
o libidn.x86_64 Nw 7 —SHA YA M—ILTNTWVWB e ZEELE T,
Ny Tr—=IhBRVWEEIR. ROAY Y REFERAL T X =)L L £ sudo yum install libidn.x86_64

ENYT—CEAVIAM=ILNTBATYRIE Linux T AMJE2—2avICE>TERZBEDHD
N

e libidn.so.*SATSUNA VI b—ILTNTVWB I ZREELE T,
SATZUNFEELHEWVSEEIF. XROATY Y REFERLTI YR —ILLET,

64 vy b XFT LDIFE: ¢d Jusr/lib/x86_64-1inux-gnu
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R Y b RTLDIFE: cd /usr/lib/i386-1inux-gnu
SATSVEAVAM=)LLTR. ROOAT Y REFRAL T VYRV I UV ZERLET,
sudo 1n -s libidn.so0.12 libidn.so.1l

e SecureAgent & RHEL9 IC1 Y X b= LT BFZEIE. linsl A TS UHA VR b=)LTAhTWVWBR %
HERLET,
SATSUHBEVGEEIE. KOOIV REFEHALTA X b—JLL £9: sudo yum install libnsl
FNT=CA VA= ETBATVYRIE Linux T ARV E2—23VICE > TERBZBENHD
F9,
libnsl BEFEETIHESHERT 3 ICIE. ROVWTNHA DI RZEAL £7: ldconfig -p | grep libnsl
F 7=ld which libnsl

o Secure Agent DA YA L—JLICEBTRT7HIY I T3V DY —RERFZ—T Y ET 71 ILHME
MEINTUVBINTOVE- LT LI MIICHT BTV ERENMISETINTVEIRELN DD T,

o PowerCenter ZER Y %1553, PowerCenter D1 Y X b—JLIERALIT AT Y FldRloa—H#—7
hoY bzERLT. SecureAgentz1 YA +—JLLE T,
Informatica Intelligent Cloud Services & PowerCenter i&. W< DD OHBOREZHZFEHALFT.
Informatica Intelligent Cloud Services IC¥ L TIRIFZEHHDELKRESNTVWAWRE, 23 TI3ET
RRCKB T BOTREMD B D £ 7,

Secure Agent DEHDFEMAIC OV TIE. ROEEEBBL T T L,
https://knowledge.informatica.com/s/article/526096

T7AT7 74— ILDRE

HETRET 7170+ —ILEERLTWVWSIEEIE. Informatica Intelligent Cloud Services ® K X1 >& &
723 IP 7 RL REEZEEDEFEADRAAVAELIEIP T RELAD—EIZEDHF T, Secure Agent B 7 717
TA—ILENLTRBRERIRTDRIRIEZRITTESZ L5129 3ICIE. Secure Agent MERT 3R— LB
ICLET,

Secure Agent |31 2 —2y MMIERT B7HICAR— ~ 443 (HTTPS) ZEALET, FZ 71 v IHR—
M43 EBBT D CCEHATEILSICT7AT7I+—ILERELTLIET L,

RXA>EIP7RLZADHAY X M. POD (Point of Deployment) IC& > TERZBELHD £3, POD
I&. Informatica Intelligent Cloud Services TERD T —EXZRAWV L FICRTREINS URLHDSKHETE F
Yo URLXFFDRIDEXFHN POD ZR L F£9. HIZIE. URL AP usw3.dm-us.informaticacloud.com T E S
Z5&. POD (3 USW3 TY,

Informatica Intelligent Cloud Services KX/ > DRIV P T ET£BR POD D IP 7 KL RIZDWVWTIE.
R aX> rR—2JLD TPod Availability and Networking) #2883 3h. BEED [SY21LEE] ~
—COLEBICHBIVIEIT VYL TSI,

Linux T® Secure Agent DERR
Secure Agent ICIE. V—REE—47y FOBITT—2Z2EXT 3 HDICKEDERNMBETT,

Linux | Secure Agent 1 > X =)L 3 3HFE. €D Secure Agent IZlE. 1V Xb=ILTFos LI FJICHRT
BHAMD [EE AL/ RITHERDBETT,
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FLTEFTLTHS, I—Cz > hZ2BBETIHENHD XTI,

Secure Agent DFFICIEFA VA F—ILb—O YHRETT, A1 YAM—ILb=J 2 ZBRIETSICIF. I—Tx
YhOATYO—-RRICA—=0>%E—92D. FHIFEEET [1YXAM=ILb =IO YDER] #7235
VEMALET, =T L 24 BRERICEMHENMINE T,

ISz hEFERTDIE. 774/ ETHBED Secure Agent Z)L—FICEBMINE T, T— x> bidhl
@ Secure Agent 7 )IL—FICBMT B HTEET,

SecureAgent 4 7 VO—RLTA YR b—JLF3HIC. L Linux A—H—T7AHAU > hZFEBLTZOTY
TICHD Secure Agent B Y A R —ILTNTWAWVWI L ZRRLET, oI —J Y MHEET IHEIE.
TYAVRM=ILTIRENHD £,

B2 k:SecureAgent 1 >R =L 7O S LOF Ty I LZHERTBICIE. T—2 2> D RESTAPIN
—2aY2UVY—RZFERLET, I—Jx Y MUY —XOFMIE. TRESTAPI U Z 7L >X) #BBLTL

7230,

1. BEEZEVWT [SY21LRIE] 2FRLET,

2. [SyB21LEE] R—2T. [Secure Agent D&y >O—K] #0Uv o LET,

3. Linux64EY FARL—TA VIV RATLTSY T A—LEERL, 1V —)ILb—o>ZIE—L
Th5 [Fo>ra—F] 20Uy LET,
AYRM=LTOTSLHBTEROID VAT YO—RENET, COAYRM—IILTOT S LOGH
I& agent64_install_ng_ext.<Agent Core /N\—< 3 >>.bin TY,

4. SecureAgent ZEITIBIIVEDTA LI MIICAYAM—ILTOTISLEZREFLET,
ETFAINRRAUIAR—=ZADPFENTVWBR L, 1V A M—)LIZKBMLET,

5. YIIAIVRIAIUDSE AVRM—LTATILESIYO-RLETA LI FJICBEL. XD O
NYREANDLET,

o /agent64_install_ng_ext.bin -i console

6. TYRL—FPETLIES. RODTFT LI MVICBELFT,
<Secure Agent O > X k—JL7 1 LY 1>/apps/agentcore

7. Secure Agent ZEENT BICIF. ROOAR Y FEANLET,

o /infaagent startup

Secure Agent Manager A28 L £ ¢, Informatica Intelligent Cloud Services ND 7 7 XIZFERAT 3
1—H—-2EZFERALTI—VI Y b 2BRITZIBEIHBDET, i 1VA—ILE—T 2 %IBETS
WMELHHDFET,

8. I—SxzYbhDATYO—FRBCAYAM—ILb=02 - LAED>HEIF. BEBED [SV%210
LBIE] R—OT [1YXA == D&ER] 20y oL, b= IE—LET,

9. I—YxYbhEERTBICIE. <Secure Agent D1 VX k=)L T 1 LY k1)>/apps/agentcore T LU k1) T

Informatica Intelligent Cloud Services DA —#—% - LT =2V ZFRALT. ROVWTIAHLOD
IRV RZAHALFT,

o I—JxhZIMBE® Secure Agent ZIL—IZEBMT BICIF. ROIAXY RZFEALET,
./consoleAgentManager.sh configureToken <user name> <install token>
o I—2x> h%EBIFED Secure Agent JIL—FISEMTBICIE. ROITV FZFEALET,

./consoleAgentManager.sh configureTokenWithRuntime <user name> <install token> <Secure Agent group
name>
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FE: FELAV Secure Agent JIL—FEMNIAT Y RICEEFNTUVLSBIHE. Secure Agent 137 /L— I
DY TENEEA. B Secure Agent JIL—F2%EFEBATHLSICLTLIET L,

UTORICOAR >V RDA S a > n—&Ex=RLET,

FFay 1L
d—H—% 7B, Secure Agent & > X b—)JL g B 1—H—0D Informatica Intelligent

Cloud Services 1—#'—%,

1AY=Lt =2 WB, JE—LTeA YA M—ILb=D 2,

>

Secure Agent Z)L— | 7> 3>, BEED Secure Agent FIL—FICI—T x> b EIBINT 35B4E.
7% KODICEHET, COFTLaVAIAT Y RICEFATLWAWEE, T—

T MMIMBED Secure Agent FIL—FIZBIMEINE T,

Secure Agent DEHRIXT—F XIF. ROAYY REFERAL THEBTETET,

o /consoleAgentManager.sh isConfigured

Linux TOOFHTE

HBTEREIOF Y —N—ZFRLTTVE2—2vy MIERTZHBE. Secure Agent 3. T TOF>H—
N—#2HBT Informatica Intelligent Cloud Services IC#i L £9, Secure Agent D>V k—ZiZ&b, 7
SUHTREINTWVWRREERICETWVT Secure Agent 0 7OF S H—N—REHIRESNET, 7OF
SH—N—DOREDEHIF. ANV RIAVELVERET—EINSTVET,

1.

N o o kw

AR 7OV ZHASI. ROTA LI MIICBEILE T,
<Secure Agent installation directory>/apps/agentcore

proxy.ini 7 71 ILZE#HIZ> )OIV R EFRALET, xv FT—JBEBEICAVEDLET. 7OF
POREEBZROTLILZT L,

ROAR Y REEAL T, proxy.ini 771 ILEZBHLET,

./consoleAgentManager.sh configureProxy <proxy host> <proxy port> <proxy user name> <proxy password>
Informatica Intelligent Cloud Services (cOJ 1 > L %7,

[BEE] H—EXZRAWVWT [SU21LERIE] Z&RLET,

TOF S —N—%FRET S Secure Agent ZEIRL £9

R=UDELBICHD [RE] 27UV I LFT,

[>ZFLIBROHM] o> 3>T [Y—EZR] o7ONRT1% [F—2HE&Y—N—] IZREL.
(21471 o7ONT«% [DTM] ICRELZET,
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UTORIC. BMAREAENTA—2ZRLET,

NFRA—%

i

-Dhttp.proxyHost=

EEHTTP Z7AF S —N—DKRZ b,

-Dhttp.proxyPort=

PEEHTTP Z7OF > H—N—DKR— +ES,

-Dhttp.proxyUser=

HTTP Z7O0F > —NOREI—HF %, COF T aviE. FOFH—N
_t‘wu\uE%g—RLﬁ_iﬁAL—Mg—c—a—o

-Dhttp.proxyPassword=

RSN —HD/INZAT— K, 2'57_'-70/3/‘;\ 7‘DjF/-|j'_/\73\m,\u
EERLIEBRICBEBERD T,

-Dhttps.proxyHost=

RS HTTPS 7OF > H—N—0DHKR 4,

-Dhttps.proxyPort=

PEEHTTPS 7OF 2 —N—DR— +ES,

-Dhttps.proxyUser=

HTTPS 7D$Vﬂ N— wquj- - %o ;0)2'7)/3/(31 70D£-\’/
-'j- /\—b\wu\um%g—}zL/TL_T“M_ALL%E—CTO

-Dhttps.proxyPassword=

SREEINFEA—HD/NZAT— K, 2'-(7_'-7‘/5 Vi, FOx>H— /\b\m,\u
ZERLIEBEICBREERD FT,

HTTP Ol

JUMOptionl=-Dhttp.proxyHost=<proxy_server_hostname>
JUMOption2=-Dhttp.proxyPort=8081
JUMOption3=-Dhttp.proxyUser=<proxy_user_name>
JUMOption4=-Dhttp.proxyPassword=<proxy_password>

HTTPS D%,

JUMOptionl=-Dhttps.proxyHost=<proxy_server_hostname>
JUMOption2=-Dhttps.proxyPort=8081
JUMOption3=-Dhttps.proxyUser=<proxy_user_name>
JUMOption4=-Dhttps.proxyPassword=<proxy_password>

RFE] 20V v o LET,

Secure Agent i"EIEEI L TREMERAINE T,
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DFANT4 71 —=ILRZRLTVWET,

s & tlew Connectien

Connection Details
Connection Nama:* SalesAccounts-FlatFile

Description:

Type:* @ Flat File

Flat File Connection Properties
CAB1234564

Runtime Environment:* (§J)

Directory:*

C:MOurCompany™,Sales
Date Format: *

MM /dd/yyyy HH:mm:ss

Code Page: * UTE-8

| Test Connection | e

Browse...

3. HERZETALTBICIE [TAM 20Uy ILET, ROBERICTTEED. TR MERBPIR—JICKT

INEI,

s & SglesAccounts-Flatfile

@ The test for this connection was successhil.
Connection Details
Connaction Mame:* Salestccounts-FlatFile

Descripfion:

Type:* € Flat File

Flat File Connection Properties
Runfime Environment:* ()

CAB123454

Diraciory:*

C:\OurCompany' Sales
Date Format: *

MM,/ dd yyyy HH:mmess

Code Page:* UTF-8

| Test Connection | e

! Browse.. |

F—EAR—IEHICKHTEHEIE. T—ER—XABEEEICEBAVEHLELEI L,

4. [RE] 20Uy I L TERERELET,

Z70 TV MREREER

T—ERMEDIVEVTERRBERAITEEZERT S, FAIS 1204 TV bERIBEROATY

IV b ERETEEXT,

FTPT Vb ERERTBLE. [FTC I MEER] 40700 KRY IR BRICERTE 34720 b

PRATNET. WIThH DA TP b2BIRT 2D BENFHNEANTEEY . BRZHMIAT BT,

[#%%FE] #0 ) v o $3h. Enter 5L £7,

F TP T MEEE R
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Projects and Folders N e § [ na
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O AccountTotals Jun 20,2018, 1:02 PM

O Add-On Bundles Jul 17,2018, 4:33 PM
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Explore v AllFrojects w > AccountsByArea

AccountsByArea (2) I G fnd
[0 Hame Type Updated On Description Tags Status
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(] Tasks Folder Sep 19,2018, 12:40 PM
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