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Informatica Intelligent Cloud Services™ user provisioning through SCIM 2.0 is available through Okta. This article
provides instructions for setting up SCIM-based user and group sync for Okta.
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Informatica Intelligent Cloud Services™ user provisioning through SCIM 2.0 is available through Okta. If you are an

Informatica Intelligent Cloud Services organization administrator, you can set up SCIM-based user and group sync for
Okta. To do this, you must create an Okta provisioning application to sync your Okta users and groups with Informatica
Intelligent Cloud Services.

Note: If you do not use SCIM, follow the setup instructions in this Knowledge Base article instead.

To set up SCIM with Okta, complete the following tasks:

1. Create a provisioning app in Okta.

Set up SAML and enable SCIM in Informatica Intelligent Cloud Services.
Integrate the provisioning app with Informatica Intelligent Cloud Services.
Map SCIM attributes in the provisioning app.

Provision Okta users.

Map Okta groups to Informatica Intelligent Cloud Services roles.

N o o e DN

Push Okta groups to Informatica Intelligent Cloud Services.

Create an app in Okta to provision users and groups in Informatica Intelligent Cloud Services.

1. Loginto Okta as an administrator.
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In the Create a new app integration window, select SAML 2.0 and click Next.

On the left panel, select Applications > Applications, and click Create App Integration.
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© Help

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

SAML 2.0

XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication

Okta-specific SSO method. Use if your application doesn't support OIDC or

SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

On the General Settings tab, enter an app name and click Next.
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On the Configure SAML Settings tab, configure the Single sign on URL and Audience URI.
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okta Q searen @ 8 e
Dashboard v
o #Create SAML Integration
jrectory v
Applications v © configure saML
Security .
Workflow M A SAMLSettings
‘What does this form do?
Reports .
General This form generates the XML needed
for the app's SAML request.
Settings v Single sign on URL @
Where do I find the info this form
Use this for Recipient URL and Destination URL neods?
Allow this app to request other SSO URLs The app you're trying to integrate with
should have its own documentation on
Audience URI (SP Entity ID) @ hitpsy// dm using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
Default RelayState @
form
1o value s set, a blank RelayState is sent
Okta Certificate
Name ID format @ Unspecified Import the Okta certificate to your

Single sign on URL

<lICS base URL>/identity-service/acs/<organization ID>
For example, https://dm-us.informaticacloud.com/identity-

service/acs/12a3b4cdef5gh671jk1lm8n

Audience URI (SP Entity ID)

https://<organization ID>.<hostname>

For example, https://12a3b4cdef5gh67ijklm8n.dm-us.informaticacloud.com

Accept the default values for Name ID format, Application username, and Update application username.

In the Group Attribute Statements section, enter the SAML attributes to send all groups that are associated

with the user in the SAML token during sign on.

Group Attribute Statements (optional)

Name

groups

Add Another

Name format

(optional)

Unspecified v

Configure the following statement:

e Name: groups

e Name format: Unspecified

e Value: Matches regex

Optionally, configure other attributes such as firstName and lastName.

Click Next.

. *

On the Feedback tab, click Finish.

Filter

Matches regex
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When the app is created, open the Settings tab, click the Identity Provider metadata link, and save the
identity provider metadata to an XML file.

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an

application. Some sign-on methods require additional configuration in the 3 party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

ldentity Provider metadata is available if this application supports dynamic configuration.

You will use this file to set up SAML in Informatica Intelligent Cloud Services.

Step 2. Set up SAML and enable SCIM in Informatica Intelligent
Cloud Services

Set up SAML by uploading the metadata XML file that you generated in Okta. Then enable SCIM 2.0 and generate the
token for the SCIM provisioning app.

1.

Log in to Informatica Intelligent Cloud Services as a user with the Admin role.

Note: If you are setting up SAML for a sub-organization, log in to the sub-organization as a native user with
the Admin role. Do not log in to the parent organization and switch to the sub-organization from the parent
organization.



In Administrator, open the SAML Setup page.
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< Collapse

Informatica v P2 ?

Download Service Provider Metadata Save

SAML Attribute Mapping

(O ser friendly SAML attribute names

First Name:

Last Name:

Job Title:

Email Addresses:

Emails Delimiter:

Phone Number:

Time Zone:

givenName

familyName

title

emails

coMMA v

phoneNumbers

timezone

In the SSO Configuration area, click Choose File and upload the metadata XML file to define the identity

provider properties.

Enable the Map SAML Groups and Roles option, and then enable the Enable IdP to push users/groups using

SCIM 2.0 option.

« By SAML Setup

Configure Single Sign-On (SS0) using Security Assertion Markup Language

SS0 Configuration

Disable auto provisioning of users

Map SAML Groups and Roles

Enable IdP to push users/groups using SCIM 2.0

|dentity vaider Configuration .

Use Identity Provider File: | Drop file here Choose File...

First Name: | 1
Manage Token
Last Name: |
4
Job Title: | 4
S VI N . i - .

4
SAML Attribute Mapping

[0 user friendly SAML 4

Note: When you enable the Enable IdP to push users/groups using SCIM 2.0 option, auto-provisioning of
users is disabled automatically because users are provisioned through the SCIM client.
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Click Manage Token.

SCIM Tokens

SCIM Token Expiry Date Status

© othingto display.

The SCIM Tokens dialog box displays the SCIM tokens that have been created for your organization along
with the expiration date and status of each token. If two tokens are listed, you'll need to delete one before
you can generate a new token.

Click Generate Token and copy the token to the clipboard.
You will need the SCIM token when you enable SCIM in the provisioning app.

The SCIM token is valid for 180 days from the time of generation. When the token expires, you'll need to
generate a new one, even for an existing connection.

Tip: You can create two tokens on different days so that one token is always available. For example, you
might want to generate a token on one day and a second token 90 days later. Informatica Intelligent Cloud
Services notifies you when a token is about to expire.

Click Save to save the configuration.

Step 3. Integrate the Okta provisioning app with Informatica
Intelligent Cloud Services

To integrate the provisioning app with Informatica Intelligent Cloud Services, configure the provisioning mode, the
integration settings, and the provisioning to app settings.

1.
2.

In Okta, open the app you created.
On the General tab, in the App Settings area, set the provisioning to SCIM.

00  svikyath@informati...
okta Q search. @ 88 v v
riapopan
Dashboard .
Once you have a werking SAML integration, ubmit or Okt review t publis nthe OAN
Directory .

Applications. ~ General  SignOn  Mobile  Provisioning  Import  Assignments

Applications
App Settings Edit
Self Service
Socurity v Application absl SAML_Sir

Workflow v Application visibility Do not display

Do not display appli

Provisioning None
On-Pramises Provisioning

O scm

Auto-launch Auto-launch the app when usar signs into Okta.
‘Application notes for end users

Application notes for admins

SAML Settings it >
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On the Provisioning tab, select Settings > Integration, and configure the SCIM connection settings.

General Sign On Mabile Provisioning In::ort Assignments

Settings
Integration
SCIM Connection Cancel
SCIM version 20
SCIM connector base URL https:{/dm-us_infa_com/scim-service
Unigue identifier field for users email
Supported provisioning actions Import Mew Users and Profile Updates
Push New Users
Push Profile Updates
Push Groups
Authentication Mode HTTP Header
HTTP Header
Authorization Bearer
l - Test Connector Configuration
m Cancel
Setting Value
SCIM connector base URL Enter the tenant URL. For example:

https://dm-us.informaticacloud.com/scim-service

Unique identifier field for users | Enter email.

Supported provisioning actions | Enable Push New Users, Push Profile Updates, and Push Groups.

Authentication Mode Select HTTP Header.

Bearer Token Copy the token you generated when you enabled SCIM in Informatica Intelligent
Cloud Services.

Click Test Connector Configuration to test the configuration, and then click Close.
Click Save.
On the Provisioning tab, select Settings > To App.




7. Inthe Provisioning to App settings, enable provisioning for Create Users, Update User Attributes, and
Deactivate Users.

Settings

o okta = ©

To Okta

Integration L
Provisioning to App Cancel
Create Users Enable
Creates or links a user in SAML_Siri when assigning the app to a user in Okta.
The default username used to create accounts is set to Okta username.
Update User Attributes Enable
Okta updates a user's attributes in SAML_Siri when the app is assigned. Future attribute changes made to the Okta
user profile will automatically overwrite the corresponding attribute value in SAML_Siri.
Deactivate Users Enable
Deactivates a user's SAML_Siri account when it is unassigned in Okta or their Okta account is deactivated. Accounts
can be reactivated if the app is reassigned to a user in Okta.
Sync Password Enable
Creates a SAML_Siri password for each assigned user and pushes it to SAML_Siri.

8. Click Save.

Step 4. Map SCIM attributes in the provisioning app

When you create the provisioning app in Okta, most attribute mappings are already correct. However, some attributes
might need to be added or changed. Map attributes in the Profile Editor.

1. In Okta, go to Directory > Profile Editor.
2. Select the app that you created.
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In the Attributes area, click Mappings.

SAML_Siri User # Edit

Display name SAML_Siri User

Description

Variable name @ infapopga_samlsiri_1

Attributes
+ Add Attribute ] I < Mappings

FILTERS Display Name Variable Name Data type

All .
Username userName string

Base
Given name givenNams string

Custom
Family name familyName string
Middle name middleName string
Honorific prefix honorificPrefix string
Honorific suffix honorificSuffix string

Verify that the following attributes are mapped for each user:

id

externalld

username

displayName

title

preferredLanguage

locale

timezone

active

addresses][type eq "work"].streetAddress
addresses[type eq "work"].locality
addresses][type eq "work"].region
addresses[type eq "work"].postalCode
addresses[type eq "work"].country
employeeNumber

organization

department

emails[type eq "work’]

Attribute Type

Base

Custom

Custom

Custom

Custom

Custom
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e givenName
o familyName

e phoneNumbers[type eq "work']
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The attribute mapping should look like the following images. You need to map the attributes on the SAML to

Okta User and Okta User to SAML tabs.

SAML_Siri User Profile Mappings

SAML_Siri to Okta User

SAML_Siri User Profile

@

appuser

Username is set by SAML_Siri

sppuser.givenilams

appuser. familyName

Choose an attribute or enter

Choose an attribute or enter

Choose an attribute or enter

sppuser.email

sppuzsr.titls

appuser . displayName

Choose an attribute or enter

Choose an attribute or enter

Choose an attribute or enter

Choose an attribute or enter

appuser . primaryPhone

appuser . strestAddress

appuser. locality

sppuser.region

an expression...

an expression...

an expression...

an expression...

an expression...

an expression...

an eXpression...

Okta User to SAML_Siri

Okta User User Profile

okta

USET

login

firstName

lastName

middleName

honorificPrefix

honorificSuffix

email

title

displayName

nickName

profilelrl

secondEmail

mobileFhone

primaryPhons

streetAddress

city

state




13

appuzer region

appuser.postallodes

BpPUSET . country

Choose an attribute or enter an expression...

appuser . preferredlangusgs

appuser . locsle

appuser . Timezone

Choose an attribute or enter an expression...

appuser . employesiumber

Choose an attribute or enter an expression...

appuser .organization

Choose an attribute or enter an expression...

appuser . department

Choose an attribute or enter an expression...

Choose an attribute or enter an expression...

[ & Preview

Enter an Okta user to preview their mappi

=+

?

state

zipCode

postalAddress

preferredlanguags

locale

timezone

emp loyesNumber

costCenter

organization

division

department

manager Id

manager

string

string
country code
string
language code
locale
timezone
string

string

string

string

string

string

string

string

Save Mappin, Cancel
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SAML_Siri User Profile Mappings

SAML_Siri to Okta User

Okta User User Profile
okta

Username is gt by SAML_Siri

Okta User to SAM

user . firstName

user . lastName

Choose an attribute or enter an expression...

Choose an attribute or enter an expression...

Choose an attribute or enter an expression...

user .email

Choose an attribute or enter an expression...

user.title

user displayMName

Choose an attribute or enter an expression...

Choose an attribute or enter an expression...

user.primaryPhons

Choose an attribute or enter an expression...

Choose an attribute or enter an expression...

user .streetAddress

user.city

SAML_Siri User Profile
BppUSET

userhame

giveniame

FamilyNams

middleName

honorificPrefix

honorificSuffix

email

emaillyps

title

displayName

nickName

profilelrl

primaryPhone

primaryPhoneType

addressType

streetAddress

locality

string

string

string

string

string

string

email

email

string

string

string

string

string

string

string

string




user.city

user.state

user.zipCode

user .countryCode

uvser preferredlanguage

user.locale

user _timezone

Choose an attribute or enter an expression...

uzer. employssiumber

user .organization

user . department

v —
v —
v —
v —
v —
. —
v —
. —
v —
v —

locality

region

postalCode

country

preferredlanguags

locale

timezone

userType

employeshumber

organization

department

5. To delete an attribute, close the editing pane and click the "X" icon.

Attributes

+ Add Attribute l # Mappings
FILTERS Display Name
All

Username
Base
Custom Given name
Family name
Middle name

Honorific prefix

Hoenarific suffix

Primary email

Primary email type

Title

Display name

Mickname

15

Variable Mame

useriame

givenhlzme

familyMName

middleName

hororificPrefix

hororificSuffix

email

=mailType

title

dizplayMams

nickName

Data type Attribute Type
string Base
string Custom
string Custom
string Custom
string Customn
string Custom
string Custom
string Custom
string Custom
string Custom
string Custom



The final list of attributes should look like the following image:

Attributes
+ Add Atbribubs | | # Mappings

FILTERS Désplay Mame “Warizble Mame Cata type Artribute Tepe

al . -
Username st R string Hase L ]

Baze
Sramn mame 3w s siring Custom r ®

Custem -
Family name fams |y siring Customn # x
Prirmary ema i string Customn # x
Title LiLlu string Customn # ]
Dizplay rame damplaybams string Customn # ]
Primary phone I Emar Pt string Customn & x
Street address Ly Ll string Customn # x
Locality 1 il string Cusstom # x
Aegion Eegion string Custom # x
Pestal Code pocrm Lt 1 Dl siring Customn # x
Courry code oLy string Customn # x
Preferred language v S el arepgu string Customn # ]
Locale localu string Customn # ]
Time: zore P string Custom & =

e L e sy string Custom r =
wrganizalien string Customn # x
lepartman b L =string Cuestom # *

Step 5. Provision Okta users in Informatica Intelligent Cloud
Services

To provision Okta users in Informatica Intelligent Cloud Services, create users in Okta, assign the users to a group, and
then assign the provisioning app to the group.

Before you provision users, ensure that SCIM is enabled in both Informatica Intelligent Cloud Services and the
provisioning app and that the test connection from the app is successful.

16



Note: Every user that you want to provision must be part of a group because Informatica Intelligent Cloud Services
roles are mapped to Okta groups. If the user is not part of an Okta group, the user will have no Informatica Intelligent
Cloud Services role and cannot sign on to Informatica Intelligent Cloud Services.

1. Create users in Okta:

a. In Okta, on the left panel, select Directory > People, and click Add person.

00 sukyat
oo

okta Q searn

Dashboard v

minion15@gmail.com Active
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b. Inthe Add Person dialog box, enter the user details.

Add Person

User type @ User .
First name admin

Last name user

Username

adminuser@informatica.com

Primary email . . -
ry adminuser@informatica.com

Secondary email (optional)

(opti ] ;

Password @ Set by user v

Send user activation email now @

m Save and Add Another Cancel

c. Click Save or click Save and Add Another to add another user.
2. Assign the users to groups:

a. Select Directory > Groups, select a group, and click Manage people.

[ Wanago pebpio | [ 5 Manage apps | [ & Manage Dirctores | [ 2 puets roun

~ staws

Staged

Showing 1-10f1
Reports v

b. Assign people to the group and click Done when finished.

18



c. Repeat steps a and b for all groups that you need to provision users for.
3.  When the users are created and are part of a group, assign the app to the groups:
a. Open the provisioning app that you created.

b. Onthe Assignments tab, select Assign > Assign to Groups.

. 0g s
okta Qs ® 8 .
Diectory - SCIMSAML
ptenions . @ =) o ()] Jemten worsrmrs
Once you have a working SAML integration, submit it for Okta review to publish in the
solfSenvics
Securit ity v General SignOn Mobile Provisionin; g Import Assignments Push Groups
Worktow .
Soarch beop

Reperts .

. R
Settings v e

Individual s x

Individual 4 x

Individual 4 x

Individual 4 x

Individual 4 x

c. Select the group you want to assign, click Assign, and then click Done.

Assign SCIMSAML to Groups

Admin|

Admin .
o Assign

Admin Group

19
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d. Optionally, enter group attributes such as Preferred language, Locale, and Time zone.

Assign SCIMSAML to Groups X

Extra info is needed to assign this app to a group.

The attributes below will apply to all people assigned to this group.

Preferred language ‘ |

Locale

Tima zone

User type

Cost center

Organization

Division

Department

Save and Go Back Cancel and Go Back

These attributes will be assigned to all users in the group.

Note: The attributes that appear on this page vary based on the attribute mappings configured in the
profile editor.

e. Click Save and Go Back.

Repeat steps c through e for all groups that you want to provision users for.

g. Click Done.



After a group is assigned to the provisioning app, all users in the group are immediately provisioned in Informatica
Intelligent Cloud Services. You can view users on the Users page in Administrator.

icstestorg100 v
)
[/ s
& SAMLSetvp . B | EnabledUsers M 3 Users Pending Activation . B ] UsersinGroups 10 data to displa:

4 Users logged in
™) Metering Total Users O DisobledUsers W () Locked Users W 3 Users notin Groups last 30 days

9 Seftings

® User Select he user you want to modify or define a new user.

N\ Users(1)

@ Add-OnBundles

@ swoggerFiles
B g

Users will be in the Pending Activation state until they first sign on to Informatica Intelligent Cloud Services. Users are
editable while in the Pending Activation state, but once they sign on and the status changes to Enabled, the user details
become read-only. Any changes you make to the user details will be overwritten the first time the user signs on to
Informatica Intelligent Cloud Services.

Note: At this point, the users have no groups assigned. If a user has no groups or roles assigned in Informatica
Intelligent Cloud Services, the user cannot sign on. You must map the Okta groups to Informatica Intelligent Cloud
Services roles and push the Okta groups to Informatica Intelligent Cloud Services so that the users get their group and
role assignments.

Map Okta groups to Informatica Intelligent Cloud Services roles to ensure that SAML users have the appropriate levels
of access to Informatica Intelligent Cloud Services assets. Users will be assigned the Informatica Intelligent Cloud
Services roles that correspond to the mapped Okta groups.

1. In Administrator, open the SAML Setup page.
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2. Inthe SAML Attribute area, configure the User Groups and Groups Delimiter fields.

ficsestorg100

Informatica Adminisirator V'

2 Organization * @ SAML Setup Downlood Service Provider Merodore | [
B licenses Configure Single Sign-On (SSO) using Security Asserfion Markup Language
s Last Nome: familyName
@ samisehp
Encble 16P o push users//groups using SCIM 2.0 Generote Token

£\ Metering

Email Addresses
9 seting Identity Provider Configurafion

Emails Delimiter; | COMMA -
® U ssver” s/ vicki.com//exkay 24pba¥ayD6k R
23 User Groups Single Sign-On Service URL:* hitps;//infa-popqa.okiapreview.com/app/i S
I i User Roles groups

Single Logout Service URL:

Roles Delimiter CcOMMA -

4@ Runfime Environme...

Signing Cericate” ——BEGIN CERTIFICATE—
& Cormions MIDpDCCAoygAWBAGIGAXw+6NDMA o
/ 0GCS4GSbIDAEBCHUAMIGSMAC

QUDVEAGEUVUZETMEEG N =

K Add-On Connedtors ANUECAWKQ2FsoWZYemSPYTEWMBQG Groups COMMA

[ Use signing certficate for encryptions
Schakim SAML Role Mapping SAML Group Mapping
@ Adionndies —

i

@ svosgerFiles

B g

um:oasisinomestc:SAML1.1:nameic-formot: Cosomer 360 Data Steward

ogout

g Customer 360
BINDING}

Property Description

User Groups SAML attribute used to pass the assigned user groups.

Groups Delimiter Delimiter to separate the groups if multiple groups are passed.

3.  Onthe SAML Group Mapping tab, map the Okta groups to Informatica Intelligent Cloud Services roles.
4. Click Save.

Step 7. Push Okta groups to Informatica Intelligent Cloud Services

For successful authorization, each user must have at least one Informatica Intelligent Cloud Services role. Push Okta
groups to Informatica Intelligent Cloud Services so that users get their role assignments. Users will be assigned the
roles that correspond to the SAML groups on the SAML Setup page in Administrator.

1. In Okta, open the provisioning app that you created.

2. On the Push Groups tab, click Push Groups, and choose to push groups by name or by rule.

okta Q searc @ BB somentme.
Dashboard v « Backto Applications
Directory v SCIMSAML

Applications ~ Active ¥ - 4 || & | ViewLogs Monitor Imports

Self Service
Socurity v General  SignOn  Mobile  Provisioning  Import  Assignments  Push Groups
Workflow v

Push Groups to S€IMSAML

Reports v
Settings v PR [ = rerresn App Groups | | # Bukeat | [ o
© Find groups by name
S Group in SCIMSAML Last Push Push Status
Search for specific groups to push
ror. Groups to ro-push all group »
Minions May 22,201 .
taine M This Group contains Mi..  G:OS7 AM er
By rule .
SiiGrou May 24,2021
" Y Active v ®
Minion No descriptior 818:50 M
SV Group 02 May 22,2021
Active v @
No descriptio 519:33 AM o
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Pushing groups by name pushes the groups one at a time. Pushing groups by rule pushes multiple groups at
once according to a rule.

To push groups by name, select Find groups by name, find and select the group, and click Save.

General Sign On Mabile Provisioning Import Assignments Push Groups

Push Groups to SCIMSAML

Close

Pushed Groups Push groups by name

All

To sync group memberships from Okt ML, chooss a group in Okta and a group in the app.
Errors
By rule
Push group memberships immediately
Minion

Group Match result & push action

o Admin

No Match found

© Create Group ~

m Save & Add Another



To push groups by rule, select Find groups by rule, create the rule, select Inmediately push groups found by
this rule, and click Create Rule.

SCIMSAML

° )
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Create a search rule that pushes any matching groups to SCINSAN atically.
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3. Verify that the push status for the groups you pushed is Active.

In Informatica Intelligent Cloud Services Administrator, you can see the groups on the User Groups page. You might
have to refresh the page to see the groups.
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The SAML groups are all read-only. If you open the group, the Mirrors SAML group field lists the mapped SAML group.
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Operator Role used for monitoring exscution environments

If you open the Users page, you can see that the Okta SAML users are now mapped to the new SAML groups.
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If the group has no roles assigned at this point, go back and map the SAML groups to Informatica Intelligent Cloud
Services roles on the SAML Setup page, or the users in the group will not be able to sign on to Informatica Intelligent
Cloud Services.

If the group has roles assigned, group members can sign on to Informatica Intelligent Cloud Services.

After users and groups are pushed to Informatica Intelligent Cloud Services and the Okta groups have been mapped to
Informatica Intelligent Cloud Services roles, provisioned users can sign on to Informatica Intelligent Cloud Services.

1. In Administrator, open the Users page and select the user.

2. Inthe Login Settings area of the user details page, copy the SAML username.
3. Signin to Okta using this username and enter the password.
4

If this is the first time you are signing on, enter the recovery question and answer and click Create My
Account.
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After the user signs on to Informatica Intelligent Cloud Services, the user details page for that user shows the groups
that the user is a member of and that at least one role is configured for the user. The extended user attributes are also
visible.
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Consider the following guidelines when you work with users:

e The user attributes "username" and "email" are required. If these attributes are not provided, provisioning of
the user will fail.

e User email addresses must be in the format: <local part>@<domain>, for example, jsmith@mycompany.com.

¢ InInformatica Intelligent Cloud Services, user names are unique to each user. Therefore, if you edit a user
name in Okta after provisioning, Informatica Intelligent Cloud Services creates two users: one with the old user
name and one with the new user name.

If you need to edit a user name after provisioning, delete the user in Okta, and then re-create the user with the
new name.

o During provisioning, the user attribute "title" is truncated at 100 characters.

e User phone numbers must contain 10-25 characters. They can contain only numbers, spaces, parentheses,
hyphens, periods, and a plus sign as the first character.

e If you suspend a user in Okta, the user's status will still be displayed as Pending Activation or Enabled in
Informatica Intelligent Cloud Services, but the user will not be able to sign on to Informatica Intelligent Cloud
Services.

o |f you delete a user in Okta, the user will be disabled but not deleted in Informatica Intelligent Cloud Services.
Disabled users cannot sign on to Informatica Intelligent Cloud Services.

¢ If you remove a user from the provisioning app after users have been pushed and then add the user back to the
app, the user's state in Informatica Intelligent Cloud Services will be Enabled instead of Pending Activation.
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Consider the following guidelines when you work with groups:

If you rename an Okta group that has been pushed to Informatica Intelligent Cloud Services, ensure that you
update the group name in the group mapping on the SAML Setup page. If you do not update the group
mapping, users might not be able to sign on to Informatica Intelligent Cloud Services or might lose access to
assets.

If you unlink and delete an Okta group that is mapped on the SAML Setup page and has been pushed to
Informatica Intelligent Cloud Services, the next group push fails.

Pushing a group from Okta fails when you switch from using SAML for authentication and authorization to
using SAML for authentication only, delete an Okta group that was pushed to Informatica Intelligent Cloud
Services, and then switch back to using SAML for authentication and authorization.

Siri Vikyath
Senior QA Engineer
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