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Preface

See Informatica® What's New and Changed to learn about new functionality and changes for current and
recent product releases. You can also read the important notices for information related to support changes,
new products, and release tasks that you might need to perform after you upgrade from a previous version.
What's New and Changed includes content for all products integrated in the Informatica platform installation.

Informatica Resources

Informatica provides you with a range of product resources through the Informatica Network and other online
portals. Use the resources to get the most from your Informatica products and solutions and to learn from
other Informatica users and subject matter experts.

Informatica Network

The Informatica Network is the gateway to many resources, including the Informatica Knowledge Base and
Informatica Global Customer Support. To enter the Informatica Network, visit
https://network.informatica.com.

As an Informatica Network member, you have the following options:
e Search the Knowledge Base for product resources.

e View product availability information.

e Create and review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to find product resources such as how-to articles, best practices, video
tutorials, and answers to frequently asked questions.

To search the Knowledge Base, visit https://search.informatica.com. If you have questions, comments, or
ideas about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

Use the Informatica Documentation Portal to explore an extensive library of documentation for current and
recent product releases. To explore the Documentation Portal, visit https://docs.informatica.com.
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If you have questions, comments, or ideas about the product documentation, contact the Informatica
Documentation team at infa_documentation@informatica.com.

Informatica Product Availability Matrices

Product Availability Matrices (PAMs) indicate the versions of the operating systems, databases, and types of
data sources and targets that a product release supports. You can browse the Informatica PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional Services
and based on real-world experiences from hundreds of data management projects. Informatica Velocity
represents the collective knowledge of Informatica consultants who work with organizations around the
world to plan, develop, deploy, and maintain successful data management solutions.

You can find Informatica Velocity resources at http://velocity.informatica.com. If you have questions,
comments, or ideas about Informatica Velocity, contact Informatica Professional Services at
ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that extend and enhance your
Informatica implementations. Leverage any of the hundreds of solutions from Informatica developers and
partners on the Marketplace to improve your productivity and speed up time to implementation on your
projects. You can find the Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

You can contact a Global Support Center by telephone or through the Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
https://www.informatica.com/services-and-training/customer-success-services/contact-us.html.

To find online support resources on the Informatica Network, visit https://network.informatica.com and
select the eSupport option.
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CHAPTER 1

10.5.1 Important Notices

This chapter includes the following topics:

e Support Changes, 29

e Release Tasks, 30

e Informatica Installer, 31

Support Changes

Read this section to learn about support changes in version 10.5.1.

Technical Preview

Read this section to learn about technical preview functionality that is initiated or lifted in version 10.5.1.
Technical Preview Lifted

Effective in version 10.5.1, the following functionality is lifted from technical preview:
Data Flow Analytics

You can use Data Flow Analytics to view analytical data about PowerCenter mappings in the catalog.
You can use the data to improve the mapping quality and efficiency in your enterprise. You can also view
mappings as diagrams for ease of understanding.

The analytical data includes details about the following mapping metrics:

e Similar mappings

e Duplicate mappings

e Reusable mapplets, transformations, and user functions for complex expressions

In addition, the data also includes the mapping group details and the mapping discovery details to
provide additional insights into the mapping data. You can download the analytical data as reports for
further analysis or enhance the reports using third-party reporting solutions.

For more information, see the Enterprise Data Catalog 10.5.1 User Guide.

Dropped Support

Effective in version 10.5.1, Data Privacy Management dropped support for Cloudera Sentry and Hortonworks
Ranger protection extensions. You cannot create or use the extensions to protect sensitive data.
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For information about how to use protection extensions to protect sensitive data, see the Informatica Data
Privacy Management User Guide.

For more information about the dropped support, contact Informatica Global Customer Support.

Deprecation

Effective in version 10.5.1, the following functionality is deprecated:

Deprecated functionality is supported, but Informatica intends to drop support in a future release. Informatica
requests that you to transition to different functionality before the functionality is dropped.

Blaze engine support for Enterprise Data Preparation activities

Effective in version 10.5.1, the Blaze engine support for Enterprise Data Preparation activities is
deprecated. Spark is the default mode of execution for all the Enterprise Data Preparation activities.

Enterprise Data Catalog
Effective in 10.5.1, the following resources are deprecated:
¢ |BM InfoSphere DataStage
e Oracle Data Integrator

Deprecated functionality is supported, but Informatica intends to drop support in a future release.
Informatica requests that you to transition to different functionality before the functionality is dropped.

Informatica suggests configuring advanced scanners for these sources in the Advanced Scanners tool
before we drop support for the resources. When you create an advanced scanner, you can configure
additional functionality such as embedded procedural calls and additional lineage detail.

Release Tasks

30

Read this section to learn about tasks that you need to perform after you upgrade to version 10.5.1.

PowerExchange for Microsoft Dynamics CRM

Microsoft deprecated the Discovery Service for Microsoft Dynamics CRM Online. Effective in 10.5.1, you must
use the Organization Service for the password authentication type to access Microsoft Dynamics CRM
Online.

After you upgrade to 10.5.1, mappings fail when you use the Discovery Service URL for the password
authentication type to access Microsoft Dynamics CRM Online. You must update the Microsoft Dynamics
CRM connection to use the CRM Organization Service URL.

Note: You can continue to use the Discovery Service web service URL for the Claims-based and Active
Directory authentication types to connect to the on-premise Microsoft Dynamics CRM.

For more information, see the Informatica PowerExchange for Microsoft Dynamics CRM 10.5.1 User Guide for
PowerCenter.
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Informatica Installer

Read this section to learn what's new for the Informatica installer in version 10.5.1.

Documentation

Some instructions to apply the hotfix for 10.5.1 are moved.

The following table lists the documents where you can find hotfix instructions for each product:

Product

Document

Data Engineering, PowerCenter, Data Quality Release Notes

Enterprise Data Catalog Enterprise Data Catalog Upgrading from Versions 10.4.0 and Later
Enterprise Data Preparation Enterprise Data Preparation Upgrade Guide

Data Privacy Management Data Privacy Management Upgrading from Versions 10.4.0 and Later
Test Data Management Test Data Management Upgrade Guide

Upgrade Paths

The upgrade paths that you take depend on the products that you upgrade. If you are on a version that does
not support a direct upgrade, you must first upgrade to a supported version.

The following table lists the upgrade paths for each product that the installer supports.

Product

Versions

PowerCenter

You can upgrade to version 10.5.1 from the following versions including any hotfix and service
pack:

- 10.1.1
- 10.2
- 10.4
- 10.41
- 10.5%
*To upgrade from version 10.5, apply the 10.5.7 hotfix.

Informatica Data
Quality

You can upgrade to version 10.5.1 from the following versions including any hotfix and service
pack:

- 10.1.1

- 10.2

- 104

- 10.41

- 10.5%

*To upgrade from version 10.5, apply the 10.5.7 hotfix.
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Product

Versions

Data Engineering
Integration

Data Engineering
Quality

You can upgrade to version 10.5.1 from the following versions including any hotfix and service
pack:

- 10.1.1

- 10.2

- 10.2.1

- 10.2.2

- 104

- 10.41

- 10.5%

*To upgrade from version 10.5, apply the 10.5.1 hotfix.

Important: If Data Engineering is in the same domain as any other product supported by the

Informatica installer, verify that all products are upgraded to the same supported upgrade
version before you upgrade to 10.5.1.

Data Engineering
Streaming

You can upgrade to version 10.5.1 from the following versions including any hotfix and service
pack:

- 10.2.2
- 10.4
- 10.4.1
- 10.5%
*To upgrade from version 10.5, apply the 10.5.1 hotfix.

Data Privacy
Management

You can apply the 10.5.1 hotfix to version 10.5.

Important: If Data Engineering, Enterprise Data Catalog, and Data Privacy Management are in
the same domain of a version earlier than 10.5, upgrade them all to version 10.5 before you
apply the 10.5.1 hotfix.

Enterprise Data
Catalog

You can upgrade to version 10.5.1 from the following versions including any service packs:

- 104

- 10.41

- 10.5%

*To upgrade from version 10.5, apply the 10.5.1 hotfix.

Important: If Enterprise Data Catalog and Data Engineering are in the same domain of a version
earlier than 10.4, upgrade them both to version 10.4 or 10.4.1 before you upgrade to 10.5.1.

Enterprise Data
Preparation

You can upgrade to version 10.5.1 from the following versions including any service packs:

- 104

- 10.4.1

- 10.5*%

*To upgrade from version 10.5, apply the 10.5.7 hotfix.

Important: If Data Engineering, Enterprise Data Catalog, and Enterprise Data Preparation are in

the same domain of a version earlier than 10.4, upgrade them all to version 10.4 or 10.4.1
before you upgrade to 10.5.1.

Test Data
Management

You can apply the 10.5.1 hotfix to upgrade from version 10.5.

Informatica Deployment Manager

Effective in version 10.5.1, you can use Informatica Deployment Manager to install Enterprise Data Catalog
and Informatica Data Quality on Docker.

For more information, see Install Enterprise Data Catalog on Docker With Informatica Deployment Manager
10.5.1 and Install Data Quality on Docker With Informatica Deployment Manager 10.5.1 How-to Library (H2L)

articles.
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Enterprise Data Catalog

Effective in version 10.5.1, when you upgrade Enterprise Data Catalog from a supported version or apply the
hotfix on 10.5, the installer validates if you have backed up the catalog. When you roll back the hotfix, the
installer validates if a catalog backup exists.
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CHAPTER 2

10.5.1 What's New

This chapter includes the following topics:

Data Engineering Streaming, 34

Data Privacy Management, 35

Data Transformation, 36

Enterprise Data Catalog, 36

Informatica Data Quality, 38

Informatica Transformations, 38

PowerExchange Adapters, 38
Security (10.5.1), 39

Test Data Management, 39

Data Engineering Streaming

34

Read this section to learn what's new for Data Engineering Streaming in version 10.5.1.

Transformations in Databricks

Effective in version 10.5.1, you can add the following transformations to streaming mappings that run in
Databricks environment on Azure and AWS platforms:

Address Validator
Classifier
Parser

Standardizer

For more information, see the Data Engineering Streaming 10.5.7 User Guide.

Intelligent Structure Models on Databricks

Effective in version 10.5.1, you can incorporate an intelligent structure model in a Confluent Kafka,
Kafka,Azure Event Hubs, and Amazon Kinesis Stream data object for streaming mappings that run on the
Databricks Spark engine.

The Databricks Spark engine can process any input type that the model can parse.



For more information about intelligent structure models, see the Data Engineering Streaming 10.5.1 User
Guide.

Data Privacy Management

Read this section to learn what's new for Data Privacy Management in version 10.5.1.

Security Policy Violation Tags

Effective in version 10.5.1, you can apply tags to security policy violations.

For information about security policy violations, see the Informatica Data Privacy Management User Guide.

Security Policy Task Assignment

Effective in version 10.5.1, you can configure task assignment in a Send an Email action in a security policy.
You can assign the task to yourself or to another user when you create the security policy. You can view and
update task assignment when you edit the security policy.

For information about security policies, see the Informatica Data Privacy Management User Guide.

DSAR Report Template

Effective in version 10.5.1, you can customize the template of a DSAR PDF report.

You can customize the logos that appear in the header and footer of the report. You can also change
background colors and move or delete field values that appear in the default report.

For information about how to customize a DSAR PDF report template, see the Informatica Data Privacy
Management User Guide.

Microsoft Azure SQL Server Support

Effective in version 10.5.1, for new installations, you can use a Microsoft Azure SQL Server database to
create the Data Privacy Management repository.

For information, see the Informatica Data Privacy Management Installation and Configuration Guide.

Sources

Effective in version 10.5.1, you can connect to the following sources:
Google BigQuery

Create a data store to connect to a Google BigQuery database. You can perform domain discovery and
Subject Registry scans on Google BigQuery data stores.

SAP

Use CDATA connectors for SAP to create a data store to connect to an SAP application. You can perform
Subject Registry scans on SAP data stores that you create with CDATA connectors.
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MongoDB

Use CDATA connectors for MongoDB to create a JDBC data store for MongoDB. You can perform
domain discovery and Subject Registry scans on MongoDB data stores.

REST Services

Use CDATA connectors for REST Services to create a JDBC data store for REST Services. You can
perform domain discovery and Subject Registry scans on REST Services data stores.

For information about configuring connectivity to sources, see the Informatica Data Privacy Management
Administrator Guide.

Data Transformation

Read this section to learn what's new for Data Transformation in version 10.5.1.

Data Transformation HIX Library

Informatica enhances the performance of message processing within the Data Transformation HIX Library.

For more information about the HIX Library, see the Data Transformation 10.5 Libraries Guide.

Enterprise Data Catalog
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Read this section to learn what's new for Enterprise Data Catalog in version 10.5.1.

Advanced Scanners

New Advanced Scanners
Effective in version 10.5.1, you can extract metadata using the following advanced scanners:

e Azure Data Factory
e Databricks Notebooks
e SAP Business Object Data Services (BODS)

e Stored procedures support for Amazon Redshift

For more information, see the Enterprise Data Catalog Advanced Scanners Configuration Guide.
Global Scopes in SSIS

Effective in version 10.5.1, you can configure global scopes and package level scopes in the Microsoft SQL
Server Integration Service (SSIS) scanner default values file.

For more information, see the "HOW TO: Configure global scopes and package level scopes in the default
values file of the SQL Server Integration Service scanner" Knowledge Base article.
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Sudo Requirements for the Gateway User

Effective in version 10.5.1, after you enable Informatica Cluster Service for the first time, you can choose to
disable the sudo permissions validation for the gateway user. After you disable the validation, sudo
permissions are not required to restart the Informatica Cluster Service.

SELinux in Enforcing Mode

Effective in version 10.5.1, Enterprise Data Catalog supports SELinux in enforcing mode. You no longer need
to set SELinux to disabled or permissive modes.

Support for RHEL 7.9 in FIPS mode

Effective in version 10.5.1, Enterprise Data Catalog supports Red Hat Enterprise Linux 7.9 running in FIPS
mode.

Data Asset Analytics

Read this section to learn what's new for Data Asset Analytics in version 10.5.1.

Improved Performance of Key Metrics

Effective in version 10.5.1, the performance of Data Asset Analytics is improved. The key metrics and charts
appear faster on the Data Asset Analytics dashboard.

In version 10.5.1, Data Asset Analytics displays key metrics and charts based on analytical data stored in pre-
computed tables in the Data Asset Analytics repository

Before you upgrade to version 10.5.1, you must run the Data Asset Analytics utility to populate the pre-
computed tables.

Additional Filters for Data Asset Analytics Reports

Effective in version 10.5.1, you can customize the Asset Usage Report, Business Term Association Report,
and the User Collaboration Report in Data Asset Analytics using the following additional filters available in
the Filter by section:

Report Type Additional Filter
Asset Usage Report User Login Name
Business Term Association Report Business Term

Glossary Source

User Collaboration Report User Name
Asset Type

Sort Search Results

Effective in version 10.5.1, you can sort the assets based on the name of the listed assets, the relevance, or
the system attributes or the custom attributes selected.

For more information, see the Informatica Enterprise Data Catalog User Guide.
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Informatica Data Quality

Read this section to learn what's new for Informatica Data Quality in version 10.5.1.
Docker Deployment

Effective in version 10.5.1, you can deploy an Informatica domain and the application services for
Informatica Data Quality and Data Engineering Quality to a docker container.

Reference Data Database

Effective in version 10.5.1, you can create a reference data database on PostgreSQL.

For more information, see the Informatica 10.5.1 Installation for PowerCenter and Data Quality Guide.
Salesforce Connection Support in Informatica Analyst

Effective in version 10.5.1, you can create a connection to a Salesforce system and import Salesforce objects
with the Analyst tool.

For more information, see the Informatica 10.5.1 Analyst Tool Guide.

Informatica Transformations

Read this section to learn what's new for Informatica transformations in version 10.5.1.

Address Validator Transformation

Effective in version 10.5.1, Informatica is an accredited eircode encoder in Ireland. The Address Validator
transformation meets the formal requirements that the eircode accreditation programme defines for the
addition of eircodes to addresses.

For comprehensive information about the features and operations of the address verification software engine
in version 10.5.1, see the Informatica Address Verification 5.16.7 Developer Guide.

PowerExchange Adapters
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Read this section to learn what's new for PowerExchange adapters in version 10.5.1.

PowerExchange Adapters for Informatica

Read this section to learn what's new for Informatica PowerExchange adapters in version 10.5.1.

PowerExchange for Amazon S3
Effective in version 10.5.1, PowerExchange for Amazon S3 includes the following functionalities:

¢ You can configure a proxy server to connect to Amazon S3 to run a mapping on the Spark engine.

e You can run a mapping on the Databricks Spark engine to read data from and write data to Avro, ORC, and
Parquet files that are partitioned based on directories.
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For more information, see the Informatica 10.5.7 PowerExchange for Amazon S3 User Guide.

Security (10.5.1)

Read this section to learn what's new for domain security in version 10.5.1.

Kerberos Constrained Delegation

Effective in version 10.5.1, you can configure an Informatica domain that uses Kerberos authentication to use
constrained delegation.

Configure constrained delegation when you want to restrict access to services using delegated
authentication. You can use this method to restrict the additional services to which a Kerberos-authenticated
user or service can request access.

For more information, see the Informatica 710.5.7 Security Guide.

Test Data Management

Read this section to learn what's new for Test Data Management in version 10.5.1.

Hive Data Types

Effective in version 10.5.1, you can use additional Hive data types for Hive and HDFS target connections.
You can use the following data types:

Char
Date
Timestamp

Varchar

For information about data types, see the Test Data Management User Guide.
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CHAPTER 3

10.5.1 What's Changed

This chapter includes the following topics:

e Data Privacy Management, 40

e Informatica Transformations, 40

e |Intelligent Structure Models, 41

e Enterprise Data Catalog, 42

Data Privacy Management

Read this section to learn what's changed for Data Privacy Management in version 10.5.1.

Sensitive Field Information Export

Effective in version 10.5.1, exported sensitive field information for unstructured sources includes an
additional file. The Data.zip file includes a FileSystemClassificationPolicyDetails.csv file. The file lists the
impression count for each classification policy that you use in the scan.

Previously, exported data did not include information on the impression count for classification policies.

For information about exporting sensitive field information, see the Informatica Data Privacy Management
User Guide

Informatica Transformations

Read this section to learn what's changed for Informatica transformations in version 10.5.1.

Address Validator Transformation

Read this section to learn what's changed for the Address Validator transformation in version 10.5.1.
All Countries

Effective in version 10.5.1, the Address Validator transformation uses version 5.16.1 of the Informatica
Address Verification software engine.
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Previously, the transformation used version 5.15.0 of the Informatica Address Verification software engine.
Australia

Informatica introduces the following enhancements for Australia:

AMAS Standard

Effective in version 10.5.1, Informatica supports the 2021 Address Matching Approval System (AMAS)
standard for address verification software.

Previously, Informatica supported the 2019 AMAS standard for address verification software.

Optimization Level Updates

Effective in version 10.5.1, the Address Validator transformation enables WIDE optimization when you
verify Australia data in certified mode.

Previously, the Address Validator transformation disabled WIDE optimization in this scenario. When you
selected WIDE optimization in an earlier release and you verified Australia data in certified mode, the
Address Validator transformation applied the criteria defined by STANDARD optimization.

Note: The AMAS certification standard does not support addresses that you verify with the WIDE
optimization level. You can set the optimization level in certified mode to evaluate the effect of the level
on your data. If you plan to submit an address set to the Australian postal service as certified to the
AMAS standard, use a STANDARD optimization level.

Canada

Effective in version 10.5.1, Informatica supports the 2020 Software Evaluation and Recognition Program
(SERP) standard for address verification software.

Previously, Informatica supported the 2019 SERP standard for address verification software.

New Zealand

Effective in version 10.5.1, Informatica supports the 2020 SendRight standard for address verification
software.

Previously, Informatica supported the 2019 SendRight standard for address verification software.

United States

Effective in version 10.5.1, the Address Validator transformation can assign different scores to street alias
candidates for a given address.

Previously, the Address Validator transformation assigned a single common score to the street alias
candidates.

For comprehensive information about updates to the Informatica Address Verification software engine, see
the Informatica Address Verification 5.16.1 Developer Guide.

Intelligent Structure Models

Read this section to learn what's changed for intelligent structure models in version 10.5.1.
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Transformation of Dates and Times

Effective in version 10.5.1, intelligent structure models might transform dates and times to output formats
that are different than the output formats in previous versions.

The differences might be caused by changes in the internal Intelligent Structure Discovery libraries.

For more information about intelligent structure models, see the Data Engineering Integration 10.5.7 User
Guide.

Enterprise Data Catalog

42

Read this section to learn what's changed for Enterprise Data Catalog in version 10.5.1.

SSL-enabled Informatica Cluster Service and associated services

Effective in version 10.5.1, the services associated with the Informatica Cluster Service such as MongoDB,
Nomad, Apache Solr, ZooKeeper, and PostgreSQL are always SSL enabled.

Previously, the services associated with the Informatica Cluster Service were SSL enabled only if you enabled
secure communication for the domain.

Custom SSL Certificate Requirements

Effective in version 10.5.1, the following changes are made to the custom SSL certificate requirements:

e The Organizational Unit (OU) parameter is optional. Previously, the OU parameter was a required
parameter.

e You can use different Common Name (CN) parameters for the client and cluster certificates.

¢ You cannot use the domain certificates with signing capability to generate cluster and client certificates.

Scanner Binaries for Informatica Platform Resources

Effective in version 10.5.1, the ScannerBinaries.zip file only includes the Informatica Platform resource binary
files for the current release. The binary files for earlier Informatica versions are included in the
ExtendedScannerBinaries.zip file.

Previously, the ScannerBinaries.zip file included the Informatica Platform resource binary files from version
10.2.2 through 10.5.

Data Asset Analytics

Read this section to learn what's changed for Data Asset Analytics in version 10.5.1.

Data Asset Analytics Key Metrics

Effective in version 10.5.1, the process to calculate the key metrics displayed in the Data Asset Inventory,
Data Asset Enrichment, and User Collaboration tabs has changed.

Data Asset Analytics displays the key metrics based on the total number of resources, assets, enrichments,
and collaborations created and available during the specified time range in the catalog.
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Previously, Data Asset Analytics displayed the key metrics based on the total number of resources, assets,
enrichments, and collaborations added to the catalog during the specified time range.
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CHAPTER 4

Version 10.5.0.1

This chapter includes the following topics:

e Important Notices, 45

¢ What's New, 45

e What's Changed, 46

Important Notices

Read this section to learn about important notices in version 10.5.0.1.

Support Changes

Read this section to learn about support changes in version 10.5.0.1.
Deferment

Effective in version 10.5.0.1, Informatica lifted deferment for Cloudera CDH 6.3.
Additional Support

Effective in version 10.5.0.1, Informatica supports dual-stack communications for Internet Protocol
version 4 (IPv4) and Internet Protocol version 6 (IPv6) address formats in Informatica Data Quality.

The components that support dual-stack communications include the Informatica domain, the
application services that Informatica Data Quality uses, and the Developer tool and Analyst tool.

For more information, see the Statement of Support for IPv6 in Informatica Products.

What's New

Read this section to learn what's new in version 10.5.0.1.

Data Privacy Management

Read this section to learn what's new for Data Privacy Management in version 10.5.0.1.
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Data Stores

Effective in version 10.5.0.1, you can create an Active Directory data store. Create the data store under the
Application data store category. The data store creates a corresponding JDBC resource in Enterprise Data
Catalog.

For information about data stores, see the Informatica Data Privacy Management User Guide.

Scans
Effective in version 10.5.0.1, you can include the following data stores and file types in scans:
Google Slides, Google Sheets, and Google Docs

You can include Google Slides, Google Sheets, and Google Docs file types in domain discovery scans
and Subject Registry scans of a Google Drive data store.

Scality Ring 8

You can include Scality Ring 8 storage systems in an Amazon S3 data store that you create with Amazon
S3 supported storage types. You can perform domain discovery scans and Subject Registry scans of
transaction data stores.

Active Directory
You can perform domain discovery scans and Subject Registry scans on an Active Directory data store.

For information about scans, see the Informatica Data Privacy Management User Guide.

Advanced Scanners

Effective in version 10.5.0.1, you can extract metadata, including stored procedures, using the Greenplum
advanced scanner.

For more information, see the Enterprise Data Catalog 10.5 Advanced Scanners Administrator Guide.

What's Changed
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Read this section to learn what's changed in version 10.5.0.1.

Enterprise Data Catalog

Read this section to learn what's new for Enterprise Data Catalog in version 10.5.0.1.

Advanced Scanners

Enhanced Snowflake Scanner

Effective in version 10.5.0.1, you can extract metadata using an improved version of the Snowflake scanner.
The new version enables extracting lineage from the following Snowflake data sources:

e Stored procedures
e Functions

e Pipes
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e Stages

Note: To use the advanced features, configure the Snowflake scanner in the Advanced Scanners tool. You

can use the Snowflake scanner based on your current license.

The standard version of the scanner that you configured as a resource in Catalog Administrator is
deprecated.

The following image shows the deprecated Snowflake resource in Catalog Administrator:

S Informatica New =
v

Monitering

Overview Library
@ snowtiake X

1  General 2 3 4 5

Enter the basic information about the resource

Name": Snowflake

Description:

Rescurce type“: Snowflake (Deprecated)

Execute On™: ®) Default Catalog Server | Offline

For more information, see the Enterprise Data Catalog 10.5 Advanced Scanners Administrator Guide.

Enhanced SAP BW Scanner

Effective in version 10.5.0.1, you can extract metadata using the advanced scanner for SAP BW with
InfoSource support that includes lineage, impact, and relationships for InfoSource.

Note: You can configure the enhanced SAP BW scanner directly in the Catalog Administrator tool.

For more information, see "SAP Business Warehouse (SAP BW)" and "SAP BW/4HANA" in the Enterprise Data

Catalog 10.5 Scanner Configuration Guide.

Enterprise Data Catalog

Enhanced Microsoft Power Bl Scanner

Effective in version 10.5.0.1, you can extract metadata using an improved version of the Microsoft Power Bl

scanner. The new version provides better lineage and supports proxy connection.

The following features are available for the new Microsoft Power Bl scanner:

e Enabled proxy support, which allows you to provide a proxy host and a proxy port. Optionally, you can

provide authentication for the proxy in the form of a username and a password.
o Detailed lineage for data sets that includes fields and calculations within the data sets.
e Enabled support for viewing lineage from external sources.

Note: To use the advanced features, configure the new Microsoft Power Bl Scanner in the Advanced
Scanners tool.

What's Changed
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The standard version of the scanner that you configured as a resource in Catalog Administrator is
deprecated.

The following image shows the deprecated Microsoft Power Bl resource in Catalog Administrator:

‘} Informatica

Owverview Library Monitoring

] @ ‘powerBl X

1  General 2 3 4 5

Name®: powerBl

Description:

Resource type": Microsoft Power Bl (Deprecated)

Execute On": ®) Default Catalog Server Offline

For more information, see the Enterprise Data Catalog 10.5 Advanced Scanners Administrator Guide.
View Analytics From Option in Data Asset Analytics

Effective in version 10.5.0.1, the View Analytics From option is removed from the Application Configuration
page in Data Asset Analytics. When you select From Beginning from the Time Range menu, Data Asset
Analytics displays the statistical reports for the catalog, beginning from 01/01/2010.

STDOUT and STDERR log files

Effective in version 10.5.0.1, when you run a resource scan and click the Log Location link for a scan job that
is in the running status, the STDOUT and STDERR logs no longer appear on the Nomad Web Ul. A page with
the links to access the STDOUT and STDERR log files appears in a new tab.

PowerExchange Adapters for Informatica

Effective in version 10.5.0.1, when you refresh the source or target schema at run time in a dynamic mapping
for a flat file, the Data Integration Service uses the value that you specify for the text qualifier formatting
option on the Schema tab.

Previously, Data Integration Service ignored the value of the text qualifier that you specified and used the
default double quotes instead.

To retain the previous behavior, edit the existing mapping, set the text qualifier to double quotes, and run the
mapping again.

The change is applicable to the following adapters:

PowerExchange for Amazon S3

PowerExchange for Microsoft Azure Blob Storage

PowerExchange for Microsoft Azure Data Lake Storage Gen1

PowerExchange for Microsoft Azure Data Lake Storage Gen2
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CHAPTER 5

10.5 Important Notices

This chapter includes the following topics:

e Support Changes, 49

e New Products, 52

e Informatica Installer, 53

e Release Tasks, 56

Support Changes

Read this section to learn about support changes in version 10.5.

Technical Preview

Read this section to learn about technical preview functionality that is initiated or lifted in version 10.5.
Technical Preview Initiated

Effective in version 10.5, the following functionality is available for technical preview:
Data Flow Analytics

You can use Data Flow Analytics to view analytical data about PowerCenter mappings in the catalog.
You can use the data to improve the mapping quality and efficiency in your enterprise. You can also view
mappings as diagrams for ease of understanding.

The analytical data includes details about the following mapping metrics:

e Similar mappings

e Duplicate mappings

e Reusable mapplets, transformations, and user functions for complex expressions

In addition, the data also includes the mapping group details and the mapping discovery details to
provide additional insights into the mapping data. You can download the analytical data as reports for
further analysis or enhance the reports using third-party reporting solutions.

For more information, see the Enterprise Data Catalog 10.5 User Guide.
Graphical Informatica Installer

You can use a graphical user interface based installer to install PowerCenter and Data Engineering
Integration on Linux platforms. The installer provides an easy and interactive interface to run the Pre-
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installation (i10Pi) System Check Tool, install the Informatica domain, and configure the domain and
application services.

Informatica Domain on Kubernetes Cluster

You can run Informatica domain on a Microsoft Azure Kubernetes cluster. The auto-scaling of the active-
active services such as Data Integration Service and PowerCenter Integration Service are supported.

For more information, see the Install PowerCenter on Kubernetes with Informatica Deployment Manager
or the Install Data Engineering Integration on Kubernetes with Informatica Deployment Manager.

Intelligent structure models based on an XSD file

When you create an intelligent structure model you can select an XSD file to base the model on.

Mapping audits on the Blaze engine

The Blaze engine can run mappings with audit rules and conditions.

For more information, see the Data Engineering Integration 710.5 User Guide.
PowerExchange for Microsoft Azure Data Lake Storage Gen2

The following functionality is available for technical preview:

¢ You can read objects stored in subdirectories in Microsoft Azure Data Lake Storage Gen2 in the
native environment or on the Spark engine.

e You can use wildcard characters to specify the source directory name or the source file name when
you read data from a flat file or complex file in the native environment or on the Spark engine.

Technical preview functionality is supported for evaluation purposes but is unwarranted and is not supported
in production environments or any environment that you plan to push to production. Informatica intends to
include the preview functionality in an upcoming release for production use, but might choose not to in
accordance with changing market or technical circumstances. For more information, contact Informatica
Global Customer Support.

Technical Preview Lifted

Effective in version 10.5, the following functionality is lifted from technical preview:
Catalog Backup

For Enterprise Data Catalog, you can back up the catalog without disabling the Catalog Service. You can
back up the catalog using the REST APIs, the Enterprise Data Catalog interface, or the Catalog
Administrator. For more information, see the Catalog Backup and Log Collection Utilities section in the
Informatica 10.5 Catalog Administrator Guide or the Informatica 710.5 Enterprise Data Catalog User Guide.

Cloudera CDP integration

For Data Engineering Integration, you can use Cloudera Data Platform (CDP) as a compute cluster to
execute data engineering jobs in the Hadoop environment. You can use Cloudera CDP when you run data
engineering jobs on the Spark engine. Cloudera CDP uses a base cluster and workload clusters to
execute data engineering jobs. This architecture allows you to deploy workloads and share data among
components by utilizing a shared catalog, unified security, consistent governance, and data life cycle
management.

You can use Cloudera CDP when you run a mapping in the Hadoop environment with the following
connections:

e PowerExchange for Google Cloud Storage

e PowerExchange for Google BigQuery

* PowerExchange for Google Analytics
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e PowerExchange for Google Cloud Spanner
For more information, see the Data Engineering 10.5 Integration Guide.

Compact view

You can choose to display the compact view of the lineage and Impact view. The compact lineage and
impact view displays the lineage and impact diagram summarized at the resource level.

For more information, see the "View Lineage and Impact" chapter in the Informatica 710.5 Enterprise Data
Catalog User Guide.

Rollover parameters for Amazon S3 and Azure Data Lake Storage Gen2 targets

For Data Engineering Streaming, you can use different rollover parameters for Amazon S3 and Azure
Data Lake Storage Gen2 targets to decide the rollover time or size for each target. For more information,
see Data Engineering Streaming 10.5 User Guide.

SAP S/4HANA resource

For Enterprise Data Catalog, you can extract metadata from the SAP S/4HANA data source. For more
information, see the Enterprise Data Catalog 10.5 Scanner Configuration Guide.

Service and Resource Log Collection

For Enterprise Data Catalog, you can collect logs for resources. Additionally, you can collect logs for the
following services:

e Enterprise Data Catalog services such as Catalog Service, Informatica Cluster Service, EBF history,
and PhoneHome

e Apache Solr

e MongoDB

* Nomad orchestration service and scan jobs
e Apache Zookeeper

e Postgres

You can collect the logs using the REST APIs, the Enterprise Data Catalog interface, or the Catalog
Administrator. For more information, see the Catalog Backup and Log Collection Utilities section in the
Informatica 10.5 Catalog Administrator Guide or the Informatica 10.5 Enterprise Data Catalog User Guide.

Unique Key Inference

You can generate unique key candidates from the columns in the source data object. You can view the
unique key inference results to understand data quality issues by identifying the columns that have
duplicate values. You can accept or reject the inferred unique key inference results. After you accept or
reject an inferred unique key inference, you can reset the unique key inference to restore the inferred
status.

For more information, see the "View Assets" chapter in the Informatica 10.4.0 Enterprise Data Catalog
User Guide.

Deprecation

Effective in version 10.5, the following functionality is deprecated:

Enterprise Data Catalog Installation on Hadoop Clusters

Effective in version 10.5, you cannot install Enterprise Data Catalog on a Hadoop cluster.

For more information, see the Informatica 710.5 Installation for Enterprise Data Catalog.
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Extract Data Lineage at the Column Level

Effective in version 10.5, the functionality to extract data lineage at the column level for stored
procedures in Oracle and SQL Server is deprecated and will be removed in a future release of Enterprise
Data Catalog.

Informatica recommends that you use Advanced Scanners to extract data lineage at the column level for
stored procedures in Oracle and SQL Server.

For more information, see the Enterprise Data Catalog Advanced Scanners Administrator Guide.
Extract Metadata for Data Lineage at the Column Level

Effective in version 10.5, the functionality to extract metadata for data lineage at the column level
including transformation logic from the following data sources is deprecated and will be removed in a
future release of Enterprise Data Catalog.

e Oracle Data Integrator data source
¢ |BM InfoSphere DataStage data source

Informatica recommends that you use Advanced Scanners to extract metadata for data lineage at the
column level for Oracle Data Integrator data source and IBM InfoSphere DataStage data sources.

For more information, see the Enterprise Data Catalog Advanced Scanners Administrator Guide.
compareMapping DIS Command

Effective in version 10.5, the infacmd dis compareMapping is deprecated and will be removed in a future
release.

If you are using scripts based on infacmd dis compareMapping, Informatica recommends that you
update the scripts with the new infacmd dis compareObject command. Deprecated functionality is
supported, but Informatica intends to drop support in a future release. Informatica requests that you to
transition to different functionality before the functionality is dropped.

Universal Connectivity Framework

Effective in version 10.5, support for Universal Connectivity Framework is deprecated. For additional
information, contact Informatica Global Customer Support.

Deferment

Effective in version 10.5, Cloudera CDH 6.3 is deferred.

Deferred functionality is either not available or not supported in the current release. Informatica intends to
reinstate it, but might choose not to in accordance with changing market or technical circumstances.

New Products
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Read this section to learn about new products in version 10.5.

PowerExchange for Kudu for Informatica

Effective in version 10.5, you can use PowerExchange for Kudu to write data to Kudu. You can create a Kudu
connection to connect to a Kudu database. You can validate and run Kudu mappings on the Spark engine in
the Hadoop environment.

For more information, see the Informatica 10.5 PowerExchange for Kudu User Guide.
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Informatica Installer

Read this section to learn what's new for the Informatica installer in version 10.5.

Upgrade Paths

The upgrade paths that you take depend on the products that you upgrade. If you are on a version that does
not support a direct upgrade, you must first upgrade to a supported version.

The following table lists the upgrade paths for each product that the installer supports.

Product

Versions

PowerCenter

You can upgrade to version 10.5 from the following versions including any hotfix and service
pack:

- 10.1.1
- 10.2
- 104
- 10.4.1

Informatica Data
Quality

You can upgrade to version 10.5 from the following versions including any hotfix and service
pack:

- 10.1.1
- 10.2
- 104
- 10.4.1

Data Engineering
Integration

Data Engineering
Quality

You can upgrade to version 10.5 from the following versions including any hotfix and service
pack:

- 10.1.1
- 10.2
- 10.2.1
- 10.2.2
- 104
- 10.4.1

Important: If Data Engineering is in the same domain as any other product supported by the
Informatica installer, verify that all products are upgraded to the same supported upgrade
version before you upgrade to 10.5.

Data Engineering
Streaming

You can upgrade to version 10.5 from the following versions including any hotfix and service
pack:

- 10.2.2
- 10.4
- 10.4.1

Data Privacy
Management

You can upgrade to version 10.5 from the following versions including any service packs:

- 104
- 10.4.1

Important: If Data Engineering, Enterprise Data Catalog, and Data Privacy Management are in
the same domain of a version earlier than 10.4, upgrade them all to version 10.4 before you
upgrade to 10.5.

Informatica Installer
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Product Versions

Enterprise Data You can upgrade to version 10.5 from the following versions including any service packs:
Catalog - 104
- 10.41

Important: If Enterprise Data Catalog and Data Engineering are in the same domain of a version
earlier than 10.4, upgrade them both to version 10.4 or 10.4.1 before you upgrade to 10.5.

Enterprise Data You can upgrade to version 10.5 from the following versions including any service packs:
Preparation - 104
- 10.41

Important: If Data Engineering, Enterprise Data Catalog, and Enterprise Data Preparation are in
the same domain of a version earlier than 10.4, upgrade them all to version 10.4 or 10.4.1
before you upgrade to 10.5.

Test Data You can upgrade to version 10.5 from the following versions:

Management - 10.2.0 Hotfix 2
- 10.4 and all service packs
- 10.4.1 and all service packs

Data Engineering

Effective in version 10.5, the Data Engineering installer options include the following update and additional
features:

Metadata Access Service

Effective in version 10.5, you can create the Metadata Access Service when you run the installer.
Google DataProc

You can create Google DataProc for cluster configuration when you run the installer.

For more information, see the Informatica 10.5 Installation for Data Engineering Guide.

Data Privacy Management

Effective in version 10.5, the Data Privacy Management installer options include the following update and
additional features:

Non-Hadoop installation

Effective in version 10.5, you install Data Privacy Management on a non-Hadoop cluster. The installer
includes a bundled MongoDB database that is used for the Subject Registry data.

PostgreSQL database as repository

You can create the Data Privacy Management repository on a PostgreSQL database.
User activity monitoring

You can enable user activity monitoring and specify an event file storage directory during installation.
Elasticsearch with X-Pack features

You can use a version of Elasticsearch with X-Pack features if you want to include TLS and
authentication for Elasticsearch. You must have the required Elasticsearch version .tar file.

Chapter 5: 10.5 Important Notices




Advanced configuration

You can enable advanced configuration for Data Privacy Management. If you enable advanced
configuration, you can specify values for Elasticsearch and Spark properties. If not, the installer uses the
default values. Data Privacy Management uses Elasticsearch and Spark for tasks related to user activity
monitoring.

For more information, see the Informatica Data Privacy Management Installation and Configuration Guide.

Domain

Effective in version 10.5, the Informatica domain installer options include the following update and additional
features:

SAML

You can enable the request signing, signed response, and encrypted assertion SAML authentication
features during domain creation.

Site Key

Informatica increased the site key size from 128 bit to 256 bit.

Enterprise Data Catalog

Effective in version 10.5, installation and upgrade of Enterprise Data Catalog includes the following changes:
Common Installation File

You can install Enterprise Data Catalog and Enterprise Data Catalog Advanced Scanners using a single
installer. During Enterprise Data Catalog installation, you can choose if you want to install Enterprise
Data Catalog Advanced Scanners.

Common License

Enterprise Data Catalog and Enterprise Data Catalog Advanced share a common license file. Enterprise
Data Catalog Advanced Scanners reads license details from the Enterprise Data Catalog service.

For more information, see the Enterprise Data Catalog Advanced Scanners Administrator Guide.
High Availability
You can deploy Enterprise Data Catalog on one, three, or six nodes included in a cluster.
For more information, see Informatica 10.5 Installation for Enterprise Data Catalog.
Application Service Changes

The configuration parameters of Catalog Service and Informatica Cluster Service are updated. The
Catalog Service does not include options to specify the size of catalog data as low, medium, and high.

The updates are due to the changes in the deployment, associated services, and authentication protocol.
For more information, see Informatica 10.5 Installation for Enterprise Data Catalog.

Installation and Deployment Changes
The options to deploy Enterprise Data Catalog in an embedded or existing cluster no longer exist.

Enterprise Data Catalog uses the following applications and associated services:
PostgreSQL Database

Database to store information related to similarity profiling in place of HBase
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Nomad
Service orchestration application in place of Apache Hadoop YARN.
MongoDB
Database used as the metadata store in place of HBase.
For more information, see Informatica 10.5 Installation for Enterprise Data Catalog.
Export Utility

You must use the utility to back up the catalog data in addition to using the LDM BackupContents
command to back up the catalog data.

For more information, see Upgrading from Versions 10.4.0 and Later.

Command to Restore Data Post Upgrade

You must use the L.LDM migrateContents command to restore data after you upgrade Enterprise Data
Catalog to version 10.5.

For more information, see Upgrading from Versions 10.4.0 and Later and Informatica Command
Reference.

Informatica Deployment Manager

Effective in version 10.5, the Container Utility is renamed to Informatica Deployment Manager. Informatica
Deployment Manager uses a secure REST-based installer, and you can use it to deploy and manage the
complete lifecycle of the Informatica domain and its services. Additionally, you can apply Emergency Bug
Fixes (EBFs) to the deployed entities using the installer.

For more information, see Install PowerCenter (10.4.x - 10.5.0) on Docker With Informatica Deployment
Manager and Install Data Engineering Integration (10.4.x - 10.5.0) on Kubernetes With Informatica Deployment
Manager How-to Library (H2L) articles.

PowerCenter

Effective in version 10.5, when you join a domain, you can create and configure the PowerCenter Integration
Service and the PowerCenter Repository Service.

Release Tasks

56

Read this section to learn about tasks that you need to perform after you upgrade to version 10.5.

Test Data Management

Effective in version 10.5, Test Data Management uses an updated algorithm to optimize dictionary usage in
Substitution masking. When you choose the Optimize Dictionary Usage option in a Substitution masking plan
the plan uses the updated algorithm. The algorithm ensures better use of dictionary values in masked output.

To ensure backward compatibility with plans created previously, and to generate consistent masked output
after upgrade, you can create a project property to choose to use the previous algorithm. Set the property
value to true for projects that require backward compatibility or to false if you want to use the updated
algorithm.
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For information about how to use the option in a masking rule and how to configure a project property, see
the Test Data Management 10.5 User Guide.
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CHAPTER 6

10.5 What's New

Cl/CD

58

This chapter includes the following topics:

e CI/CD, 58

e Command Line Programs, 61

e Data Engineering Integration, 67

e Data Engineering Quality, 69

e Data Engineering Streaming, 70

e Data Privacy Management, 71

e Data Transformation, 72

e Enterprise Data Catalog, 73

e Enterprise Data Preparation, 76

e Informatica Transformations, 76

e Informatica Workflows, 77

e |Intelligent Structure Models, 77

e Metadata Manager, 78

e PowerCenter, 78

e PowerExchange Adapters, 79

e Security, 83

e Test Data Management, 84

Read this section to learn what's new for CI/CD in version 10.5.
DIS compareObject Command

Effective in version 10.5, you can compare objects between Data Integration Service and Model
Repository Service. You can compare objects within a domain or across multiple domains.



The following table describes infacmd dis compareMapping options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain.
-dn You can set the domain name with the -dn

option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a
domain name with both methods, the -dn
option takes precedence.

-ServiceName

DIS_service_name

Required. Name of the Data Integration
Service.

-sn

-UserName DIS_user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the
domain. You can set the user name with the
-un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un
option takes precedence.

-Password DIS_password Required if you specify the user name.

-pd Password for the user name. The password

is case sensitive. You can set a password
with the -pd option or the environment
variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

DIS_security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication. Name of the security
domain to which the domain user belongs.
You can set a security domain with the -sdn
option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both
methods, the -sdn option takes precedence.
The security domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native.

-sourceDomainName
-srcdn

source_domain_name

Required. Name of the domain for the
source object.

-sourceRepositoryService
-Srers

source_MRS_name

Optional. Name of the Model Repository
Service for the source object.

sourceDatalntegrationService
-srcdis

source_DIS_name

Optional. Name of the Data Integration
Service for the source object.

Cl/Cb 59



Option Argument Description

-sourceRepositoryUserName source_MRS_user_name Optional. The user name for the Model
-srersun Repository Service that is used to access
the source object. You can set the user
name with the -srcrsun option or the
environment variable
INFA_SOURCE_REPOSITORY_USER. If you
set a user name with both methods, the -
srcrsun option takes precedence.

-sourceRepositoryPassword source_MRS_password Required if you specify the user name.
-srerspd Password for the user name. The password
is case sensitive. You can set a password
with the -srcrspd option or the environment
variable
INFA_SOURCE_REPOSITORY_PASSWORD. If
you set a password with both methods, the
password set with the -srcrspd option takes

precedence.
- source_MRS_security_domain Required if the domain uses LDAP
sourceRepositorySecurityDom authentication. Optional if the domain uses
ain native authentication. Name of the security
-srerssdn domain to which the domain user belongs.

You can set a security domain with the -
srcrssdn option or the environment variable
INFA_DEFAULT_SOURCE_SECURITY_DOMAI
N. If you set a security domain name with
both methods, the -srcrssdn option takes
precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP
authentication, the default is Native.

-sourceQuery source_query Required. A string that queries the source
-srcq object.

-targetDomainName target_domain_name Required. Name of the domain for the target
-tgtdn object.

-targetRepositoryService target_MRS_name Optional. Name of the Model Repository
-tgtrs Service for the target object.
-targetDatalntegrationService | target_DIS_name Optional. Name of the Data Integration
-tgtdis Service for the target object.
-targetRepositoryUserName target_MRS_user_name Optional. The user name for the Model
-tgtrsun Repository Service that is used to access

the target object. You can set the user name
with the -tgtrsun option or the environment
variable INFA_TARGET_REPOSITORY_USER.
If you set a user name with both methods,
the -tgtrsun option takes precedence.
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Option

Argument

Description

-targetRepositoryPassword
-tgtrspd

target_MRS_password

Required if you specify the user name.
Password for the user name. The password
is case sensitive. You can set a password
with the -tgtrspd option or the environment
variable
INFA_TARGET_REPOSITORY_PASSWORD. If
you set a password with both methods, the
password set with the -tgtrspd option takes
precedence.

targetRepositorySecurityDom
ain
-tgtrssdn

target_MRS_security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication. Name of the security
domain to which the domain user belongs.
You can set a security domain with the -
tgtrssdn option or the environment variable
INFA_DEFAULT_TARGET_SECURITY_DOMAI
N. If you set a security domain name with
both methods, the -tgtrssdn option takes
precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP
authentication, the default is Native.

-targetQuery
-tgtq

target_query

Required. A string that queries the target
object.

-TimeZone
-tz

time_zone

Optional. By default, the command uses the
time zone on the machine that runs the Data
Integration Service process. For a list of
valid time zones, refer to the
java.time.ZonelD class.

For more information, see the Informatica 10.5 Command Reference.

Query Parameters

Effective in version 10.5, you can use the Type and Object parameters in infacmd command queries to
retrieve design-time objects. You can use the parameters with infacmd dis compareObject,
queryRunTimeObjects, queryDesignTimeObjects, deployObjectsToFile, replaceAllTag, tag, and untag
commands. For more information, see the Informatica 10.5 Command Reference.

Command Line Programs

Read this section to learn what's new for command line programs in version 10.5.
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infacmd cluster Commands

When you use the infacmd cluster createConfiguration command to create a cluster configuration, you can
also create the Hadoop, HBase, HDFS, or Hive connections associated with the cluster.

Use the following new option with infacmd cluster createConfiguration:

New Option Argument Description
-createConnections truelfalse Optional. Indicates whether to
-cc create connections associated

with the cluster configuration.
Default is false.

For more information, see the Informatica 10.5 Command Reference.

infacmd ics Commands

Effective in version 10.5, you can use new shutdownClustercommand options to shut down the Informatica
Cluster Service and the corresponding services, such as Nomad, Solr, MongoDB, and Postgres SQL.

infacmd isp Commands

Effective in version 10.5, you can use new command options in infacmd isp switchToGatewayNode to specify
the location of and the password to the SAML keystore.

The following table describes the new infacmd isp switchToGatewayNode command options:

Option Description
-SamlKeyStoreDir Optional. The directory containing the custom keystore file required to use SAML
-skd authentication on the gateway node. Specify the directory only, not the full path to the file.

-SamlKeyStorePassword | Required if you use a custom keystore for SAML authentication. Password to the SAML
-skp keystore.

infacmd Idm Commands

Effective in version 10.5, you can use new I[dm migrateContents command options in infacmd Idm to migrate
content. Provide the input directory from where you want to migrate or verify the content. Run the
migrateContents command when the Catalog Service, Informatica Cluster Service, and the required stores
are enabled.
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infacmd ms Commands

You can use infacmd ms runMapping to run audits with your mapping. After you configure the audit rules and
conditions in the Developer tool, use the following new option:

New Option | Description
-EnableAudit | Optional. Indicates whether the mapping runs the audit rules and conditions configured for the
-ea mapping. Default is false.

For more information, see the Informatica 10.5 Command Reference.

infasetup Commands

Effective in version 10.5, you can use infasetup commands to define or update the domain or domain nodes
to set up or enhance SAML authentication for web applications.

Each of the following sections describes new options for infasetup commands:

defineDomain

The following table describes the new options for the infasetup defineDomain command:

Option

Description

-SamlAssertionSigned
-sas

Optional. Set to TRUE to enable assertion signing by the identity provider.
Default is FALSE.

-AuthnContextComparsion
-acc

Specifies the comparison method used to evaluate the requested
authorization statement. Set to MINIMUM, MAXIMUM, BETTER, or EXACT.
Default is Exact.

-AuthnContextClassRef
-accr

The authentication context class. Set to PASSWORD or
PASSWORDPROTECTEDTRANSPORT.

-SignSamlRequest
-SSr

Set to true to enable signed request.
Default is False

-RequestSigningPrivateKeyAlias
-rspa

Required if you enable signed request. Alias name of the private key
present in the node SAML keystore using which SAML request should be
signed

-RequestSigningPrivateKeyPassword
-rspp

Required if you enable signed request. Password to access the private key
used for signing the SAML request

-RequestSigningAlgorithm
-rsa

Required if you enable signed request. Algorithm used to sign the request.
You can set to one of several different values, including RSA_SHA256,
DSA_SHA1, and DSA_SHA256.

-SamlResponseSigned
-SIS

Set to true to enable signed response.
Default is False.
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Option Description
-ResponseSigningCertificateAlias Required if you enable signed response. Alias name of the certificate
-rsca present in the gateway node SAML truststore using which SAML response

signature will be validated.

-SamlAssertionEncrypted

Required if you enable signed response. Set to true to enable encrypted

-sae assertion.

Default is False.
-EncyptedAssertionPrivateKeyAlias Required if you enable encrypted assertion. Alias name of the private key
-espa present in the gateway node SAML keystore using which key used for

encrypting the assertion will be decrypted.

-espp

-EncyptedAssertionPrivateKeyPassword | Required if you enable encrypted assertion. Password to access the private

key used for decrypting the assertion encryption key

defineGatewayNode

The following table describes the new options for the infasetup defineGatewayNode command:

Option

Description

-SamlKeyStoreDir
-skd

Required if you use a custom keystore for SAML authentication. Path to the SAML
keystore.

-SamlKeyStorePassword
-skp

Required if you use a custom keystore for SAML authentication. Password to the SAML
keystore.

Note: If you currently run scripts that use defineGatewayNode to enable a custom keystore
for SAML authentication, you must update them to include this option.

defineWorkerNode

The following table describes the new options for the infasetup defineWorkerNode command:

Option Description
-EnableSaml Optional. Enables or disables SAML authentication in the Informatica domain.
-saml Set to true or false. Default is false.

-Saml|TrustStoreDir
-std

Optional. The directory containing the custom truststore file required to use SAML
authentication on the gateway node. Specify the directory only, not the full path to the
file.

The default Informatica truststore is used if no truststore is specified.

-SamlTrustStorePassword
-stp

Required if you use a custom truststore for SAML authentication. The password for the
custom truststore.
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Option

Description

-SamlKeyStoreDir
-skd

Optional. The directory containing the custom keystore file required to use SAML
authentication on the gateway node. Specify the directory only, not the full path to the
file.

-SamlKeyStorePassword

Required if you use a custom keystore for SAML authentication. Password to the SAML

-skp keystore.
Note: If you currently run scripts that use defineWorkerNode to enable a custom keystore
for SAML authentication, you must update them to include this option.
updateGatewayNode

The following table describes the new options for the infasetup updateGatewayNode command:

Option

Description

-SamlKeyStoreDir
-skd

Optional. The directory containing the custom keystore file required to use SAML
authentication on the gateway node. Specify the directory only, not the full path to the file.

-SamlKeyStorePassword

-skp

Required if you use a custom keystore for SAML authentication. Password to the SAML
keystore.

updateWorkerNode

The following table describes the new options for the infasetup updateWorkerNode command:

Option

Description

-CipherWhiteList
-cwl

Optional. Comma-separated list of JSSE cipher suites that you want to add to the effective
list.
Note: The list must contain at least one valid JRE or OpenSSL cipher suite.

-CipherBlackList
-cbl

Optional. Comma-separated list of JSSE cipher suites that you want to remove from the
effective list.
Note: The effective list must contain at least one valid JRE or OpenSSL cipher suite.

-CipherWhiteListFile
-cwlf

Optional. Absolute file name of the plain text file that contains a comma-separated list of
cipher suites that you want to add to the effective list.
Note: The list must contain at least one valid JRE or OpenSSL cipher suite.

-CipherBlackListFile
-cblf

Optional. Absolute file name of the plain text file that contains a comma-separated list of
cipher suites that you want to remove from the effective list.
Note: The effective list must contain at least one valid JRE or OpenSSL cipher suite.

-EnableSaml
-saml

Optional. Enables or disables SAML authentication in the Informatica domain.
Set to true or false. Default is false.
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Option

Description

-SamlKeyStoreDir
-skd

Optional. The directory containing the custom keystore file required to use SAML
authentication on the gateway node. Specify the directory only, not the full path to the file.

-SamlKeyStorePassword
-skp

Required if you use a custom keystore for SAML authentication. Password to the SAML
keystore.

Note: If you currently run scripts that use updateWorkerNode to enable a custom keystore
for SAML authentication, you must update them to include this option.

updateDomainSamlConfig

The following table describes the new options for the infasetup updateDomainSamlIConfig command:

Option

Description

-SamlAssertionSigned
-sas

Optional. Set to TRUE to enable assertion signing by the identity provider.
Default is FALSE.

-SamlKeyStoreDir
-skd

Optional. The directory containing the custom keystore file required to use
SAML authentication on the gateway node. Specify the directory only, not
the full path to the file.

-SamlKeyStorePassword
-skp

Required if you use a custom keystore for SAML authentication. Password
to the SAML keystore.

Note: If you currently run scripts that use updateDomainSamlIConfig to
enable a custom keystore for SAML authentication, you must update them
to include this option.

-SignSamIRequest

Set to true to enable request signing

-Ssr Default is False.

-RequestSigningPrivateKeyAlias Required if you enable signed request. Alias name of the private key that

-rspa Informatica uses to sign the request. This private key resides in the
keystore in the gateway node. The corresponding public key, usually a
certificate, should be imported to the identity provider.

-RequestSigningPrivateKeyPassword Plaintext password of the private key that Informatica uses to sign the

-rspp request.

Default is the password of private key present in the keystore file
<Informatica home>\services\shared\security
\infa keystore.jks with the alias "Informatica LLC".

-rsa

-RequestSigningAlgorithm

Required if you enable signed request. Algorithm used to sign the request.
You can set to one of several different values, including RSA_SHA256,
DSA_SHA1, and DSA_SHA256.

-SamlResponseSigned
-SIS

Set to true to specify whether the IDP signs the SAML response.
Note: When set to TRUE, requires the IDP administrator to configure the
identify provider to sign the response.

Default is False.

-rsca

-ResponseSigningCertificateAlias Required if you enable signed response. Alias name of the certificate in the

gateway node SAML truststore to use to verify the signature.
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Option

Description

-SamlAssertionEncrypted
-sae

Set to true to specify that the IDP encrypts the assertion.
Note: When set to TRUE, requires the IDP administrator to configure the
identify provider to encrypt the assertion.

Default is False.

-EncyptedAssertionPrivateKeyAlias
-espa

Alias name of the private key present in the gateway node SAML keystore.
The private key is used for encrypting the assertion. The IDP administrator
must import the corresponding public key (usually a certificate).

-EncyptedAssertionPrivateKeyPassword
-espp

Plaintext password.

Default is the password of private key present in the keystore file
<Informatica home>\services\shared\security
\infa_ keystore.jks with the alias "Informatica LLC".

infasetup defineDomain

Effective in version 10.5, you can use a new infasetup option to require web applications to use HTTPS when

they communicate with the domain.

The following table describes the new infasetup defineDomain command option:

Option Description

-hsts webapps to use HTTPS.

EnableHsts | Optional. Set to TRUE to enable HTTP strict transport security. HTTP strict transport security requires

Data Engineering Integration

Read this section to learn what's new for Data Engineering Integration in version 10.5.

EXTRACT_STRUCT Function

Effective in 10.5, you can use the EXTRACT_STRUCT function in dynamic expressions to extract all elements
from a dynamic struct port in an Expression transformation.

The EXTRACT_STRUCT function flattens dynamic struct ports. The expression for the output ports uses the
dot operator to extract elements in the dynamic struct.

For more information, see the Informatica 10.5 Transformation Language Reference.
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File Manager for Cloud File Preprocessing

Effective in 10.5, you can perform file preprocessing such as list, copy, rename, move, remove, and watch on
cloud ecosystems Microsoft Azure and Amazon AWS.

filemanager Commands

The following table describes the available commands for the filemanager utility:

Commands

Description

copy

Use the copy command to copy files on an Amazon AWS cloud ecosystem.

copyfromlocal

Use the copyfromlocal command to copy files from a local system to a cloud ecosystem.

list Use the list command to list files on a cloud ecosystem.

move Use the move command to move files on a cloud ecosystem.

remove Use the remove command to delete files from a cloud ecosystem.

rename Use the rename command to rename files on a cloud ecosystem.

watch Use the watch command to watch files that trigger a file processing event, mapping, or workflow on a

cloud ecosystem.

For more information, see the Informatica 10.5 Command Reference.

Mapping Audits

You can create an audit to validate the consistency and accuracy of data that is processed in a mapping.

An audit is composed of rules and conditions. Use a rule to compute an aggregated value for a single column
of data. Use a condition to make comparisons between multiple rules or between a rule and constant values.

You can configure audits for the following mappings that run on the native environment or the Spark engine:

e Read operations in Amazon S3, JDBC V2, Microsoft Azure SQL Data Warehouse, and Snowflake

mappings.

e Read operations for complex files such as Avro, Parquet, and JSON in HDFS mappings.

e Read and write operations in Hive and Oracle mappings.

For more information, see the Data Engineering Integration 10.5 User Guide.

Profile on the Databricks Cluster

Effective in version 10.5, you can run profiles on the Databricks cluster.

Profiling on the Databricks cluster

You can create and run profiles on the Databricks cluster in the Informatica Developer and Informatica
Analyst tools. You can perform data domain discovery and create scorecards on the Databricks Cluster.

For information about the profiles on the Databricks cluster, see Informatica 10.5 Data Discovery Guide.
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Sensitive Data Recommendations and Insights by CLAIRE

Effective in version 10.5, CLAIRE artificial intelligence detects sensitive data in mapping sources when
Enterprise Data Catalog is configured on the domain.

Recommendations list source columns that contain sensitive data based on data quality rules. You can also
add custom types to the sensitive data that CLAIRE detects.

For more information about recommendations and insights, see the Data Engineering Integration User Guide.

Warm Pool Support for Ephemeral Clusters on Databricks

Effective in version 10.5, you can configure ephemeral Databricks clusters with warm pools. A warm pool is a
pool of VM instances reserved for ephemeral cluster creation.

When you configure the warm pool instances in the Databricks environment, the instances wait on standby in
a running state for ephemeral cluster creation. You can choose to have the instances remain on standby
when the ephemeral clusters are terminated.

For more information, see the chapter on cluster workflows in the Data Engineering Integration User Guide.

Data Engineering Quality

Read this section to learn what's new for Data Engineering Quality in version 10.5.

Databricks Integration

Effective in version 10.5, you can add the following transformations to a mapping that runs in an Azure
Databricks or AWS Databricks environment:

e Address Validator
e Case Converter

¢ Classifier

e Consolidation

e Decision

e Key Generator

e Labeler

e Match

¢ Merge

e Parser

¢ Rule Specification
e Standardizer

e Weight Based Analyzer

For more information, see the Data Engineering Integration 710.5 User Guide.
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Data Engineering Streaming
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Read this section to learn what's new for Data Engineering Streaming in version 10.5.

Cassandra

Effective in version 10.5, you can use Cassandra as a target in streaming mappings.

Cassandra is an open source, NoSQL database that is highly scalable and provides high availability. You can
use Cassandra to store large amounts of data spread across data centers or when your applications require
high write access speed.

For more information, see the Data Engineering Streaming 10.5 User Guide.

DataProc

Effective in version 10.5, Data Engineering Streaming supports DataProc for cluster configuration.

Google Cloud Storage Target on Google Dataproc

Effective in version 10.5, you can use a Google Cloud Storage as a target in streaming mappings to run on a
Google Dataproc cluster.

Google Dataproc is a lightweight implementation of Hadoop and Apache Spark on the Google cloud platform.
When you integrate Informatica Data Engineering Streaming with Dataproc, you configure an on-premises
Informatica domain to run jobs on the Dataproc cloud cluster. You must configure the Dataproc cluster
before you integrate the cluster with Data Engineering Streaming.

For more information, see the Data Engineering Streaming 10.5 User Guide.

Google PubSub

Effective in version 10.5, you can use Google PubSub as a source in streaming mappings.
Use a Google PubSub source to read messages from the configured Google Cloud PubSub subscription.

Google PubSub is an asynchronous messaging service that decouples services that produce events from
services that process events. You can use Google PubSub as a messaging-oriented middleware or for event
ingestion and delivery for streaming analytics pipelines. Google PubSub offers durable message storage and
real-time message delivery with high availability and consistent performance at scale. You can run Google
PubSub servers in all the available Google Cloud regions around the world.

For more information, see the Data Engineering Streaming 10.5 User Guide.

High Precision Data Types

Effective in version 10.5, you can enable high-precision mode in streaming mappings. The Spark engine can
process decimal values with up to 38 digits of precision.

In high-precision mode, the Spark engine supports decimal data types with precision up to 38 digits and a
maximum scale of 38. The scale must be less than the precision.

For more information, see Data Engineering Streaming 10.5 User Guide.
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Kudu

Effective in version 10.5, you can use Kudu as a target in streaming mappings.

Kudu is a columnar storage manager developed for the Apache Hadoop platform. You can use Kudu to store
data in tables. Kudu has a simple data model, where the Kudu table has a primary key made up of one or
more columns, each with a defined type. Kudu tables have a columnar structure which helps to vectorize and
compress data easily. Use Kudu to perform real-time analytics on fast data. You can use Kudu for fast data
search, updates and inserts.

For more information, see the Data Engineering Streaming 10.5 User Guide.

Python Transformation in Databricks

Effective in version 10.5, you can add Python transformation to streaming mappings in the Databricks
environment on the AWS or Azure platforms.

For more information, see the Data Engineering Streaming 10.5 User Guide.

Data Privacy Management

Read this section to learn what's new for Data Privacy Management in version 10.5.

Customize the Brand Logo

Effective in version 10.5, you can customize the logo that appears with the Data Privacy Management
product name in multiple locations.

For guidelines and information about how to customize the logo, see the "System Settings" chapter in the
Informatica Data Privacy Management 10.5 User Guide.

Data Domains

Effective in version 10.5, data domains include an additional rule for conflict handling.
You can configure a data domain to return a match when either the metadata or data condition matches.

You can use the matching rule in data domains that you create in Data Privacy Managementand import from
a CSV file.

For information, see the Informatica Data Privacy Management User Guide.

PostgreSQL Support

Effective in version 10.5, you can use a PostgreSQL database to create the Data Privacy
Managementrepository.

For information, see the Informatica Data Privacy Management Installation and Configuration Guide.
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Privacy Dashboard

Effective in version 10.5, the Privacy Dashboard includes the following new features:
Indicator drill-down pages

You can view detailed information on subjects and subject requests from drill-down pages on the
following Privacy Dashboard indicators:

¢ Top Data Stores by Subject. View additional information on all Subject Registry data stores and open
related pages from select column values.

¢ Subject Data by Location. View detailed information on data stores that contain subjects filtered by
location.

¢ Subject Requests By Type. View information on subject requests filtered by the request type, and
view corresponding task pages.

¢ Subject Requests By Due Date. View information on subject requests filtered by due date, and view
corresponding task pages.

Global and page-specific filters

You can apply global filters on the main page of the Privacy Dashboard. You can apply global and page-
specific filters from each of the indicator pages that open.

For information about the Privacy Dashboard and the filters available on the dashboard, see the "Privacy
Dashboard" chapter in the Informatica Data Privacy Management 10.5 User Guide.

Sources

Effective in version 10.5, you can include the following connection and file types in scans:
Email server

You can create a data store and use the Informatica Discovery Agent to perform domain discovery on an
Office 365 Outlook email server.

Optical character recognition for images and scanned PDFs

You can include images and scanned PDFs in domain discovery scans that use the Informatica
Discovery Agent. When you enable optical character recognition, you can choose to include an additional
Image file type in an unstructured data store. The Sensitive Files page includes an additional Image File
Type filter.

For information about how to create a data store and how to use data sources in an unstructured data store,
see the Informatica Data Privacy Management 10.5 User Guide.

Data Transformation

Read this section to learn what's new for Data Transformation in version 10.5.
VRL Validations with Data Transformation services

You can use a speed-enhanced Data Transformation engine for VRL validations with Data
Transformation services. This enhancement does not affect the existing Data Transformation services
that use VRL validations.

For more information, see the Data Transformation 10.5 User Guide.
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Nillable Attribute in XSD

You can use the xsd:nillable attribute to mark XSD elements as nillable. When you mark an element as
nillable, the corresponding element in the XML file permits null values.

For more information, see the Data Transformation 10.5 User Guide.

Enterprise Data Catalog

Read this section to learn what's new for Enterprise Data Catalog in version 10.5.

Advanced Scanners

Read this section to learn what's new for Advanced Scanners in version 10.5:
Support for new Enterprise Data Catalog Advanced Scanners
You can extract metadata using the following Advanced Scanners:

e Oracle Data Integrator

e Talend Data Integrator

¢ Snowflake Core Metadata
Streamlined Connections Management

You can extract lineage from ETL Sources and reporting tools without the need to define live
connections to the linked systems such as Databases and file systems. In certain cases, those
connections are required if metadata of the source system does not fully describe the linked systems.

Note: If the connection to the source or target system is not provided, stored procedure calls lineage is
not processed.

Improved Database Editing

You can edit a database in the Connection Registry by selecting from a list of available options, filling in
the required fields. You can also use the suggested database URL.

Reference Resources and Reference Assets

You can configure all the Advanced Scanners to extract metadata from data sources or other resources
in the catalog that are referenced by the scanners.

For more information, see the Enterprise Data Catalog Advanced Scanners Administrator Guide.

Cloning a Resource

Effective in version 10.5, you can clone a resource using the Catalog Administrator. Cloning a resource
allows you to create a copy of an existing resource and then modify the configuration as required.

For guidelines and information about how to clone a resource, see the "Cloning a Resource" chapter in the
Informatica 10.5 Catalog Administrator Guide.

Enterprise Data Catalog 73



Enhanced Home Page

Effective in version 10.5, the Enterprise Data Catalog home page has been enhanced with an updated
background image. Additionally, you can get search results that are filtered based on predefined criteria by
applying a search prefilter from the search box before searching for assets.

For more information, see the "Searching for Assets" chapter in the Informatica 10.5 Enterprise Data Catalog
User Guide.

Enhanced Filter Panel

Effective in version 10.5, in the Filter section in the search results page, you can view a collective list of all
selections that you have made in each search filter to refine the search results. As required, you can remove
selections that you have made from the list.

For more information, see the "Customize Search" chapter in the Informatica 10.5 Enterprise Data Catalog
User Guide.

Enhanced Search Results

Effective in version 10.5, in the search results page, you can view additional details of an asset in the
Additional Information section. The Additional Information section contains the following details:

¢ The date and time of the previous resource scan

e The name of users associated with the asset. The People subsection may include the names of the data
owner, data steward, and subject matter expert.

¢ Information about whether lineage and impact exists depending on whether data from another asset
flows from or to the seed asset.

e The description of the selected asset
e Custom attributes

e Associated Business terms

e Data Domains

¢ Classifications

e Number of similar columns

e Profiling Information

The assets that appear in the search results page contain the following information:
¢ Business title

e Technical name

e Asset path

e Certification status

e Asset type

e Ratings

New Walkthroughs

Effective in version 10.5, Enterprise Data Catalog includes new walkthroughs for Enterprise Data Catalog.
Walkthroughs are also introduced for the Catalog Administrator.

The following new walkthroughs are available in Catalog Administrator and Enterprise Data Catalog:
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Catalog Administrator

e (Catalog Administrator Home Page Overview
e Configure Security and Permissions
e Create Resources
e Create Custom Attributes
e Create Data Domains
Enterprise Data Catalog
e Application Configuration
e Business Term Overview
e Data Domain Overview
e Curate Data Domains
e Resource Overview
Note: Before you access the walkthroughs, verify that you have access to the following Walkme domains:
¢ https://cdn.walkme.com
e https://playerserver.walkme.com
¢ https://ec.walkme.com
e https://rapi.walkme.com

e https://papi.walkme.com

Notifications Page Enhancements

Effective in version 10.5, you can filter the list of notifications based on the asset type, scan time, and
changes followed from a separate panel. You can also sort the list based on the asset name and scan time,
and download the list of notifications in a .csv file. If there are multiple changes for an asset, you can view
the change history for the asset in the Asset History window.

For more information, see the "User Collaboration on Assets" chapter in the Informatica 10.5 Enterprise Data
Catalog User Guide.

Profile on the Databricks Cluster

Effective in version 10.5, you can perform data discovery on the Databricks cluster.

For more information, see the "Enterprise Data Catalog Concepts" chapter in the Informatica 10.5. Enterprise
Catalog Administrator Guide.

Resource Enhancements

Effective in version 10.5, Enterprise Data Catalog includes the following resource enhancements:
SAP BW and SAP BW/4HANA Resources

You can configure the SAP BW and SAP BW/4HANA resources to connect to SAP server using Secure
Network Communications (SNC) connection.

SAP S/4HANA Resource

The SAP S/4HANA resource includes the following enhancements:
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Extract profiling metadata
You can use the SAP S/4HANA resource to extract the following profiling information for a Table asset:
e Domain Discovery
e Column Profiling
o Relationship Discovery
Filter asset types loaded into the catalog

You can configure the SAP S/4HANA resource to extract the asset types that you want to load into the
catalog.

SAP server connection type

You can configure the SAP S/4HANA resource to connect to SAP server using a Secure Network
Communications (SNC) connection.

Salesforce Resource
You can configure a Salesforce resource to use OAuth authentication to connect to a Salesforce data source.
Axon Resource

You can configure an Axon resource to extract and load specific Axon objects into the Catalog.

Enterprise Data Preparation

Read this section to learn what's new for Enterprise Data Preparation in version 10.5.
Support for New Data Source

Effective in 10.5, you can use the following data sources:

e Cloud data warehouse: Amazon Redshift and Microsoft Azure Synapse

¢ Cloud data lake: Microsoft Azure Data Lake Storage and Amazon S3

¢ Cloud database: Amazon RDS and Microsoft Azure SQL

e Data warehouse: Teradata

¢ Database: Oracle and Microsoft SQL Server

For information about supported data sources, see the Enterprise Data Preparation 10.5 Administration
Guide.

Import Filtered Data for Preparation

Effective in 10.5, you can import filtered data set for data preparation. For more information, see the
Enterprise Data Preparation 10.5 User Guide.

Multibyte and Special Characters in Metadata

Effective in 10.5, you can use multibyte or special characters in schema, table, or column names. For
more information, see the Enterprise Data Preparation 10.5 User Guide.

Informatica Transformations

Read this section to learn what's new with Developer tool transformations in version 10.5.
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Data Masking Transformation

Effective in version 10.5, you can perform the following tasks in a Data Masking transformation:

Encryption
You can use the encryption technique to encrypt or decrypt source data. You can configure the technique
to preserve format and metadata, preserve metadata, or change the metadata.

Sort order
You can sort the order of entries in a relational dictionary that you use for Substitution masking. Sort the
order of entries in the dictionary based on the serial number column to ensure that the order remains

consistent and generates consistent masked data.

Optimize dictionary usage
Optimize dictionary usage to increase the number of masked values used from the dictionary in a
Substitution masking technique that you configure for repeatable output.

For information, see the "Data Masking Transformation" chapter in the Informatica 10.5 Developer

Transformation Guide.

Lookup Transformation

Effective in version 10.5, the Spark engine and the Databricks Spark engine can return multiple matches for a

Lookup transformation.

Sequence Generator Transformation on Databricks
Effective in version 10.5, the Databricks Spark engine can process the Sequence Generator transformation on
Amazon Web Services (AWS) or Microsoft Azure Databricks clusters.

The Sequence Generator transformation is supported on Databricks when the Databricks cluster and the
Informatica domain reside in the same virtual network.

Informatica Workflows

Read this section to learn what's new with workflows in version 10.5.

Workflow database

You can create the workflow database on PostgreSQL.

For more information, see the Informatica 10.5 Application Service Guide.

Intelligent Structure Models

Read this section to learn what's new for intelligent structure models in version 10.5.

Dynamic Mappings
You can use intelligent structure models in dynamic mappings.
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Directory-Level Partitioning in Complex Files

When you create a complex file data object that uses an intelligent structure model, and the input file is
Avro, Parquet, or ORC, you can select the directory where the input files reside.

Intelligent Structure Models on Databricks

You can incorporate an intelligent structure model in an Amazon S3 or Microsoft Azure Data Lake Store
data object for mappings that run on the Databricks Spark engine. The Databricks Spark engine can
process any input type that the model can parse.

For more information about intelligent structure models, see the Data Engineering Integration 10.5 User Guide.

Metadata Manager

Read this section to learn what's new for Metadata Manager in version 10.5.

Support for Azure Microsoft SQL Server

Effective in version 10.5, Metadata Manager supports Azure Microsoft SQL Server as a repository.

PowerCenter

Read this section to learn what's new for PowerCenter in version 10.5.

Ciphers Supported for PowerCenter Services

Effective in version 10.5, PowerCenter services supports all the default ciphers supported by the Informatica
domain.

Previously, PowerCenter services supported only the following ciphers:

TLS_RSA_WITH 3DES_EDE CBC_SHA,TLS RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 128 CBC_SHA25
6,TLS RSA WITH AES 256 CBC SHA,
and TLS_RSA WITH AES 256 CBC_SHA256

Connectivity

Effective in version 10.5, PowerExchange Adapters for PowerCenter includes the following features:

¢ You can configure an Oracle target session to update or upsert data in batches of arrays.
For more information, see the Informatica 10.5 PowerCenter Workflow Basics Guide.

e You can parameterize the connection string in the Oracle connection and Oracle external loader
connection.
For more information, see the Informatica 10.5 PowerCenter Workflow Basics Guide.

¢ When you import a source definition for the following connections, you can edit the metadata for the
fields in the source qualifier:

- PowerExchange for Google Cloud Storage
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- PowerExchange for Kafka

Transformations

Read this section to learn what's new for PowerCenter transformations in version 10.5.

Data Masking Transformation
Effective in version 10.5, you can use the following options in a Data Masking transformation:
Format preserving encryption

You can use the format preserving encryption technique to encrypt or decrypt source data. You can
configure the technique to preserve format and metadata, preserve metadata, or change the metadata.

Sort order

You can sort the order of entries in a relational dictionary that you use for Substitution masking. Sort the
order of entries in the dictionary based on the serial number column to ensure that the order remains
consistent and generates consistent masked data.

Optimize dictionary usage

Optimize dictionary usage to increase the number of masked values used from the dictionary in a
Substitution masking technique that you configure for repeatable output.

For information, see the "Data Masking Transformation" chapter in thelnformatica PowerCenter 10.5
Transformation Guide.

PowerExchange Adapters

Read this section to learn what's new for PowerExchange adapters in version 10.5.

PowerExchange Adapters for Informatica

Read this section to learn what's new for Informatica PowerExchange adapters in version 10.5.

PowerExchange for Amazon Redshift
Effective in version 10.5, PowerExchange for Amazon Redshift includes the following features:

e You can read and write data of TIMESTAMPZ data type when you run a mapping in the native
environment.

e You can configure key range partitioning when you read data from an Amazon Redshift source and run the
mapping in the native environment.

¢ You can configure dynamic partitioning when you write data to an Amazon Redshift target and run the
mapping in the native environment.
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PowerExchange for Amazon S3
Effective in version 10.5, PowerExchange for Amazon S3 includes the following features:

e When you run a mapping on the Spark engine, you can read data from and write data to Avro, ORC, and
Parquet files organized based on directories.

¢ You can configure an Amazon S3-compatible storage to access and manage the data that is stored over
an S3 compliant interface. You can use the Scality RING S3-compatible storage. Use the Amazon S3
connection to connect to Scality RING and perform the read and write operations similar to Amazon S3.

e You can configure Federated Single Sign-On (SSO) authentication to securely access the Amazon S3
resources.

e You can configure a cached lookup operation to cache the lookup data when you run a mapping on the
Spark engine.

e You can read and write flat files with and without headers.
e You can configure row delimiter and define qualifier scope when you read and write flat files.

e You can perform audits for read operations in Amazon S3 mappings that run in the native environment or
on the Spark engine.

For more information, see the Informatica 10.5 PowerExchange for Amazon S3 User Guide.

PowerExchange for Google BigQuery
Effective in version 10.5, PowerExchange for Google BigQuery includes the following features:

e You can write empty strings from a source as null values to a Google BigQuery target.

e You can use the Merge query to perform update, upsert, or delete operations in a single statement when
you write to a Google BigQuery target.

For more information, see the Informatica 10.5 PowerExchange for Google BigQuery User Guide.

PowerExchange for Google Cloud Storage
Effective in version 10.5, PowerExchange for Google Cloud Storage includes the following features:

e You can read the complete path and names of the Google Cloud Storage source files.
e You can read and write flat files with and without headers.

e You can configure row delimiter and define qualifier scope when you read and write flat files.

For more information, see the Informatica 10.5 PowerExchange for Google Cloud Storage User Guide.

PowerExchange for HDFS
Effective in version 10.5, PowerExchange for HDFS includes the following features:

¢ When you run a mapping on the Spark engine, you can read data from and write data to Avro, ORC, and
Parquet files that are partitioned based on directories.

e You can perform audits for read operations for complex files such as Avro, Parquet, and JSON in HDFS
mappings that run in the native environment or on the Spark engine.

For more information, see the Informatica 10.5 PowerExchange for HDFS User Guide.
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PowerExchange for Hive

Effective in version 10.5, you can perform audits for read and write operations in Hive mappings that run in
the native environment or on the Spark engine.

For more information, see the Informatica 10.5 PowerExchange for Hive User Guide.

PowerExchange for JDBC V2

Effective in version 10.5, PowerExchange for JDBC V2 includes the following features:
e You can use JDBC V2 objects as dynamic sources and targets in mappings.

e You can configure a mapping to create a JDBC V2 target at run time.

e You can use a JDBC V2 connection with the SAP HANA Database subtype in mappings to read from or
write to HANA tables. You can also read from HANA data modelling views, such as attribute, analytic, and
calculation views. You can validate and run JDBC V2 mappings on the Spark or Databricks Spark engine.

e You can perform audits for read operations in JDBC V2 mappings that run in the native environment or on
the Spark engine.

For more information, see the Informatica 10.5 PowerExchange for JDBC V2 User Guide.

PowerExchange for Microsoft Azure Blob Storage
Effective in version 10.5, PowerExchange for Microsoft Azure Blob Storage includes the following features:
e You can read and write flat files with and without headers.

e You can configure row delimiter and define qualifier scope when you read and write flat files.

For more information, see the Informatica 10.5 PowerExchange for Microsoft Azure Blob Storage User Guide.

PowerExchange for Microsoft Azure Data Lake Storage Gen1

Effective in version 10.5, PowerExchange for Microsoft Azure Data Lake Storage Gen1 includes the following
features:

e You can read and write flat files with and without headers.
e You can configure row delimiter and define qualifier scope when you read and write flat files.

For more information, see the Informatica 10.5 PowerExchange for Microsoft Azure Data Lake Storage Gen1
User Guide.

PowerExchange for Microsoft Azure Data Lake Storage Gen2

Effective in version 10.5, PowerExchange for Microsoft Azure Data Lake Storage Gen2 includes the following
features:

e When you run a mapping on the Spark engine, you can read data from and write data to Avro, ORC, and
Parquet files that are partitioned based on directories.

e You can read and write flat files with and without headers.
e You can configure row delimiter and define qualifier scope when you read and write flat files.

For more information, see the Informatica 10.5 PowerExchange for Microsoft Azure Data Lake Storage Gen2
User Guide.
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PowerExchange for Microsoft Azure SQL Data Warehouse

Effective in version 10.5, PowerExchange for Microsoft Azure SQL Data Warehouse includes the following
features:

e You can connect to Microsoft Azure Data Lake Storage Gen2 to stage files at runtime.
e You can stage files in Parquet format when you read data from Microsoft Azure SQL Data Warehouse.

e You can override the schema name and table name when you read data from and write data to Microsoft
Azure SQL Data Warehouse.

e You can use Gzip compression to compress data in Gzip format when you write data to Microsoft Azure
SQL Data Warehouse in the native environment.

e You can read and write data of Datetimeoffset data type when you run a mapping on the Spark Engine.

e You can perform audits for read operations in Microsoft Azure SQL Data Warehouse mappings that run in
the native environment or on the Spark engine.

e You can read data from and write data to Microsoft Azure SQL Data Warehouse case-sensitive databases.

For more information, see the Informatica 10.5 PowerExchange for Microsoft Azure SQL Data Warehouse User
Guide.

PowerExchange for Salesforce Marketing Cloud

Effective in version 10.5, you can configure dynamic mappings to include the frequent changes to sources,
targets, and transformation logic at run time based on parameters and rules that you define.

For more information, see the Informatica 10.5 PowerExchange for Salesforce Marketing Cloud User Guide.

PowerExchange for Snowflake
Effective in version 10.5, PowerExchange for Snowflake includes the following features:

¢ You can read from and write to Snowflake data warehouse that is enabled for staging data in Google
Cloud Platform.

e You can perform audits for read operations in Snowflake mappings that run in the native environment or
on the Spark engine.

For more information, see the Informatica 10.5 PowerExchange for Snowflake User Guide.

PowerExchange Adapters for PowerCenter

Read this section to learn what's new for PowerCenter adapters in version 10.5.

PowerExchange for Google BigQuery
Effective in version 10.5, PowerExchange for Google BigQuery includes the following features:

e When you perform pushdown optimization using the Google BigQuery ODBC connection, you can use the
2.2.5.1012 version of the Informatica ODBC Driver for Google BigQuery to connect to Google BigQuery and
push CHR(), DATEDIFF(), DECODE(), LPAD(), and RPAD() functions to the Google BigQuery database.
Contact Informatica Global Customer Support to obtain the Informatica ODBC Driver for Google BigQuery.

e You can use the Merge query to perform update, upsert, or delete operations in a single statement when
you write to a Google BigQuery target.

* When you configure a session to write data to Google BigQuery, you can write empty strings from a
source as null values to a Google BigQuery target.
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For more information, see the Informatica 10.5 PowerExchange for Google BigQuery User Guide for
PowerCenter.

PowerExchange for Google Cloud Storage
Effective in version 10.5, PowerExchange for Google Cloud Storage includes the following features:

e You can read the complete path and names of the Google Cloud Storage source files.
e You can read and write flat files with and without headers.

¢ You can configure row delimiter and define qualifier scope when you read and write flat files.

For more information, see the PowerExchange for Google Cloud Storage 10.5 User Guide for PowerCenter.

PowerExchange for Greenplum

Effective in version 10.5, when the ODBC subtype in an ODBC connection is Greenplum, you can push down
functions, such as AVG(), COUNT(), DATE_COMPARE(), DATE_DIFF(), GET_DATE_PART(), IN(), ISNULL(),
MAX(), MIN(), MOD(), STDDEV(), SUM(), and VARIANCE(), to the Greenplum database for processing using
full pushdown optimization.

For more information, see the Informatica PowerCenter 10.5 Advanced Workflow Guide.

PowerExchange for Kafka

Effective in version 10.5, you can configure whether you want to read messages from a Kafka broker as a
stream or in batches.

For more information, see the Informatica PowerExchange for Kafka 10.5 User Guide for PowerCenter.

PowerExchange for Snowflake

Effective in version 10.5, you can read from and write to Snowflake data warehouse that is enabled for
staging data in Google Cloud Platform.

For more information, see the Informatica 10.5 PowerExchange for Snowflake User Guide for PowerCenter.

Security

Read this section to learn what's new for domain security in version 10.5.

Encryption Strengthening

Effective in version 10.5, you can encrypt the Informatica domain passwords and secure connection
parameters by using the AES 256-bit encryption algorithm.

To strengthen security encryption, the Informatica installer now generates a unique site key when you install
the Informatica services. You cannot generate the site key again. Previously you could regenerate the
encryption site key using a keyword and domain name in the GenerateEncryptionKey command.

After you upgrade to Informatica 10.5, migrate the site key to the new unique site key.

For a multinode domain, copy the unique site key to each node or save the unique site key at a shared
location that can be accessed by each node.
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You can use transformation language encoding functions, AES_ENCRYPT and AES_DECRYPT to encrypt or
decrypt storage tables with 256-bit encoding. Use the new argument, keySize to enable AES 256-bit
encryption.

For more information, see the Informatica 10.5 Security Guide.

SAML Functionality

Effective in version 10.5, you can use the following new SAML functionality:

¢ When you enable SAML authentication in the domain, you can enable one or more of the following
enhanced authentication modes: request signing, encrypted assertion, and signed response. For more
information, see the Informatica 10.5 Security Guide.

e You can use Oracle Access manager, Okta SSO, and Azure Active Directory identity providers to manage
SAML authentication on the domain for web applications. For more information, see the H2L article about
each identity provider on the Informatica Documentation Portal.

Test Data Management
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Read this section to learn what's new for Test Data Management in version 10.5.

PostgreSQL Support

Effective in version 10.5, you can use a PostgreSQL database to create the Test Data Management repository
and the test data warehouse repository.

You can also use the database to create a staging connection and storage connection.

For information, see the Test Data Management 10.5 Configuration Guide.

Sort Entries in a Relational Dictionary

Effective in version 10.5, you can choose to sort the order of entries in a relational dictionary used in a
masking plan.

You can sort the order of entries in a dictionary based on the serial number column or any column to ensure
that the order remains consistent and generates consistent masked data.

For information about how to configure the option, see the Test Data Management 10.5 User Guide.

Test Data Generation for XSD Sources

Effective in version 10.5, Test Data Generation includes perform the following tasks with XSD sources:
Use conditional constraints in data generation rules

You can use conditional constraints in advanced generation rules and ad hoc generation rules with XSD
sources.

For information about how to create and apply advanced generation rules and conditional constraints,
see the "Data Generation" chapter in the Test Data Management 10.5 User Guide

Chapter 6: 10.5 What's New


https://docs.informatica.com

Configure default handling of unbound MaxOccur values

You can enable default handling of MaxOccurs values that are set as unbound or infinite in an XSD. Use
the Default Value for Unbounded MaxOccurs in a Source XSD global-level property to enter a value.
The value is added to the MinOccurs value of the element to calculate the Max0Occurs value for the
element.

For information about how to set the property value and override the value for an element, see the Test
Data Management 10.5 Administrator Guide and the Test Data Management 10.5 User Guide.
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Command Line Programs
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Read this section to learn what's changed for command line programs in version 10.5.

infasetup

Effective in version 10.5, Informatica stores the assertion signing certificate alias in the domain. You can set
the assertionSigningCertificateAlias option, which specifies an alias for the certificate, in the following
commands:

¢ infasetup defineDomain
¢ infasetup updateDomainSamlConfig

e infasetup updateSamiConfig

Previously, the alias was stored in node metadata. As a consequence, the assertionSigningCertificateAlias
option is removed from the defineGatewayNode, switchToGatewayNode and updateGatewayNode
commands. Update any scripts that use the node-related commands to use the domain-related commands.

For more information, see the Informatica Command Reference.



Data Engineering

Read this section to learn what's changed for Data Engineering products in version 10.5.

Documentation

Effective in version 10.5, instructions for integrating Informatica with a Google Dataproc cluster are in the
Data Engineering Integration Guide.

Previously, Dataproc integration instructions were published in How-To Library (H2L) articles. You can view
these articles, which cover Dataproc integration with Data Engineering 10.4, on the How-to Library tab in the
Informatica Documentation Portal.

Performance

Effective in version 10.5, the PERCENTILE function on the Spark engine consumes less memory, especially
when multiple columns compute the PERCENTILE function on the same data set at different percentiles.

Processing Invalid Values

Effective in version 10.5, the Spark engine writes NULL values to the target when the mapping contains
certain invalid values.

The Spark engine writes NULL values in the following situations:

e The terms argument in PV, FV, PMT, and RATE finance functions passes a 0 value. The value of terms
must be an integer greater than 0.

e The month argument in the MAKE_DATE_TIME function passes an invalid value. The value of month must
be from 1 to 12.

Previously, the Spark engine wrote random values.

Note: The Data Integration Service rejects rows with invalid values. If you want rows with invalid values to be
rejected and not written to the target, run the mapping in the native environment.

Data Privacy Management

Read this section to learn what's changed for Data Privacy Management in version 10.5.

Compressed Files in Scans

Effective in version 10.5, scan results list compressed files with specific extensions as folders with individual
files.

You view the scan results on the Sensitive Fields page.

Previously, the scan results either skipped the files or listed these compressed files as single files and did
not list the individual nested files.

For information about scans of compressed files, see the "Scans" chapter in the Informatica Data Privacy
Management 10.5 User Guide.
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Data Store Properties

Effective in version 10.5, the data store properties include the following changes:

IBM DB2 for z/0S data store properties

Properties of the IBM DB2 for z/0S data store type include a new Database Option field. You can choose
how you want to enter the database from this list. You can include all databases, select from a list, or
specify with a regex. Fields to select from a list or specify a regex appear based on what you choose.

The previous Database property is renamed to DDF Location.

For information, see the Data Store Properties chapter in the Informatica Data Privacy Management User
Guide

Deletion of Subject Requests

Effective in version 10.5, you cannot delete DSAR and DSR tasks even if they are in Closed or Completed
state.

Previously, you could delete DSAR and DSR tasks that were in Closed state.

For information about tasks, see the "Tasks" chapter in the Informatica Data Privacy Management 10.5 User
Guide.

Subject Registry Configuration File

Effective in version 10.5, the properties in the Subject Registry configuration file are updated.

Because the install is a non-Hadoop install, the properties file does not include Hadoop and HBase
properties. The file includes properties for Name3 configuration.

For information about how to create and update the Subject Registry configuration file, see the Informatica
Data Privacy Management Administrator Guide.

Total Subject Count

Effective in version 10.5, Data Privacy Management has changed the method used to calculate the total
subject count that appears on dashboard widgets and in Data Breach reports.

Because of the change, you might see a difference in the total subject count information on the Privacy
Dashboard widgets and in Data Breach reports after you upgrade.

For information about how to view Subject Registry information, see the Informatica Data Privacy
Management User Guide.

User Activity Monitoring

Effective in version 10.5, you can specify the directory where you want to store event files.

Event files are exported from a database that you configure for user activity monitoring. Specify the location
during installation or update the property in the Data Privacy Management Service properties.

Previously, messages were streamed to a default HDFS directory.

For information about how to specify the event files directory, see the Informatica Data Privacy Management
10.5 Installation and Configuration Guide.
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Enterprise Data Catalog

Read this section to learn what's changed for Enterprise Data Catalog in version 10.5.

Amazon S3 Resource

Effective in version 10.5, the Amazon S3 resource includes the following enhancements in the General tab:
Metadata extraction

You can configure the Amazon S3 resource to extract metadata from an Amazon S3 compatible storage
such as Scality RING.

Support for temporary session token

You can configure the Amazon S3 resource to connect and extract metadata from an Amazon S3 data
source by using a temporary session token.

Previously, the enhancements were available as JVM options in the Amazon S3 resource.

For more information, see the Informatica® 10.5 Enterprise Data Catalog Scanner Configuration Guide.

Business Term Propagation

Effective in version 10.5, Enterprise Data Catalog infers and associates a business term with an asset based
on enhanced name match condition. The name match condition is based on the business term association
results to provide improved inference and association of business terms.

Custom Resources

Effective in version 10.5, you can run a custom resource that has the Run Script option enabled on the
Informatica domain.

To run more than one custom resource on the Informatica domain simultaneously, you must configure the
LdmCustomOptions.orchestration.oop.max.concurrent.jobs custom option in the Catalog Administrator.

Default Lineage and Impact Diagram View

Effective in version 10.5, the compact view of the lineage and impact diagram is the default view.

Enterprise Data Catalog Authentication

Effective in version 10.5, Enterprise Data Catalog uses mTLS in place of Kerberos for improved security.

Informatica Similarity Discovery Resource

Effective in version 10.5, the Informatica Similarity Discovery resource includes the following changes:
Create Informatica Similarity Discovery resource

You can create the Informatica Similarity Discovery resource from the Resource tab under the
Informatica Platform resource group. When you run the resource, the scanner discovers similar columns
based on column name, column data pattern, unique values in the resource. Previously, the Informatica
Similarity Discovery was available as a system resource.
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Persist computed information in PostgreSQL database

Enterprise Data Catalog persists the computed information about similar columns, column patterns, and
unique values in PostgreSQL database. Previously, Enterprise Data Catalog persisted the computed
information about similar columns in Apache Hbase.

Discover similar columns

Enterprise Data Catalog discovers similar columns based on column name, column data pattern, and
unique values in the resource. Previously, an internal system job discovered similar columns based on
column name, column data pattern, unique values, and value frequency in the resource.

Reference Resources

Effective in version 10.5, the reference resources include the following changes:

Reference resource objects

Enterprise Data Catalog extracts reference resource objects such as data sources, data sets, and data
elements.

Reference resource name

The reference resource name is changed from <resource name> <Provider ID> <Connection name>to

<resource name>$$<Provider ID>$$<Connection name>.
Connection name

Enterprise Data Catalog supports special characters in the reference resource connection name.

Search Tabs Replaced with Search Prefilters

Effective in version 10.5, you can apply search prefilters to quickly find assets that match predefined search
criteria.

Previously, search tabs were available in the Search Results page that enabled you to find assets matching a
set search criteria.

For more information, see the "Customize Search" chapter in the Informatica 10.5 Enterprise Data Catalog
User Guide.

Note: If you upgrade from an earlier version, the upgrade process converts the customized search tabs into
search prefilters.

Terminology Changes in Documentation

Effective in version 10.5, the Enterprise Data Catalog documentation uses the following terms to refer to
existing and embedded clusters:

¢ |Internal cluster in place of an embedded cluster.

o External cluster in place of an existing cluster.

Advanced Scanners uses System Models

Effective in version 10.5, Advanced Scanners uses system models instead of custom models.

Previously, Advanced Scanners used custom models to load metadata.
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Informatica Transformations

Effective in version 10.5, the Spark engine increased performance of the Router transformation. When the
Spark engine runs a mapping that includes a Router transformation, the Spark engine processes the
upstream mapping pipeline once and stages the data so that it can be used by each downstream branch.

Previously, the Spark engine processed the upstream mapping pipeline separately for each output group.

For more information, see the "Router Transformation" chapter in the Informatica 10.5 Developer
Transformation Guide.

Intelligent Structure Models

Effective in version 10.5, the output of nodes with a date data type is a datetime data type, in the datetime
format that is defined in the operating system.

Previously, the output of nodes with a date data type was a string data type.
Note: Upgraded mappings continue to output string data types.

For more information about intelligent structure models, see the Data Engineering Integration 10.5 User Guide.

PowerCenter

Effective in version 10.5, the Server Datafile Directory name in the external loader connection type for Sybase
IQ in PowerCenter is renamed to Datafile Directory.

For more information, see the PowerCenter 10.5 Advanced Workflow Guide.

PowerExchange Adapters for Informatica

Read this section to learn what's changed for Informatica PowerExchange adapters in version 10.5.
PowerExchange for Microsoft Azure SQL Data Warehouse

Effective in version 10.5, when you create a new target table and if the target table already exists in Microsoft
Azure SQL Data Warehouse, the data is appended to the existing table.

Previously, the mapping failed if the target table already existed in Microsoft Azure SQL Data Warehouse.

Security

Read this section to learn what's changed for domain security in version 10.5.
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SAML Authentication

Effective in version 10.5, you enable enhanced SAML authentication modes signed request, signed response,
and encrypted assertion through domain configuration properties.

Previously, you enabled these features using environment variables. For more information, see the "SAML
Authentication” chapter in the Informatica 10.5 Security Guide.
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CHAPTER 8

Version 10.4.1.3

This chapter includes the following topics:

e Support Changes, 94
¢ What's New, 94

Support Changes

Read this section to learn about support changes in version 10.4.1.3.

Technical Preview

Effective in version 10.4.1.3, Informatica lifted technical preview for Amazon EMR 6.x.

What's New

Read this section to learn what's new in version 10.4.1.3.

Cloudera CDP

Effective in version 10.4.1.3 for Data Engineering, you can use the Blaze engine to run jobs on Cloudera CDP
Private Cloud and Public Cloud clusters.

When the Blaze engine runs jobs on a CDP Private Cloud cluster, you can use Kerberos authentication. When
the Blaze engine runs jobs on a CDP Public Cloud cluster, you can use Apache Knox or Kerberos
authentication. You can use Apache Ranger, HDFS transparent encryption, or SSL/TLS authorization for jobs
that the Blaze engine runs on a CDP cluster.

For more information, see the Data Engineering 10.4.1 Integration Guide.
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CHAPTER 9

Version 10.4.1.2

This chapter includes the following topics:
e Important Notices, 95

e What's New, 95

e What's Changed, 98

Important Notices

Technical Preview Initiated

Effective in version 10.4.1.2, Informatica includes the following functionality for technical preview:
Amazon EMR 6.0
You can use Informatica Data Engineering products with Amazon EMR 6.0 clusters.

Technical preview functionality is supported for evaluation purposes but is unwarranted and is not supported
in production environments or any environment that you plan to push to production. Informatica intends to
include the preview functionality in an upcoming release for production use, but might choose not to in
accordance with changing market or technical circumstances. For more information, contact Informatica
Global Customer Support.

What's New

Data Engineering Integration

This section describes new Data Engineering Integration features in version 10.4.1.2.
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Cloudera CDP Public Cloud

Effective in version 10.4.1.2, you can run data engineering jobs on Cloudera CDP Public Cloud clusters on
AWS or Azure.

You can use CDP Public Cloud when you run data engineering jobs on the Spark engine. When you run a
mapping in the Hadoop environment, you can use the same connections for CDP Public Cloud as you can for
CDP Private Cloud. You can configure Kerberos or Apache Knox authentication for CDP Public Cloud clusters.

For information about integration with Cloudera CDP Public Cloud, see the Informatica 10.4.1.2 Release Notes
and Data Engineering 10.4.7 Integration Guide.

Data Privacy Management

This section describes new Data Privacy Management features in version 10.4.1.2.

Incremental Subject Registry Scans on Unstructured Sources
Effective in version 10.4.1.2, you can configure incremental Subject Registry scans for unstructured sources.

An incremental scan updates changed records from the last scan run time instead of completely scanning all
records.

For information about how to configure an incremental Subject Registry scan, see the Informatica Data
Privacy Management User Guide and Informatica Data Privacy Management Administrator Guide.

Enterprise Data Catalog

This section describes new Enterprise Data Catalog features in version 10.4.1.2.

Amazon S3 Resource
Effective in version 10.4.1.2, the Amazon S3 resource includes the following enhancements:
Metadata extraction

You can configure the Amazon S3 resource to extract metadata from an Amazon S3 compatible storage
such as Scality RING.

Support for temporary session token

You can configure the Amazon S3 resource to connect and extract metadata from an Amazon S3 data
source by using a temporary session token.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog Scanner Configuration Guide.

Informatica Axon Resource
Effective in version 10.4.1.2, the Informatica Axon resource includes the following enhancements:
Metadata extraction

The Informatica Axon resource extracts metadata from the following assets:

e Attribute

e Policy

e System

e Dataset

Chapter 9: Version 10.4.1.2



You can also read the details of the native users, LDAP users, and SSO users associated with the assets
in the Catalog.

View relationships
You can view the following relationships in the Catalog:
¢ Parent-child relationship between Axon artifacts and extracted objects
e Semantic relationship between the glossary assets

Support reconciliation of domain users

You can reconcile the domain users by selecting the Allow Filtering option for the Email system attribute
in the Catalog Administrator.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog Scanner Configuration Guide.

Bulk Curation of Business Terms through Import and Export

Effective in version 10.4.1.2, you can accept or reject multiple inferred business terms simultaneously in the
exported .csv file.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog User Guide.

Bulk Curation of Data Domains

Effective in version 10.4.1.2, you can accept a data domain and reject all the other assigned, inferred, or
accepted data domains for a column or field asset.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog User Guide.

Data Asset Analytics
Effective in version 10.4.1.2, Data Asset Analytics includes the following features:
Asset Usage Report

You can use the Asset Usage report to view the list of assets used in Enterprise Data Catalog. You can
filter the report based on the asset type, date of event, resource type and resource name. In addition to
the asset usage details, the report also lists the Enterprise Data Catalog features that you used when you
accessed the asset. Features listed include the Overview, Lineage and Impact, and Relationships tabs
apart from the other features associated with the asset.

Top Assets Viewed Chart

The Top Assets Viewed chart on the User Adoption tab page displays a list of the most viewed assets in
the catalog.

Feature Usage Value Chart

The Feature Usage Value chart on the Data Value tab page displays the value of Enterprise Data Catalog
features based on their usage over a period of time.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog User Guide.

SAP S/4HANA Resource

Effective in version 10.4.1.2, you can use the SAP S/4HANA resource to view the detailed lineage between
the function module and data source assets.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog Scanner Configuration Guide.
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Security

This section describes new security features in version 10.4.1.2.

HSTS Response Header

Effective in version 10.4.1.2, you can choose to enable HTTP Strict Transport Security HSTS response header
in your domain to stop HTTP redirects to HTTPS. This prevents man-in-the-middle (MITM) security threats.

For more information, see the Informatica Security Guide.

What's Changed

Enterprise Data Catalog

This section describes changes to Enterprise Data Catalog in version 10.4.1.2.

Data Asset Analytics

Effective in version 10.4.1.2, Data Asset Analytics includes the following changes:
Resource Value calculation

On the Data Value tab page, the Resource Value is calculated by adding the following values:

o Multiply the specified resource type value with the total number of assets selected based on the
asset keywords specified.

o Multiply the value specified for all other resource types with the total number of assets selected
based on the asset keywords specified.

Note: You can specify the asset keywords in the Asset Keywords for Resource Value Calculation text
box in Application Configuration.

After you apply 10.4.1.2, you lose all resource-related configuration and values that you had configured
earlier. A rollback does not retain the values that you had configured earlier. The values and
configuration for resource types are retained and you might see an increase in the new values based on
the updated calculation method.

Special characters in report name

For new reports, you can use the following special characters in report names: - (hyphen), @ (at sign),
and _ (underscore). Reports created with the earlier versions using unsupported special characters
continue to be available with the existing issues. If you copy an existing report that includes unsupported
special characters to create a new report, Data Asset Analytics displays a validation error.

Asset Keywords for Resource Value Calculation

In Application Configuration, you can specify the asset keywords that you want to use to select assets
from the catalog to calculate resource value.

Currency

In Application Configuration, you can select the currency in which you want to view asset values on the
Data Value tab page.
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Auto Enrichment column

The Auto Enrichment column in the Asset Enrichment, Data Domain Association, and Business Term
Association reports lists the following details based on how an asset is enriched:

Inferred. The recommended enrichments for the asset based on profile results.
Inferred-Accepted. The inferred enrichment is accepted by the user.

Inferred-Auto-Accepted. The inferred enrichment is automatically accepted based on the
conformance scores specified.

Inferred-Rejected. The inferred enrichment is rejected by the user.

Manual. The enrichment for the asset is done manually.

Note: Previously, the report listed Y, No, or | for the Auto Enrichment column in the reports.

Auto Enrichment filter

The Auto Enrichment filter for the Asset Enrichment report lists the following options that you can use
to filter the report:

Inferred
Inferred-Accepted
Inferred-Auto-Accepted
Inferred-Rejected

Manual

Note: Previously, the Auto Enrichment filter listed Yes or No as the options.

Refresh

The Monitoring page includes a Refresh icon that you can click to refresh the page and view the current
status of the reports run.

Time Range

The default option in the Time Range drop-down list on the Analytics home page is changed from From
Beginning to 1 Year.

Asset Group Type filter and column

The Asset Group Type filter and report column are removed from the following reports:

Report Removed from Filter, Report Column, or Both
Asset Enrichment Both

Asset Count Report Column

Assets with Lineage and Impact Report Column

Business Term Association Report Column

Data Domain Association Both

Note: For reports created using the earlier versions, the Asset Group Type report column is retained if
you download the reports.
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Resource Value Calculator

The Resource Type and Resource options are removed from the Allocate a Value to section in the
Resource Value Calculator.

For more information, see the Informatica 10.4.1 Enterprise Data Catalog User Guide.

Partial Catalog Backup

Effective in version 10.4.1.2, you can back up the catalog partially based on your requirement to troubleshoot
specific issues.

You can use the -st option in the backupContents command to back up one or multiple of the following data
stores in the catalog:

e Staging details

e Graph database

e Search details

e Similarity details

¢ Change notifications details

e Scanner staging details

You can also use the backup REST API to back up one or multiple of the following data stores in the catalog:
e Staging details

e Graph database

e Search details

For more information, see the Informatica 10.4.1 Enterprise Data Catalog REST APl Reference and the
Informatica 10.4.71 Command Reference.

SAP S/4HANA, SAP BW and SAP BW/4HANA Resources

Effective in version 10.4.1.2, you cannot view the following tabs in the Catalog for the SAP BW, SAB BW/
4HANA and SAP S/4HANA resources if the asset type does not include lineage, hierarchy, category, and
relationship information:

e Lineage and Impact
e Relationship
e Contains

For more information, see the Informatica 10.4.1 Enterprise Data Catalog Scanner Configuration Guide.

Configure Conflict Resolution for Auto Acceptance of Data Domains

Effective in version 10.4.1.2, you can choose the Match data or column name rule option to auto-accept data
domain on the basis of data or column name rule. If you select the Match data or column name rule conflict
resolution option, Enterprise Data Catalog auto-accepts data domains when data or column name rule results
match.

For more information, see the Enterprise Data Catalog Concepts chapter in the Informatica 10.4.1 Catalog
Administrator Guide.

Chapter 9: Version 10.4.1.2



CHAPTER 10

Version 10.4.1.1

This chapter includes the following topics:
e Important Notices, 101

e What's New, 102

e What's Changed, 104

Important Notices

Support Changes

This section describes support changes in version 10.4.1.1.

Technical Preview Lifted
Effective in version 10.4.1.1, the following functionalities are lifted from technical preview:
Cloudera Data Platform Integration

For Data Engineering Integration, you can use Cloudera Data Platform (CDP) as a compute cluster to
execute data engineering jobs in the Hadoop environment. You can use Cloudera CDP when you run data
engineering jobs on the Spark engine. Cloudera CDP is not supported on the Blaze engine.

Cloudera CDP uses a base cluster and workload clusters to execute data engineering jobs. This
architecture allows you to deploy workloads and share data among components by utilizing a shared
catalog, unified security, consistent governance, and data life cycle management.

You can use Cloudera CDP when you run a mapping in the Hadoop environment with the following
connections:

e PowerExchange for Amazon Redshift

e PowerExchange for Amazon S3

e PowerExchange for HDFS

e PowerExchange for Microsoft Azure Blob Storage

e PowerExchange for Microsoft Azure CosmosDB SQL API

e PowerExchange for Microsoft Azure Data Lake Storage Gen1

o PowerExchange for Microsoft Azure Data Lake Storage Gen2
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e PowerExchange for Microsoft Azure SQL Data Warehouse
e Sqoop

You can also use Cloudera CDP when you run a PowerExchange for HDFS mapping in the native
environment.

For more information, see the Informatica® Data Engineering 10.4.1 Integration Guide.

Distribution Support

In each release, Informatica can add, defer, and drop support for the non-native distributions and distribution
versions. Informatica might reinstate support for deferred versions in a future release. To see a list of the
latest supported versions, see the Product Availability Matrix on the Informatica Customer Portal:

https://network.informatica.com/community/informatica-network/product-availability-matrices

What's New
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Data Engineering Integration

Effective in version 10.4.1.1, you can access Amazon Glue as the Hive metastore with an Amazon EMR 5.29
cluster.

Amazon Glue is Amazon's ETL service. The Amazon EMR 5.29 cluster can use Glue as the Hive metastore.

To enable integration with an EMR cluster with Glue, see the Informatica 10.4.1.7 Release Notes.

Data Privacy Management

This section describes new Data Privacy Management features in version 10.4.1.1.

Added Support for Apache Cassandra NoSQL Database
Effective in version 10.4.1.1, you can perform domain discovery on Apache Cassandra databases.

You can choose the NoSQL category from the category type to create a data store that connects to an
Apache Cassandra database. You can use the data store in scans to perform domain discovery.

For information about how to create a data store or run a scan, see the Informatica Data Privacy Management
User Guide.

Exact Matching in Subject Registry Search, Index, and Match Configuration

Effective in version 10.4.1.1, you can configure search, index, and match rule types to use Exact matching.
When you use Exact matching for indexes, in searches, or in finding matches, the task takes less time to
complete.

You can use the Exact value for SearchType, IndexType, and MatchType fields in a match configuration.

If you configure Exact matching for indexing, configure the IgnoreNullEmptyValues property to determine
whether to ignore null or empty values during a Link Subjects scan.
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For information about how to configure Exact matching, see the Informatica Data Privacy Management
Administrator Guide.

Incremental Subject Registry Scans

Effective in version 10.4.1.1, you can configure a Subject Registry scan to be incremental on repeat one-time
scans and recurrent scans.

An incremental scan considers changed records from the last scan run time, and updates the results instead
of completely scanning all records.

For information about how to configure a Subject Registry scan to be incremental on repeat or recurrent
scans, see the Informatica Data Privacy Management User Guide and Informatica Data Privacy Management
Administrator Guide.

New Job Type for Privacy Dashboard Data Update

Effective in version 10.4.1.1, a Subject Registry master scan job triggers a new Privacy Dashboard job when it
completes.

The Privacy Dashboard job verifies the changes in the Subject Registry HBase database and updates the
Privacy dashboard data that you view when you refresh the dashboard.

The separate job ensures the separation of the scan task and the refresh of the data on the Privacy
dashboard.

You cannot manually trigger, pause, or stop a Privacy Dashboard job.

For information about Privacy Dashboard jobs, see the Informatica Data Privacy Management User Guide.

Subject Registry Search and Scan Fields
Effective in version 10.4.1.1, you can configure fields for use in Subject Registry scans, searches, or both.

You might want to include fields in a scan but not have the fields appear on the Subject Registry search and
details pages.

You can include the UsedIn property in a MatchConfiguration for an entity to determine whether the fields
appear in Subject Registry searches, scans, or both.

For information about how to configure the property, see the Informatica Data Privacy Management
Administrator Guide.

Support for the Informatica Discovery Agent on Windows

Effective in version 10.4.1.1, you can use the Informatica Discovery Agent to create an agent on Windows
machines.

Use the Informatica Discovery Agent to run domain discovery on unstructured sources and Subject Registry
scans.

For information about how to install and use the agent in scans, see the Informatica Data Privacy
Management User Guide.

Enterprise Data Catalog

This section describes new Enterprise Data Catalog features in version 10.4.1.1.
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Choose Factors to Propagate Smart Data Domains

Effective in version 10.4.1.1, you can choose one or more factors to propagate smart data domains to other
similar columns. The factors include column name, column data pattern, unique values, and value frequency
factors.

For more information, see the "Enterprise Data Catalog Concepts" chapter in the Informatica 10.4.1 Enterprise
Data Catalog Administrator Guide.

Collect Data Integration Logs for Profiling

Effective in version 10.4.1.1, you can use the log collection utility to collect Data Integration Service logs for
profiling in the Collect Resource Logs page.

For more information, see the "Catalog Backup and Log Collection Utilities" chapter in the Informatica 10.4.1
Enterprise Data Catalog Administrator Guide.

SAP S/4HANA Resource

Effective in version 10.4.1.1, the SAP S/4HANA resource extracts metadata from the Append View asset. You
can view the lineage and the relationship information for the Append View asset in the Catalog. For more
information, see the Informatica 10.4.1 Enterprise Data Catalog Scanner Configuration Guide.

Supported Resource Types for Standalone Scanner Utility

Effective in version 10.4.1.1, you can extract metadata from the SAP S/4HANA data source when it is
inaccessible at runtime or offline.

For more information, see the "Metadata Extraction from Offline and Inaccessible Resources" chapter in the
Informatica 10.4.1 Enterprise Data Catalog Administrator Guide.

What's Changed
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Data Privacy Management

This section describes changes to Data Privacy Management in version 10.4.1.1.

Interface Changes
Effective in version 10.4.1.1, the Data Privacy Management interface includes the following changes:
Subject Scan Options field on the Scan Creation page

An option to specify subject scan options. Includes the Full Subject Scan option that you can select to
configure incremental scans on repeat and recurrent scans.

NoSQL category and Apache Cassandra Data Store type

The Category list on the New Data Store and New Scan pages includes an additional NoSQL option. The
Data Store Type list includes Apache Cassandra in the NoSQL category.

For information about data store and scan creation options, see the Informatica Data Privacy Management
User Guide.
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Subject Registry Entity File Changes

Effective in version 10.4.1.1, the Subject Registry entity file includes additional properties to configure
options for an entity.

The Subject Registry entity file has the following additional properties:
Usedin

Specifies whether to use a match configuration in Subject Registry scans, searches, or both.
Previously, you could not configure separate fields for search and scans.
IsIncrementalScan

Add this flag and set the value to true to configure repeat and recurrent Subject Registry scans to be
incremental. Add the flag to a field that contains a time value. The scan uses the value in the field to
determine the last updated time for an incremental scan. Applicable for structured sources.

Previously, you could not configure incremental Subject Registry scans.

IgnoreNullEmptyValuesForScan

Determines whether to ignore empty values and continue, or fail a job on encountering null or empty
values. Applicable for Subject Registry scans on entities that include Exact match type, index type, or
search type in a match configuration.

Previously, you could not configure Exact match, search, or index types.

For information about entity files, see the Informatica Data Privacy Management Administrator Guide.

Enterprise Data Catalog

This section describes changes to Enterprise Data Catalog in version 10.4.1.1.

Clear Cache Interval
Effective in version 10.4.1.1, the Clear Expire Interval label is renamed to Clear Cache Interval.

For more information, see the "Configure Analytics Application" chapter in the Informatica 10.4.7 Enterprise
Data Catalog User Guide.

Pattern Detection Using Column Similarity

Effective in version 10.4.1.1, column similarity does not infer numeric data types for pattern match. It also
does not infer X, XX, and XXX patterns for all data types.

Previously, column similarity used the pattern match with other factors to infer numeric data and it also
inferred X, XX, and XXX patterns for all data types.

For more information, see the "Enterprise Data Catalog Concepts" chapter in the Informatica 10.4.1 Enterprise
Data Catalog Administrator Guide.

Resource Scan History Report

Effective in version 10.4.1.1, the Scan Type column displays Manual, Offline, and Scheduled as the resource
scan type to indicate the resource scans.

Previously, the Scan Type column displayed Online to indicate all the scan types. The Scan Type column
displays Manual to represent all the scan types that were marked as Online previously.
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For more information, see the "Analyze Reports" chapter in the Informatica 10.4.7 Enterprise Data Catalog
User Guide.
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CHAPTER 11

10.4.1 Important Notices

This chapter includes the following topics:

e 10.4.1 Support Changes, 107

e New Products, 110

e |Installer Changes, 110

e Release Tasks, 111

10.4.1 Support Changes

This section describes the support changes in version 10.4.1.

Technical Preview Support

Technical Preview Initiated

Effective in version 10.4.1, Informatica includes the following functionalities for technical preview:
Cloudera Data Platform Integration

For Data Engineering Integration, you can use Cloudera Data Platform (CDP) as a compute cluster to
execute data engineering jobs in the Hadoop environment. You can use Cloudera CDP when you run data
engineering jobs on the Spark engine. Cloudera CDP is not supported on the Blaze engine.

Cloudera CDP uses a base cluster and workload clusters to execute data engineering jobs. This
architecture allows you to deploy workloads and share data among components by utilizing a shared
catalog, unified security, consistent governance, and data life cycle management.

You can use Cloudera CDP clusters when you run a mapping in the Hadoop environment with the
following connections:

e PowerExchange for Amazon Redshift

e PowerExchange for Amazon S3

e PowerExchange for Microsoft Azure Blob Storage

e PowerExchange for Microsoft Azure CosmosDB SQL API

e PowerExchange for Microsoft Azure Data Lake Storage Gen1
e PowerExchange for Microsoft Azure Data Lake Storage Gen2

e PowerExchange for Microsoft Azure SQL Data Warehouse
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e PowerExchange for Google Cloud Storage
o PowerExchange for Google BigQuery

e PowerExchange for Google Analytics

e PowerExchange for Google Cloud Spanner
e Sqoop

You can also use Cloudera CDP when you run a mapping that uses a PowerExchange for HDFS
connection to read from a source in the native environment or the Hadoop environment.

For more information, see the Informatica® Data Engineering 10.4.1 Integration Guide.

Rollover parameters for Amazon S3 and ADLS Gen2 targets

For Data Engineering Streaming, you can use different rollover parameters for Amazon S3 and ADLS
Gen2 targets to decide the rollover time or size for each target.

SAP S/4HANA resource

For Enterprise Data Catalog, you can extract metadata from the SAP S/4HANA data source. For more
information, see the Informatica® 10.4.1 Enterprise Data Catalog Scanner Configuration Guide.

Service and Resource Log Collection

Effective in version 10.4.1, you can collect logs for resources based on the resource name. You can also
collect logs for the services such as HBase, Solr, ingestion, and the Catalog Service. You can collect the
logs using the infacmd CLI, REST APIs, or the Catalog Administrator. For more information, see the
Enterprise Data Catalog Utilities section in the Informatica® 10.4.1 Catalog Administrator Guide.

Uninterrupted Catalog Backup

Effective in version 10.4.1, you can back up the catalog without disabling the Catalog Service. You can
back up the catalog using the infacmd CLI, REST APIs, or the Catalog Administrator. For more
information, see the Enterprise Data Catalog Utilities section in the Informatica® 710.4.1 Catalog
Administrator Guide.

Technical preview functionality is supported for evaluation purposes but is unwarranted and is not supported
in production environments or any environment that you plan to push to production. Informatica intends to
include the preview functionality in an upcoming release for production use, but might choose not to in
accordance with changing market or technical circumstances. For more information, contact Informatica
Global Customer Support.

Technical Preview Lifted
Effective in version 10.4.1, the following functionalities are lifted from technical preview:
Python transformation on Databricks

For Data Engineering Integration, you can include the Python transformation in mappings configured to
run on the Databricks Spark engine.

SAP BW, SAP BW/4HANA, and IBM InfoSPhere DataStage resources

For Enterprise Data Catalog, you can extract metadata from the SAP BW, SAP BW/4HANA, and IBM
InfoSphere DataStage sources. For more information, see the Informatica® 10.4.1 Enterprise Data
Catalog Scanner Configuration Guide.
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Deferment

This section describes the deferment changes in version 10.4.1.
Deferment Lifted
Effective in version 10.4.1, the following functionalities are no longer deferred:

e Multiple targets with JMS source in a streaming mapping.

IPv6 Support

Effective in version 10.4.1, Informatica supports Internet Protocol version 6 (IPv6) address format in addition
to the IPv4 address format.

Ensure that the domain or services have the same address format as the corresponding database instance.
Both the node and the database host must be on the same address format. You can also use the Internet
Protocol version 6 (IPv6) to connect to IPv6-enabled databases from Informatica Developer or PowerCenter
hosted on machines configured with IPv6.

The following table lists the supported connections that you can use from the PowerCenter Client or
Developer tool:

Connection Tool

DB2 PowerCenter Client, Developer tool
JDBC Developer tool

Microsoft SQL Server PowerCenter Client, Developer tool
0DBC PowerCenter Client, Developer tool
Oracle PowerCenter Client, Developer t ool
Sybase ASE PowerCenter Client

Sybase IQ PowerCenter Client

In the database-specific connection properties from the PowerCenter Client or the Developer tool, specify the
host name or IP address to connect to the database hosted on the IPv6 network.

For more information about IPv6 support, see https://network.informatica.com/docs/DOC-16182 and
https://kb.informatica.com/proddocs/PAM%20and%20EOL/1/Informatica%20Support%20Statement%20for

%20IPv6.pdf

Distribution Support

In each release, Informatica can add, defer, and drop support for the non-native distributions and distribution
versions. Informatica might reinstate support for deferred versions in a future release. To see a list of the
latest supported versions, see the Product Availability Matrix on the Informatica Customer Portal:

https://network.informatica.com/community/informatica-network/product-availability-matrices
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Enterprise Data Catalog

This section describes Enterprise Data Catalog support changes in version 10.4.1.

Resources

This section describes the resource support changes in version 10.4.1.

Licensing for Resources

Effective in version 10.4.1, you need an advanced license to use the following resources:

e SQL Server Integration Service
e SAPBW

e SAP BW/4HANA

¢ |BM InfoSphere Datastage

Contact Informatica Global Customer Support to get an advanced license.

New Products

PowerExchange for MongoDB JDBC

Effective in version 10.4.1, you can read data from and write to MongoDB JDBC by using the PowerCenter
client. You can import MongoDB objects as sources and targets to create mappings, and run a session to
read data from or write data to MongoDB. When you use MongoDB objects in mappings, you can configure
properties specific to MongoDB JDBC.

For more information, see the Informatica PowerExchange for MongoDB JDBC 10.4.1 User Guide for
PowerCenter

Installer Changes
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Informatica version 10.4.1 is a hotfix release. You can apply the hotfix to 10.4.0, or you can upgrade from a
supported release. You can run the Informatica installer to install 10.4.1 product installation binaries if these
are not present in the machine where you run the installer.

Informatica version 10.4.1 also supports Data Privacy Management and Test Data Management products as
part of the unified installer. Test Data Management and Data Privacy Management require an upgrade of
services in addition to applying the hotfix. The hotfix instructions are the same, but the pre- and post-
requisites are different. Refer to those individual upgrade guides for information.

Data Privacy Management

When you install Data Privacy Management, you can install Data Engineering products and Enterprise
Data Catalog and create the services. If you have Data Engineering and Enterprise Data Catalog installed,
you can run the installer to install Data Privacy Management on top of those products.
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Test Data Management

When you create a domain, the Test Data Management binaries are installed and the directory structure
is created with both the TDM and TDW folders. To configure Test Data Management, refer to the Test
Data Management Configuration Guide.

Release Tasks

This section describes release tasks in version 10.4.1. Release tasks are tasks that you must perform after
you upgrade to version 10.4.1.

PowerExchange Adapters for Informatica

This section describes the release tasks for PowerExchange adapters in version 10.4.1.

Post-Upgrade Changes for Informatica PowerExchange for Microsoft Azure
Data Lake Storage GenT

If you upgrade from versions earlier than 10.2.2 to version 10.4.1 and the existing mappings were configured
to create a header row in the target, after upgrade when you run the existing mappings, headers are not
created in the target.

To generate the headers, you can import the target object again, enable the Import column names from the
first line option, and run the mapping again.

Post-Upgrade Changes for Informatica PowerExchange for Snowflake

After you apply the 10.4.1 hotfix or upgrade from versions earlier than 10.4.0 to version 10.4.1, you must set
the Additional JDBC URL Parameters connection property as jdbc_query result format=json whenyou
use an AlX machine.

PowerExchange Adapters for PowerCenter

This section describes the release tasks for PowerExchange adapters in version 10.4.1.

Post-Upgrade Changes for PowerExchange for Snowflake for PowerCenter

After you apply the 10.4.1 hotfix or upgrade from versions earlier than 10.4.0 to version 10.4.1,
PowerExchange for Snowflake includes the following updates:

¢ You must set the Additional JDBC URL Parameters connection property as
jdbc_query result format=json when you use an AIX machine.

¢ You must specify the Java heap space memory in the PowerCenter Integration Service properties to avoid
failures of mappings and mapping tasks that read data from Snowflake. The mappings fail because of the
JDBC driver upgrade on the 10.4.1 release.
Configure the heap size value in the JVMOption1 property as 256 MB or higher.

For more information, see the Informatica 10.4.7 PowerExchange for Snowflake User Guide for PowerCenter.
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CHAPTER 12

10.4.1 What's New

This chapter includes the following topics:

e Connectivity, 112

e Data Engineering Integration, 112

e Data Engineering Streaming, 113

e Data Privacy Management, 115

e Enterprise Data Catalog, 116

e Informatica Transformations, 122

e Intelligent Structure Model, 122

e Metadata Manager, 122

e PowerExchange Adapters, 123

Connectivity

This section describes new connectivity features in version 10.4.1.

DataDirect ODBC and JDBC Drivers

Effective in version 10.4.1, the DataDirect ODBC and JDBC drivers shipped with Informatica are of the latest
available versions.

Oracle Connection Manager

Effective in version 10.4.1, you can use the Oracle Connection Manager to connect to Oracle. Specify the
connection string for the Oracle connection in PowerCenter or Developer tool to connect to the Oracle
database.

For more information, see the Informatica 10.4.1 Administrator Guide.

Data Engineering Integration

This section describes new Data Engineering Integration features in version 10.4.1.
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Hierarchical Data on Hive Sources and Targets

Effective in version 10.4.1, you can read from and write to Hive tables that contain hierarchical data in a
mapping that runs on the Spark engine.

For more information, see the Data Engineering Integration 10.4.1 User Guide.

SAML Authentication for Mass Ingestion

Effective in version 10.4.1, you can configure SAML authentication to log in to the Mass Ingestion tool.

SAML authentication allows you to use a third-party identity provider to manage user credentials and
authorization.

For more information, see the following guides:

Data Engineering Integration 10.4.7 Mass Ingestion Guide
Informatica® 10.4.1 Application Service Guide

Informatica® 10.4.1 Security Guide

Data Engineering Streaming

This section describes new Data Engineering Streaming features in version 10.4.1.

FileName Port for ADLS Gen2

Effective in version 10.4.1, when you create a data object write operation for ADLS Gen2, the FileName port
appears by default.

At run time, the Data Integration Service creates separate directories for each value in the FileName port and
adds the target files within the directories. You can use the file name port in ADLS Gen2 target to ingest CDC
data from PWX CDC Publisher.

For more information, see the Data Engineering Streaming 10.4.1 User Guide.

Ingest CDC Data from Multiple Kafka Topics

Effective in 10.4.1, you can ingest CDC data from the PWX CDC Publisher from multiple Kafka topics onto
Data Engineering systems in one or more mappings.

For more information, see the Data Engineering Streaming 10.4.1 User Guide.

JDBC V2 Lookup Transformation

Effective in version 10.4.1, you can use a JDBC data object read operation to look up data in a JDBC V2 table.

You can add a JDBC V2 data object read operation as a lookup in a mapping. You can then configure a
lookup condition to look up data from the JDBC V2 table. You can run this mapping on a Databricks engine.

For more information, see the Data Engineering Streaming 10.4.1 User Guide.
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Parquet Data Format for Complex Targets

Effective in version 10.4.1, you can use the Parquet data format for complex targets.

You can use the Parquet data format for complex targets such as HDFS, ADLS Gen2, and Amazon S3 in the
streaming mappings.

For more information, see the Data Engineering Streaming 10.4.1 User Guide.

Rollover Parameters in Amazon S3 and ADLS Gen2 Targets

Effective in 10.4.1, you can use different rollover parameters for Amazon S3 and ADLS Gen2 targets to decide
the rollover time or size for each target.

For more information, see the Data Engineering Streaming 10.4.1 User Guide.

Sources and Targets in Databricks

Effective in version 10.4.1, you can use the Kafka and Confluent Kafka as sources and targets in streaming
mappings in a Databricks environment.

You can run the streaming mappings in Databricks environment in both AWS cloud ecosystems and
Microsoft Azure cloud services.

For more information, see the Data Engineering Streaming 10.4.1 User Guide.

Streaming Mappings in AWS Databricks

Effective in version 10.4.1, you can run streaming mappings in AWS Databricks service in AWS cloud
ecosystems.

You can use AWS Databricks to run mappings with the following functionality:
Sources and Targets

You can run streaming mappings against the following sources and targets within the Databricks
environment:

e Amazon S3
¢ Kinesis Streams
e Kinesis Firehose
Transformations
You can add the following transformations to a Databricks streaming mapping in AWS:
Aggregator
Expression
Filter
Joiner
Normalizer
Rank
Router

Union
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Data Types
AWS Databricks supports the same data types as Azure Databricks.
The following data types are supported:
Array
Bigint
Date/time
Decimal
Double
Integer
Map
Struct
Text

String

For more information, see the following Data Engineering Streaming 10.4.1 User Guide.

Data Privacy Management

This section describes new Data Privacy Management features in version 10.4.1.

Data Stores

This section describes new data store properties and sources.

Effective in version 10.4.1, you can scan unstructured data stores with a subject registry remote agent to
discover sensitive data. You can configure a scan to read all folders, read specific folders from a list, or read
folders based on regular expressions.

Version 10.4.1 supports Google Drive, SAP HANA, and Snowflake data sources.

For more information, see the "Data Store Properties" and "Scans" chapters in the Informatica Data Privacy
Management User Guide.

Jobs

This section describes new job types.
Version 10.4.1 includes the following job types:
e The Incremental Scan job scans only the records in a data store that changed since the last scan job ran.

e The Import Catalog Results job imports resources from Enterprise Data Catalog.

e The Sync Catalog Updates job synchronizes imported information from Enterprise Data Catalog with data
stores in Data Privacy Management.

For more information, see the "Jobs" chapter in the Informatica Data Privacy Management User Guide.
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Privacy Dashboard

Effective in version 10.4.1, Data Privacy Management includes a Privacy Dashboard to view and monitor data
in the Subject Registry.

Use the summary indicators and workspace indicators on the dashboard to view information on total subject
counts, legal hold counts, subject types, and subject requests. You can track subject requests and take
further action on requests from the details pages that you can open on the dashboard.

You can also view information on data stores that contain subjects and the location of data stores that
contain subjects.

For more information about the Privacy Dashboard, see the Informatica Data Privacy Management User Guide.

Subject Registry Data Encryption

Effective in version 10.4.1, Data Privacy Management encrypts golden record data identified in subject scans
and stores encrypted data in the HBase repository.

The data is encrypted each time a subject scan runs and the data in the Subject Registry repository updates.

Unstructured Data Stores

This section describes changes to the way that Data Privacy Management discovers sensitive and personal
data for unstructured data stores.

Version 10.4.1 includes the following new features for unstructured data stores:

e You can specify a global setting for the maximum file size to include in scans of unstructured data stores
that use the remote agent scanner.

e You can use the data domains included in the Data Privacy Management installation that match pre-
configured classification policies to scan unstructured data stores. For data domains that are not
included in the installation, you can configure data domains with regular expressions in a multiplexing
proxy agent (MPA).

e You can add a custom match condition in classification policies to match file tags in Google Drive and
Microsoft SharePoint data stores.

e You can download scan job reports for unstructured data store scans.

For more information, see the Informatica Data Privacy Management User Guide.

Enterprise Data Catalog
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This section describes new Enterprise Data Catalog features in version 10.4.1.

Business Term Association

With effective in version 10.4.1, you can associate business terms to assets from Azure Data Lake Store
Gen2 resource in the catalog.

For more information, see the Enterprise Data Catalog Concepts chapter in the Informatica 10.4.1 Catalog
Administrator Guide.
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Configure Conflict Resolution for Data Rule and Column Name
Rule

Effective in version 10.4.1, you can choose to accept data rule result, column name rule result, or both the
data rule and column name rule results if the rules conflict during auto acceptance of data domains.

For more information, see the Enterprise Data Catalog Concepts chapter in the Informatica 10.4.1 Catalog
Administrator Guide.

Context Lineage Information

Effective in version 10.4.1, you can use the Lineage and Impact tab to view the context lineage information of
the assets. Create a custom resource in Catalog Administrator to extract the context information for assets
that include a process definition or mapping execution.

For more information, see the "Ingesting Custom Metadata into the Catalog" chapter in the Informatica 10.4.1
Catalog Administrator Guide and see the "View Lineage and Impact" chapter in the Informatica 10.4.1
Enterprise Data Catalog User Guide.

Data Asset Analytics

Effective in version 10.4.1, you can use Data Asset Analytics to view analytical insights about the catalog in
the form of reports. Analytical insights include information about users configured to access the catalog,
a