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Abstract
You can assume an IAM (Identity and Access Management) role in Amazon S3 resources to generate temporary 
security credentials. The temporary security credentials give you limited access to Amazon resources for a certain 
period. You can use the IAM role in Amazon Redshift V2 Connector and Amazon S3 V2 Connector to access Amazon 
S3 resources. This article describes how an IAM user can use an assume role to temporarily gain access to the 
Amazon S3 resources.

Supported Versions
• Informatica® Cloud Data Integration Amazon S3 V2 and Amazon Redshift Connectors
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Overview
You can use a permanent access key and secret key to access the Amazon S3 resources. Anyone with the keys can 
access sensitive information from the AWS resources. When you use an assume role, it allows existing Identity and 
Access Management (IAM) users to access the Amazon S3 resources for a limited period, helping you to securely 
control access to these resources.

You can use the assume role in Amazon S3 V2 Connector to access Amazon S3 resources. In Amazon Redshift V2 
Connector, you can use the assume role to access the Amazon S3 staging bucket to stage the Amazon Redshift data 
before writing to Amazon Redshift.
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You can use IAM roles to delegate access to IAM users managed within your account. IAM users under a different AWS 
account, IAM users under a different AWS account and using an External ID for enhanced security, or for an EC2 role to 
access an AWS service such as EC2.

Advantages of an assume role
You can assume an IAM user role and request temporary security credentials to access the Amazon S3 resources.

An assume role offers the following advantages:

Temporary credentials

You can use an assume role and generate temporary security credentials to access the Amazon S3 
resources.

Enhanced security

You can access Amazon S3 resources by using temporary session credentials. You can request the 
temporary credentials from the AWS Security Token Service (STS). The process of fetching temporary 
credentials is secure and transparent.

User Configurations

You have the option to specify an appropriate session time for the credentials in the Amazon S3 and Amazon 
Redshift connectors. AWS STS returns the temporary credentials with a default session time. The credentials 
expire after crossing the time limit.

Configure the assume role in the connector
You can gain access to Amazon S3 resources by using an assume role in Amazon S3 and Amazon Redshift 
connectors.

You can use Amazon S3 and Amazon Redshift connectors to access the Amazon resources by using temporary 
security credentials generated for an IAM user using an assume role.

Accessing AWS using the connector
The connector uses the following process to interact with the AWS Security Token Service (STS) to generate temporary 
session credentials by using an assume role:
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1. The connector establishes a connection with the AWS Security Token Service (STS) using the permanent 
access key and secret key from Cloud Data Integration. These keys have limited permission to create the IAM 
roles.

2. AWS Security Token Service (STS) validates the IAM user and provides the temporary credentials with 
permissions of the IAM role assumed by an IAM user. The AWS STS API response to the connector includes 
the temporary security credentials.

3. The connector uses the temporary security credentials to call the Amazon API operations and gains access 
to Amazon S3 resources.

Connection properties
To use an assume role, you need to configure certain properties in the Amazon S3 and Amazon Redshift connections.

The connection properties that you configure depend on whether you delegate access to IAM users managed within 
your account, IAM users under a different AWS account, or an AWS service such as EC2.

For more information about creating an Amazon S3 V2 connection, see Amazon S3 V2 connection properties.

For more information about creating an Amazon Redshift V2 connection, see 
Amazon Redshift V2 connection properties.

Advanced source and target properties
You need to set the time duration during which an IAM user can use the dynamically generated temporary credentials 
to access the AWS resource. Enter the temporary credentials duration in seconds in the advanced source and target 
properties for the Amazon S3 and Amazon Redshift connectors in a mapping. The default is 900 seconds.

If you require more than 900 seconds, you can set the time duration to a maximum of 12 hours in the AWS console and 
then enter the same time duration in this property.

The following image shows an example of the configured temporary credential duration in the source properties in an 
Amazon S3 connection:
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For more information about the advanced properties, see Amazon Redshift V2 advanced properties and Amazon S3 
V2 advanced properties.

Assume role support for Amazon Web Services
You can use an assume role for existing Identity and Access Management (IAM) users to access AWS resources that 
they don't already have access to or to access resources in another AWS account. To configure an assume IAM role 
and enable the same account or cross-account API access, you need to establish a trust relationship between the two 
accounts.

You can use the following process to establish a trust relationship between an existing IAM user account and other 
AWS accounts:

1. Create a trusting entity. A trusting entity is an account that owns the Amazon S3 bucket and has an IAM Role 
to be assumed.

2. Create a trusted entity. A trusted entity is an account where the IAM user is managed.

3. Use the AWS Security Token Services (STS) to generate the temporary session credentials through assume 
role.

AWS Security Token Services
AWS Security Token Services (STS) enables you to request session tokens from the global STS endpoint which works 
in all AWS regions. You can use the AWS Identity and Access Management (IAM) roles and configure the global STS 
endpoint to generate session tokens that are compatible with all AWS regions.

The following specifications make the temporary security credentials different from the long-term access key 
credentials used by the IAM users:

• Temporary security credentials are short-term credentials. You cannot use them after the credentials expire.

• Temporary security credentials are generated dynamically on request and you cannot store the temporary 
security credentials. You can request for new temporary credentials before or after the session expires.

• By default, the temporary security credentials last for an hour. However, you can use the optional 
DurationSeconds parameter to specify the duration of your session. You can enter a value from 900 seconds 
(15 minutes) to the maximum session duration setting for a role. You can enter a value from 1 hour to 12 
hours.
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Case 1. IAM user and IAM role are in the same account
You can configure an assume role for an IAM user when the IAM user and the IAM role are in the same account. The 
IAM user has permission only to assume the role.

You must configure Cloud Data Integration and AWS to use the assume role.

Configure the connection properties in Cloud Data Integration
Specify the access key, secret key, and the IAM Role ARN in the connection properties in Cloud Data Integration.

The following image shows the properties that you configure for an assume role with an IAM user in the Amazon S3 V2 
connection:

The following image shows the properties that you configure for an assume role with an IAM user in the Amazon 
Redshift V2 connection:
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Configure assume role on the AWS console
Perform the following steps on the AWS console to configure assume role when the IAM user and the IAM role are in 
the same account:

1. Log in to the AWS Console.

2. Click Dashboard from the left panel.
The AWS Service dashboard page appears.

3. Click IAM.
The Welcome to Identity and Access Management page appears.

4. Click Users from the left panel.
Create an IAM user and attach a policy to the IAM user.

5. Click Policies from the left panel.
The Policies page appears.
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The following image shows a sample policy attached to the IAM user in account 0061-0221-4893 (account 
A):

6. Click Roles from the left panel.
The following image shows the policies attached to the IAM role:

7. Click Trust relationships tab to define the trust relationship within the AWS account.
The following image shows that the user in account A is trusted to assume the role that you defined:
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Case 2. IAM user and IAM role are in different accounts
You can configure assume role for an IAM user when the IAM user and the IAM role are in different accounts.

You must configure Cloud Data Integration and AWS to use the assume role.

Configure the connection properties in Cloud Data Integration
Specify the access key, secret key, and the IAM Role ARN in the connection properties in Cloud Data Integration.

The following image shows the properties that you configure for an IAM user and IAM role in the Amazon S3 V2 
connection:

The following image shows the properties that you configure for an IAM user and IAM role in the Amazon Redshift V2 
connection:
 

 

Configure assume role on the AWS console
A user in account 3755-6920-9379 (account A) can assume a role in account 0061-0221-4893 (account B) to access 
specific resources of account B.

Perform the following steps on the AWS console to configure assume role when the IAM user and the IAM role are in 
different accounts:

1. Log in to the AWS Console.
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2. Click Dashboard from the left panel.
The AWS Service dashboard page appears.

3. Click IAM.
The Welcome to Identity and Access Management page appears.

4. Click Users from the left panel.
Create an IAM user and attach a policy to the IAM user.

5. Click Policies from the left panel.
The Policies page appears.

The following image shows a sample policy attached to the IAM user in account A:

6. Define an IAM role in account B. Click Roles from the left panel.
Configure the policies for the IAM role that you configured when the IAM user and the IAM role were in the 
same account.
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7. Click Trust relationships tab to define the trust relationship within the AWS account.
The following image shows that a user from account A is trusted to assume the role that you defined in 
account B:

Case 3. External ID for cross-account access
You can specify the external ID for a secure cross-account access to the Amazon connector bucket when the Amazon 
connector bucket is in a different AWS account.

You must configure Cloud Data Integration and AWS to use the assume role.

Configure the connection properties in Cloud Data Integration
Specify the IAM role ARN and the external ID in the connection properties in Cloud Data Integration.

The following image shows the shows the configured IAM role ARN and external ID in an Amazon S3 V2 connection:

The following image shows the properties that you need to configure in an Amazon Redshift V2 connection:
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Configure assume role on the AWS console
When an IAM user from account A tries to assume a role in account B, the IAM user needs to specify an external ID to 
be authenticated to assume this role even though you have defined the rules and policies for the IAM user and IAM 
role.

Perform the following steps on the AWS console to configure the assume role:

1. Log in to the AWS Console.

2. Click Dashboard from the left panel.
The AWS Service dashboard page appears.

3. Click IAM.
The Welcome to Identity and Access Management page appears.

4. Click Policies from the left panel.
Configure the policies for the IAM user that you configure when the IAM user and the IAM role are in different 
accounts.

5. Click Roles from the left panel.
Configure the policies for the IAM role that you configure when the IAM user and the IAM role are in different 
accounts.

6. Click Trust relationships tab to view the trust relationship for the AWS account.

7. Click Edit trust relationship to define the trust relationship.
The Edit Trust Relationship window opens.

8. Edit the policy and specify the conditions for the external ID.
The following image shows the condition that you defined for the external ID:
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9. Click Update Trust Policy.
The Trust relationships tab shows the external ID condition and the value that you specified.

Case 4. EC2 role for the same or different AWS accounts
You can use an assume role for an Amazon EC2 role to access the AWS resources from the same or different AWS 
accounts. When you use an assume role with EC2, the Secure Agent must be on an EC2 box.

The Amazon EC2 role would be able to assume another IAM role from the same or different AWS account without 
requiring a permanent access key and secret key.

You must configure Cloud Data Integration and AWS to use the assume role.
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Configure the connection properties in Cloud Data Integration
Specify IAM Role ARN and set the Use EC2 Role to Assume Role property to true in the connection properties in Cloud 
Data Integration.

The following image shows the configured property in the Amazon S3 V2 connection:

The following image shows the configured property in the Amazon Redshift V2 connection: 

Configure assume role on the AWS console
The EC2 role assumes a role that an IAM user assumes when the IAM user and the IAM role are in the same account.

Create an EC2 instance and assign a policy to an EC2 role, which in turn has an assume role. Then install the Secure 
Agent.

The following image shows the sample policies attached to an EC2 role:
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