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Preface

The RulePoint User Guide provides instructions on how to use RulePoint. This guide describes how to create
and manage key RulePoint components, such as topics, connections, sources, responders, responses, and
rules. This guide also provides tips and warnings that you need to be aware of while using RulePoint.

This guide is primarily intended for those who use RulePoint or administer the product. It is assumed that
users are familiar with the use of Microsoft Internet Explorer or the Mozilla Firefox browser.

Informatica Resources

Informatica My Support Portal

As an Informatica customer, you can access the Informatica My Support Portal at
http://mysupport.informatica.com.

The site contains product information, user group information, newsletters, access to the Informatica
customer support case management system (ATLAS), the Informatica How-To Library, the Informatica
Knowledge Base, Informatica Product Documentation, and access to the Informatica user community.

Informatica Documentation

The Informatica Documentation team takes every effort to create accurate, usable documentation. If you
have questions, comments, or ideas about this documentation, contact the Informatica Documentation team
through email at infa_documentation@informatica.com. We will use your feedback to improve our
documentation. Let us know if we can contact you regarding your comments.

The Documentation team updates documentation as needed. To get the latest documentation for your
product, navigate to Product Documentation from http://mysupport.informatica.com.

Informatica Web Site

You can access the Informatica corporate web site at http://www.informatica.com. The site contains
information about Informatica, its background, upcoming events, and sales offices. You will also find product
and partner information. The services area of the site includes important information about technical
support, training and education, and implementation services.

Informatica How-To Library

As an Informatica customer, you can access the Informatica How-To Library at
http://mysupport.informatica.com. The How-To Library is a collection of resources to help you learn more
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about Informatica products and features. It includes articles and interactive demonstrations that provide
solutions to common problems, compare features and behaviors, and guide you through performing specific
real-world tasks.

Informatica Knowledge Base

As an Informatica customer, you can access the Informatica Knowledge Base at
http://mysupport.informatica.com. Use the Knowledge Base to search for documented solutions to known
technical issues about Informatica products. You can also find answers to frequently asked questions,
technical white papers, and technical tips. If you have questions, comments, or ideas about the Knowledge
Base, contact the Informatica Knowledge Base team through email at KB_Feedback@informatica.com.

Informatica Support YouTube Channel

You can access the Informatica Support YouTube channel at http://www.youtube.com/user/INFASupport.
The Informatica Support YouTube channel includes videos about solutions that guide you through performing
specific tasks. If you have questions, comments, or ideas about the Informatica Support YouTube channel,
contact the Support YouTube team through email at supportvideos@informatica.com or send a tweet to
@INFASupport.

Informatica Marketplace

The Informatica Marketplace is a forum where developers and partners can share solutions that augment,
extend, or enhance data integration implementations. By leveraging any of the hundreds of solutions
available on the Marketplace, you can improve your productivity and speed up time to implementation on
your projects. You can access Informatica Marketplace at http://www.informaticamarketplace.com.

Informatica Velocity

You can access Informatica Velocity at http://mysupport.informatica.com. Developed from the real-world
experience of hundreds of data management projects, Informatica Velocity represents the collective
knowledge of our consultants who have worked with organizations from around the world to plan, develop,
deploy, and maintain successful data management solutions. If you have questions, comments, or ideas
about Informatica Velocity, contact Informatica Professional Services at ips@informatica.com.

Informatica Global Customer Support

Preface

You can contact a Customer Support Center by telephone or through the Online Support.

Online Support requires a user name and password. You can request a user name and password at
http://mysupport.informatica.com.

The telephone numbers for Informatica Global Customer Support are available from the Informatica web site
at http://www.informatica.com/us/services-and-training/support-services/global-support-centers/.
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CHAPTER 1

RulePoint

This chapter includes the following topics:

e RulePoint Overview, 15

e The RulePoint Advantage, 15
e How RulePoint Works, 16

o Key Benefits of RulePoint, 16

e Rule Processing, 17

RulePoint Overview

RulePoint is a sophisticated Complex Event Processing (CEP) solution that plugs into the IT infrastructure
and delivers real-time operational business intelligence to users within an enterprise.

RulePoint is unique among CEP products in that it is an application for end users, namely the business
analysts looking for operational intelligence to maximize the efficiencies of their business processes, to
determine hidden patterns in data, and determine real-time event correlation that can negatively impact their
business.

RulePoint differs from data-mining software in that its analyses are conducted in real time based on changes
in the state of information. For example, a product is sold, an order is submitted, or the current temperature
reaches a defined level. These changes in state trigger events that are fed into the RulePoint system. The
business user creates rules to analyze and correlate multiple events from multiple data sources to detect and
notify the appropriate user of specific conditions.

The RulePoint Advantage

A key RulePoint advantage is that it enables you to glean through relevant operational intelligence data from
multiple sources and act on them in real time. It is difficult for people to detect continuously changing data
events, even more difficult to detect events that are contextually relevant to their needs, and nearly
impossible to detect related past events or those that occur concurrently. As a result, most people are forced
to focus on post-mortem analysis of lost opportunities and missed threats. The worst case scenario results
in missed opportunities or major crises. RulePoint offers a clear advantage by enabling you to discover these
operational changes as they happen and the opportunity to act on them immediately.

RulePoint is designed for the non-technical end user who needs to detect changes across dynamic
information sources and correlate disparate data to spot patterns of interest. RulePoint also makes it easy
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for these users to initiate automated response activities to provide real-time situational awareness across
the enterprise.

RulePoint differs from data-mining software in that its analyses are conducted in real time based on changes
in the state of information. For example, a product is sold, an order is submitted, or the current temperature
reaches a defined level. These changes in state trigger events that are fed into the RulePoint system. The
business user creates rules to analyze and correlate multiple events from multiple data sources to detect and
notify the appropriate user of specific conditions.

How RulePoint Works

RulePoint uses services, which are configurable interfaces that link to another software system, to collect
information from relevant streams of data flowing from different data sources. Each piece of information is
referred to as an event. These events are published into RulePoint and grouped into categories familiar to
and defined by users, which are referred to as topic. RulePoint then uses other services to coordinate
responses to those events based on user-defined event processing rules, referred to simply as rules. A rule
encapsulates the business logic of analyzing event data from multiple sources to detect specific events
based on logical conditions, and then responds to the appropriate party with the proper information.

Most notably, RulePoint enables users to create rules themselves, ensuring that an organization’s
responsiveness to changing conditions is not hindered by the traditional software development cycle.

When RulePoint detects events that match the conditions specified in a rule, it executes the response
specified in the rule. These responses can be simple, such as sending an email, instant message, or text
message, or complex, such as updating a database, triggering a web service, initiating other processes
across the enterprise, or creating new events used by other rules.

Key Benefits of RulePoint

A key RulePoint advantage is that it enables you to glean through relevant operational intelligence data from
multiple sources and act on them in real time.

RulePoint delivers a complete set of Event Detection and Response capabilities including Complex Event
Processing, real-time alerting, user-driven rule management, subscription services, and automated response
triggering. Through this set of capabilities, RulePoint enables enterprises to achieve true operational
intelligence across their existing information sources.

Individual and Complex Event Detection

e Monitor or listen in near-real time to data across diverse sources, including the following sources:
- Data streams
- Sensors
- Communications systems
- Message queues
- Web services

- RSS feeds
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- Databases
- Flat files
e Cross reference, filter, and correlate events across disparate sources to detect complex events.

e Leverage third-party entity extraction, natural language processing, and categorization engines as a part
of complex event detection processes.

¢ Define personalized rules and subscription criteria for event detection and response using wizards,
advanced mode, or templates.

Real-Time Alerting and Response
e Provide users with context appropriate notifications and alerts which may be complemented by relevant
data from other sources, through channels such as email, IM, and web browser.

e Respond to data events across disparate systems based on user-defined rules by initiating transactions,
triggering existing workflow systems, and interacting with remote web services.

* Intelligently use server based events to launch desktop applications such as GIS mapping environments,
analytic tools, and multimedia viewers.

* Display changing data from underlying systems to real-time web browser pages without requiring client
download.

o Facilitate rapid response to notifications and alerts with return receipt tracking, time based escalation,
and customized one click follow-up actions.

Management and Administration
* Deploy Event Detection and Response capabilities as an enterprise service accessible to diverse legacy
systems, enterprise applications, and users.

e Connect to enterprise information sources such as message queues, databases, and web services using
out-of-the box connectors and web based setup pages.

e Leverage accounting, role based security, logging, and process monitoring facilities to create robust
enterprise class applications.

e Authenticate users through Lightweight Directory Access Protocol (LDAP), Microsoft Active Directory via
LDAP and PKI for Public Key Infrastructure (X.509 client certificates).

Rule Processing

The business user creates rules to analyze and correlate multiple events from multiple data sources to detect
and notify the appropriate user of specific conditions.

A rule consists of the following main elements: topic > condition > response.

You configure each of the three elements separately or within a rule itself. The following elements are either
required for operation or can be optionally configured to provide additional functionality to standard
processing:

e services
e analytics

e watchlists
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e rule wizard
¢ rule templates
e user policy
e access control

You initially configure and associate the following elements with each other to begin rule processing:

1. Define services. RulePoint can receive data pushed from sources or it can pull data from sources on a
scheduled basis. Supported services can include SQL, text files, web pages, and RSS feeds.

2. Create topics. Topics enable you to organize multiple event sources into logical topic such as Inventory
and Ordering.

3. Create responses. Rules that you will create respond to an event by invoking a response that you created
and then referenced in that rule.

4. Create rules. Rules apply processing logic to incoming events as they are associated with topic and
enable you to identify specific events and respond to those events as they occur. Rules can have
multiple conditions for evaluation such as same number of occurrences, same value, same location, and
can trigger multiple responses such as sending an email to a particular person and writing to a
database.

Note: You can also set up other elements, such as watchlists, to further support your rule processing.

RulePoint Process

Sending alerts and notifications depends on a defined set of triggers and flow of data.

Users write rules to respond to patterns within voluminous, complex streams of data. These patterns are
nearly impossible for human beings to detect in real time, which has led to traditional requirements for
reporting and historical trend analysis to identify past threats and opportunities. RulePoint delivers this kind
of intelligence in real time, enabling employees within organizations to respond to important events as they
are occurring.

For example, identification of misuse, fraud, and abuse is an ideal application for RulePoint. By tapping into
necessary transaction processing systems, RulePoint can monitor account transactions, collect related
information from other data sources and apply rules to identify different patterns of misuse as they are
taking place. RulePoint rapidly can deliver targeted alerts and notifications across multiple channels,
including Real-Time Alert Manager, instant messages, and email. Notifications across these channels enable
the responsible individuals and groups to immediately begin an investigation.

Based on these user-defined rules, RulePoint also can respond using other back-end applications to perform
more complex or automated actions. Examples of these actions include the following:

e Triggering a process in a third-party workflow engine.
e Creating a case or ticket in an external case management solution.

e Posting an event to an enterprise message bus so that other business services can consume that data.
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CHAPTER 2

RulePoint Concepts

This chapter includes the following topics:

e RulePoint Concepts Overview, 19

e Understanding RulePoint Entities, 19

RulePoint Concepts Overview

RulePoint requires certain elements to be initially configured and associated with each other for rule
processing to begin. As a prerequisite you create users, define users’ access to event sources, define topics,
and define responses.

Understanding RulePoint Entities

A rule consists of distinct sections, topics (a collection of events), conditions, and responses.

Topics

The topic of a rule describes the types, sources, and properties of events coming into the system, and how to
pre-filter these events. Topics are logical groupings of events that enable users to better manage multiple
event sources by funneling them into one grouping. You then can reference the topic(s) in your rules.

You create rules to look for events by referencing a topic that enables you to group similar event sources
within RulePoint. You can write a rule to look at a single event or multiple events with a single property or
multiple properties that relate to a single topic or multiple topics.

RulePoint supports pre-filtering in the topic section, which means that you can provide simple, initial filtering
before defining the conditions of the rule. For example, if your business process is to look at three events
within five minutes, you can write the topic section to wait for these three events before sending the results
to the condition section for further processing. If three or more events do not occur during any five-minute
minute window, RulePoint will not continue to process the rule.

For example, the following rules scan incoming events to identify one stock volume event and two stock
share price events:

¢ Rule 1: If you identify one stock volume that is greater than 30,000 for the day, then add the stock to the
stock watchlist.
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e Rule 2: If you identify two stock share prices drop by more than 10% in a five minute window and the stock
is on the stock watchlist, then notify the Fraud Team.

Conditions

The condition of a rule is where most of the event processing occurs. It is here where you can define the
criteria for matching events on their names, values such as price, temperature, volume, amount, their relation
to other events for example, if Name from Criminal List equals Name from Employee List, and other
conditions.

You can create granular, specific, and complex condition statements that are flexible enough to meet your
business requirements for event analysis.

For example, the following rules scan incoming events for a drop in any stock’s daily volume and in any
watchlisted stock’s volume within five minutes:

e Rule 1: If you see one stock volume that is greater than 30,000 for the day, then add the stock to the Stock
watchlist.

¢ Rule 2: If you see two stock share prices drop by more than 10% in a 5 minute window and the stock is on
the Stock watchlist, then notify the Fraud Team.

Responses

The response is where you define how you want RulePoint to respond if your rule’s event matches your rule
condition(s). In addition to simple notification response, such as send an email or text message, you can
configure a response to function like an action. For example, RulePoint supports a grouping called a
“watchlist,” a list that can be checked by a rule condition. A watchlist can be updated manually by a user, or it
can be dynamically updated as a result of a matched condition firing a response. RulePoint supports sending
responses to a single user or groups of users via email, instant message, RTAM user interface, and other
notification methods.

For example, the following two rules execute two different responses, listed in bold text:

e Rule 1: If you see a stock volume that is greater than 30,000 for the day, then add the stock to the Stock
watchlist.

¢ Rule 2: If you see any stock share price drop by more than 10% in a 5 minute window AND the stock is on
the Stock watchlist, then notify the Fraud Team.

Additional System Entities

RulePoint has other system elements that are either required for operation or can be optionally configured to
provide additional functionality to standard processing.

Events

Generally, the RulePoint administrator configures RulePoint services to connect to your data sources. The
data sources then feed events into your topics, against which you would write a rule. topics, which are
collection of these events, apply properties to the incoming events so that RulePoint can process the data
appropriately. You can create properties for structured event sources (name=Chris, stock=INFA, temp=82,
RSS news feeds, SQL databases) as well as unstructured event sources (web pages, documents, third party
connectors). Define topic properties for incoming events so you can easily create rules for existing event
sources as your business requirements change.
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Services

Services are components that interact with event data by providing access to external event sources, access
to external response sources, and internal processing of data. Analytics are used for internal data
processing. They provide additional math functions and expression processing outside of rule commands).
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CHAPTER 3

Using RulePoint

This chapter includes the following topics:

e Using RulePoint Overview, 22

e Design Tab Overview, 23

e Administration Tab Overview, 24

e Dashboard Tab Overview, 25

o Workspace Overview, 26

Using RulePoint Overview

You use the Informatica RulePoint user interface to administer RulePoint.

The following image shows the RulePoint user interface:

Administrator  Log Out | User P Help | RTAM

informatica RulePoint

Administration Dashboard

AllObjects  Sources  Connections Topics Rules Templates Analytics Watchlists Responses  Responders

Default Project > Objects Slistview Il Details View (® Actions
2 Projects Adions 1 Obiects

= Default Project Hame ~ Type~ Last Modified Date v State v Validity a

v
system_markers Topics 09/01/2014 10:54:17 P DRAFT @ true

Filter By

Object Type  Sources -
Name.

g

No ftems

The RulePoint user interface has the following tabs:

* Design. Create, manage, and deploy CEP applications. The application is built within a RulePoint project.
Each Project contains a series of RulePoint objects that are integrated together using the RulePoint
programming model.

22



¢ Administration. Manage Users within RulePoint, import and export objects, and manage the complete
topology of the RulePoint deployment.

* Dashboard. View runtime aspects of the entire topology, such as the CPU and memory statistics of each
host, and activity data (number of activations, processing time, and so on) for all deployed objects. Also,
start and stop deployed objects and trace the flow of events for rules.

The banner of the RulePoint user interface has the following items:

e Log Out. Log out of the RulePoint user interface.

* User Preferences. Manage your account. The contents of the user preferences dialog box that appears
depends on how RulePoint is configured to authenticate users. If local authentication is used, you can edit
your password, first name, and last name, and you can enable and disable the RulePoint welcome screen.
If remote authentication is used, you can enable and disable the RulePoint welcome screen.

e Help. Access RulePoint help.
e RTAM. View the RTAM dashboard.

e Search. Find objects by name or perform an advanced search.

Design Tab Overview

On the Design tab, you create all the entities that you need. You create and manage projects and edit per-user
permissions for the project. You also create objects for a project, view information about objects, and deploy
objects to the run-time environment. After you have deployed objects, on the Design tab, you can undeploy or
redeploy those objects, or you can reassign them from one controller to another. You can also define
deployment policies for templates.

You create objects within the scope of a project. An object is local to a project and cannot be shared across
projects.

The following image shows the Design tab:

Administrator  Log Out | Us Help | RTAM

informatica RulePoint

Administration Dashboard
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Each view on the tab consolidates the tasks associated with a RulePoint object. The following views are
available on the Design tab:

* All Objects. View and manage all objects of the project.
e Sources. View and manage sources.

e Connections. View and manage connections.

e Topics. View and manage topics.

¢ Rules. View and manage rules.

o Templates. View and manage templates.

e Analytics. View and manage analytics.

o Watchlists. View and manage watchlists.

¢ Responses. View and manage responses.

e Responders. View and manage responders.

You can configure the appearance of these views. When you click on a project in the navigator, the List View
displays the configured objects for that project. The Details View displays the configured objects. You can
additionally select a specific object on the left pane and simultaneously view the details of that object on the
right pane.

The navigator pane consists of the Projects and Filter By sections. You use the Projects section to view the
projects that have been created and the Filter By section to filter objects by type.

Administration Tab Overview

On the Administration tab, you perform administrative tasks. You manage users and roles and configure the
topology. You also export objects and import objects to and from XML files, respectively.

The following image shows the Administration tab:

informatica RulePoint Q Administrator  Log Out | Us | Help | RTAM

Design Dashboard
User Management  Import  Export  Topology

Security > Users Adions

Actions Privileges

= & Roles -
Administrator

v

& Administrator Properties

Username Administrator
First Name System
LastName Administrator

Roles

Role Name Description
ROLE_ADMIN Predefined Admin Role
ROLE_USER Predefined User Role
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Each view on the tab consolidates the tasks associated with an administrative function. Following are the
views on the tab:

e User Management. View and manage roles and users.

o Export. Export selected or all objects to an XML file, and to a location of your choice.

¢ Import. Upload XML files to the RulePoint server and then import objects from the XML file.
¢ Topology. Manage the RulePoint topology.

The navigator pane consists of the Users and Roles tabs. You use the Users tab to view and create user
accounts and the Roles tab to view and create roles. For more information about creating users and roles,
see the Informatica RulePoint Administrator Guide.

Dashboard Tab Overview

On the Dashboard tab, you can review the run-time topology and the performance of deployed objects. From
a topology perspective, you can review high availability configurations, the assignment of application
services to various hosts, and the objects that are deployed on any given application service. You can also
obtain real-time information about CPU and memory usage statistics from various hosts. From an object
perspective, you can view the state of a deployed object, start and stop objects, and trace the flow of events
for rules, along with event values, over a specified timeline.

The Dashboard tab consists of the Metrics, Events, and Logs view.

The following image shows the Metrics view on the Dashboard tab:
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In the top-left pane of the Metrics view, the dashboard displays the configured application services, system
services, activity manager, nodes, and hosts in the topology. When you select an application service, the
dashboard highlights the host and node in which the application service is configured. The contents pane
displays the objects that are deployed on the selected host.

The dashboard also consists of timeline-based views that show run-time statistics for a specific period of
time in the immediate past. You specify the time period for which you want to view information by selecting a
view. Each timeline-based view shows you the following information:

e CPU and memory usage on the selected host, in the form of a graph.
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* Name, type, state, and activation count for all deployed objects.
e Average throughput, maximum latency, and average latency of the deployed sources and responders.

e Number of events in topics, number of evaluations and number of activations for rules, and number of
alerts for responses.

¢ Functions that you can administer, for example, stop events from publishing, resume processing, enable
rule tracing, purge events, and troubleshoot events.

You can use the Events view to view all the generated events or search for specific events. The Logs view
displays the run-time logs and you can check for errors.

Workspace Overview
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In RulePoint, the dialog boxes that you use for creating sources, rules, and responders include a workspace in
which you can view and create dependent objects. Workspaces eliminate several steps in user interface
navigation and simplify the task of associating secondary objects with the primary object that you are
creating. For example, a source requires a topic and a connection to function. Therefore, the New Source
dialog box includes a workspace that contains tabs for viewing and creating topics and connections. When
creating a source, you can use the workspace to view existing topics, connections, and their properties
before you select one of those objects for the source. Also, if a secondary object with the desired properties
does not exist, you can create the object and then associate it with the primary object without having to leave
the dialog box. You cannot, however, edit, delete, or copy secondary objects from the workspace of a primary
object.

The following image shows the workspace in the New Source dialog box:

informatica RulePoint ! Administrator  Log Out | User Help | RTAM

Nowsaurcs B ETET T I o
Enter Source name here Name
saL Comnection = cust i
s
Step 2: Topic Information
[+modity Topic| v
Step 3 : Configuration Name) Description)
The SQL Query string for the source event_count Value of event count is string form of integer
The SQL Update Query string for the source rule activation count Total number of activations in which event within marker bo.

Similar views are available when creating rules and responders.
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CHAPTER 4

RulePoint Objects

This chapter includes the following topics:

e RulePoint Objects Overview, 27

e State of RulePoint Objects, 27

RulePoint Objects Overview

The RulePoint objects are of two types, primary objects and supporting objects. Primary objects include
source, responder, and rule. All other objects that supports the primary objects, such as topics, connections,
and responses are supporting objects.

The primary objects drive the execution of RulePoint run-time components. The sources and responders get
deployed in service controllers, and rules get deployed in engines.

The following table shows the primary objects and their supporting objects:

Primary Objects Supporting Objects

Source - Topic
- Connection

Responder - Response
- Connection

Rule - Topic

- Analytic

- Watchlist

- Response

- Template (optional)

State of RulePoint Objects

State denotes the current status of the RulePoint objects.

The RulePoint objects can have one of the following states:
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Draft

When you create and save an object, it is in Draft state. The object is in Draft state when it is created,
never deployed, or it has been undeployed. You must deploy the object into the run time to process the
objects. An object might be valid or not valid only in the design-time environment. You can move only a
valid object to Deployed state.

Deployed

After you create and save a primary object, the object is saved as draft in design time. You must deploy
the object to run in the run-time environment. When you deploy a primary object, all supporting objects
linked to it are deployed automatically. For example, when you deploy a source, the topic and the
connection associated with the source are also deployed. You can deploy an object only when the object
is in Draft state. An object is valid both in the runtime and design time environment. When a primary
object and its supporting objects are deployed successfully, the object is in Deployed state.

You can undeploy an object if you need to change the object properties. For example, for a JDBC
connection, if you want to change the database connection information, you can undeploy the
associated source. You can undeploy objects only when it is in deployed state. When you undeploy a
primary object, all secondary objects associated with it are also undeployed. After successful undeploy,
the state of the object changes to draft. After you complete the changes, you can deploy the objects
again.

When you edit a primary object, you can choose to save it first as draft and later deploy it. You can also
choose to save and deploy simultaneously by using the save and deploy option.

Needs_Deployment

You can edit or update the deployed primary or the associated secondary objects without performing an
undeploy. When you edit and save the objects, the state of the objects changes to Needs_Deployment
state. You can edit a deployed secondary object. If the secondary object has an associated primary
object, you can use the save and update option so that all the associated primary objects are also
deployed.

You can redeploy the objects that you have changed without performing an undeploy. In this case, the
changes are affected only when you redeploy the objects. Objects that need redeploy are in
Needs_Deployment state.

You can map deployed objects in one service controller to another set of objects in another service
controller. You can map or reassign objects from one service controller to another only when the objects
are in the Needs_Deployment state. On successful completion of reassign, the state of the objects
changes to deployed.

Chapter 4: RulePoint Objects



CHAPTER 5

Working with Topics

This chapter includes the following topics:

e Topic Overview, 29

e Creating a Topic, 30

e Copying a Topic, 31

e Viewing All Topics, 32

e Viewing a Specific Topic, 32

e Editing a Topic, 32

e Deleting a Topic, 33

e Viewing Related Objects, 34

Topic Overview

The topic of a rule describes the types and properties of events coming into the system, and how to pre-filter
these events. Topics are logical groupings of events that enable users to manage multiple event sources by
funneling them into one grouping. You can reference the topic(s) in your rules.

You create rules to look for events by referencing a topic that enables you to group similar event sources
within RulePoint. You can write a rule to look at a single event or multiple events with a single property or
multiple properties that relate to a single topic or multiple topics.

RulePoint supports pre-filtering in the topic section, which means that you can provide simple, initial filtering
before defining the conditions of the rule. For example, if your business process is to look at three events
within five minutes, you can write the topic section to wait for these three events before sending the results
to the condition section for further processing. If three or more events do not occur during any five-minute
minute window, RulePoint will not continue to process the rule.

For example, the following rules scan incoming events to identify one stock volume event and two stock
share price events:

e Rule 1: If you identify one stock volume that is greater than 30,000 for the day, then add the stock to the
stock watchlist.

¢ Rule 2: If you identify two stock share prices drop by more than 10% in a five minutes window and the
stock is on the stock watchlist, then notify the Fraud Team.

Note: Each topic specifies the default expiration time frame for events categorized into it. Only an
administrator or the creator of the topic can change the default expiration time frame of the topic.
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The names of the topic and its related property names in rules are not case-sensitive.
Example

Topics categorize events and their properties. When RulePoint receives an event, RulePoint identifies its
properties and values and categorizes it under a specific topic.

A world news event will be categorized with the News topic, which can be defined with the heading, URL, full
story text, and date and time properties. The topic picks up each of these properties and their values and
displays them with the event.

The following table lists examples of topics and their related properties that a RulePoint user might up:

Topic

Properties

Stock Quotes

price, symbol, date/time, and financial index

Call Center

location, date/time, representative, activity

Community News

date/time, location, title, full story text, URL

Weather News

date/time, location, title, full story text, URL

Bank Transactions

bank name, date/time, activity

World News

date/time, title, full story text, URL

Business News

date/time, title, full story text, URL

Security Gate

date/time, location, license plate number, license plate state

Network and Server

server name, network IP, date/time, location

Credit Card Transactions

credit card type, balance, credit limit, date/time, limit

Creating a Topic

1. Onthe Design tab, click the Topics view.

2. From the Actions menu in the top-right corner of the view, select New.

The New Topic dialog box appears.

3. Enter values for the topic details.
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The following list describes the topic properties that you need to enter:

Property

Description

Name

Name of the topic. The topic name must be unique.

Description

Description of the topic. The description is optional.

Expires In

Expiration time frame for events coming into the topic. Enter the value in milliseconds. The
default value is 600000.

The expiration time frame is set for the events in the topic, not for the topic itself. The
administrator or the creator of the topic sets this default expiration time frame.

If you have the proper permissions, you can override that setting by defining another expiration
time frame as long as it is shorter than the default value. You also can override this setting by
defining a time frame within a rule. In this case, the value you set will have to be shorter than
both the default value and the topic expiration time frames.

Responder
access

Select how you want the responder to access the properties of events in the topic. You can

select from the following options:

- Named Properties. When you use Named Properties, only those properties referenced directly
by the rule are kept in memory. This is a processing optimization that reduces the amount of
memory that active events consume. The system performance is better when the system
assesses only named properties.

- All Properties. Some responses may need access to properties they do not explicitly
reference. In this case, you can use the All Properties setting to keep all properties in memory
regardless of whether they have been explicitly referenced.

4. Inthe Properties view, add the properties that you want to associate with the topic. You can add multiple
properties to the topic.

Note: You can also create properties in bulk without providing a description for the properties.

5. Click Save.

Note: After saving the topic, you are granted ADMIN permissions to the topic. Only you or an
administrator can modify, disable, delete, or grant other users permissions (ADMIN, READ, or WRITE) to

the topic.

Copying a Topic

1. On the Design tab, click the Topics view.

2. Select the topic that you want to copy.

You can select multiple topics to copy.

3. In the top-right corner of the view, click Copy.

The Copy Topics dialog box appears.

4. Enter the name of the topic you want to create as a copy.

The name of the copied topic must be different from the original topic.

5. Click Save.
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Viewing All Topics

By default, the List View displays all the configured topics sorted by the last modified date. You can also sort
them by name, state, or validity by clicking the appropriate column title. The State column indicates the
status of the topic. The Validity column indicates whether or not the source to which the topic is connected is
valid.

The following table describes each column displayed on the Topics page:

Property Description

Name Name of the topic.

Last Modified Date The date and time that the topic was last modified.

State The current status of the topic, such as DRAFT, DEPLOYED, or NEEDS_DEPLOYMENT.

Validity Validity of the topic. The value is true if valid, false if invalid.

Viewing a Specific Topic

On the Topics page, the Details View displays all the configured topics on the left panel. Select a specific
topic to view the topic information on the right panel.

You can use the topic property information to write rules that have a higher chance of matching by using a
topic property that has a higher number of matches. For example, if the Topic title matches 80% and its
headline matches only 30%, you would write a rule using title rather than headline.

The following table describes each column displayed for the topic properties:

Property Description

Details Details of the property. The fields that are displayed are Name, Description, Validity, State,
Deployable, Expires In, Responder Access, Last Modified Date, Created Date, and Created By.

Properties Name and description of each topic property.
Access Control Default permission for the user. The Access Control List view has the following properties:
List - Name. Name of the user.

- Access. Grant user permissions to the connection.
- Permissions. Access rights of the user to the connection.

Editing a Topic

You can edit the properties of an existing topic. You can also change the name of the topic that you want to
edit. Any change that you make to a topic affects all rules that reference the topic.

1. On the Design tab, click the Topics view.
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2. Inthe Topics content panel, select the topic name that you want to edit.

3. From the menu, click Edit.

The Edit Topic dialog box appears.

4. Change the details and properties of the topic.
5. Click Save.

The Details View displays the updated topic. The state of the topic is in Draft state.

6. If you edit a deployed topic that has associated primary objects, you can choose to save the topic.
Perform the following tasks:

a.

f.

Click Save.

A message appears displaying the name and the type of primary objects that reference the topic.
Click Continue.

A success message appears, stating that the topic is updated successfully.

Click OK.

The state of the topic and the objects that reference it changes from Deployed to
Needs_Deployment state.

If you want to redeploy the objects, click the specific topic in the Topics content panel, and then
click Update RunTime from the menu.

The Dependent Objects dialog box displays the list of primary objects that will be redeployed.
Click Continue.

The preview message displays successful redeployment. If the topic is referenced in a rule, the
message prompts you if you want to trace the rules. If the topic is referenced in the source, the
message prompts you to preview the events. If there are invalid objects, fix them, and click
Continue.

The state of the objects changes from Needs_Deployment state to Deployed state.

Click OK to preview the events or trace the rules, or Cancel to escape the preview.

7. If you edit a deployed topic that has associated primary objects, you can also choose to simultaneously
save and deploy the referenced primary objects. Perform the following tasks:

a.

Click Save and Update.
The Dependent Objects dialog box displays the objects that will be redeployed.
Click Continue.

The preview message displays successful redeployment. If the topic is referenced in a rule, the
message prompts you if you want to trace the rules. If the topic is referenced in the source, the
message prompts you to preview the events. If there are invalid objects, fix them, and click
Continue.

The state of the objects changes from Needs_Deployment state to Deployed state.

Deleting a Topic

You can delete an existing topic. You cannot delete topics that are referenced in sources or rules or topics
that are in the Deployed or NEEDS_DEPLOYMENT state. If you attempt to delete a topic that is currently
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referenced in a rule, RulePoint returns an error listing all of the rules that references this topic. Rulepoint does
not delete the topic until you edit or delete the rules listed.

1. Onthe Design tab, click the Topics view.
2. Inthe contents panel, select the topic that you want to delete.
3. From the menu, select Delete.

A message prompts you to verify if you want to delete the topic.
4. Click OK to delete the topic.

Viewing Related Objects

You can view the related objects of an existing topic. The related objects are the primary objects that
references to the topic.

1. Onthe Design tab, click the Topics view.
2. Inthe contents panel, select the topic that you want to view.
3. Select View Related Objects from the menu.

The Related Objects dialog box appears.

4.  You can see the RulePoint objects that references the topic.
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CHAPTER 6

Working with Connections

This chapter includes the following topics:

e Connections Overview, 35

e Predefined Connections, 36

e Creating a Connection, 42

e Copying a Connection, 43

e Viewing All Connections, 43

e Viewing a Specific Connection, 44

e Editing a Connection, 44

e Deleting a Connection, 45

e Viewing Related Objects, 45

Connections Overview

You can create different connection types, such as JDBC connection or JMS connection to connect the
RulePoint services to the target database.

The connections can be shared across multiple service types. You can create the connections independently

and map a single connection to various source objects.
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Predefined Connections

RulePoint provides a set of predefined connection types. You can create the connections based on the
source or responder types that you want to create.

The following table shows the types of predefined connections and the sources and responders that use the

connection type:

Connection Description Source Responder Test Connection
Type
Amazon Web Connects to Amazon Kinesis Source, Amazon Kinesis No
Services Amazon Web Amazon CloudWatch Responder,
Connection Services such Source Amazon CloudWatch

as Kinesis or Responder

CloudWatch.
Email Connection None Email Responder Yes
Connection string to an

email server

that is defined

for the

organization.
Instant Jabber Instant Messaging Instant Messaging Yes
Messaging connection (Jabber or XMPP) (Jabber or XMPP)
(Jabber/ string to Source Responder
XMPP) connect to a
Connection Jabber or

XMPP server.
SQL JDBC SQL Source SQL Responder Yes
Connection connection to

connect to the
target
database. The
SqQL
connection
specifies
database
connection
configuration
parameters,
such as the
JDBC
connection
string, user
name,
password, and
connection
pool size.
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Connection Source Test Connection

Type

Description Responder

JMS
Connection

Connects to JMS Source Yes
JMS provider.
A JMS
ConnectionFac
tory object is
used by the
client to make
connections to

the server.

JMS Responder

Connection for | Web Service Source Yes

web services.

Web Service
Connection

Web Service Responder

Ultra
Messaging
Connection

Connection for Yes
Ultra
Messaging
source and
responder to
connect to the
UM sending
and receiving
application.

Ultra Messaging Source Ultra Messaging

Responder

Amazon Web Services Connection

The Amazon Kinesis source in RulePoint reads messages from an Amazon Kinesis stream through an
Amazon Web Services (AWS) connection. The Amazon Kinesis responder writes messages to an Amazon
Kinesis stream through the AWS connection. Similarly, the Amazon CloudWatch source reads metrics from
Amazon Cloud, while the Amazon CloudWatch responder writes metrics back to CloudWatch through the
AWS connection.

When you create an Amazon Web Services connection, you enter the name and the configuration details for
the connection through the RulePoint user interface.

The following table describes the connection and configuration properties that you need to enter:

Property Description

Name Name of the connection. The connection name must be unique.
Description Optional. Description of the connection.

Type Type of connection. Select Amazon Web Services Connection.

Note: You must have an AWS account and must have created users and groups under your AWS
account.

Access Key ID

An alphanumeric text string that uniquely identifies the user who owns an Amazon Web Services
account. Use the access key ID along with the secret access key to authenticate with the AWS
service.

Secret Access Key

A key that you use in conjunction with the access key ID to cryptographically sign programmatic
AWS requests. Signing a request identifies the sender and prevents third parties from altering
the request.
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Email Connection

When you create an email connection, you enter the name and the configuration details for the connection
through the RulePoint user interface.

The following table describes the connection and configuration properties that you need to enter:

Property Description

Name Name of the connection. The connection name must be unique.

Description Description of the connection. The description is optional.

Type Type of connection. Select Email Connection.

Email Server | The fully qualified domain name of the SMTP server that is used to send outbound email from
RulePoint.
For example, mail.mycompany.com.

Port Specifies the port number to connect to the SMTP server. The default value is 25. Valid values are from
1to 65535.

Username (Optional) If required by the SMTP server, the SMTP server user name.

Password (Optional) If required by the SMTP server, the password associated with the SMTP server username.

Retry Count | The number of connection retry attempts that RulePoint should make. The default value is 3.

Retry Delay The amount of time, in milliseconds, to wait between connection attempts. The default value is 1000.

Instant Messaging (Jabber/XMPP) Connection

The Jabber or Instant Messaging source service receives instant messages through a Jabber or XMPP server
connections. For example, Jabber users can send messages to a RulePoint Jabber user.

When you create a Jabber connection, you enter the name and the configuration details for the connection
through the RulePoint user interface.

The following table describes the connection and configuration properties that you need to enter:

Property Description

Name Name of the connection. The connection name must be unique.

Description Description of the connection. The description is optional.

Type Type of connection. Select Instant Messaging (Jabber/XMPP) Connection.

Server The fully-qualified host name or DNS service name of the Jabber or XMPP Server to which this
service connects.

Port This port field is not for this DNS service request since the DNS supplies the port.

User Name The username used by RulePoint to connect to the Jabber or XMPP server.
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Property

Description

Password

The password associated with the user name used by RulePoint to connect to the Jabber or XMPP
server.

Publish Presence

Option to create an event to a specified topic each time an IM user enters, leaves, or changes the
status on the IM server.

You can select from the following options:
- Select True to create events.
- Select False when you do not want to create an event or assert the events as presence packets.

SQL Connection

When you create a JDBC connection, you enter the name and the configuration details for the connection
through the RulePoint user interface.

The following table describes the connection and configuration properties that you need to enter:

Property Description
Name Name of the connection. The connection name must be unique.
Description Description of the connection. The description is optional.
Type Type of connection. Select SQL Connection.
Driver Class The name of the JDBC driver class used to establish connections to the specified database. The
administrator installs the JDBC driver for the target database on the RulePoint server.
For example, use the following sample driver class based on the database type:
DB2. com.informatica.jdbc.db2.DB2Driver
- Oracle. com.informatica.jdbc.oracle.OracleDriver
Note: Copy the JDBC drivers of the target database to the following directories:
- RulePoint_6\1ib, so that the run-time environment can use the drivers.
- RulePoint 6\design\webapps\rulepoint\WEB-INF\1lib, so that the design-time
environment can use the drivers.
Connection The JDBC connection string that you can use to connect to the target database.
URL For example, use the following sample connection string based on the database type:
DB2. jdbc:informatica:db2://hostname:portnumber;databaseName=dbname
- Oracle. jdbc:informatica:oracle://hostname:portnumber;databaseName=dbname
User Name User name to log in to the target database.
Password Password to log in to the target database.
Initial Pool Size | (Optional) Initial Pool Size. The default value is 1.
Minimum Pool (Optional) Minimum number of connections to hold in the connection pool. The default value is 1.
Size
Maximum Pool | (Optional) Maximum number of connections to hold in the connection pool. The default value is 5.
Size
Acquire (Optional) Number of connections to inquire at once when increasing the pool size. The default
Increment value is 1.

Predefined Connections
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Property

Description

Login Timeout

(Optional) Log in timeout, in seconds. The default value is 3.

Retry Count

Number of connection retry attempts that RulePoint should make. The default value is 3. Setting
this field to zero indicates that RulePoint should not retry the connection attempt.

Retry Delay

The amount of time, in milliseconds, to wait between connection attempts. The default value is
1000.

Maximum Idle
Time

The maximum idle time that a connection can remain pooled but unused before being discarded.
The default value is 1200 seconds. Idle connections are tested for validity within half this interval.
If the maximum idle time is 0, the connections never expire.

Acquire Retry
Attempts

A limit for the number of times that RulePoint attempts to acquire a connection from the database
before giving up. If the value is less than or equal to zero, RulePoint makes an indefinite number of
attempts to fetch a connection. The default value is 0.

Acquire Retry

A time interval, in milliseconds, for two successive connection acquisition attempts.

Delay
Checkout The maximum time period, in milliseconds, to wait for a connection to be checked-in or acquired, if
Timeout the connection pool is exhausted. Zero specifies that the wait time is indefinite. A positive value

causes a time-out and an SQLException to occur after the specified time period.

JMS Connection

The JMS source service produces events by receiving messages from a JMS provider and publishing those
messages as events. When a JMS Service object is initialized, it instantiates its own JMS Connection

Factory.

When you create a JMS connection, you enter the name and the configuration details for the connection
through the RulePoint user interface.

The following table describes the connection and configuration properties that you need to enter:

Property Description

Name Name of the connection. The connection name must be unique.
Description Description of the connection. The description is optional.
Type Type of connection. Select JMS Connection.

JNDI Context

The JMS provider specific initial JNDI context factory implementation for connecting to the JNDI

Factory service. This value is a fully qualified class name of the Initial Context Factory.
For example, the class name of the Initial Context Factory for ActiveMQ is
org.apache.activemqg.jndi.ActiveMQInitialContextFactory.
Your must add the JMS Client jars to the RulePoint server. For more information, see the
documentation of the JMS provider.
JNDI (Optional) A colon-delimited list of package prefixes to use when loading URL context factories.
Package These are the package prefixes for the name of the factory class that will create a URL context
Prefixes factory. For values, see the documentation of the JMS provider.
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Property Description

Connection The location of the naming service and port on which to connect. For example,

URL tep://jndiserverA:61616

JMS The name of the object in the JNDI server that enables the JMS Client to create JMS connections. For

Connection example, yms/QCF or ymsSalesSystem.

Factory The default value is ConnectionFactory. For more information about this configuration, see the
documentation of the JMS server administrator.

User Name (Optional) Enter authentication user name if required.

Password (Optional) Enter password for the authentication user name.

Web Services Connection

When you create a Web Services connection, you enter the name and the configuration details for the
connection through the RulePoint user interface.

The following table describes the connection and configuration properties that you need to enter:

Property Description

Name Name of the connection. The connection name must be unique.

Description Description of the connection. The description is optional.

Type Type of connection. Select Web Service Connection.

URL The URL of the WSDL file that contains the operations that you want to execute.

Login Name The Web Service user name for Web Service authentication.

Password The password associated with the Web Service user name.

Cache WSDL (Optional) The amount of time in seconds that the WSDL is retained in a cache. The default is
zero which indicates a disabled cache.

User Name Space | (Optional) User name space.

Retry Count The number of connection retry attempts that RulePoint should make. The default value is 3.
Setting this field to zero indicates that RulePoint should not retry the connection attempt.

Retry Delay The amount of time, in milliseconds, to wait between connection attempts. Default is 1000.

Ultra Messaging Connection

The Ultra Messaging (UM) connection in RulePoint needs access to the configuration file in the Ultra
Messaging application so that RulePoint communicates with the Ultra Messaging application.

When you create a UM connection, you enter the LBM file name and configuration details for the connection
through the RulePoint user interface. UM configuration options defined in the LBM configuration files
determine how the UM components and RulePoint read and write messages.

Predefined Connections 41




The following table describes the configuration properties for a UM connection:

Configuration File

Property Description

Name Name of the connection. The connection name must be unique.

Description Description of the connection. The description is optional.

Type Type of connection. Select Ultra Messaging Connection.

LBM The name of the LBM configuration file 1bm.cfg in the UM sending and receiving application.

The source and responder use the configuration file to read and write UM messages. You need to
add the LBM configuration file in the following RulePoint installation directory path:
RULEPOINT HOME/service-conf.

The LBM file contains the UM properties based on the type of UM edition used. The UM
configuration file requires the following properties:

- UMS. resolver_unicast_daemon config

- UMP. ume_store config and resolver_unicast_daemon

- UMQ. umg_queue_name config and resolver_unicast_daemon

The Ibm.cfg file also contains the Ibm configuration parameters that are bound to the scope, that
is, context, source, or receiver. You can override the values in the Ibm.cfg file by defining your
own parameters and options.

The following configurations are examples of properties that an LBM file contains:
Host name of the LBMRD server to which the UM service connects.
- The LBMRD port number.

- The UM multicast interface address that the transmitter uses to send the outbound messages.
- Late join configuration, which enables the messaging receiver to get previously sent data from
the transmitter's history buffer. With late join, the source stores sent messages according to

its Late Join configuration options so that a joining receiver can receive any of these
messages that were sent before it joined the group.

- Explicit ACK configurations that enable the receiver to send explicit acknowledgments to the
transmitter, and acknowledges the receipt of a sent message.

For information on configuration file samples for each of the UM source editions, see the
Appendix.

LBM Context
Parameters

The parameters used for overriding the configuration options provided in the LBM configuration
file. You can also add the configuration options in the configuration file without modifying the
file.

The parameters of the LBMRD context defined in the 1bm.cfg file. You can override the
configuration options that are of the context scope, or define new configuration options in the
1bm.cfq file.

Use the following pattern to configure the LBMRD context parameters:
[context option name option value]

where:

- context is the scope to which the option applies.

- option_name is the predefined name for the option.

- option_value is the value that you want to assign to the option.

Creating a Connection

1. Onthe Design tab, click the Connections view.

2. From the Actions menu in the top-right corner of the view, select New.
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The New Connection dialog box appears.

Enter values for the connection type and related configuration details.

4. Optionally, click Test Connection to test the connection.

You test a connection to validate the connection information provided.

5. Click OK on the Test Connection dialog box.

6. Click Save.

Copying a Connection

1. Inthe Design tab, click the Connections view.

2. Select the connection that you want to copy.

You can select multiple connections to copy.

3. From the Actions menu in the top-right corner of the view, select Copy.

The Copy Connections dialog box appears.

4. Enter the name of the connection you want to create as a copy.

The name of the copied connection must be different from the original connection.

5. Click Save.

Viewing All Connections

By default, the List View displays the connections sorted alphabetically by name. You can also sort them by

Type, Last Modified Date, State, or Validity by clicking the appropriate column name. State denotes the
current status of the connection. Validity indicates that the source or responder for the connection is valid or

invalid.

The following table describes each column displayed on the Connections page:

Property Description
Name Name of the connection.
Type Type of connection.

Last Modified Date

The date and time that the connection was last modified.

State

The current status of the connection, such as draft, deployed, or needs_deployment.

Validity

Validity of the connection. The value is true if valid, false if invalid.

Copying a Connection
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Viewing a Specific Connection

On the Connections page in Details View, click the name of a specific connection in the left panel. You can
view the connection information on the right panel.

The following table describes each column displayed for the connection properties:

Property Description

Details Details of the connection. The details that are displayed are Name, Type, Description, Validity,
State, Deployable, Last Modified Date, Created Date, and Created By.

Properties Properties of the connection.
Access Control Default permission for the user. The Access Control List view has the following properties:
List - Name. Name of the user.

- Access. Grant user permissions to the connection.
- Permissions. Access rights of the user to the connection.

Editing a Connection

You can edit the properties of an existing connection.

1. Inthe Design tab, click the Connections view.
2. Inthe Connections content panel, select the connection name that you want to edit.
3.  From the menu on the right-hand side, click Edit.
The Edit Connection dialog box appears.
4. Change the details and properties of the connection.
5. Optionally, click Test Connection to test the connection.
You test a connection to validate the connection information provided.
6. Click Save.

7. If you edit a deployed connection that has associated primary objects, you can choose to save the
connection. Perform the following tasks:

a. Click Save.

A message appears displaying the name and the type of primary objects that reference the
connection.

b. Click Continue.
A success message appears, stating that the connection is updated successfully.
c. Click OK.

The state of the connection and the objects that reference it changes from Deployed to
Needs_Deployment state.

d. If you want to redeploy the objects, click the specific connection in the Connections content panel,
and then click Update RunTime from the menu.

The Dependent Objects dialog box displays the list of primary objects that will be redeployed.
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e. Click Continue.

The preview message displays successful redeployment. If the connection is referenced in a rule,
the message prompts you if you want to trace the rules. If the connection is referenced in the
source, the message prompts you to preview the events. If there are invalid objects, fix them, and
click Continue.

The state of the objects changes from Needs_Deployment state to Deployed state.
f.  Click OK to preview the events or trace the rules, or Cancel to escape the preview.

8. If you edit a deployed connection that has associated primary objects, you can also choose to
simultaneously save and deploy the referenced primary objects. Perform the following tasks:

a. Click Save and Update.
The Dependent Objects dialog box displays the objects that will be redeployed.
b. Click Continue.

The preview message displays successful redeployment. If the connection is referenced in a rule,
the message prompts you if you want to trace the rules. If the connection is referenced in the
source, the message prompts you to preview the events. If there are invalid objects, fix them, and
click Continue.

The state of the objects changes from Needs_Deployment state to Deployed state.

Deleting a Connection

You can delete an existing connection.

1. Inthe Design tab, click the Connections view.

2. Inthe contents panel, select the connection that you want to delete.
You can see the connection properties in Details View.

3. From the menu, select Delete.
A message prompts you to verify if you want to delete the connection.

4. Click OK to delete the connection.

Viewing Related Objects

You can view the related objects of an existing connection. The related objects are the primary objects that
references to the connection.

1. Onthe Design tab, click the Connections view.
2. Inthe contents panel, select the connection name.
3.  From the menu, select View Related Objects.

The Related Objects dialog box appears.

4. You can see the sources and responders that references the connection.

Deleting a Connection

45



CHAPTER 7

Working with Sources

This chapter includes the following topics:

Source Overview, 46

Schedules Overview, 47

Predefined Sources, 49

Creating a Source, 70

Running a Source Once, 71

Deploying a Source, 71

Viewing Event Preview, 71

Copying a Source, 72

Editing a Source, 72

Viewing All Sources, 73

Viewing a Specific Source, 73

Viewing Related Objects, 73

Using Marshaller and Unmarshaller, 74

Source Overview

46

Sources connect to external systems to fetch data. The sources convert the fetched data into events. The
events are published on topics.

You can configure a source through the RulePoint web user interface. RulePoint can receive data pushed
from sources or it can pull data from sources on a scheduled basis. Supported services include SQL, text
files, web pages, and RSS feeds.

Schedulable Sources

Schedulable sources enable you to generate events on a schedule that you set, such as one time every
30 minutes. An example of a schedulable source service is an RSS or Atom News Reader service that
extracts events from an RSS news feed.

The schedulable sources pull the data into RulePoint from the outside world. In case of a failover to back
up, pull sources start from where they left off using the run-time database parameters.



Listener Sources

Listener sources generate events at any time based on particular occurrences, not on a scheduled basis.
An example of a listener source service is an Instant Messaging service. An Instant Messaging service
listens for instant messages that meet certain criteria and then publishes an event on receiving a
matching message.

The listener source service pushes the data into RulePoint through an external source. In case of a
failover to the secondary, push sources continue to receive messages that are not explicitly
acknowledged.

Prerequisites for Sources

Before you create a source, ensure to create a topic and a connection for the source based on the
requirements.

Schedules Overview

Schedules are specified intervals at which the source has to poll data and publish them as events. You can
schedule only the pull sources.

The schedules can either be Static or Dynamic.

Static Schedule

A static schedule generates events on a schedule that you set, such as one time every 30 minutes. An
example of a static schedule is an RSS or Atom News Reader service that extracts events from an RSS
news feed.

Dynamic Schedule

The dynamic schedule waits for a configured period after the previous task has completed before
running again. You can configure the time interval to wait between the executions. The dynamic
schedule ensures that there is no overlapping of queries while executing the same instance of the
source task.

Creating a Schedule

1. Inthe Source content panel, select the source for which you want to create the schedule.
You can view the source information in Details View. The source information has the schedules column.
2.  From the menu, select Create Schedule.

The Create Schedule for <source_name> dialog box appears.
The schedules can either be Static or Dynamic.

3. To set the Dynamic schedule type, enter the repeat interval.

The interval is measured in milliseconds.
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4. To set the Static schedule type, enter the values as described in the following table:

Property

Description

Starts

Configure when to start the schedule.
- Select Immediately to start the schedule immediately.
- Select a date and time to start the schedule on a particular date.

Run Every

Conflgure when to run the schedules.
To have the schedule run at specific intervals, select the first option and specify how long
between each scheduled run.

- To have the schedule run on specific days, select the second option and then select the check
boxes for the day you want to schedule to run. The source will run once per day at the time
specified in the Starts section.

Ends

Configure when to end the schedule run.
- To have the schedule run indefinitely, click No end date.

- To have the schedule run a specific number of times, click Run 1 times. Type the desired number

in the text box. Not available with the Run on Specific Days option.

- To end the schedule on a particular date, click Run until. Enter the desired time.

5. Click Add Schedule.

Viewing Schedule for a Specific Source

The Schedules view is empty if no schedules are set for a source service. You can view the schedule for a
source in Details View.

When you set one or more schedules for a source service, the Schedules view displays an entry for each
schedule that includes the following data:

Property Description

Type Type of schedule, either static or dynamic.

Starts The start date and time set for this schedule.

Run Every The interval at which this schedule is set to run.

Ends The end date and time set for this schedule.

Run State The current status of the schedule, active or disabled.
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Predefined Sources

RulePoint provides a list of predefined sources that are available after you install RulePoint.

The following table describes the predefined sources of RulePoint and their requirement for connection and

schedule:

Source Type

Description

Connection

Schedule

Test Source

Amazon
CloudWatch

Receives an
Amazon
CloudWatch metric
and publishes the
metric to a topic as
events.

Amazon Web
Services
Connection

Yes

No

Amazon Kinesis

Reads messages
from the Amazon
Kinesis stream.

Amazon Web
Services
Connection

No

No

Event Generator

Reads an XML file
from a specified
URL, parses events
from the file, and
then publishes
those events to a
specific topic.

No

Yes

No

File Input Source

Monitors a file for
changes and
generates an event
when the service
detects a change to
the contents of the
file.

No

Yes

No

URL Monitoring
Source

Monitors a URL for
changes and
generates an event
when the service
detects a change to
the contents of the
URL.

No

Yes

No

Instant Messaging
Source (Jabber or
XMPP)

Receives instant
messages by
connecting to a
Jabber or XMPP
server and
publishes those
messages as
events.

Yes

(Instant Messaging
Connection)

No

No

Predefined Sources
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Source Type Description Connection Schedule Test Source

JMS Source Produces events by | Yes No No
receiving messages | (jMs Connection)
from a JMS

provider and
publishes those
messages as
events.

RSS Source Reads news feeds No Yes No
in RSS format and
processes them as
RulePoint events.

SQL Source Connects to a Yes Yes Yes
database and (SQL connection)
executes an SQL
query or command
to publish a
RulePoint event.

Web Service Source | Sends a formatted No Yes No
SOAP message to
run a remote WSDL

operation.
Ultra Messaging Receives messages | Yes No No
Source from a UM topic,

publishes these
messages to a
RulePoint topic,
and processes
them as RulePoint
events.

Amazon CloudWatch Source

Amazon CloudWatch monitors and collects metrics for resources and applications that run on Amazon Web
Services (AWS) in real time. Amazon CloudWatch is a metrics repository where you can put metrics into the
repository and retrieve statistics based on those metrics.

You can use Amazon CloudWatch source to get statistics from the Amazon CloudWatch repository and write
rules in RulePoint to monitor and process these statistics. The Amazon CloudWatch source in RulePoint
reads the collected metrics from Amazon CloudWatch and publishes the metrics as events in RulePoint.

To connect, read, or write to Amazon CloudWatch, you must have a valid AWS account and subscribe for
Amazon CloudWatch.

Amazon CloudWatch Source Properties

When you create an Amazon CloudWatch source, you enter the name and configuration details for the source
through the RulePoint user interface. The source reads the metrics for the requested data points as an
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ordered set of time-series data. The data stream read is identified by an end point, namespace, metric name,
period, dimension, and the start time that you specify.

The following table describes the configuration properties of an Amazon CloudWatch source:

Property

Description

Name

Name of the source. The source name must be unique.

Description

Optional. The description of the service.

Type

Type of source. Select Amazon CloudWatch Source.

Connection

The connection type that you want to associate the source with. Select Amazon Web Services
Connection. You must create the connection before you create an Amazon CloudWatch source.

Topic

The topic to which the Amazon CloudWatch source posts events. Select the topic name that
corresponds to the source.

End Point

The URL that identifies a host and a port that constitute as the entry point for a web service. Every
web service request contains an end point. Some AWS products provide regional end points to make
your requests. Use the regional end points to reduce data latency in your application and facilitate
faster connectivity.

Namespace

A string defined for a specific metric that you want to read from CloudWatch. The namespace is an
abstract container for the items contained in that metric, which helps isolate one metric from
another. For example, provide a namespace string beginning with AWS/<service name> for the
corresponding metric in Amazon CloudWatch that you want to retrieve. The service name is the name
of the Amazon application from where CloudWatch collects the metric.

Metric Name

A name to identify the metric, which represents a time-ordered set of data points that you want the
source to read. The metric name, combined with the namespace and optional dimensions, is the
primary identifier of a specific metric in CloudWatch.

For example, a metric might be the CPU utilization of an AWS service that CloudWatch monitors.

Period

The length of time associated for CloudWatch to aggregate all the data points for the period that you

specify, beginning from the specified start time. Specify the granularity for the period in seconds and

specify the period values as multiples of the number. The minimum granularity that you can specify is
60 seconds, and the maximum granularity is 1,209,600 seconds. The default value is 60.

For example, if you specify a period of at least 60 seconds, specify the period values as multiples of
60. CloudWatch aggregates all the data points with time stamps that fall within that period.

Dimensions

A name-value pair to uniquely identify a metric.

For example, you can specify the dimensions for a metric as InstanceType=m1.small or
EngineName=rule_processing engine and receive statistics for the combination specified. The
dimension contains additional information to help you identify a metric.

Start Time

The time for which CloudWatch returns the first data point for the metric. CloudWatch creates time
stamps for all the data points it receives for a metric. Based on the start time you specify,
CloudWatch provides the data points from the start time with the time stamp specified.

You must follow the format YYYY-MM-DD HH24:MI to specify the start time. CloudWatch rounds off
the specified start time to the nearest value.
Note: As CloudWatch stores accumulated data for only two weeks in the past and up to two hours in
the future, specify the start time accordingly.
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Property Description

Marker ID Optional. The name to assign to the marker. This is the batch name that the sever associates with all
published events. Avoid using multiple batch names because the system treats them as a single
string. Specify one batch name for each source. When you configure a marker ID in the source, the
marker ID demarcates a set of events between the marker_begin and the marker_end events.

For more information, see "Markers" in the RulePoint Administration Guide.

Property Optional. The unique name-value pairs of static metadata or additional information about this service
Metadata that becomes part of the event properties. Do not use a null value for any property. Do not include a
Map space in the name of the metadata property. The name-value pairs appear in every event published by

this source service.

Format for Property Metadata: Name=Jane Doe, Age=10. If you input an entry that contains a
delimiter, such as a comma or a semicolon, you must enclose the entry within quotation marks.
Enclosing a numeric entry within quotation marks makes it a string or non-numeric. You cannot do
math computation with a non-numeric entry.

Marshaller Class name of the marshaller. The marshaller class is responsible for converting or enriching the
Class Name source event properties. It must include the full class name including the classpath. You must add
the jar file that contains this class into the RulePoint library.

Marshaller Properties of the marshaller. You must pass the properties as comma-separated key-value pairs to
Properties the marshaller class. For example, property1=value1l,property2=value2.

Amazon Kinesis Source

The Amazon Kinesis source reads messages from Amazon Kinesis, which is a managed service for real-time
processing of streaming data at large scale.

You must have a valid AWS account with access to Amazon Kinesis. You must also have the AWS
credentials, such as the access key ID and secret access key, to sign programmatic requests that you make
to AWS. The Amazon Kinesis source publishes the messages received from the Amazon Kinesis stream as
events in RulePoint.

Amazon Kinesis Source Properties

When you create an Amazon Kinesis source, you enter the name and the configuration details for the source
through the RulePoint user interface.

The following table describes the configuration properties of an Amazon Kinesis source:

Property Description

Name Name of the source. The source name must be unique.

Description Optional. The description of the service.

Type Type of source. Select Amazon Kinesis Source.

Connection The connection type with which you want to associate the source. Select Amazon Web Services
Connection. You must create the connection before you create an Amazon Kinesis source.

Topic The topic to which the properties of a Kinesis stream are mapped. Select the topic name that
corresponds to the source.
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Property Description

End Point The URL that identifies a host and a port that constitute as the entry point for a web service. Every
web service request contains an end point. Some AWS products provide regional end points to make
your requests. The regional end points reduce data latency in your application and facilitate faster
connectivity.

Stream Name | The name to identify the stream that you want to capture and read records from Amazon Kinesis. The
stream name must not exceed 128 characters and must not contain spaces. The stream name is
added to the AWS account used by the application that creates the stream. Provide the number of
shards you want to read from the stream in the Amazon Kinesis console. The average shard size of
the data record to read from the stream must not exceed 50 KB.

Application A unique name for your Amazon Kinesis application, which is scoped to the AWS account and region
Name used by the application. The application name must follow the regular expression pattern. The
Kinesis Client Library (KCL) uses the application name to associate all the workers together on the
same stream, and to create an Amazon DynamoDB table that maintains the state information for the
application.

Shard Iterator | Specifies the position in the shard from which you want to start reading data records sequentially.

Type You can select the following shard iterator types:
- AT_SEQUENCE_NUMBER. Reads data records from the position denoted by a specific sequence
number.
- AFTER_SEQUENCE_NUMBER. Reads data right after the position denoted by a specific sequence
number.

- TRIM_HORIZON. Reads data from the last untrimmed record in the shard in the system. The data
read is the oldest data record in the shard.
- LATEST. Reads data after the most recent record in the shard.

Sequence A unique sequence number assigned by the Amazon Kinesis service when a record is put into the
Number Amazon Kinesis stream. The shard iterator uses the sequence number to specify the position of the
data record in the shard from where you want to start reading data records sequentially.

Message The message type of the data record. You can choose the following data record types:

Type JSON Encoded String Message. Receive the message as a JSON encoded string and convert it as
toplc properties.

- String Message. Receive the message as a UTF-8 encoded string and send it to a topic property.

- Custom Encoding. Use the marshaller to decode the message and then convert it to topic

properties.
Marshaller Class name of the marshaller. The marshaller class is responsible for converting or enriching the
Class Name source event properties. It must include the full class name including the classpath. You must add

the jar file that contains this class into the RulePoint library.

Marshaller Properties of the marshaller. You must pass the properties as comma-separated key-value pairs to
Properties the marshaller class. For example, property1=value1l,property2=value2.

Event Generator Source

The Event Generator source service reads an XML file from a specified URL, parses events from the file, and
then publishes those events to a specific topic.
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Event Generator Source Properties

When you create an Event Generator source, you enter the name and the configuration details for the source
through the RulePoint user interface.

The following table describes the configuration properties of an Event Generator source:

Property Description

Name Name of the source. The source name must be unique.

Description (Optional) The description of the service. Make the description intuitive so that other users can relate
to the use of this service.

Type Type of source. Select Event Generator.

Topic The topic to which RulePoint posts the events. Select the topic name that corresponds to the source.

You can attach multiple topics to an event generator source. An event is read from the input event
file, and the source publishes the event to only those of the attached topics that are listed in the
event.

Date Format

The format used to parse the date and time.

You can parse the date format if an event in the generator file specifies that you must include the
CURRENTTIME, CURRENTDATE, of CURRENTTIMESTAMP function as a property in a generated event.

The default format uses the Java API date format specified in the user preferences. The RulePoint
default date format is EEE, d MMM yyyy HH:mm:ss Z.

Rate The number of events posted to the topic as a single block of events. Default is 1.

Iterations The number of times to publish the file before the service terminates. Default is 1.
For example, if the number of iterations is two, RulePoint publishes the set of events twice before
terminating the service.
The generator loops over the file and feeds events from the beginning to end again for each
additional iteration. For example, the file contains three events, A, B, C, and the number of iterations
is two. The generator feeds the events into the system as A, B, C, A, B, C.

Delay (Optional) The number of milliseconds to delay between publishing blocks of events to the topic.
Default is -1, that is, use the delay specified in the event xml file.

Post Disposition of event files after processing.

Processing Select one of the following options:

Action - archive files. Moves the files to the archive directory, RULEPOINT HOME\archive.
- delete files. Deletes the files.
- do nothing. Leaves the files untouched.
The default post processing action is to do nothing.

Event File or (Optional) The name of the XML file that contains the simulation data. The XML data file(s) must

Directory conform to the RulePoint EventGenerator XSD schema file.

Place this file in the following directory path:
[RulePointHome] \data

If you specify a file name, RulePoint uses the file name as the source of the XML. If you specify a
directory, RulePoint uses all the files in that directory. RulePoint processes the files in ascending
order by file name.
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Property

Description

Marker ID (Optional) The name to assign to the marker. This is the batch name that the sever associates with
all published events. Avoid using multiple batch names as the system treats them as a single string.
Specify one batch name for each source.
When you configure a marker ID in the source, it demarcates a set of events between the
marker_begin and the marker_end event. For more information, see "Markers" in the RulePoint
Administration Guide.

Property (Optional) The unique name-value pairs of static metadata or additional information about this

Metadata service that becomes part of the event properties.

Map Do not use a null value for any property. Do not include space in the name of the metadata property.
The name-value pairs appear in every event published by this source service.
Format for Property Metadata: Name=Jane Doe, Age=10
If you input an entry that contains a delimiter, such as a comma or a semicolon, you must place the
entry into a quote. Putting a numeric entry into quotes makes it a string or non numeric. You cannot
do math computation with a non numeric entry.

Marshaller Class name of the marshaller. The marshaller class is responsible for converting or enriching the

Class Name source event properties. It must include the full class name including the classpath. You must add
the jar containing this class into the RulePoint library.

Marshaller Properties of the marshaller. You must pass the properties as key value pairs, separated by a comma,

Properties to the marshaller class. For example, property1=value1,property2=value2.

Event Generator Example
XML Event File

The following is an example of a properly configured XML event file:

<?xml version="1.0“encoding="UTF-8"7?>
<sim:generator xmlns:sim="http://www.informatica.com/EventGenerator"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://www.informatica.com/EventGenerator http://
[RULEPOINTiDTiHOST]:[RULEPOINTiDTiPORT]/rulepoint/EventGeneratOr.Xsd">
http://www.informatica.com/EventGenerator.xsd">
<event topic="stock”>
<property>
<name>price</name>
<value>10</value>
</property>
<property>
<name>date</name>
<function>CURRENTDATE</function>
</property>
<property>
<name>time</name>
<function>CURRENTTIME</function>
</property>
<property>
<name>timestamp</name>
<function>CURRENTTIMESTAMP</function>
</property>
</event>
</sim:generator>

The file shows the location of the RulePoint XSD schema file (http://[RULEPOINT_DT_HOSTI:
[RULEPOINT_DT_PORT]/rulepoint/EventGenerator.xsd), a price property, and the CURRENTTIME,
CURRENTDATE, and CURRENTTIMESTAMP functions. The parameters CURRENTTIME, CURRENTDATE, and
CURRENTTIMESTAMP return the same value.
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