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You can use the IAM AssumeRole authentication to access Amazon Redshift V2 resources. You can configure the
Redshift IAM role ARN with an IAM user or define an EC2 instance to assume a role. This article describes the
guidelines to configure Redshift IAM Authentication using AssumeRole to connect to Redshift using Redshift V2
Connector.
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You can use the AssumeRole authentication in Amazon Redshift to access the Redshift database without the need to
provide the database credentials. You can enable users to connect to the Redshift database using temporary security
credentials.

You can use AssumeRole to enable new or existing database users to connect to the Redshift database. You can use
an IAM role configured with required trust policies to generate temporary security credentials to access Amazon
Redshift. You can enable IAM users or define an EC2 instance to assume an |IAM role to access Redshift.

Additionally, you can also enable cross-account access where the Redshift cluster, S3 bucket, and Redshift IAM role
ARN are in one account and the IAM users or the EC2 role are in a different account. In this scenario, you need to
configure the user accounts to assume the role in the Redshift cluster account.

You can configure the AssumeRole authentication in Amazon Redshift.

Select the Redshift IAM Authentication via AssumeRole and use one of the following methods to establish an Amazon
Redshift connection:
Assume a role using access key and secret key

To assume a role, specify the access key and secret key in the connection properties. You can attach the
required permission and trust policies to the Redshift IAM Role ARN to assume a role.



Assume a role using an EC2 role

To enable the EC2 role, select the Use EC2 Role to Assume Role check box in the connection properties. The
Amazon EC2 role can assume another IAM role from the same or different AWS account without a permanent
Redshift access key and secret key.

You can access the Amazon Redshift database with the access key and secret key using an IAM Role ARN. To access
Redshift, you must configure the permission and trust policies.

After you define the policies, identify the Cluster Identifier and Database Name values from the JDBC URL in the
connection properties. For example, if the JDBC URL is <jdbc:redshift://infa-rs-qa-cluster.czf3ijw5fo0z.us-
west-2.redshift.amazonaws.com:5439/rsqa>, infa-rs-ga-cluster is the cluster identifier and <rsga> is the

database name.

To connect to Redshift using an existing database user by using an IAM user to assume a role, specify the database
user, Redshift access key and secret key, and the Redshift IAM role in the connection properties.

For an IAM user to assume a role, attach the following AWS IAM user policies in the AWS console:

o AWS IAM user policy for the Redshift access key and secret key:

WNRE OWONO UL W =

"arn:aws:iam

06102214893
06102214893
::006102214893:
::006102214893:

role/s3_cross_acc_assume_role”,
role/rsv2_cross_account_restricted_user”,
role/rsv2_external_id_assume_Role ",
role/Role_to_RS_Assume_Role_Authentication”

e AWS IAM role policy of the Redshift IAM role ARN for an existing database user:



e Trust policy that defines which user can assume the Redshift role:

"Version": "2012-10-17",
- "Statement": [

"Effect": "Allow",
- "Principal”: {
"AWS™: "arn:aws:iam::006102214893:user/svcint-assumerole-userl™”

I

"Action": "sts:AssumeRole"

"Effect": "Allow",

- "Principal”: {
"Service": "redshift.amazonaws.com"
¥
"Action": "sts:AssumeRole"
s

After you define the policies, you can specify the following attributes in the connection properties for an existing
database user:

Amazon Redshift Connection Section

Authentication Type: Redshift IAM Authentication via AssumeRole

p— m—

Use EC2 Roleto Assume Role: ~ false
53 Access Key ID: axsrenvs

53 Secret Access Key:

53 |AM Role ARN:

External Id;
Cluster Identifier: redshift-go-cluster-02
' Database Nome: dev '

Database Group:
Expiration Time: 900

Auto Create DBUser:

Redshift IAM Role ARN: : : /Role_to_RS_Assume_Role_Authentication
Redshift Access Key ID: -
Redshift Secret Access Key:  ********

Master Symmetric Key:

JDBC URL: jdbc:redshift://redshift-qa-cluster-02.czf3ijw5fo0z.us-west-2.redshift.amazonaws.com:5439 /dev

Clustar Reninn: Nana

AssumeRole with a new database user

For a new user to connect to Redshift database using the IAM user to assume a role, you must select the Auto Create
DBUser option in the Amazon Redshift connection section. Specify Redshift access key and secret key of the IAM user
and Redshift IAM role in the connection properties.

Also, attach the permission policy in AWS to the Redshift IAM role.



For an IAM user to assume a role, attach the following AWS IAM user policies in the AWS console:

e AWS IAM user policy for the Redshift access key and secret key:

1-{

2 "Version": "2012-10-17",

EX "Statement™: {

4 "Effect": "Allow™,

5 "Action": "sts:AssumeRole”,

6~ "Resource": [

7 "arn:aws:iam::006102214893:role/s3_cross_acc_assume_role”,

8 "arn:aws:iam::006102214893:role/rsv2_cross_account_restricted_user”,
9 "arn:aws:iam: :006102214893:role/rsv2_external_id_assume_Role "

4] "arn:aws:iam::006102214893:role/Role_to_RS_Assume_Role_Authentication™”
1| ]

2 }

R

e AWS IAM role policy of the Redshift IAM role ARN for a new database user:

Redshift_Assume_Role_Authentication 2 Copy Ed

e Trust policy that defines which user can assume the Redshift role:

-
"Version": "2012-10-17",
- "Statement”: [
o
"Effect": "Allow",
- "Principal”: {
"AWS": “"arn:aws:iam::006102214893:user/svcint-assumerole-userl”
3
"Action": "sts:AssumeRole"
>
o
"Effect": "Allow",
- "Principal”: {
"Service": "redshift.amazonaws.com"
b
"Action": "sts:AssumeRole"

Be

After you define the policies, you can specify the following attributes in the connection properties for a new database
user:



Amazon Redshift Connection Section

Authentication Type: Redshift AM Auhentication vio AssumeRole

Username: test_user

Use EC2 Rolefo Assume Role:  false

53 Access Key ID:

53 Secret Access Key:

53 1AM Role ARN:

External Id:

Cluster Identifier: redshift-ga-cluster-02
dev

group_clovd_auto |

‘Auto Creats DBUser: irus. i

Redshi LAM Role ARN: 7om:006102214 2 2

Redshift Access Key ID:

Redshift

Master Symmerric Keys
1DBC URL: idbciredshif,// redshifi-qa-cluster-02.c2f3ijw Sfo0z.us-wes-2.redshif.amazonaws.com: 5439 /dev
Cluster Region: None

Customer Master Key D:

You can also add the new user to a database group where the user can inherit all the permissions that are associated
to the group. Additionally, you can set the AutoCreateDBUser to true to create new users at runtime.

AssumeRole with Cross-account access in Redshift

You can enable cross-account access for AssumeRole authentication. Attach the AWS IAM user policies for access key
and secret key and trust policy to define which user can assume the Redshift role. Based on the use case, you can
define the policy either for a new user or an existing user in Redshift database.

Enabling trust and permission policies for cross-account access

Let's consider a use case where the Redshift cluster, S3 bucket, and Redshift IAM Role ARN are in the same account,
for example Account A. The IAM user whose access key and secret key you configure in the connection properties
resides in Account B.

Enable the following policies for cross-account access:

e Trust policy of the Redshift IAM Role ARN in Account A:

3
{
"Effect”: "Allow™,
"Principal™: {
"AWS": Marn:aws:iam::375569209379:user/s3_assume_role_cross_acc_user”
T
"Action": "sts:AssumeRole”
¥



e Permission policy of the IAM user in Account B:

| S
1~ {
2 "Version": "2012-10-17",
3~ "Statement”: {
4 "Effect™: "Allow",
= "Action": "sts:AssumeRole",
6 "Resource™: [
7 "arn:aws:iam::006102214893:role/s3_cross_acc_assume_role”,
8 "arn:aws:iam::006102214893:role/rsv2 cross_account_restricted user”,
9 "arn:aws:iam::006102214893:role/rsv2 external id assume Role ",
10 "arn:aws:iam: :006102214893:role/Role_to_RS_Assume_Role_Authentication™
11 | ]
12 }
13 1}

AssumeRole with EC2 role

You can access the Amazon Redshift database by defining an EC2 role, where the EC2 instance can assume a role. To
access Redshift, you must enable the Use EC2 to Assume Role check box in the connection properties and configure
the permission and trust policies.

When you define the policies, identify the Cluster Identifier and Database Name values from the JDBC URL in the
connection properties. For example, if the JDBC URL is <jdbc:redshift://infa-rs-qa-cluster.czf3ijw5fo0z.us-
west-2.redshift.amazonaws.com:5439/rsqa>, infa-rs-ga-cluster is the cluster identifier and <rsqga> is the
database name.

AssumeRole with an existing database user

To connect to the Amazon Redshift database for an existing database user using the EC2 role to assume a role, specify
the user name in the Amazon Redshift connection section and select the Use EC2 Role to AssumeRole checkbox.

To assume a role using the EC2 role, attach the following policies to an EC2 role in the AWS console:

¢ AWS IAM EC2 policy that enables you to assume a role:

e The trust relationship of the EC2 role to assume a role:



2 "Version": "2012-10-17",

3~ "Statement”: [

4~ {

5 "Effect™: "Allow",

6~ "Principal™: {

7 "Service": "ec2.amazonaws.com”
8 }J

9 "Action™: "sts:AssumeRole™
10 }

11 1

12}

e Trust relationship of the Redshift role to enable the EC2 role to assume a role:

I
"Effect™: "Allow",
"Principal™: {
"AWS™: "arn:aws:iam::375569209379:role/ec2 role”
s
"Action™: “"sts:AssumeRole",
"Condition™: {}
}J

e Policy to enable a Redshift role for an existing database user:

After you define the policies, you can specify the following attributes in the connection properties for an existing
database user:



Amazon Redshift Connection Section
Auhentication Type: Redshift 1AM Authenticafion via AssumeRole
Username: infoqars

[[Use EC2 Role 1o Assume Role:_mu

53 Access Key ID:

$3SecretAccessKeys  KRRRRERX

53 1AM Role ARN:

Exerncl 1d:
Cluster [dentifier info-rs-go-cluster
Dotobase Nome: rqa

Datobase Group:

Expiration Time: 900
|Avio Crecte DBUser: false
Redshift IAM Role ARN: amiawsiiom:C role /Role_to_RS_Assume_Role_Authenrication

Master Symmerric Key:
JDBC URL: dbesredshift / /info-rs-go-cl $3iwSFo0z.us west- 2o dshi 15439 /rsq0

Cluster Region: US West{Oregon)

Customer Master Key ID:

AssumeRole with a new database user

To connect to the Amazon Redshift database using the EC2 role to assume a role, specify the user name in the
Amazon Redshift connection properties and select the Use EC2 Role to AssumeRole checkbox.

To assume a role using the EC2 role, you must attach the following policies to the EC2 role in the AWS console:

e AWS |AM EC2 policy that enables you to assume a role:

2
4 9

1-{
2 "Version": "2012-10-17",
ER "Statement™: [
a- {
5 "Effect™: "Allow",
6 "Principal”: {
7 "Service": "ec2.amazonaws.com"
8 s
9 "Action™: "sts:AssumeRole"
10 }
11 1
12 |}

e Trust relationship of the Redshift role to enable the EC2 role to assume a role:



{
"Effect™: "Allow",
"Principal™: {
"AWS™: "arn:aws:iam::375569209379:role/ec2 role”
1
"Action™: "sts:AssumeRole",
"Condition™: {}
}J

e You can attach the following policy in AWS to a Redshift role for a new database user:

Redshift_Assume_Role_Authentication 7 Copy Ed

"Version": "2012-10-17",

"Statement

isualEditore”,

Allow",

ER I SN

0~

redshift:us
redshift:us
hift:us

The following image shows an example of the configured connection properties:

Amazon Redshift Connection Section

Auhentication Type: Redshift |AM Auhenication vi AssumeRole

Username: fest_user

Use EC2 Role fo Assume Role:  frue

53 Access Key ID: b

53 Secret Access Key:

53 1AM Role ARN:

External Id:

Cluster ldenfier: info-re-qa-cluster

Dotobase Nome: rsq0

Darobose Group: group_cloud_auto

Expiration Time: 900

Auto Crecte DBUser: true

Redshift IAM Role ARN: [r——C role,/Role_to_RS_Assume_Role_Authentication

Redshift Access Key ID:

Redshift Secret Access Key:

Master Symmefric Key:
IDBC URL: idbciredshif,//info-rs-qa-cl 3w 5ho0z.us-west-2.redshi :5439 /50

Cluster Region: US West{Oregon)

Customer Master Key ID:

AssumeRole with Cross-account access in Redshift

You can enable cross-account access for AssumeRole authentication.
Enabling trust and permission policies for cross-account access

Let's consider a use case where the Redshift cluster, S3 bucket, Redshift IAM Role ARN are in the same account, for
example Account A. The EC2 instance that assumes a role is in a different account, Account B.

10



Enable the following policies for cross-account access:

e Trust policy of the Redshift IAM Role ARN in Account A, to let the EC2 in Account B to assume a role:

{
"Effect™: "allow”,
"Principal”: {
"AWS": "arn:aws:iam::375569209379:rolefec2 role"
T
"Action™: "sts:AssumeRole",
"Condition™: {}
1.

e Permission policy of the EC2 role in Account B that you can configure to assume a role in Account A:

{
"Version”: "2812-10-17",
"Statement”: {
"Effect”: "Allow”,
"Action”: "sts:AssumeRole™,
"Resource”: [
"arn:aws:iam::886182214893:role/s3_cross_acc_assume_role”,
"arn:aws:iam::886102214893:role/rsv2_cross_account_restricted_user”,
"arn:aws:iam::886182214893:role/rsvi_external_id_assume_Role ",
"arn:aws:iam::886162214893:role/Role_to_RS_Assume_Role_Authentication”,
ﬂarﬂ:aws:iaw::866182211893:roiefPsv2_A55Jmeroledh_2”
]
¥
b

AssumeRole authentication for mappings in advanced mode

To enable AssumeRole authentication for mappings in advanced mode, you need to attach the AssumeRole
permission and trust policies to the worker node role in addition to the existing user policies.

Attach the following permission policy to the worker node in AWS:

-
"Wersion": “2812-16-17",
- "Statement”: {
"Effect™: "Allow”,
"Action": "sts:AssumeRole”,
"Resource”:
- [
"arn:aws:iam::8@61822148%3:rele/same_account_ccon_22488",
"arn:aws:iam::8@61822148%3 :role/Role_to_RS_Assume_Role_Authentication”
1l
3
¥

Attach the following trust policy of the Redshift role that allows the worker role to assume it:

11



"Effect™: "Allow"™,
"Principal™: {

"AWS": "arn:aws:iam::006182214893:role/worker_role ccon_22586"
Ts

"Action™: "sts:AssumeRole"

}s
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