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Abstract
You can use the IAM AssumeRole authentication to access Amazon Redshift V2 resources. You can configure the 
Redshift IAM role ARN with an IAM user or define an EC2 instance to assume a role. This article describes the 
guidelines to configure Redshift IAM Authentication using AssumeRole to connect to Redshift using Redshift V2 
Connector.
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Overview
You can use the AssumeRole authentication in Amazon Redshift to access the Redshift database without the need to 
provide the database credentials. You can enable users to connect to the Redshift database using temporary security 
credentials.

You can use AssumeRole to enable new or existing database users to connect to the Redshift database. You can use 
an IAM role configured with required trust policies to generate temporary security credentials to access Amazon 
Redshift. You can enable IAM users or define an EC2 instance to assume an IAM role to access Redshift.

Additionally, you can also enable cross-account access where the Redshift cluster, S3 bucket, and Redshift IAM role 
ARN are in one account and the IAM users or the EC2 role are in a different account. In this scenario, you need to 
configure the user accounts to assume the role in the Redshift cluster account.

AssumeRole authentication methods
You can configure the AssumeRole authentication in Amazon Redshift.

Select the Redshift IAM Authentication via AssumeRole and use one of the following methods to establish an Amazon 
Redshift connection:
Assume a role using access key and secret key

To assume a role, specify the access key and secret key in the connection properties. You can attach the 
required permission and trust policies to the Redshift IAM Role ARN to assume a role.
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Assume a role using an EC2 role

To enable the EC2 role, select the Use EC2 Role to Assume Role check box in the connection properties. The 
Amazon EC2 role can assume another IAM role from the same or different AWS account without a permanent 
Redshift access key and secret key.

AssumeRole with access key and secret key
You can access the Amazon Redshift database with the access key and secret key using an IAM Role ARN. To access 
Redshift, you must configure the permission and trust policies.

After you define the policies, identify the Cluster Identifier and Database Name values from the JDBC URL in the 
connection properties. For example, if the JDBC URL is <jdbc:redshift://infa-rs-qa-cluster.czf3ijw5fo0z.us-
west-2.redshift.amazonaws.com:5439/rsqa>, infa-rs-qa-cluster is the cluster identifier and <rsqa> is the 
database name.

AssumeRole with an existing database user
To connect to Redshift using an existing database user by using an IAM user to assume a role, specify the database 
user, Redshift access key and secret key, and the Redshift IAM role in the connection properties.

For an IAM user to assume a role, attach the following AWS IAM user policies in the AWS console:

• AWS IAM user policy for the Redshift access key and secret key:
 

 

• AWS IAM role policy of the Redshift IAM role ARN for an existing database user:
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• Trust policy that defines which user can assume the Redshift role:
 

 

After you define the policies, you can specify the following attributes in the connection properties for an existing 
database user:
 

 

AssumeRole with a new database user
For a new user to connect to Redshift database using the IAM user to assume a role, you must select the Auto Create 
DBUser option in the Amazon Redshift connection section. Specify Redshift access key and secret key of the IAM user 
and Redshift IAM role in the connection properties.

Also, attach the permission policy in AWS to the Redshift IAM role.
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For an IAM user to assume a role, attach the following AWS IAM user policies in the AWS console:

• AWS IAM user policy for the Redshift access key and secret key:
 

 

• AWS IAM role policy of the Redshift IAM role ARN for a new database user:
 

 

• Trust policy that defines which user can assume the Redshift role:
 

 

After you define the policies, you can specify the following attributes in the connection properties for a new database 
user:
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You can also add the new user to a database group where the user can inherit all the permissions that are associated 
to the group. Additionally, you can set the AutoCreateDBUser to true to create new users at runtime.

AssumeRole with Cross-account access in Redshift
You can enable cross-account access for AssumeRole authentication. Attach the AWS IAM user policies for access key 
and secret key and trust policy to define which user can assume the Redshift role. Based on the use case, you can 
define the policy either for a new user or an existing user in Redshift database.

Enabling trust and permission policies for cross-account access

Let's consider a use case where the Redshift cluster, S3 bucket, and Redshift IAM Role ARN are in the same account, 
for example Account A. The IAM user whose access key and secret key you configure in the connection properties 
resides in Account B.

Enable the following policies for cross-account access:

• Trust policy of the Redshift IAM Role ARN in Account A:
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• Permission policy of the IAM user in Account B:
 

 

AssumeRole with EC2 role
You can access the Amazon Redshift database by defining an EC2 role, where the EC2 instance can assume a role. To 
access Redshift, you must enable the Use EC2 to Assume Role check box in the connection properties and configure 
the permission and trust policies.

When you define the policies, identify the Cluster Identifier and Database Name values from the JDBC URL in the 
connection properties. For example, if the JDBC URL is <jdbc:redshift://infa-rs-qa-cluster.czf3ijw5fo0z.us-
west-2.redshift.amazonaws.com:5439/rsqa>, infa-rs-qa-cluster is the cluster identifier and <rsqa> is the 
database name.

AssumeRole with an existing database user
To connect to the Amazon Redshift database for an existing database user using the EC2 role to assume a role, specify 
the user name in the Amazon Redshift connection section and select the Use EC2 Role to AssumeRole checkbox.

To assume a role using the EC2 role, attach the following policies to an EC2 role in the AWS console:

• AWS IAM EC2 policy that enables you to assume a role:
 

 

• The trust relationship of the EC2 role to assume a role:
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• Trust relationship of the Redshift role to enable the EC2 role to assume a role:
 

 

• Policy to enable a Redshift role for an existing database user:
 

 

After you define the policies, you can specify the following attributes in the connection properties for an existing 
database user:
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AssumeRole with a new database user
To connect to the Amazon Redshift database using the EC2 role to assume a role, specify the user name in the 
Amazon Redshift connection properties and select the Use EC2 Role to AssumeRole checkbox.

To assume a role using the EC2 role, you must attach the following policies to the EC2 role in the AWS console:

• AWS IAM EC2 policy that enables you to assume a role:
 

 

• The trust relationship of the EC2 role to assume a role:
 

 

• Trust relationship of the Redshift role to enable the EC2 role to assume a role:
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• You can attach the following policy in AWS to a Redshift role for a new database user:
 

 

The following image shows an example of the configured connection properties:
 

 

AssumeRole with Cross-account access in Redshift
You can enable cross-account access for AssumeRole authentication.

Enabling trust and permission policies for cross-account access

Let's consider a use case where the Redshift cluster, S3 bucket, Redshift IAM Role ARN are in the same account, for 
example Account A. The EC2 instance that assumes a role is in a different account, Account B.
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Enable the following policies for cross-account access:

• Trust policy of the Redshift IAM Role ARN in Account A, to let the EC2 in Account B to assume a role:
 

 

• Permission policy of the EC2 role in Account B that you can configure to assume a role in Account A:
 

 

AssumeRole authentication for mappings in advanced mode
To enable AssumeRole authentication for mappings in advanced mode, you need to attach the AssumeRole 
permission and trust policies to the worker node role in addition to the existing user policies.

Attach the following permission policy to the worker node in AWS:
 

 

Attach the following trust policy of the Redshift role that allows the worker role to assume it:
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