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IMNX XTKY\FWJ FSI ITHZRJSYFYNTS HTSYFNS UWTUWNJYFW”A NSKTWRFYNTS TK .SKTWRFYNHF 11( FSI FWJ UWT]!I
INXHQTXZWJ FSI FWJ FQXT UWTYJHYJI GN»" HTUAWNLMY QF\ 7J[JWXJ JSLNSJIJWNSL TK YMJ XTKY\FWJ NX UWTMNG
KTWR G” FS" RJFSX JQJHYWTSNH UMTYTHTUANSL WJIJHTWINSL TW TYMJW\NXJ \NYMTZY UWNTW HTSXJSY TK .S
NSYJWSFYNTSFQ 5FYJSYX FSI TYMJW 5FYJSYX 5JSINSL

:XJ IZUQNHFYNTS TW INXHQTXZWJ TK YMJ 8TKY\FWJ G~ YMJ : 8 ,T[JWSRJSY NX XZGOJHY YT YMJ WIXYWNHYNT
UWT[NIJI NS )+&78 F FsI F Y4&78NN  4(9 +&7 F +&7 TW +&7 :
FX FUUQNHFGQJ

I9MJI NSKTWRFYNTS NS YMNX UWTIZHY TW ITHZRIJSYFYNTSSNRSXZGWIBQ MIXHWF SMNNYMWTZXHYTYWHIHZRIBXFYNT
ZX NS \WNYNSL
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5T\JW2FWY 2JYFIFYF 2FSFLJW .SKTWRFYNHF )FYF 6ZFQNY”~ .SKTWRFYNHF )FYF *JUQTWJW .SKTWRFYNHF ' ' )F
4S )JRFSI .SKTWRFYNHF .IJSYNY" 7IJXTQZYNTS .SKTWRFYNHF &&UUQNHFYNTS .SKTWRFYNTS INKJHAHQJ 2FSFLJR
.SKTWRFYNHF 2FXYJW )FYF 2FSFLJRJSY FSI IN[J )FYF 2FU FWJ YWFIJRFWPX TW WJILNXYJIJWJI YWFIJRFWPX TK .S
YMWTZLMTZY YMJ \TWQI &QQ TYMJW HTRUFS” FSI UWTIZHY SFRJX RF"A GJ YWFIJ SFRJX TW YWFIJRFWPX TK YMJ

S5TWYNTSX TK YMNX XTKY\FWJ FSI TW ITHZRJSYFYNTS FWJ XZGOJHY YT HTUAWNLMY MJQI G» YMNWI UFWYNJX N
WIXIW[II (TUBHNE2MHMWTXAXYIRX &QQ WNLMYEAWSIXIZW NIY (T 8 MW B QY7 NLMY XWUNKIJ I HMSTVONLM Y TWU &QQ WI
WIXIW[II (TUERWSIAMY H [ &QQ WNLMYX WIXJW[JI (TUAWNLMY ,JSN[NF .SH &QQ WNLMYX WIXJWI[2JYFTUAWNLN
SYJLWFYNTS 9JHMSTQTL” .SH &QO VBNERQXX WeIXQW[NIL MY K "WADWEIQ[D | & @ Q WANNLMVYX | WEIIXTIBA [ 81 X(MTLRV NSLHVTYW U TW F
&QQ WNLMYX WIXIJWFNFEMWYWISHMEQQ WNLMY X MRIXISV[TY 8 TZWMMIN LM W N L MIY X NVHIXXTXVITBY (TWUTMEAWKTS &QQ V
WIXIW[II (TUTWINAMYF[J 8TKY\FWJ .SH &QQ WNILMYWPVIXBEWTW U TTAURPYWNILS Y& Q Q W N W KT W JSXH W& DIQ (V7 M AW M X MAYJ
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I SKTWRFYNTS 'ZNQIJWX .SH &QQ WHE MYRFAQJKIWSHI &QQ WNLMYX WIXIW[II (TUAWNLMY *INKIJHX .SH &QQ W
(TRRZSNHFYNTSX .SH &QQ WNIM®XIWISFEWWTEF@ UWLFISMYFYNTS KTW 8YFSIFWIN_FY XGOSy JHM KT MWANIDM RG W J&Q
WNLMYX WJIXJIW[UI/FXTWIWNLKYY (TWUTWFYNTS &QQ!WSYMWS AV NITBFQ I' ZXMNSIWKNKL MFYHMNSJIX (TWUTWRYNTS &QQ W
A<TWPX ,RG- &QQ WNLMYX WIXBWSYl 90HUWISTNQITMNIX &QQ WNLMYX WIXJW[JI (TUAWNLMY H :$NFSWIQY" TK 9TW
JNQQFWI &QQ WNLMYX WINHWIDI . SAUAWWLWINLMY .'2 (TWU &QQ WNHWYXZWQQIWTKIY\FWIWRGERINXMNSL .SH &QC
(TUANWNISNFXX2FWP 8TKY\FWJ 5YA 1Y1 &QQ W NILTM XX 2 J XS W [ 18 Q QT WNAMIYNKYW J X JW [UTWITU ANWNIMN &QQ WNLMYX W,
(TUMWNLIMY -FY .SH &QQ WNLMY X! VOMIJWIREW I (TK QMNIXWYIX TK YMJ 1JQFSI 8YFSKTWI /ZSNTW “SN[JWXNYA &QQ W
(TWUTWFYNTS &QQ WNLMY X% QUJIWF[8T KNMEWIN IBMYQ WNLMYMSWTZIW [FTKYTBWINERD W N L M&XUWP I X. W[ J& QT W MANVLY
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.SH &QQ WNLMYX WIXSWEDFGDUSWXYNMEX .SH &QQ WNIOWYX IWIKIWEDQ (WHALWMN XMBFGIW[FPZ FTKYWMWIMYSH &QQ |
WIXIW[JII (TUZBRNBIY .SH &QQ 7NLMYX 7JBIARNJIISTRYARMNLMYW T &QQ WNLMEX WIMIMGTIQ TINIWNEIMY&QQ WNLM
(TUMWNIBRF_TS (TWUTWFYJ 11( &QQ WNILMXXMKXITXIW [&Q Q TWNWMW Y M YF I X WV 5 B TKIVAFWNLMYZ SIFYNTS &QQ WNLMYX
(TUAMWNLBMIS HTR &QQ WNLMYX WJIXIW[&Q Q TWN MM X W JIXIW[JI

IMNX UWTIZHY NSHQZIJX XTKY\FWJ IJ[JQTUJI G YMJ &UFHMJ 8TKY\FWJ +TZSIFYNTS MYYU \\\ FUFHMJ TWL F
[JWXNTSX TK YMJ &UFHMJ INHJSXJ YMJ 1NHJISXJ >TZ RF" TGYFENS F HTU”A TK YMJXJ 1NHJSXJX FY MYYU \\\ F
FLWJJI YT NS \WNYNSL XTKY\FWJ INXYWNGZYJI ZSIJW YMJXJ INHJSXJX NX INXYWNGZYJI TS FS &8 .8 '&8.8 <.9
TW NRUQNJI 8JJ YMJ XNHBSXBIXLEFWIMMJIWSNSL UIWRNXXNTSX FSI QNRNYFYNTSX ZSIJW YMJ 1NHJSXJIX

IMNX UWTIZHY NSHQZIJX XTKY\FWJ \MNHM \FX 1J[JQTUJI G 2T_NQQF MYYU \WRT_NQQF TWL XTKY\FWJ HTU~
HTUAWNLMY GN '"WZST 1T\FLNJ FSI 5FZQT 8TFWJX FSI TYMJW XTKY\FWJ \MNHM NX QNHJSXJI ZSIJW [FWNTZX [J)
&LWJJIJRJISY \MNHM RF” GJ KTZSI FY MYYU VW LSZ TWL QNHJSXJX QLUQ MYRQ 9MJ RFYJWNFQX FWJ UWT[NIJI K
PNSI JNYMJW JJUWJIXX TW NRUQNJI NSHQZINSL GZY STY QNRN YYIS¥XIYW F NURFFWQYN\JH A © WM FUSZYWU KXDK RIWHMFES Y F

9MJ UWTIZHY NSHQZIJX &(* 92 FSI 9&4 92 XTKY\FWJ HTUAWNLMYJI G* )TZLQFX ( 8HMRNIY FSI MNX WJIJXJFWHM L
.W[NSJ FSI ;FSIJWGNQY :SIN[JWXNY"F QU WWNNMY¥K WIXIW[JII

IMNX UWTIZHY NSHQZIJX XTKY\FWJ 1J[JQTUJI G YMJ 4UJS881 5WTOJHY KTW ZXJ NS YMJ 4UJS881 9TTQPNY HTU
WIINXYWNGZYNTS TK YMNX XTKY\FWJ NX XZGOJHY YT YIWRX F[FNQFGQJ FY MYYU \\W\ TUJSXXQ TWL FSI MYYU

IOMNX UWTIZHY NSHQZIJX (ZWQ XTKY\FWJ \MNHM NX (TUWNLMY JFSNJQ 8YJSGJIWL !IFSNJQ%MF]] XJ# &cC
XTKY\FWJ FWJ XZGOJHY YT YIJWRX F[FNQFGQJ FY MYYU HZWQ MF]] XJ ITHX HTUWNLMY MYRQ 5JWRNXXNTS YT
ANYMTZY KJJ NX MIWJGA LWFSYJI UWT[NIJI YMFY YMJ FGT[J HTUWNLMY STYNHJ FSI YMNX UJWRNXXNTS STYNH.

9MJ UWTIZHY NSHQZIJX XTKY\FWU RIYFBNIKK 1Yl &QQ 7NLMYX 7IXJIW[II 5IJWRNXXNTSX FSI QNRNYFYNTSX WJL
FIFNQFGQJ FY MYYU \W ITR O TWL QNHJISXJ MYRQ

9MJ UWTIZHY NSHQZIJX XITKY\FWJ BINMUAWOTLTMYZSIFYNTS &QQ 7NLMYX 7IXJW[JI 5JWRNXXNTSX FSI QNRNYFYNTS
YIJWRX F[FNQFGQJ FY MYYU ITOTYTTQPNY TWL QNHJISXJ

IMNX UWTIZHY NSHQZIJX .(: XTKY\FWJ \MNHM NX HTUWNLMY .SYJWSFYNTSFQ "ZXNSJXX 2FHMNSJX (TWUTWFYNT
WILFWINSL YMNX XTKY\FWJ FWJ XZGOJHY YT YIWRX F[FNQFGQJ FY MYYU XTZWHJ NHZ UWTOJHY TWL WJUTX NF

IMNX UWTIZHY NSHQZIJIX IXTKY\FWIIMWT UMMMNELIMY &QQ WNLMYX WIXJIW[JI >TZW WNLMY YT ZXJ XZHM RFYJWNFQX
MYYU \WLSZ TWL XTKY\FWJ PF\F 8TKY\FWJ 1NHJSXJ MYRQ

OMNX UWTIZHY NSHQZIJX 4885 ::.) XTKV\FWJIRRIK M X XTKHWMRQQ YN U MEBENBWTOJIHY (TUMMBGNLIMY<NWJIQJXX
JJZYXHMQFSI 5JWRNXXNTSX FSI QNRNYFYNTSX WJILFWINSL YMNX XTKY\FWJ FWJ XZGOJHY YT YIWRX F[FNQFGQJ

IMNX UWTIZHY NSHQZIJX XTKY\FWJ 1J[JQTUJI G~ 'TTXY MYYU W GTTXY TWL TW ZSIIJW YMJ 'TTXY XTKY\FWJ Q
FWJ XZGOJHY YT YIWRX F[FNQFGQJ FY MYYU \W GTTXY TWL 1.(*38*D D Y]Y

IMNX UWTIZHY NSHQZIIJX XTKY\FW:BSNTIWWNLMYK (FRGWNILJ 5JWRNXXNTSX FSI QNRNYFYNTSX WJLFWINSL YMN>
MYYU \WW UHWJ TWL QNHJSXJ Y]Y

IMNX UWTIZHY NSHQZIIJX XTKYIFMW FHONUWNLFMYSIFYNTS &QQ 7NLMYX 7IXJW[JI 5JWRNXXNTSX FSI QNRNYFYNTS
FIFNQFGQJ FY MYYU \WIHQNUXJ TWL TWL ITHZRJSYX JUQ [ UMU FSI FY MYYU \WJHQNUXJ TWL TWL ITHZRJS



IMNX UWTIZHY NSHQZIJX XTKY\FWJ QNHJSXJI ZSIJW YMJ YIWRX FY MYYU \\W\ YHQ YP XTKY\FWJ YHQYP QNHJSXJ
W XYQUTWY TWL ITH QNHJSXJ MYRQ MYYU FXR T\ TWL QNHJSXJ MYRQ MYYU \W HWAUYN] TWL 1.(*38* 9=9 M
MYYUZSNY XTZWHJKTWLJ SJY ITH QNHJSXJ MYRQ MYYU OZSL XTZWHJKTWLJ SJY QNHJSXJ Y]Y MYYU \\WL_N
WJIQJFXJ QNHJISXJ MYRQ MYYU MWV QNGXXM TWL MYYU XQK O TWL QNHJSXJ MYRQ MYYU \\\ XJSYJ HM XTKY\

QNHJISXJ FLWJJRJISYX KZXJ RIXXFLJ GWTPJIW [ QNHJISXJ FLWJJRJSY MYYU FSYQW TWL QNHJSXJ MYRQ MYY
QNHJSHJ MYRQ MYYU W OLWFUM HTR OLWFUMIT\SQTFI MYRQ MYYU \W OHWFKY HTR OXHM 1.(*38* Y]Y MYYU
(TSXTWYNZR 1JLFQ HTUAWNLMY XTKY\FWJ MYYU W XQK O TWL QNHJSXJ MYRQ MYYU SFST]RQ XTZV

QNHJSXJ MYRQ MYYU KTWLJ T\ TWL UWTOJHYX OF[FXJW[NHJ MYYU \WUTXYLWJIXVQ TWL FGTZY QNHJSHJ M)
XTKY\FWJ YHQYP QNHJSXJ MYRQ MYYU 1\ OF]JS TWL KFV MYRQ MYYU \\W\ OITR TWL ITHX KFV MYRQ MYYU \\
NTIGH \NPN N4)'( INHJSXJ MYYU W PJUQJWUWTOJHY TWL RI QNHJSXJ MYRQ MYYU \W YTJIYIJW HTR JS OHFQ
NSIJ] MYRQ MYYU \W\ SJY XSRU TWL FGTZY QNHJSXJ MYRQ MYYU \\W\ TUJSRI] TWL +&6 MYYU \\W UMU SJY QN
MYYU W XHMSJINJW HTR MBQYTU*XM\MWRR@P TWL QNHJSXJ MYRQ MYYU ]JXTR OF[F SJY MYYU GJSFQRFS HTR FG
*FXJQ/8 GQTG RFXYJIJW XWH JFXJQOX INXUQF”A 'NYRFU OX MYYU \W M IFYFGFXJ HTR MYRQ QNHJSXJ MYRQ XZRR
OIGH UTXYLWJXVQ TWL QNHJSXJ MYRQ MYYU UWTYTGZK LTTLQJHTIJ HTR X[S YWZSP XWH LTTLQJ UWTYTGZK 1.
1.(*38* MYYU \JG RNY JIZ 0JWGJIJWTX PWG HZWWJISY ITH RNY0O QNHJSXJ MYRQ MYYU ONG] XTZWHJKTWLJ SJY
RFEXYJW 1.(*38* MYYUX LNYMZG HTR MONFSL OXTS]] GQTG RFXYJW 1.(*38* MYYUX HTIJ LTTLQJ HTR U Q_ M
1.(*38MYYU TSJ OFW XTZWHJKTWLJ SJY NSIJ] UMUMYFUX"I THZRIBGE XH TR I*QNHIMEXB8TKY\FWJ PWAT GQTG REXYJV
QFSL TWL QNHJSXJ MYRQ MYYUX LNYMZG HTR YNSPIJWUTU GQZJUWNSYX GQTG RFXYJW 1.(*38* Y]Y MYYU LJJ
NSYWT MYRQ MYYUX F\X FRF_TS HTR FXQ MYYUX LNYMZG HTR Y\GX GTTYXYWFU GQTG RFXYJW 1.(*38* MYY
1.(*38* Y]Y MYYUX LNYMZG HTR ITHZRJSYHQTZI ZSIJWXHTWJ HTSYWNG GQTG RFXYJW 1.(*38* FSI MYYUX LNY

IMNX UWTIZHY NSHQZIJX XTKY\FWJ QNHJISXJI KYIYW Y\WJI T&HBXNRAVAHIWIOW L1 Q NMINXIPRRFS )JJMUTURISY FSI

INXYWNGZYNTS INHJIJSXJ MYYU MW\ TUJSXTZWHJ TWL QNHJSXJX HIIQ UMU YMJ (TRRTS 5ZGQNH 1INHJSXJ MYYU
(T1J INHJSXJ &LWJJRJSY 8ZUUQJRJISYFQ INHJSXJ 9JWRX YMJ '8) INHJISXJ MYYU \WW TUIJSXTZWHJ TWL QNHJSX
TUJSXTZWHJ TWL QNHJSXJX '8) (QFZXJ YMJ 2.9 INHJSXJ MYYU W\ TUJIJSXTZWHJ TWL QNHJSXJX RNY QNHJSX!.
QNHJISXJIJX FWYNXYNH QNHJSXJ FSI YMJ .SNYNFMYXUQ MUWIWEXCHNAGIGN R TMHJISX N SINWNFTS 1J[JQTUJIW X UZGQN

I9MNX UWTIZHY NSHQZIJX IXTKY\FWUT H KB 2SWINKL M Y =8YWJFR (TRRNYYJWX &QQ WNLMYX WIXIW[JI 5IJWRNXXNT
XTKY\FWJ FWJ XZGOJHY YT YIWRX F[FNQFGQJ FY MYYU ]JXYWJFR HTIIJMFZX TWL QNHJSXJ MYRQ 9MNX UWTIZHY
+TW KZWYMIW NSKTWRFYNTS UQJFXJ [NXNY MYYU \\W J]JYWJIRJ NSINFSF JIZ

IMNX UWTIZHY NSHQZIJX XTKY\FWJIHOQ®SN L2HWPHEX 2THQEFISP &QQ WNLMYX WIXIW[IlI 5JWRNXXNTSX FSI QNRNY
YT YIWRX TK YMJ 2.9 QNHJISXJ
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9-* )&9&).7%(9 )7.;*78 &7* 574;.)*) &8 .8 <.9-4:9 <&77&39> 4+ &3> 0.3) *.9-*7 *=57*88*) 47 .251.*) .3(1:).3, ':
9-% 251.%) <&77&39.*8 4+ 2*7(-&39&'.1.9> +.93*88 +47 & 5&79.(:1&7 5:7548* &3) 343 .3+7.3,%2%39

.3 34 *;*39 <.11 )&9&).7*(9 47 .98 9-.7) 5&79> 8:551.%78 '* 1.&"'1* 94 9-* *3) :8*7 (:8942*7 +47 &3> ).7*(9 .3).7*
85*%(.&1 (438%6:*39.&1 47 49-*7 )&2&,*8 &7.8.3, 4:9 4+ 9-* :8% 4+ 9-* 4)'( )7.;*78 <-*9-*7 47 349 .3+472*) 4+ 9-*
4+ )&2&,*8 .3 &);&3(* 9-*8* 1.2.9&9.438 &551> 94 &11 (&:8*8 4+ &(9.43 .3(1:).3, <.9-4:9 1.2.9&9.43 '7*&(- 4+
4+ <&77&39> 3*,1.,*3(* 897.(9 1.&'.1.9> 2.87*57+8%*39&9.43 &3) 49-*7 94798

5ZGQNHFYNTS )FYJ


https://www.informatica.com/legal/patents.html

OFGQJ TK (TSYJSYX

SWIKFHJ
.SKTWRFYNHF 7JXTZWHJX
.SKTWRFYNHF 3JY\TWP
.SKTWRFYNHF 0ST\QJILJ "FXJ
.SKTWRFYNHF )THZRJSYFYNTS
.SKTWRFYNHF 5WTIZHY &[FNQFGNQNY”" 2FYWN]JIX
.SKTWRFYNHF ;JQTHNY"?
.SKTWRFYNHF 2FWPJYUQFHJ
.SKTWRFYNHF ,QTGFQ (ZXYTRJW 8ZUUTWY

(MFUYJW SYWTIZHYNTS YT )*SFRNH )FYF 2FXPNSL
)ASFRNH )FYF 2FXPNSL 4[JW[NJ\
)ASFRNH )FYF 2FXPNSL &WHMNYJHYZWJ

)ASFRNH )FYF 2FXPNSL (TRUTSJSYX
JASFRNH )FYF 2FXPNSL 5WTHJXX
2FSFLJRJSY (TSXTQJ

3F[NLFYNTS

2JszZ

2FSFLJRJISY (TSXTQJ 9WJJ

ITLLNSL .S YT YMJ 2FSFLJRJISY (TSXTQJ
)TRENS 2FSFLJRJSY

8JHZWNY” 7ZQJ 8JY

(MFUYJW 7ZQJX
7ZQJIX 4[JW[NJ\
72QJ (TRUTSJSYX
7ZQJ 9WJIJIX
7ZQJ 9WJJ (TRUTSJISYX
7ZQJ 9WJJ *KKNHNJSHA?
8JHZWNYA 7ZQJ 8JYX
(WIJFYNSL F 8JHZWNY" 7ZQJ 8JY
7ZQJ +TQIIWX
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*SFGQNSL FSI )NXFGQNSL F 72QJ
JJQIJYNSL F 7ZQJ TW 7ZQJ +TQIJW
7ZQJ *JUTWY FSI .RUTWY
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S5WTHIXXNSL &HYNTSX
(WIFYNSL F (TSSJHYNTS 72Q1J
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+TQIJW &HYNTS
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8JHZWNY™ 7ZQJ 8JY *JUTWY
8IJHZWNY” 7Z2QJ 8JY .RUTWY

(MFUYJW 8IJHZWNY”?N 7Z2QJ 8JY 8NRZQFYTW
8JHZWNY" 7ZQJ 8JY 8NRZQFYTW 4[JW[NJ\

7ZSSNSL YMJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW

<TWPNSL \NYM YMJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW
8JHZWNY” 7ZQJ 8JY 8NRZQFYTW 5FWFRJYJWX

8NRZQFYNSL F 72QJ

8JHZWNY" 7ZQJ 8JY 8NRZQFYTW *]FRUQJ

(MFUYJW 2FXPNSL +ZSHYNTSX
2FXPNSL +ZSHYNTSX 4[JW[NJ\
2FXPNSL +ZSHYNTS *]FRUQJX
(TQZRS FSI &QNFX 7JLZQFW *JUWJXXNTS 8"RGTQX
(TQZRS &QNFX A FQNFX
(TQZRS &QNFX A HTQ
BHWFRGQNSL +ZSHYNTSX
7J[JWXJ 2FXPNSL +ZSHYNTS
(TQZRS 1J[JQ 2FXPNSL

&UUJSIN] & ,QTXXFWA"

.S1J]

9FGQJ TK (TSYJSYX



SWJIKFHJ

IMISKTWRFYNHF )*"SFRNH )FYF 2FXRWSIGIXIMWT\ZWTINRUQJRJISY )*SFRNH )FYF 2
UWTYJHY XJIJSXNYN[J NSKTWRFYNTS NS F UWTIZHYNTS JS[NWTSRJSY O9MNX LZN
ATZW TUIJWFYNSL XAXYJRX FSI WIQFYNTSFQ IFYFGFXJ XAXYJRX \MNHM NSHQZ
RFNSKWFRJ XAXYJRX NS ~TZW JS[NWTSRJSY

SKTWRFYNHF 7IXTZWHJX

SKTWRFYNHF 3JY\TWP

.SKTWRFYNHF 3JY\TWP MTXYX .SKTWRFYNHF ,QTGFQ (ZXYTRJW 8ZUUTWY YMJ
UWTIZHY WIXTZWHIX 9T FHHJXX .SMIXV FSFY NHSKIRFWMAEN/ER [NXNY

&X F RIRGJIJW A~ATZ HFS

¥ &HHJIXX FQQ TK "TZW .SKTWRFYNHF WJIJXTZWHJX NS TSJ UQFHJ

+ 8JFWHM YMJ O0ST\QJILJ 'FXJ KTW UWTIZHY WIXTZWHJIX NSHQZINSL ITHZRJSY
t NIV UWTIZHY FIFNQFGNQNY” NSKTWRFYNTS

$ 7I[NINATZW XZUUTWY HFEXJIX

t +NSI "TZW QTHFQ .SKTWRFYNHF :XJW ,WTZU 3JY\TWP FSI HTQQFGTWFYJ \NY
&X F RIRGIJW A~ATZ HFS

t &HHJIXX FQQ TK "TZW .SKTWRFYNHF WIJXTZWHJX NS TSJ UQFHJ

+ 8JFWHM YMJ O0ST\QJILJ '"FXJ KTW UWTIZHY WIXTZWHJIX NSHQZINSL ITHZRJSY
t NIV UWTIZHY F[FNQFGNQNY” NSKTWRFYNTS

+ +NSI "TZW QTHFQ .SKTWRFYNHF :XJW ,WTZU 3JY\TWP FSI HTQQFGTWFYJ \NY

.SKTWRFYNHF 0OST\QJILJ '"FXJ

:XJ YMJ .SKTWRFYNHF O0ST\QJILJ '"FXJ YT XJFWHM .SKTWRFYNHF 3JY\TWP KTW |
ITHZRIJSYFYNTS MT\ YT FWYNHQJX GJXY UWFHYNHJIX FSI 5&2X

9T FHHJIXX YMJ 0ST\QJIMIUXFRGSKIMREWHFHTR K "TZ MF[J VZIXYNTSX HTRRJSYX T
FGTZY YMJ 0OST\QJILJ 'FXJ HTSYFHY YMJ .SKTWRFYNHF O0ST\QJILJ '"FXJ YJFR F°
0' DrIJI GFHP%ISKIWR FY#HFE HTR
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SKTWRFYNHF )THZRJSYFYNTS

9T LJY YMJ QFYJXY ITHZRJIJSYFYNTS KTW ATZW UWTIZHY GWT\XJ YMJ .SKTWRF®
MYUX PG NKIWR FY#F HTR DBATZYK 5WI ZHY THZR JSYYW'S 5FLJ 5WI ZHY THZR JSW8IFWMFXU]

K ATZ MF[J VZIXYNTSX HTRRJSYX TW NIJFX FGTZY YMNX ITHZRJSYFYNTS HT
YJFR YMWT Z L MEFR FHIR)J SN SY% KTV FYRF HTR

.SKTWRFYNHF 5WTIZHY &[FNQFGNQNY”"* 2FYWN].

SWTIZHY &[FNQFGNQNY”™ 2FYWN]JIJX 5&2X NSINHFYJ YMJ [JWXNTSX TK TUJWFY|
TK IFYF XTZWHJX FSI YEWLJYX YMFY F UWTIZHY WJQJFXJ XZUUTWYX .K ~TZ F\
HFS FHHJXX 5&2X FY

MHUX  SIX TW NKIVR FY#HF HTR HTR R ZSY* IKTVR FY#HE SIX TW UWI ZHYF[ FBGOY R FYNHD X

SKTWRFYNHF ;JQTHNY®"

.SKTWRFYNHF ;JQTHNY”A NX F HTQQJHYNTS TK YNUX FSI GIJXY UWFHYNHJIX 1J[J
8JW[NHJIX )J[JQTUJI KWTR YMJ WIFQ \TWQI JJUJWNJISHJ TK MZSIWJIX TK IFYF
;JOQTHNY A WIUWIXJISYX YMI HTQQJIHYN[J PSTV\QJILI TK TZW HTSXZQYFSYX \MT
FWTZSI YMJ \TWQI YT UQFS 1J[JQTU 1JUQT” FSI RENSYFNS XZHHJXXKZQ IFYF

K ATZ FWJ FS .SKTWRFYNHF 3JY\TWP RIRGIW "TZ HFS FHHJIXX .SKTWRFYNHF
MYUX [ JQHY' SKTVR FY#E HTR

K ATZ ME[J VZIXYNTSX HTRRJSYX TW NIJFX FGTZY .SKTWRFYNHF ;JQTHNY" |
8 JW [N H JX%FBKT VR FY¥F HTR

SKTWRFYNHF 2FWPJYUQFHJ

9MJ .SKTWRFYNHF 2FWPJYUQFHJ NX F KTWZR \MJWJ "TZ HFS KNSI XTQZYNTSX
.SKTWRFYNHF NRUQJRJSYFYNTSX '" QJ[JWFLNSL FS» TK YMJ MZSIWJIX TK XTQ
FSI UFWYSJWX ~TZ HFS NRUWT[J A"TZW UWTIZHYN[NY” FSI XUJJI ZU YNRJ YT N
HFS FHHJIXX .SKTWRFY N HWWUXF R/FM YU FEKTIR FWHE HTR

.SKTWRFYNHF ,QTGFQ (ZXYTRJW 8ZUUTWY

>TZ HFS HTSYFHY F ,QTGFQ 8ZUUTWY (JSYJW G” YJQJUMTSJ TW YMWTZLM 4SQ

9T KNSI "TZW QTHFQ .SKTWRFYNHF ,QTGFQ (ZXYTRJW 8ZUUTWY YJQJUMTSJ SZ
YMJ KTQQT\NSL QNSP
MAU \ \ \ ISKTVR FYRF HTR ZX XIWNDX FSI WRISISL XZUUTWXIWNIX LIGFQ@UUTWHISYIWX

K A"TZ FWJ FS .SKTWRFYNHF 3JY\TWP RIJRGJIJW MNT ZSHFTSY BR\R BYSFOHIRS ] 8 ZUUTWY |

5WJKFHJ
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(du\Xaz

SYWTIZHYNTS YT )*"SFR
2FXPNSL

OMNX HMFUYJW NSHQZIJX YMJ KTQQT\NSL YTUNHX
+ ) ASFR M) FYF 2 FXPL 4] JWN\

+ ) ASFR M) FYF 2 FXPSL &WVNIHZWY

+ ) ASFR M) FYF 2 FXPL 5 WHIXX

+ 2 FSFLIRJSY( TSXTQ

+ ) TRFM2 FSFLIRJSY

JASFRNH )FYF 2FXPNSL 4[JW[NJ\

J*SFRNH )FYF 2FXPNSL NX F IFYF XJHZWNY” UWTIZHY YMFY TUJWFYJX GJY\JJS
UWJ[JSY ZSFZYMTWN_JI FHHJIXX YT XJSXNYN[J NSKTWRFYNTS )A"SFRNH )FYF 2|
IFYFGFXJ FSI FUUQNJX IFYF RFXPNSL WZQJX YT YMJ WJVZJIXY YT RFXP YMJ IF®
FUUQNHFYNTS

>TZ HFS ZXJ )*SFRNH )FYF 2FXPNSL YT RFXP TW UWJ[JSY FHHJIXX YT XJSXNYN|
STS UWTIZHYNTS IFYFGFXJX >TZ XJY ZU YMJ WZQJX YT XUJHNK” YMJ IFYFGFX
RFXPNSL FHYNTSX YT FUUQ” )"SFRNH )FYF 2FXPNSL RTSNYTWX NSHTRNSL IFY
J*SFRNH )FYF 2FXPNSL FUUQNJX YMJ IFYF RFXPNSL WZQJX YT YMJ IFYFGFXJ W
IFYFGFXJ 9MJ IFYFGFXJ UWTHJXXJX YMJ RTINKNJI WJVZJXY FX STWRFQ FSI W
JFEYF 2FXPNSL )ASFRNH )FYF 2FXPNSL YMJS XJSIX YMJ WJIXZQYX YT YMJ FUUQI

>TZ HFS ZXJ )"SFRNH )FYF 2FXPNSL YT RFXP IFYF KTW XUJHNKNH YMNUJX TK IF®
FHHIXX YT IFYF KWTR HIWYFNS LWTZUX \NYMNS FS TWLFSN_FYNTS +TW J]FRL
RFXPNSL KZSHYNTS YT HWJINY HFWI SZRGJIJWX \MJS YMJ IFYFGFXJ WJVZJXY HT
<MJS YMJ IFYFGFXJ XJSIX YMJ IFYF GFHP YT YMJ FUUQNHFYNTS YMJ XZUUTW\
SZRGIWX NSXYJFI TK YMJ WIJFQ HWJINY HFWI SZRGJIJWX



J*SFRNH )FYF 2FXPNSL &EWHMNYJHY Z\

J*SFRNH )FYF 2FXPNSL FHYX FX F XJHZWNY”" QFAJW GJY\JJS YMJ FUUQNHFYNT.
IFYF XYTWJI NS YMJ IFYFGFXJ 9MJ )"SFRNH )FYF 2FXPNSL 8JW[JW NSYJWHJUY
FSI ZXJX F XJY TK HTSSJHYNTS FSI XJHZWNY” WZQJX YT IJYIJWRNSJ MT\ YT UW

I9IMJI KTQQTA\NSL KNLZWJ XMT\X YMJ FWHMNYJHYZWJ TK )*SFRNH )FYF 2FXPNSL
8IJW[IW WIQFYJIX YT YMJ FUUQNHFYNTS FSI YMJ IFYFGFXJ

Application

¥

Listening Port

Dynamic Data

Dynamic Data Masking Masking Server

Service

Management Tools

Connection Rules

Rule Engine

Server Control

Maragement Console Security Rules

SR R R S S S S i i S R S R S

Database

9MJ )*SFRNH )FYF 2FXPNSL 8JW[JW QNXYJSX TS YMJ UTWY \MJWJ YMJ FUUQNH
YMJ FUUQNHFYNTS XJSIX F WJVZJIXY YT YMJ IFYFGFXJ YMJ )*SFRNH )FYF 2FXF
GIJKTWJ NY LTIX YT YMJ IFYFGFXJ 9MJ 7ZQJ *SLNSJ ZXJX YMJ HTSSJHYNTS WZ
FHYNTS YT UJWKTWR TS YMJ NSHTRNSL WJVZJXY 9MJ )*SFRNH )FYF 2FXPNSL
YMJ IFYFGFXJ 9MJ IFYFGFXJ UWTHJXXJX YMJ WJVZJXY FSI XJSIX YMJ WJIXZQY.

J*SFRNH )FYF 2FXPNSL UWT[NIJX RFSFLJRJISY YTTQX YMFY ~TZ HFS ZXJ YT REF¢
8JW[JW FSI XJY ZU HTSSJHYNTS FSI XJHZWNY”® WZQJX <NYM YMJ 8JW[JW (TSY
YMJ )*SFRNH )FYF 2FXPNSL 8JW[JW 4S YMJ 2FSFLJRJSY (TSXTQJ ~TZ HFS HTS
JEYF 2FXPNSL XJW[NHJX FSI HWJFYJ FSI RFSFLJ HTSSJHYNTS FSI XJHZWNY”"* W

J*SFRNH )FYF 2FXPNSL (TRUTSJSYX

J*SFRNH )FYF 2FXPNSL NSHQZIJX XJW[JW HTRUTSJSYX YT NSYJWHJUY FSI UWT
HTRUTSJSY YT RFSFLJ YMJ XIJW[JW

J*SFRNH )FYF 2FXPNSL MFX YMJ KTQQTI\NSL HTRUTSJSYX

(MFUYJW .SYWTIZHYNTS YT )"SFRNH )FYF 2FXPNSL



J*SFRNH )FYF 2FXPNSL 8JW[JW

9MJ )"SFRNH )FYF 2FXPNSL 8JW[JW UWT[NIIJX XIJIW[NHJX FSI WIXTZWHJX YT
UIWKTWR IFYF RFEXPNSL YFXPX

9MJ )"SFRNH )FYF 2FXPNSL 8JW[JW NSHQZIJX YMJ KTQQT\NSL HTRUTSJSYX
t )JASFRNH )FYF 2FXPNSL XJW[NHJX
+ 7ZQJ *SLNSJ

J*SFRNH )FYF 2FXPNSL 8JW[NHJ

9MJ )"SFRNH )FYF 2FXPNSL XJW[NHJ QNXYJSX TS YMJ QNXYJSJW UTWY YT R
WJIVZIXYX

>TZ HFS WZS YMJ KTQQT\A\NSL )*"SFRNH )FYF 2FXPNSL XJW[NHJX

t ))2 KTW )’ INXYJISX KTW FSI WTZYJX IFYFGFXJ WJVZJIXYX KTW FS .'2 )" |
¥ ))2 KTW )FYF ;FZQY 1INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJXYX KTW )
t ))2 KTW -N[J 1INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJIXYX KTW F -N[J IF

¥ ))2 KTW .SKTWRN] INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJXYX NS .SKT
IFYFGFXJX

t ))2 KTW .SKTWRN] )7)& INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJXYX N
JEYFGFXJ &WHMNYJHYZWJ UWTYTHTQ YT .SKTWRN] IFYFGFXJX

¥ ))2 KTW /)'( INXYJISX KTW IFYFGFXJ WJVZJIXYX KTW F IFYFGFXJ YMFY ZXJ
$ ))2 KTW 4)'( INXYJIJSX KTW IFYFGFXJ WJIJVZJIXYX KTW F IFYFGFXJ YMFY ZX.{
¥ ))2 KTW 4WFHQJ 1INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJIXYX KTW FS 4

$ ))2 KTW 2NHWTXTKY 861 8JW[JW 1INXYJSX KTW FSI WTZYJX IFYFGFXJ WJV
IFYFGFXJ

$ ))2 KTW 82GFXJ 1INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJXYX KTW F 87C
$ ))2 KTW 9IJWFIFYF 1INXYJSX KTW FSI WTZYJX IFYFGFXJ WJVZJIXYX KTW F ¢
7Z2QJ *SLNSJ

9MJ 7ZQJ *SLNSJ J[FQZFYJX NSHTRNSL IFYFGFXJ WJVZJIXYX FSI FUUQNJX H-
[JYIWRNSJ MTV YT WTZYJ WIVZIXYX FSI RFEXP IFYF 9MJ 7ZQJ *SLNSJ HFS R’
GFXJI TS YMJ WZQJX IJKNSJI NS YMJ )*SFRNH )FYF 2FXPNSL 8JW[JW

9MJ 7ZQJ *SLNSJ FUUQNJIX YMJ KTQQTINSL YMUJIX TK WZQJIX

t (TSSIJHYNTS WZQJ )JKNSJIX YMJ HTSINYNTSX FSI FHYNTSX YMFY YMJ 7ZQ.
WTZYJ F IFYFGFXJ HTSSJHYNTS WJVZJXY WJIJHJIN[JI KWTR FS FUUQNHFYNT

+ 8IJHZWNY”® WZQJ (TSYFNSX YMJ HTSINYNTSX FSI FHYNTSX YMFY IJKNSJ \M
WJIVZIXY FSI MT\ YT FUUQ”" 861 WI\WNYJX YMFY RFSNUZQFYJ YMJ WJYZWS

8IJW[IJW (TSYWTQ

8IJW[IJW (TSYWTQ NX F HTRRFSI QNSJ UWTLWFR YMFY ~TZ ZXJ YT HTSKNLZW
2FXPNSL 8JW[JW :XJ 8IJW[IJW (TSYWTQ YT XYFWY TW XYTU YMJ )*"SFRNH )FY
HMFSLJ YMJ UTWY SZRGJW TW UFXX\TWI KTW YMJ )*SFRNH )FYF 2FXPNSL 8

2FSFLJRJSY (TSXTQJ

9MJ 2FSFLJRJISY (TSXTQJ NX F HQNJSY FUUQNHFYNTS YMFY ~"TZ ZXJ YT RFS
8IJW[IJW >TZ HFS ZXJ YMJ 2FSFLJRJSY (TSXTQJ YT HWJFYJ FSI RFSFLJ WZQ.
HTSSIJHYNTSX YT IFYFGFXJX

JASFRNH )FYF 2FXPNSL &WHMNYJH"



J*SFRNH )FYF 2FXPNSL 5WTHJXX

J*SFRNH )FYF 2FXPNSL FHYX FX F UWT]" XJW[JW KTW YMJ IFYFGFXJ

9MJ FUUQNHFYNTS XJSIX F WJIVZJIXY YT YMJ IFYFGFXJ &X F UWT]”» XJW[JW YM
NSYIJWHJUYX YMJ WJIVZJIXY FSI YMJ 7ZQJ *SLNSJ J[FQZFYJX YMJ WJVZJIXY GJIKT

JASFRNH )FYF 2FXPNSL ZXJX YMJ KTQQT\NSL UWTHJXX YT FUUQ”" IFYF RFXPNSI

9MJ )"SFRNH )FYF 2FXPNSL XJW[NHJ QNXYJSX TS YMJ QNXYJSJW UTWY KTW
<MJS YMJ FUUQNHFYNTS XJSIX F IFYFGFXJ HTSSJHYNTS WJVZJXY YMJ )ASF
YMJ WIVZIXY NSXYJFI TK YMJ IFYFGFXJ

I9MJI 7ZQJ *SLNSJ ZXIX F HTSSIJHYNTS WZQJ YT IJYIJWRNSJ MT\ YT UWTHJIXX
9MJ HTSSIJHYNTS WZQJ IJKNSJX YMJ HWNYJWNF YT NIJSYNK” FSI WTZYJ YM.
WIVZIXY RFYHMJX YMJ HWNYJWNF YMJ 7ZQJ *SLNSJ IJYIJWRNSJX YMJ FHYN
HTSSIJHYNTS WZQJ FHYNTS HFS NSHQZIJ WTZYNSL YMJ HTSSJHYNTS YT F XU
FUUQANSL F XJHZWNY”™ WZQJ XJY 9MJ HTSSJHYNTS WZQJ HFS GQTHP YMJ H
INWIJHY FHYNTS YMJ HTSSJHYNTS WZQJ HFS WJYZWS F WIJINWJHY WJVZJXY
MTXY FSI UTWY FSI YMJ FUUQNHFYNTS HFS HTSSJHY INWJHYQ”" YT YMJ IFYF

+TW J]JFRUQJ ~TZ HFS IJKNSJ FS .SKTWRFYNHF *91 UWTHJXX TW GFYHM NS
GAUFXXJIX )"SFRNH )FYF 2FXPNSL FSI WJIZHJX T[JWMJFI TS NSYJWSFQ UWTI

K YMJ HTSSIJHYNTS WZQJ XUJHNKNJX YMJ :XJ 7ZQJ 8JY UWTHJIXXNSL FHYNT
HQNJSY YT YMJ IFYFGFXJ FSI FUUQNJX YMJ XJHZWNY" WZQJX YT YMJ 861 W
UJWKTWR TS YMJ WJVZIXY

IMI XIJHZWNY”® WZQJX HFS FUUQ” FS FHYNTS XZHM FX GQTHPNSL YMJ 861 W
ITNSL STYMNSL TW FZINYNSL YMJ WJVZJXY

IMI IFYFGFXJ UWTHJIXXJX YMJ WJVZIXY FSI WIJIYZWSX YMJ WIXZQYX YT YMJ
2FXPNSL HMFSLJX YMJ 861 WJVZJXY YMJ WIXZQYX YMJ IFYFGFXJ XJSIX GFI
INKKIJWJSY KWTR YMJ WIXZQYX TK YMJ TWNLNSFQ IFYFGFXJ WJVZJXY

JASFRNH )EYF 2FXPNSL *]JFRUQJ

& WIUTWYNSL YTTQ XJSIX F WIVZJIXY YT YMJ IFYFGFXJ KTW JRUQTAJJ XFQFWN
YMFY YMJ 7ZQJ *SLNSJ FUUQ”A F WZQJ XJY HFQQJI XFQFWADWZQJX YT FQQ NSH

IMI XFQFWADWZQJX WZQJ XJY FUUQNJIX F RFXPNSL KZSHYNTS YT FQQ WJVZJX
XJY WIXYWNHYX FHHJIXX YT RFSFLJRJISY XFQFWNJX FSI RFXPX YMJ KNWXY Y M\

9MJ )"SFRNH )FYF 2FXPNSL XJW[NHJ NSYJWHJUYX YMJ NSHTRNSL 861 WJVZJXY
WIKIJWISHJIX YMJ XFQFW”A YFGQJX WIVWNYJIX NY \ANYM YMJ REXPNSL KZSHYNTES
IFYFGFXJ 9MJ IFYFGFXJ WJIHJIN[JIJX YMJ WJIVZJIXY FSI XJSIX RFEXPJI IFYF GFHP °
JASFRNH )FYF 2FXPNSL XJW[NHJ

2FSFLJRJISY (TSXTQJ

9MJ 2FSFLJRJISY (TSXTQJ NX YMJ HQNJSY HTRUTSJSY TK YMJ )"SFRNH )FYF 2F.

>TZ HFS NSXYFQQ YMJ 2FSFLJRJSY (TSXTQJ TS F WJRTYJ RFHMNSJ TW YMJ QT
JFEYF 2FXPNSL XJW[NHJ :XJ YMJ 2FSFLJRJSY (TSXTQJ YT RFSFLJ FSI HTSKNLZV
2FXPNSL XJW[NHJX I1JKNSJ HTSSJHYNTS WZQJX KTW )A"SFRNH )FYF 2FXPNSL X
HTSKNLZWJ YFWLJY IFYFGFXJX

(MFUYJW .SYWTIZHYNTS YT )"SFRNH )FYF 2FXPNSL



SFI[NLFYNTS

9MJ 2FSFLJRJISY (TSXTQJ NX F ZXJW NSYIJWKFHJ YMFY ~TZ ZXJ YT HWJFYJ FSI
ITRENSX IFYFGFXJX XJW[NHJX FSI WZQJ XJYX

9IMJI QJIJKY XNIJ TK YMJ 2FSFLJRJSY (TSXTQJ HTSYFNSX F MNJWFWHMNHFQ YWJ.
J*SFRNH )FYF 2FXPNSL 9MJ YWJJ HTSYFNSX ITRENS I[IFYFGFXJ XJW[JW XJW]I
RJSZ FSI YTTQGFW FGT[J YMJ YWJJ YT FIl JINY WJRT[J HZY HTU”A UFXYJ FS
IWFL FSI IWTU STIJX YT HMFSLJ YMJ UQFHJRJSY TK YMJ STIJ \ANYMNS YMJ YWJ

9MJ WNLMY XNIJ TK YMJ 2FSFLJRJSY (TSXTQJ HTSYFNSX F [NJ\ UFSJ \NYM UFW
YMJ YWJJ

2JSZ

9MJ 2FSFLJRJISY (TSXTQJ RIJSZ HTSYFNSX TUYNTSX YMFY ~ATZ ZXJ YT JINY YMJ
(TSXTQJI YWJIJ 9MJI YTTQGFW HTSYFNSX XMTWYHZYX YT TUYNTSX NS YMJ RJSZ
YMJ YMUJ TK STIJ "TZ XJQJHY NS YMJ YWJJ .YIJRX YMFY FWJ STY F[FNQFGQJ K
TZY

9MJ 2FSFLJRJISY (TSXTQJ YWJJ RISZ HTSYFNSX YMJ KTQQT\NSL TUYNTSX

2JSZ .YJR &HYNTS

1ITLNS SMT\X YMJ XIW[IJW MTXY UTWY FSI ZXJWSFRJ KTW YMJ QFXY QT

*INY *INYX YMJ )ASFRNH )FYF 2FXPNSL XJXXNTS

&Il )TRFNS| (WJFYJX F ITRFNS NS YMJ 2FSFLJRJSY (TSXTQJ YWJJ &Il )TRENS
NX XJQJIJHYJI

&Il )FYFGFXJ)JKNSJIX YMJ HTSSJHYNTS UWTUJWYNJX KTW FS FIINYNTSFQ IFYF
&Il )FEYFGFXJ NX FI[FNQFGQJ \MJS F ITRFNS STIJ NX XJQJHYJI

&I1))2 8JW[NHIX F )ASFRNH )FYF 2FXPNSL XJW[NHJ YT YMJ 2FSFLJRJSY (TSXT
FIFNQFGQJ \MJS YMJ XJW[JW STIJ NX XJQJHYJI

&Il 72QJ 8JY&IIX F XJHZWNYN WZQJ XJY YT YMJ 2FSFLJRJSY (TSXTQJ YWJJ &l
ITRENS STIJ NX XJQJHYJI

*INY 4UJSX F \NSIT\ YT JINY ITRFNS FSI WZQJ XJY SFRJX [IJKNSJ XJW]
HTSSIJHYNTS NSKTWRFYNTS KTW IFYFGFXJX FSI YMJ )*SFRNH )FY

S8IJHZWNY" TZ2QISBXYY XIHZWNYN WZQJ XJY 8IJHZWNY™ 7ZQJ 8JY NX F[FNQFGQJ

(TSSIHYNTS4MZXBIXF HTSSIHYNTS WZQJ XJY (TSSIJHYNTS 7ZQJX NX|F[FNQFGQ
XIW[NHJI NX XJQJIJHYJI

&ZYMTWN_FYMNTSX F ANSIT\ YT XJY FSI JINY UJWRNXXNTSX KTW YMJ XJQJHYJI
\MJS F IFYFGFXJ ITRFNS TW XJHZWNY”® WZQJ XJY STIJ NX XJQJH

(zy (TUNJX FSI 1JQJYJIX YMJ XJQJIHYJI 2FSFLJRJSY (TSXTQJ YWJJ STI.
ITRFNS FSI XJHZWNY”N WZQJ XJY STIJX >TZ HFSSTY HZY XJW[NH.

(Tu~n (TUNJX YMJ XJQJHYJI 2FSFLJRJISY (TSXTQJ YWJJ STIJ >TZ HFS H’
XIHZWNYAN WZQJ XJY STIIJX >TZ HFSSTY HTUN XIJW[NHJ|STIJX XJV

2FSFLJRJSY (TSXTQJ



2JSZ .YJR &HYNTS

5FXYJ 5FXYJX YMJ HZY TW HTUNJI 2FSFLJRJSY (TSXTQJ YWJJ|STIJ >TZ
7IJRTI[J 7TIRT[IJX F STIJ KWTR YMJ 2FSFLJRJSY (TSXTQJ YWJJ
3TY3TZ HFSSTY WJRT[J YMJ )*"SFRNH )FYF 2FXPNSL 8JW[JW TW YM
ITRENS

B8YFWY 8IJW[BNFWYX F )?SFRNH )FYF 2FXPNSL XJW[NHJ 9MJ 8YFWY [8JW[NHJ T
JEYF 2FEXPNSL XJW[NHJ NX XJQJHYJI

8YTU 8IJW[NHXYTUX F )*SFRNH )FYF 2FXPNSL XJW[NHJ 9MJ 8YTU 8JW[NHJ TUYI
JEYF 2FXPNSL XJW[NHJ NX XJQJHYJI

&I ITLLIW| &IIX F HZXYTR QTLLJW YT YMJ 2FSFLJRJSY (TSXTQJ YWJJ &Il 1TL
ITLLIWX STIJ NX XJQJHYJI

&Il &UUJISIJWIIX FS FUUJSIIJW YT YMJ 2FSFLJRJSY (TSXTQJ YWJJ &Il &UUJSIJ
STIJ NX XJQJHYJI

2FSFLJ INHJIBQQX\X A"TZ YT XJQJHY F SJ\ QNHJISXJ KNQJ :XJ YMJ 2ESFLJ 1NHJ
2FEXPNSL QNHJSXJ KNQJ MFX JJUNWJI 9MJ 2FSFLJ 1INHJSXJX TUYL!
JEYF 2FXPNSL 8JW[JW STIJ NX XJQJHYJI

8TWY G” 3RREAITWYX HMNQI STIJX FSI SIXYJI HMNQI STIJX NS FQUMFGJYNHFQ 1
B3FRJ NX FIFNQFGQJ \MJS F STIJ ANYM HMNQI STIJX NX XJQJHYJI

8TWY G/ 4\S8WWYX HMNQI STIJX FSI SIXYJI HMNQI STIJX NS FQUMFGJYNHFQ 1
HWJFYJI YMJ STIJX 8TWY G” 4\SJW NX F[FNQFGQJ \MJS F STIJ \N

8TWY G/ 9NUITWYX HMNQI STIIX FSI SIXYJI HMNQI STIJX NS FQUMFGJYNHFQ 1
NX FIFNQFGQJ \MJS F STIJ \NYM HMNQI STIIJX NX XJQJHYJI

2FSFLIJRJSY (TSXTQJ 9WJJ

9MJ 2FSFLJRJISY (TSXTQJ YWJJ NX F SFI[NLFYNTS YWJJ TWLFSN_JI G* STIJX <N
STY HTSSJHYJI YT F )*SFRNH )FYF 2FXPNSL 8JW[JW NY XMT\X F IJKFZQY ITRFI
JJHJUY 1TLNS *]NY FSI &GTZY &KYJIJW XZHHJIXXKZQ QTLNS YT F )*SFRNH )FYF
(TSXTQJI XMT\X F YWJJ \NYM YMJ )*SFRNH )FYF 2FXPNSL 8JW[JW STIJ YMFY NY

9MJ 2FSFLJRJISY (TSXTQJ YWJJ HFS HTSYFENS ITRFNS IFYFGFXJ XJIJW[IJW XJIW]
STIIJX 9WJJ STIJX FWJ FWWFSLJI MNJWFWHMNHFQQ*”

4S YMJ 2FSFLJRJSY (TSXTQJ YMJ WIQFYNTSXMNU GJY\JJS YMJ )*SFRNH )FYF
GFXJI TS YMJ ITRENS TWLFSN_FYNTS 9MJ )*SFRNH )FYF 2FXPNSL 8IJW[JW \NQC
YMJ XFRJ ITRENS TW F XZG ITRENS TK YMJ )*SFRNH )FYF 2FXPNSL 8JW[JW 9M.
\NQQ STY HTSSJHY YT FS” IFYFGFXJ YMFY NX TZYXNIJ YMJ ITRFENS YMFY HTSY!

ITLLNSL .S YT YMJ 2FSFLJRJSY (TSXTQJ

>TZ HFS FHHJIXX YT YMJ )*SFRNH )FYF 2FXPNSL HTRUTSJSYX YMWTZLM YMJ 2F
2FSFLJRJSY (TSXTQJ YT RFSFLJ YFWLJY IFYFGFXJX HTSKNLZWJ QNXYJSJW UT

9T QTL NS YT YMJ 2FSFLJRJISY (TSXTQJ ATZ SJJI YMJI XIW[IW FIIWIXX FSI UTW
JASFRNH )FYF 2FXPNSL TUJWFYJX TS FSI YMJ FIRNSNXYWFYTW HWJIJSYNFQX

(MFUYJW .SYWTIZHYNTS YT )"SFRNH )FYF 2FXPNSL



ITLLNSL .S YT YMJ 2FSFLJRJSY (TSXTQJ TS <NSIT\X
4S <NSIT\X TUJS YMJ 2FSFLJRJSY (TSXTQJ YMWTZLM YMJ 8YFWY RJSZ

8JQUISMWFMEW TLWRBRK TWRRBYNSFRNH )FYF 2FESNIURISY (TSXTQJ
OMITLMSISIT\ FUUJFWX

CJWNKA Y BIFW [YWIFTSET WK XUQFA YMJ HTWWJIHY NSKTWRFYNTS KTW YMJ )ASF
8IW[JIW

*SYIJW YMJ )*SFRNH )FYF 2FXPNSL FIRNSNXYWFYTW ZXJW SFRJ FSI UFXX\TW
FZYMJSYNHFEYNTS YMJ ZXJW SFRJ RZXYSSUMNS 1)&5 KTWRFY (QNHP

& YWJJ NX [NXNGQJ NS YMJ 2FSFLJRJSY (TSXTQJ FKYJW ~TZ QTLNS XZHHJX.

ITLLNSL .S YT YMJ 2FSFLJRJISY (TSXTQJ TS 1NSZ]
4S 1INSZ] XYFWY YMJ 2FSFLJRJEY XASMNIUYI \NYM YMJ

>TZ RZXY MF[J YMJ = <NSIT\ XJW[JW NSXYFQQJI TS YMJ RFHMNSJ YMFY ~TZ ZX
(TSXTQJ

4UJS F YIWRNSFQ FSI SF[NLFYJ YT YMJ )ASFRNH )FYF 2FXPNSL NSXYFQQFY]I

+TW J]JFRUQJ ~TZ RNLMY JSYJW YMJ KTQQT\NSL HTRRFSI

FG KRPH , Q RUPDWFD '' 0
7ZS YMJ KTQQTA\NSL HTRRFSI YT XYFWY YMJ 2FSFLJRJSY (TSXTQJ
PQI
OMITLMSISIT\ FUUJFWX

SIWNKA Y BIFW[YWIFISST MK XUQFA YMJ HTWWJIHY NSKTWRFYNTS KTW YMJ )ASF
BIW[IW

*SYIJW YMJ )*SFRNH )FYF 2FXPNSL FIRNSNXYWFYTW ZXJW SFRJ FSI UFXX\TW
FZYMJIJSYNHFEYNTS YMJ ZXJW SFRJ RZXYSSUMNS 1)&5 KTWRFY (QNHP

& YWJJ NX [NXNGQJ NS YMJ 2FSFLJRJSY (TSXTQJ FKYJW ~TZ QTL NS

JTRENS 2FSFLJRJSY

& ITRENS NX F [NWYZFQ STIJ NS YMJ 2FSFLJRJSY (TSXTQJ YWJJ YMFY ~TZ ZXJ
2FSFLJRJSY (TSXTQJ HTSYFNSX F IJKFZQY WTTY ITRENS >TZ HFS ZXJ ITRFNSX
TK YMJ XYWZHYZWJ TK YMJ IFYFGFXJX \NYMNS FS TWLFSN_FYNTS

>TZ HFS HWJFYJ FS ZSQNRNYJI SZRGJIJW TK ITRENSX NS YMJ 2FSFLJRJSY (TSXT
TYMJIJW ITRENSX IFYFGFXJX FSI XIJW[IJW HMNQI STIJX >TZ HFS XJY ZXJW UJWI

>TZ HFS FIl JINY HZY HTU”A UFXYJ FSI WJRT[J F ITRFENS >TZ HFSSTY WJRT].
ZU TW IT\S NS YMJ 2FSFLJRJSY (TSXTQJ YWJJ YT HMFSLJ YMJ UTXNYNTS TK YN

8JHZWNYHN 72QJ 8JY

& XIJHZWNY”N WZQJ XJY NX F YWJJ STIJ YMFY HTSYFNSX WJKIJWJSHJX YT TSJ TV
XJHZWNY"N WZQJ XJYX \NYM RFXPNSL WIJ\WNYJ FSI GQTHPNSL FHYNTSX YT XJ

>TZ HFS FIl F XJHZWNY”® WZQJ XJY YT F ITRENS STIJ NS YMJ 2FSFLJRJSY (TSXT

JTRENS 2FSFLJRJSY



9MJ 2FSFLJRJISY (TSXTQJ YWJJ HFS HTSYFNS FS ZSQNRNYJI SZRGJIW TK WzZQJ
HMNQI STIJX >TZ HFS FIl JINY RT[J FSI WJRT[J WZQJ XJY STIJX >TZ HFS XJ
WzZQJ XJY STIJX

(MFUYJW .SYWTIZHYNTS YT )"SFRNH )FYF 2FXPNSL



(du\Xaz

7ZQJX

9MNX HMFUYJW NSHQZIJX YMJ KTQQT\NSL YTUNHX

+ 7ZQXA[IWN\

+ 7ZQ ( TRUTSISW

+ 7ZQ 9WIX

+ 8JHZW 7ZQ 8J¥K

+ 77Q +TQIW

+ 7ZQ 2 FSFLIRJSY

+ 7ZQ *]UTWFSI .RUTW
+ 7ZQ*]FR

7ZQJIX 4[JW[NJ\

& WZQJ HTSYFNSX YMJ HTSINYNTSX FSI FHYNTSX YMFY YMJ 7ZQJ *SLNSJ ZXJX
UWTHJXX FUUQNHFYNTS HTSSJHYNTS WJVZJXYX 8JHZWNY" WZQJX UWTHJXX 8
YT RFSFLJ YMJ 861 WJVZJIJXYX YMFY YMJ HQNJSY TW FUUQNHFYNTS XJSIX YT Y

& WZQJ IJKNSJIJX HTSSIJHYNTS HWNYJWNF FSI RFXPNSL YIJHMSNVZJX 9MJ 7ZQ1J
KTW\FWI WJVZJIXYX FSI RFXPNSL YIHMSNVZJX YT RFXP IFYF 7ZQJX HFS GJ HT.
UQFHJI NS F WZQJ YWJJ 9MJ TWLFSN_FYNTS TK YMJ WZQJ YWJJ IJYIJWRNSJIX Y
YMJ WZQJX >TZ HFS HWJFYJ FSI JINY WZQJX \NYMNS YMJ 2FSFLJRJSY (TSXTQ.

7Z2QJ (TRUTSJSYX

& WZQJ HTSXNXYX TK F RFYHMJW FS FHYNTS FSI F UWTHJXXNSL FHYNTS *FH
*SLNSJ NIJSYNKNJIX FSI UWTHJIXXJX F WJVZJIXY YT YMJ IFYFGFXJ

O9MIJ 7ZQJ *SLNSJ FUUQNIX F HTSSJHYNTS WZQJ YT NSHTRNSL HTSSJHYNTS WJ
XYFYJRJISYX & HTSSIJHYNTS WZQJ IJKNSJIX MT\ YMJ )*SFRNH )FYF 2FXPNSL XJ\
YMJ FUUQNHFYNTS & XJHZWNY”? WZQJ IJKNSJX YMJ HTSINYNTSX FSI RFXPNSL
861 XYFYJRJISY WJVZJIXY 9MJ 7ZQJ *SLNSJ FUUQNJIX F XJHZWNY™M WZQJ NK ~TZ
WzQJ XJY

& WZQJ HTSXNXYX TK YMJ KTQQTI\NSL HTRUTSJSYX



2FYHMJIW

JIJKNSJIX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJSYNK”A F RFYHM
&HYNTS

JJKNSJX YMJ FHYNTS YMFY YMJ 7ZQJ *SLNSJ FUUQNJIX YT YMJ WJVZJIXY
S5WTHIXXNSL FHYNTS

JJKNSJX YMJ FHYNTS YMFY YMJ 7ZQJ *SLNSJ FUUQNJX YT YMJ WJIVZIXY FKY
UWTHJIJXXNSL FHYNTS RFESFLJX MT\ YMJ 7ZQJ *SLNSJ UWTHJIXXJX YMJ WJVZJ
UWTHJIXXNSL FHYNTS HFS XUJHNK” YMFY YMJ 7ZQJ *SLNSJ ITJX STY UWTHJ.
YMJ 7ZQJ *SLNSJ HTSYNSZJIX YT J[FQZFYJ TYMJW WZQJX

7ZQJ 9WJIJIX

& WZQJ YWJJ WIUWIXISYX YMJ TWLFSN_FYNTSFQ XYWZHYZWJ TK WZQJX FSI W
WZQJ TW WZQJ KTQIIJW \NYMNS YMJ WZQJ YWJJ IJYIWRNSJIX YMJ TWIJW NS \MN
GZNQI HTSINYNTSFQ WIQFYNTSXMNUX GJY\JJS WZQJX YMWTZLM YMJ WZQJ YW.

& WZQJ YWJJ HFS GJ F HTSSJHYNTS WZQJ YWJJ TW F XJHZWNY" WZQJ YWJJ *F
WZQJX YT IJYIWRNSJ YMJ MNIWFWHMNHFQ TWIJW KTW WZQJ UWTHJXXNSL

<MJS YMJ )"SFRNH )FYF 2FXPNSL 8JW[JW WJHJIN[JX F HTSSJHYNTS WJVZJXY Y
YMWTZLM YMJ HTSSJHYNTS WZQJ YWJJ .K YMJ HTSSJHYNTS WZQJ FXXNLSX F |
UFWXJX YMJ 861 WJVZIXY YMWTZLM YMJ XIJHZWNY”* WZQJ YWJJ 9MJ XJHZWNY"
YMFY YMJ 7ZQJ *SLNSJ FUUQNJIX YT WIJ\WNYJ YMJ 861 XYFYJRJSY

72QJ 9WJJ (TRUTSJISYX

(TSSIJHYNTS WZQJIX FSI XJHZWNYA WZQJX \TWP YTLIYMJW YT IJKNSJ \MJS FSI I
:XJ YMJ KTQQT\NSL HTRUTSJSYX YT NIJSYNKA FSI RFSFLJ FUUQNHFYNTS WJVZ.
72QJ

9MJ HTSINYNTSX FSI FHYNTSX YMFY ~TZ \FSY YT FUUQ" YT F WJVZJXY & Wz
XJHZWNYN WZQJ >TZ HFS HWJFYJ FS NSIN[NIZFQ WZQJ TW HWJFYJ F WzQJ

& WZQJ HTSXNXYX TK F RFYHMJW FHYNTS FSI UWTHJXXNSL FHYNTS
7ZQJ KTQIJW

& WZQJ YMFY ZXJX YMJ +TQIJW WZQJ FHYNTS >TZ HFS ZXJ F WZQJ KTQIJW
*SLNSJ UWTHIXXJIX YMJ HTSYJSYX TK F WZQJ KTQIJW MNIJWFWHMNHFQQ~”

& HTSSIJHYNTS WZQJ KTQIJW HTSYFNSX HTSSJHYNTS WZQJX & XJHZWNY" W
(TSSIJHYNTS WzQJ

& WZQJ YMFY IJKNSJX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJS®
HTSSJHYNTS WZQJ HTSXNXYX TK F RFEYHMJW FSI FS FHYNTS YMFY A"TZ IJKN
WIVZIXY KWTR FS FUUQNHFYNTS

(TSSIJHYNTS WZQJ YWJJ

9MJ HTSSJHYNTS WZQJ YWJJ IJKNSJIJX YMJ TWIJW NS \MNHM YMJ 7ZQJ *SLNS
HTSSIJHYNTS WZQJ YWJJ HTSYFNSX FQQ YMJ HTSSJHYNTS WZQJX YMFY ~TZ

(MFUYJW 72QJX



*SLNSJ UWTHJIXXJIX YMJ KNWXY WZQJ TW WZQJ KTQIJW NS YMJ HTSSJHYNTS
YWJJ TW \MJS YMIJWJ NX F XYTU UWTHJIJXXNSL FHYNTS

8IJHZWNY”" WZQJ

& WZQJ YMFY IJKNSJX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT UFW)
XIJHZWNY™ WZQJ HTSXNXYX TK F RFEYHMJW FSI FHYNTS YMFY ~TZ IJKNSJ YT

8JHZWNY”™ WZQJ XJY

& XIJHZWNY”N WZQJ XJY NX F HTSYFNSJW KTW XJHZWNY”* WZQJX >TZ ZXJ WZ
YMJ WZQJ XJY & XIJHZWNY”? WZQJ XJY HFS HTSYFNS RZQYNUQJ WZQJ KTQIJ
XYFYJRJSY YMWTZLM YMJ WZQJ XJY ZSYNQ YMJ 7ZQJ *SLNSJ JSHTZSYJWX F

8JHZWNY”™ WZQJ YWJJ

*FHM XIJHZWNY”® WZQJ XJY MFX FS NSIN[NIZFQ XJHZWNY”* WZQJ YWJJ 9MJ X
YMJ 7ZQJ *SLNSJ UWTHJIXXJIX XJHZWNY”N WZQJX 9MJ XJHZWNY”N WZQJ YWJJ
UFWYNHZQFW XJHZWNY”* WZQJ XJY 9MJ 7ZQJ *SLNSJ UWTHJIXXJX YMJ KNWX
FSI XYTUX \MJS YMJWJ NX F XYTU UWTHJXXNSL FHYNTS

7Z2QJ 9WJIJ *KKNHNJSHA”

8JH

AWLFSN_J F WZQJ YWJJ YT RNSNRN_J YMJ NRUFHY TK )"SFRNH )FYF 2FXPNSL 1
WZQJ YWJJ WIIZHIX YMJ SZRGJIW TK WZQJX YMFY YMJ 7ZQJ *SLNSJ RZXY FUUQ
YMFY QJ[JWFLJX YMJ GJXY ZXJ TK YMJ WZQJ HTRUTSJSYX

X3 YMJ KTQQTINSL LZNIJQNSJIX YT HWJIFYJ FS JKKNHNJSY WZQJ YWJJ

 :XJ YJ]Y REYHMJIWX KTW FQQ NSHTRNSL HTSSJHYNTSX YT JSXZWJ F KFEXYJW
FUUWT]NRFYJQ”" TSJ RNHWTXJHTSI UJW WJVZJXY

¥ 2NSNRN_J YMJ ZXJ TK X*SYF] RFEYHMJIJWX 87SYF] RFYHMJIJWX UFWXJ 861 WJVZ
QNXYJISIW UTWY WJIHIN[JX & XA"SYF] REYHMJW HFS YFPJ T[JW RNHWTXJH"

t (TSKNLZWJ YMJ RFYHMJW YT PJJU YMJ RFYHMJW WJIXZQY [FONI KTW FQQ HT:
XIXXNTS 9MJ IJKFZQY YNRJ YMFY YMJ 7ZQJ *SLNSJ XYTWJIX RFYHMJIJW WJXZ!

ZWNYN 72QJ 8JYX

& WZQJ XJY NX F HTQQJHYNTS TK XJHZWNY"N WZQJX (WJFYJ F WZQJ XJY YT LW
*SLNSJ YT FUUQ” YT 861 WIVZIXY XYFYJRISYX &XXNLS YMJ WZQJ XJY YT F HT
YMJ WZQJ XJY NK YMJ HTSSJHYNTS WJVZJIXY RFYHMJX YMJ HTSINYNTSX YMFY

& XIHZWNY”N WZQJ XJY HFS HTSYFNS F HTRGNSFYNTS TK WZQJX YMFY UJWKTW
YMFY REXP IFYF GQTHP WJVZJXYX WJ\WNYJ YMJ 8*1*(9 XYFYJRJSY TW WJUQ
TWLFSN_J WZQJX \NYMNS F WZQJ XJY ~A"TZ ZXJ WZQJ KTQIIJWX YT LWTZU XJHZV
JIJFRUQJ LWTZU WZQJX YMFY ZXJ YMJ RFEXP FHYNTS NS TSJ WZQJ KTQIJW FSI
F INKKIJWJSY WZQJ KTQIJW

(WIJFYNSL F 8JHZWNY”"N 7Z2QJ 8JY

(WIFYJ F XJHZWNY™ WZQJ XJY YT LWTZU XIJHZWNY”® WZQJX YMFY XMFWJ F WJQ

.S YMJ 2FSFLJRJSY (TSXTQJ HQNHP TS F ITRENS STIJ NS YMJ WZQJ YWJJ

8IJHZWNY™ 7Z2QJ 8JYX



(QNHWJIR&II 7ZQJ 8JY

IM&II 7ZQJ BNSIT\ FUUJFWX

*SYJW F SFRJ KTW YMJ XJHZWINY”® WZQJ XJY FSI HQNHP

IMI XIJIHZWNY”A WZQJ XJY FUUJFWX NSXNIJ YMJ WZQJ YWJJ NS YMJ 2FSFLJR.
>TZ HFS FIl XJHZWNY”® WZQJX YT YMJ WZQJ XJY

7ZQJ +TQIJWX

& WZQJ KTQIJW NX F HTSYFNSJW KTW WZQJX YMFY XMFWJ HTSINYNTSFQ WJQF
HzY HTU” UFXYJ 1JQJYJ INXFGQJ FSIJSFGQJ F WZQJ KTQIJW (WJFYJ WZQJ
[IJKNSJ YMJ TWIJW NS \MNHM YMJ 7ZQJ *SLNSJ FUUQNJX YMIJIR

& WZQJ KTQIJW HFS HTSYFNS HTSSJHYNTS WZQJX TW XJHZWNY”* WZQJX & HTS
FUUQ" YT HTSSJHYNTS WJVZIXYX & XJHZWNY”? WZQJ KTQIJW HTSYFENSX WZQJ>

9T HWIJFYJ F WZQJ KTQIJW XUJHNK”A YMJ KTQIJW FHYNTS KTW YMJ WZQJ <NYN
MJQU YMJ 7ZQJ *SLNSJ NIJSYNK”A RFYHM FSI WJ\WNYJ WJVZJIXYX "JKTWJ ~"TZ
TZYQNSJ YMJ WIQFYNTSXMNUX GJY\JJS YMJ WZQJX YMFY ATZ \FSY YMJ KTQIJW

>TZ HFS LWTZU WzZQJX YMFY XMFWJ YMJ XFRJ UZWUTXJ +TW JJFRUQJ LWTZU
FSI LWTZU FHHIJXX HTSYWTQ WZQJX NS FSTYMJW WZQJ KTQIJW

3TYXMJS "TZ HWJFYJ F WZQJ KTQIIJW ~TZ RZXYTSIYNS KM ISWIHIXXRSLIEHNSITS
JSHTZSYJWX F HTSYNSZJ UWTHJXXNSL FHYNTS YMJ 7ZQJ *SLNSJ UWTHJIXXJX °
KTQIJW HTSYFNSX

(WIJFYNSL F (TSSJHYNTS 7ZQJ +TQIJW

>TZ HFS HWJFYJ F HTSSJHYNTS WZQJ KTQIJW YT LWTZU HTSSJHYNTS WZQJX Y
UWJHJINSL HTSSJHYNTS WZQJ IJKNSJX \MJYMJW YMJ 7ZQJ *SLNSJ FUUQNJIX YN

.S YMJ 2FSFLJRJSY (TSXTQJ HQNHP TS YMJ )*SFRNH )FYF 2FXPNSL XJW[NH.
8IJQIHWIATSSIHYNTS 7Z2QJIX
IMJIZQJ *INWIW X

8JQJHY YMJ QTHFYNTS \NYMNS YMJ WZQJ YWJJ \MIJWJ "TZ \FSY YT FIl YMJ K
WZQJ KTQIJWS XIRYNTYSFHFZYNMNE YTU TK YMJ WZQJ YWJJ

8JQJ&IVY N#RSJUJISI 72QJ

9M&UUJSI 7PNBEIT\ FUUJFWX

*SYJW F WZQJ IRZRI BS&IN J

8JQJHY FSI IJKNSJ F RFYHMJW

8JQJHY YMJ KTQIJW FHYNTS

8JQJHY YMJ HTSYNSZJ UWTHJIXXNSL FHYNTS

(Q N&HP

9MJ WZQJ FUUJFWX FX F KTQIJW NS YMJ WZQJ YWJJ
8JQJIHWGIUIFYJ 7ZQJX

9MJ WZQJ YWJIJ NX XF[JI

(MFUYJW 72QJX



>TZ HFS FIIl HTSSJHYNTS WZQJX FKYJW ATZ HWJFYJ YMJ WZQJ KTQIJW

(WIJFYNSL F 8JHZWNY?N 7Z2QJ +TQIJW

(WIFYJ F XJHZWNY™ WZQJ KTQIJW YT LWTZU XJHZWNY”™ WZQJX &Il F XJHZWNY'

.S YMJ 2FSFLJRJSY (TSXTQJ XJQJHY F XJHZWNY"N WZQJ XJY
8JQIHWIHBIHZWNYN 7Z2QJ 8JY
IMJIZQJ *INWIW X

8JQJHY YMJ QTHFYNTS NS YMJ WZQJ YWJJ \MIWJ ~TZ \FSY YT FIl YMJ WZQJ
WZQJ KTQIIJW XJQJHY YMJ SFRJ TK YMJ WZQJ XJY FY YMJ YTU TK YMJ WZQ

8JQJI&IVY NFBRIIUJISI 72QJ
9M&UUJSI 7WNSIT\ FUUJFWX
*SYJW F WZQJ IRRI BSE®INJ
8JQJHY FSI IJKNSJ F RFYHMJW
8JQJHY YMJ KTQIJW FHYNTS
8JQJHY YMJ HTSYNSZJ UWTHJIXXNSL FHYNTS
(Q N#HP
9MJ WZQJ FUUJFWX FX F KTQIJW NS YMJ WZQJ YWJJ
8JQIHWGIUIFYJ 7ZQJIX
9MJ WZQJ YWJJ NX ZUIFYJI
>TZ HFS FIl XJHZWNYA WZQJX FKYJW ATZ HWJFYJ YMJ WZQJ KTQIJW

&IINSL F 7Z2QJ YT F 7Z2QJ +TQIJW

>TZ HFS FIl WZQJX YT F WZQJ KTQIJW

.S YMJ 2FSFLJRJISY (TSXTRIJ TUREWWMISSIHYNTS WZQJIX TW XJHZWNY" WZQ
.S YRZQJ *INXT@JIHY YMJI WZQJ KTQIIJW \MIWJI ATZ \FSY YT FIl YMJ WZQJ
8JQJI&IVY NFRIIUJISI 7Z2QJ

9M&UUJSI 7WNSIT\ FUUJFWX

*SYJW F SFRJ KTW YMJ WZQJ

*SYJW F IJXHWNUYNTS KTW YMJ WZQJ

8JQJHY FSI IJKNSJ F RFYHMJW

8JQJHY FSI IJKNSJ F WZQJ FHYNTS

8JQJHY FSI IJKNSJ YMJ UWTHJXXNSL FHYNTS

(Q N#HP

9MJ WZQJ FUUJFWX NS YMJ WZQJ KTQIJW

8JQIHW@IUIFYJ 7ZQJX

9MJ WZQJ YWJIJ NX ZUIFYJI

7ZQJ3 +TQIIWX



1Z2QJ 2FSFLJRJSY

>TZ HFS WIJSFRJ WJHTSKNLZWJ RT[J HZY HTU”M UFXYJ 1JQJYJ INXFGQJ FS
HMFSLIJX YT F WZQJ ~TZ RZXY ZUIFYJ YMJ WZQJ YWJJ KTW YMJ HMFSLJ YT YFI

<MJS A"TZ HWJFYJ JINY TW FIl F HTSSJHYNTS WZQJ ~TZ RZXY WJIJXYFWY YMJ F
GJKTWJ YMJ 7ZQJ *SLNSJ HFS FUUQ” YMJ HTSSJHYNTS WZQJ :UIFYJX YT F XJF
IT STY SJJI YT XYFWY F SJ\ XIXXNTS KTW YMJ 7ZQJ *SLNSJ YT FUUQ” F XJHZW

>TZ HFS RT[J F WZQJ YT HMFSLJ YMJ UTXNYNTS TK YMJ WZQJ NS YMJ WZQJ YW
YMJ UTXNYNTS TK YMJ KTQIJW NS YMJ WZQJ YWJJ >TZ HFSSTY RT[J F WZQJ N
HMFSLJ YMJ TWIJW NS \MNHM YMJ 7ZQJ *SLNSJ FUUQNJX YMJ WZQJ

>TZ HFS JSFGQJ TW INXFGQJ F WZQJ TW WZQJ XJY ' IJKFzZQY YMJ WZQJ TW \
TW WZQJ XJY YMJ 7ZQJ *SLNSJ FUUQNJIX YMJ WZQJ TW WZQJ XJY YT YMJ WJVZ
XPNUX YMJ WZQJ TW WZQJ XJY FSI FUUQNJX YMJ SJ]Y WZQJ TW WZQJ XJY NS Y

>TZ HFS 1JQJYJ F WZQJ TW WZQJ KTQIJW KWTR YMJ WZQJ YWJJ <MJS *"TZ 1JQJ
YMFY YMJ WZQJ KTQIJW HTSYFNSX >TZ HFSSTY ZSIT YMJ HMFSLJX FKYJW ~TZ
YWJJ

*INYNSL F 72QJ

>TZ HFS JINY YMJ RFEYHMJW FHYNTS UWTHJXXNSL FHYNTS FSI SFRJ KTW FS*

4UJS YMQJ *INNTWHTSSJIJHYNTS WZQJX TW XJHZWNYA WZQJIX
(QNHP TS F WZQJ NS YMJ WZQJ YWJJ

(QNHR'Y

9MIINYNSIT\ FUUJFWX

2FPJ YMJ HMFSLJX YMFY ATZ \FSY YT YMJ WZQJ HTRUTSJSYX
(Q N#HP

8JQIHW@IUIFYJ 7ZQJX

9MJ WZQJ YWJJ NX ZUIFYJI

*SFGQNSL FSI )NXFGQNSL F 7Z2QJ

>TZ HFS JSFGQJ TW INXFGQJ F WZQJ '~ IJKFZQY YMJ WZQJ NX JSFGQJI <MJS
FUUQNJX YMJ WZQJ YT YMJ WJVZJIXY <MJS "TZ INXFGQJ F WZQJ YMJ 7ZQJ *SL
WZQJ NS YMJ WZQJ YWJJ

4UJS YMQDJ *INMYITMNIN XIHZWNYN WZQJIJX TW HTSSIJHYNTS WZQJX
(QNHP YMJ WZQJ YMFY ~TZ \FSY YT INXFGQJ TW JSFGQJ
(QNHP)NXRGHMJIHP GT] KMEDR YINWNMTW GFW

CUIFYJ YMJ WZQJX

(MFUYJW 72QJX



JJQJYNSL F 7ZQJ TW 7ZQJ +TQIJW

>TZ HFS 1JQJYJ F WZQJ TW WZQJ KTQIJW KWTR YMJ WZQJ YWJJ <MJS ~TZ 1JQJ
YMJ WZQJ KTQIJW HTSYFNSX >TZ HFSSTY ZSIT YMJ HMFSLJX FKYJW ~ATZ 1JQJY

4UJS YMJ 7ZQJ *INYTW KTW XJHZWNY”A WZQJX TW HTSSJHYNTS WZQJX
(QNHP F WZQJ TW WZQJ KTQIJW KWTR YMJ WZQJ YWJJ

(QNHRJYJ

9MJ WZQJ TW WZQJ KTQIJW NX WJIRT[JI KWTR YMJ WZQJ YWJJ

"UIFYJ YMJ WZQJ YWJJ

7Z2QJ *IUTWY FSI .RUTWY

>TZ HFS NRUTWY FSI JJUTWY WZQJ KTQIJWX FSI WZQJ XJYX YT GFHP ZU FSI W,
ATZ RNLMY \FSY YT JJUTWY YMJ WZQJX XT YMFY ~TZ MF[J F HTU”A TK YMJ IFYF
\FSY YT WJZXJ ~TZ HFS ZXJ YMJ NRUTWY FSI JJUTWY ZYNQNYNJX YT HWJFYJ F
WzZQJ XJY NS YMJ WZQJ YWJJ

>TZ HFS JJUTWY WZQJ KTQIJWX FSI XJHZWNY" WZQJ XJYX >TZ HFSSTY JJUTWY
K ATZ \FSY YT JJUTWY F XNSLQJ WZQJ ~TZ RZXY FIIl YMJ WZQJ YT F WZQJ KTQ

I9MJ JJUTWYJI =21 KNQJ IJKNSJX YMJ HTSKNLZWFYNTSX KTW WZQJX YMFY YMJ
ATZ NRUTWY YMJ =21 KNQJ ~TZ NRUTWY YMJ WZQJX YMFY YMJ =21 KNQJ IJKNS

7ZQJ *]FRUQJ

*RUQTMNIIX FWJI UIWRNYYJI YT FHHIXX REXPJI 8THNFQ 8JHZWNY" SZRGJIJWX TK
>TZ \FSY YT HWJFYJ F WZQJ YMFY GQTHPX FQQ FHHJIXX YT 8THNFQ 8JHZWNY"

>TZ HFS HWJFYJ F WZQJ XJY YMFY HTSYFNSX WZQJX YMFY GQTHP TW RFXP IFY
XJSI YMJ WIVZJIXY 7IVZIXYX YMEY IT STY KFQQ \NYMNS YMFY YNRJ KWFRJ WJ

2FXPNSL 72QJ

.S YMJ RFEXPNSL WZQJ KTQIJW HWJFYJ YMJ RFEXPNSL WZQJ

9T HWIFYJ YMJ RFXPNSL WZQJ FXXNLS YMJ YJ]Y REYHMJW YT NIJSYNK”" 8*1*(9
HTQZRS .K YMJ 8*1*(9 QNXY RFYHMJX YMJ XJHZWNY" WZQJ HWNYJIJWNF YMJ 77
8*1*(9 QNXY 9MJ RFXP FHYNTS MNIJX FQQ YMJ INLNYX TK YMJ 8THNFQ 8JHZWN
WIXZQY TUYNTS YT XYTWJ YMJ RFYHMJI WJXZQY 9MJS FUUQ” YMJ 8YTU NK &
FUUQNJX YMJ FHYNTS YMJ 7ZQJ *SLNSJ ITJX STY HTSYNSZJ YT UWTHJXX YMJ
KTWI\FWIX YMJ WI\WNYYJS WJIVZIXY YT YMJ IFYFGFXJ 4YMJW\ANXJ YMJ 7ZQJ *¢
YMWTZLM YMJ SJ]Y WzZQJ

7Z2QJ *JUTWY FSI .RUTWY



'QTHPNSL 7ZQJ

.S YMJ GQTHPNSL WZQJ KTQIJW HWJFYJ YMJ GQTHPNSL WZQJ

9MJ GQTHPNSL WZQJ NIJSYNKNIX WIVZIXYX YMFY FUUQNHFYNTSX XJSI GJY\JJ
QNXY REFYHMIJX YMJ XJHZWNY”* WZQJ HWNYJWNF YMJ 7ZQJ *SLNSJ FUUQNJX F
WIHIN[IJX F RIXXFLJ NSINHFYNSL YMFY FHHJXX NX IJSNJI &UUQ” YMJ 8YTU NK
7ZQJ *SLNSJ ITIX STY HTSYNSZJ YT UWTHJXX YMJ WJVZJIXY 9MJ )*"SFRNH )FYF
WIXUTSXJ YT YMJ FUUQNHFYNTS

&X F WIXZQY TK YMJ XIJHZWNY" WZQJ XJY ZXJWX HFS [NJ\ RFXPJI 8THNFQ 8JH
GZY HFSSTY XJJ YMJ IFYF FKYJW GZXNSJXX MTZWX

(MFUYJW 72QJX



(du\Xaz

(TSSIJHYNTS 7ZQJX

9MNX HMFUYJW NSHQZIJX YMJ KTQQT\NSL YTUNHX
+  (TSSIHWS 7ZQX4[ JWN\

+ (TSSIHWS 72Q 5FWR JYIWX

+ (TSSIHWS 72Q 2 FYHVIW

+  (TSSIHWS 7ZQ &HWSX

+ 5WHIXX$L &HWSX

+ (WYL F ( TSSIHWS 72Q

+ (TSSIHWS 7ZQ *] UTWFSI .RUTW

(TSSIJHYNTS 7Z2QJX 4[JW[NJ\

& HTSSIJHYNTS WZQJ IJKNSJX YMJ HTSSJHYNTS HWNYJWNF YMFY YMJ 7ZQJ *SL
YFWLJY IFYFGFXJ

& HTSSIJHYNTS WZQJ ZXJX F RFYHMJW FSI F WZQJ FHYNTS YT NIJSYNK” FSI WT
YMJ HWNYJIJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJSYNK”A F RFYHM 9MJ WZQJ
UWTHJIXXJIX YMJ REYHMJI HTSSJHYNTS

<MJS YMJ )*SFRNH )FYF 2FXPNSL XJW[NHJ WJHJIN[JX F HTSSJHYNTS WJVZJXY
WZQJX YT YMJ HTSSJHYNTS K YMJ HTSSJHYNTS WJVZJXY RFYHMJX YMJ HWNY
*SLNSJ FUUQNJIX YMJ WZQJ FHYNTS YT YMJ HTSSJHYNTS &KYJW YMJ 7ZQJ *SL
FUUQNJX UWTHJIXXNSL FHYNTS 9MJ UWTHJXXNSL FHYNTS IJKNSJX YMJ SJ]Y F#t
WIVZIXY

(TSSIJHYNTS 72QJ 5SFWFRJYJWX

(TSSIJHYNTS WZQJ UFWFRJYJWX FWJ TUYNTSX YMFY ~TZ ZXJ YT HTSKNLZWJ F |
UFWFRJYJWX YT IJKNSJ YMJ RFYHMJW WZQJ FHYNTS FSI UWTHJXXNSL FHYNT
RFYHM FSI KTW\FWI HTSSJHYNTSX



I9IMJI KTQQTINSL YFGQJ IJXHWNGJIX YMJ HTSSIJHYNTS WZQJ UFWFRJYJWX

S5FWFRJYJW )JXHWNUYNTS

7Z2QJ 3FRJ | 9MJ QTLNHFQ SFRJ TK YMJ WZQJ YMFY FUUJFWX NS YMJ WZQJ YW

2FYHMJIW JIJKNSJIX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJSYNK
RFYHMNSL RIYMTI ZXJI KTW NSHTRNSL HTSSJHYNTSX

7Z2QJ &HYNT$IKNSIX YMI FHYNTS YMFY YMJ 7ZQJ *SLNSJ FUUQNJX YT NSHTRN
\MIWJ YMJ 7ZQJ *SLNSJ WTZYJX YMJ HTSSJHYNTS

SWTHIXXNSL BHYWRINSIX MT\ YMJ 7ZQJ *SLNSJ UWTHJIXXJIX YMJ HTSSJHYNTS F
HTSSIJHYNTS WZQJ

(TSSIJHYNTS 72QJ 2FYHMJWX

& HTSSIJHYNTS WZQJ RFYHMJW IJKNSJX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ
YMFY WIJHJIN[J YMJ HTSSJHYNTS WZQJ FHYNTS

+TW JJFRUQJ YT NIJSYNK” WIVZIXYX KWTR F XUJHNKNH FUUQNHFYNTS XZHM
ZXJIX YMJ (QNJSY &UUQNHFYNTS .SKTWRFYNTS RFYHMJW &Il 9TFI YT YMJ RFY!
WIYZWSX F RFYHM <MJS F RFYHM THHZWX YMJ 7ZQJ *SLNSJ FUUQNJX YMJ WZ

>TZ HFS ZXJ YMJ KTQQT\NSL HTSSJHYNTS WZQJ RFYHMJWX
&QQ .SHTRNSL (TSSJHYNTSX

9MJ 7ZQJ *SLNSJ FUUQNJIX YMJ WZQJ FHYNTS YT FQQ NSHTRNSL HTSSJHYNT
(MJHP )FYFGFXJ (TSSJHYNTS

9MJ 7ZQJ *SLNSJ WIYZWSX F RFYHM GFXJI TS YMJ FIFNQFGNQNYA TK YMJ IF
(MJHP )FYFGFXJ )83

9MJ 7ZQJ *SLNSJ WIYZWSX F RFYHM GFXJI TS YMJ IFYF XTZWHJ SFRJ TK YM
(MJHP )FYFGFXJ :71

9MJ 7ZQJ *SLNSJ WIJYZWSX F RFYHM GFXJI TS YMJ :71 YMFY YMJ HQNJSY FU
(MJHP 5WTUJWY~

9MJ 7ZQJ *SLNSJ WIYZWSX F RFYHM GFXJI TS F )83 UWTUJWYA TK YMJ IWNJ.
(MJHP 8JW[JW 3FRJ

I9MJ 7ZQJ *SLNSJ WIYZWSX F RFYHM GFXJI TS YMJ SFRJ TK YMJ )*"SFRNH )F®
861 WJIVZIXY

(QNJSY .SKTWRFYNTS

9MJ 7ZQJ *SLNSJ WIYZWSX F RFYHM GFXJI TS YMJ HQNJSY YMFY XJSIX YMJ
NX FIFNQFGQJ KTW YMJ ))2 KTW /)'( FSI ))2 KTW 4)'( XJW[NHJIX

(QNJSY &UUQNHFYNTS .SKTWRFYNTS

I9MIJ 7ZQJ *SLNSJ WIYZWSX F RFYHM GFXJI TS YMJ HQNJSY TW FUUQNHFYNT
(QNJSY &UUQNHFYNTS .SKTWRFYNTS RFYHMJW NX STY F[FENQFGQJ KTW YMJ
XIW[NHJIX

(MFUYJW (TSSIJHYNTS 7Z2QJX



(ZWWJSY 9FWLJY )FYFGFXJ
IMJ 7ZQJ *SLNSJI WIYZWSX F RFYHM GFXJI TS YMJ YFWLJY IFYFGFXJ TK YMJ
.SHTRNSL ))2 INXYJSJW 5TWY

I9IMJ 7ZQJ *SLNSJI WIYZWSX F RFYHM GFXJI TS YMJ QNXYJSJW UTWY \MJIWJ )
WJIVZIXY

&QQ .SHTRNSL (TSSJHYNTSX 2FYHMJW

I9IMJ &QQ .SHTRNSL (TSSJHYNTSX RFYHMJW FUUQNJX YMJ RFYHMNSL FHYNTS Y
TK YFWLJY IFYFGFXJ QNXYJSJW UTWY TW FUUQNHFYNTS NSKTWRFYNTS 9MJ
XUJHNK” HTSSIJHYNTS HWNYJWNF FSI ITJX STY WJYZWS F RFYHM >TZ HFS ZXJ
YT JSKTWHJ YMJ HTSSJHYNTS WZQJ TS FQQ NSHTRNSL HTSSJHYNTS WJVZJXYX

(MJHP )FYFGFXJ (TSSJHYNTS 2FYHMJW

I9IMJI (MIJHP )FYFGFXJ (TSSJHYNTS RFYHMJW HMJHPX \MJYMJW )*"SFRNH )FYF 2F
IFYFGFXJ :XJ YMJ (MJHP )FYFGFXJ (TSSJHYNTS RFYHMJW YT XJSI WJVZJXYX Y
HTSSJHYNTS J]NXYX

9MJ (MJHP )FYFGFXJ (TSSJHYNTS RFYHMJW ZXJX YMJ KTQQT\NSL UFWFRJYJW
YFYFGFXJ

9MJ SFRJ TK YMJ IFYFGFXJ NS YMJ 2FSFLJRJSY (TSXTQJ YWJJ
JFYFGFXJ -NLM &[FNQFGNQNY”™ *JFRUQJ

>TZ MF[J F UWNRFW”" IFYFGFXJ FSI F XJHTSIFW” IFYFGFXJ >TZ \FSY )"SFRNH )
YT YMJ UWNRFW” IFYFGFXJ NK YMJ IFYFGFXJ NX FI[FNQFGQJ .K YMJ UWNRFWA"
JFYF 2FXPNSL YT XJSI WJVZJIXYX YT YMJ XJHTSIFW” IFYFGFXJ

>TZ HWJFYJ Y\T HTSSJHYNTS WZQJX 9MJ KNWXY HTSSJHYNTS WZQJ ZXJX YMJ
IJYJWRNSJ \MIJYMJIW F HTSSJHYNTS YT YMJ UWNRFW” IFYFGFXJ JINXYX 9MJ W
FHYNTS FSI 8YTU NK 2FYHMJI UWTHJXXNSL FHYNTS YT INWJHY YMJ WJVZJIXY Y
NX FI[FNQFGQJ

K YMJ KNWXY WZQJ ITIX STY WIYZWS F RFYHM YMJ )*SFRNH )FYF 2FXPNSL X.
HTSSJHYNTS WZQJ 9MJ XJHTSI WZQJ ZXJX YMJ (MJHP )FYFGFXJ (TSSJHYNTS R
HTSSJHYNTS YT YMJ XJHTSIFW” IFYFGFXJ JINXYX K YMJ XJHTSI WZQJ WJYZW
FHYNTS NSXYWZHYX )*"SFRNH )FYF 2FXPNSL YT YMJ WJVZJXY YT YMJ XJHTSIFW

(MJHP YFYFGFXJ )83 2FYHMJW

9MJ (MJHP )FYFGFXJ )83 RFYHMJW NIJSYNKNJX F WJVZJIXY GFXJI TS YMJ IFYF
9MJ (MJHP )FYFGFXJ )83 RFYHMJW NX F[FNQFGQJ KTW YMJ ))2 KTW 4)'( XJW[NF

>TZ HFS ZXJ YMJ (MJHP )FYFGFXJ )83 REYHMJW YT NIJSYNK” FSI INWJHY WJVZ
YMJ ))2 KTW )83 XIW[NHJ XIW[IJX RZQYNUQJ IFYFGFXJX ~TZ HFS HWJFYJ F HTSES
JEYFGFXJ )83 RFEYHMJIW YT NIJSYNK” YMJ IFYFGFXJ )83 FSI YMJ 8\NYHM YT )FY
WIVZIXY YT YMJ HTWWJIHY IFYFGFXJ

(TSKNLZWJ YMJ KTQQT\NSL UFWFRJYJW KTW YMJ (MJHP )FYFGFXJ )83 RFYHMJ\V
"FQZJ
9MJ QTLNHFQ IFYF XTZWHJ SFRJ YMFY YMJ HQNJSY ZXJX YT HTSSJHY YT YM

(TSSIJHYNTS 7Z2QJ 2FYHMJIWX



(MJHP )FYFGFXJ :71 2FYHMJW

9MJ (MIHP )FYFGFXJ :71 RFYHMJW NIJSYNKNJX F WJVZJIXY GFXJI TS YMJ :71 YN
YMJ IWN[IW

9MJ (MJHP )FYFGFXJ :71 RFYHMJW NX F[FNQFGQJ KTW YMJ ))2 KTW /)'( XJW[NH

>TZ HFS ZXJ YMJ (MJHP )FYFGFXJ :71 RFYHMJW YT NIJSYNK” FSI INWJHY WJVZ
YMJ ))2 KTW /)'( XIW[NHJ XIJW[JX RZQYNUQJ IFYFGFXJX ~TZ HFS HWJFYJ F HTS
JEYFGFXJ :71 RFYHMJW YT NIJSYNK” YMJ HTSSJHYNTS :71 FSI YMJ 8\NYHM YT )
WIVZIXY YT YMJ HTWWJIHY IFYFGFXJ

(TSKNLZWJ YMJ KTQQT\NSL UFWFRJYJW KTW YMJ (MJHP )FYFGFXJ :71 RFYHMJV
FQZJ
9MJ HTRUQJYJ :71 KTW YMJ HQNJSY FUUQNHFYNTS

(MJHP 5WTUJWY" 2FYHMJW

9MJ (MJHP 5WTUJWY” 2FEYHMJW NIJSYNKNJIX F WJVZJIXY GFXJI TS F )83 UWTUJV
9MJ (MJHP 5WTUJWY” REYHMJW NX F[FNQFGQJ KTW YMJ ))2 KTW /)'( FSI ))2 KT

>TZ HFS ZXJ YMJ (MJHP UWTUJWY” RFYHMJW YT NIJSYNK” FSI INWJHY WJVZJX"
MF[J Y\T [JWXNTSX TK 4WFHQJ ~TZ HFS HWJFYJ F HTSSJHYNTS WZQJ YMFY ZX
NIJSYNK”A YMJI WIVZIXY GFXJI TS YMJ 4)'( )83 [JWXNTS UWTUJIWY”™ FSI YMJ 8\NY
YMJI WIVZIXY YT YMJ HTWWJHY IFYFGFXJ

B3TYFTW XIHZWNY”? YMJI IFYFGFXJ UFXX\TWI NX STY XJSY YT YMJ )"SFRNH )FYF
FIFNQFGQJ )"SFRNH )FYF 2FXPNSL KNQYJWX YMJ UFXX\TWI 9MIWIKTWJ ~TZ |
YMJ (MJHP 5WTUJWY” RFYHMJW

(TSKNLZWJ YMJ KTQQT\NSL UFWFRJYJWX KTW YMJ (MJHP 5WTUJWY”A REYHMJW
SWTUJWY~ 3FRJ

9MJ SFRJ TK YMJ )83 UWTUJWY~
"FQZJ

9MJ [FQZJ TK YMJ )83 UWTUJWY~

(MJHP 8JW[JW 3FRJ 2FYHMJW

9IMJI (MIHP 8IJW[IJW 3FRJ RFYHMJW HWJFYJX F RFYHM GFXJI TS YMJ SFRJ TK YM
YMFY WJHJIN[JX YMJ WJVZJIXY

>TZ HFS HWJFYJ HTSSJHYNTS WZQJX FSI XJHZWNY”" WZQJX KTW RZQYNUQJ )*S
2FSFLJRJSY (TSXTQJ :XJ YMJ (MJHP 8JW[JW 3FRJ RFYHMJW YT FUUQ”™ YMJ HTSES
NK YMJ WJIVZIXY NX YT YMJ )*SFRNH )FYF 2FXPNSL 8JW[JW YMFY ~TZ XUJHNK®"

9MJ (MJHP 8JW[JW 3FRJ RFYHMJW ZXJX YMJ KTQQT\NSL UFWFRJYJW
8JW[JW 3FRJ
9MJ SFRJ TK YMJ )ASFRNH )FYF 2FXPNSL 8JW[JW YMFY WJHJN[JX YMJ WJVZJ

(MFUYJW (TSSIJHYNTS 7Z2QJX



(QNJSY .SKTWRFYNTS 2FYHMJW

9MJ (QNJSY .SKTWRFYNTS RFYHMJW IJYJWRNSJX YMJ HQNJSYX YMFY HFS FHH.
9MJ (QNJSY .SKTWRFYNTS RFYHMJW NX F[FNQFGQJ KTW YMJ ))2 KTW /)'( FS1))

9MJ (QNJISY .SKTWRFYNTS RFYHMJW UWT[NIJX FS NSHQZIJ FSI JJHQZIJ QNXY Y
MF[J FHHIXX YT YMJ IFYFGFXJ 9MJ NSHQZIJ QNXY XUJHNKNJX YMJ HQNJSYX Y
NSKTWRFYNTS \ANYMNS YMJ IFYFGFXJ 9MJ JJHQZIJ QNXY XUJHNKNJX YMJ HQNJ
IFYFGFXJ

*SYJW YMJ MTXY SFRJ TK YMJ HQNJSY \MJIJWJ YMJ /)'( TW 4)'( FLISY WZSX 9MJ
FX YMJ FUUQNHFYNTS >TZ HFS KARSW WITUM WXY* SFRZINBKYWMJ )ASFRNH )FYF 2F
WZQJ QTL KNQJ

<MJS YMJ 7ZQJ *SLNSJ FUUQNJIX YMJ (QNJSY .SKTWRFYNTS RFYHMJIJW YMJ 7ZQ
(QNJSYX YMFY FWJ TS YMJ JIHQZIJ QNXY GAUFXX )*"SFRNH )FYF 2FXPNSL FSI F
7ZQJ *SLNSJ UFWXJX YMJ NSHQZIJ QNXY (QNJSYX YMFY FWJ TS YMJ NSHQZIJ

3TYJK ~TZ IT STY XUJHNK” FS® NSKTWRFYNTS NS YMJ NSHQZIJ QNXY FQQ MTX
(TSKNLZWJ YMJ KTQQTI\NSL UFWFRJYJWX KTW YMJ (QNJSY .SKTWRFYNTS RFYH
.SHQZIJ 1INXY

JJKNSJX YMJ HQNJSY MTXY SFRJ TW .5 FIITWJXX YMFY ~TZ \FSY YT FIIl YT YM
\FSY YT IJSA” IFYFGFXJ FHHJIXX YT

*THQZ1J 1INXY

JIJKNSJIX YMJ HQNJSY MTXY SFRJ TW .5 FIITWJIXX YMFY ATZ \FSY YT FIIl YT YM
\FSY YT FQQT\ YT FHHJXX YMJ IFYFGFXJ

(QNJSY &UUQNHFYNTS .SKTWRFYNTS 2FYHMJW

I9IMJI (QNJISY &Q&UUQNHFYNTS .SKTWRFYNTS RFYHMJIW IJYJWRNSJX YMJ ZXJWX FS
IFYFGFXJ :XJ YMJ FUUQNHFYNTS NSKTWRFYNTS XZHM FX YMJ ZXJW SFRJ MT.
[IJKNSJ YMJ HTSSJHYNTS HWNYJWNF KTW YMJ (QNJSY &UUQNHFYNTS .SKTWRFY

I9IMJI (QNJISY &Q&UUQNHFYNTS .SKTWRFYNTS REYHMJIW UWT[NIJX NSHQZIJ FSI J]HC
ZXIJWX FSI FUUQNHFYNTSX YMFY MF[J FHHJXX YT YMJ IFYFGFXJ 9MJ NSHQZIJ

YMFEY ATZ \FSY YT WIXYWNHY FHHJIJXX YT NSKTWRFYNTS \NYMNS YMJ IFYFGFXJ
FUUQNHFYNTSX FSI ZXJWX YMFY ~ATZ \FSY YT FQQT\ FHHJIXX YT YMJ IFYFGFXJ

&QUUQNHFYNTS .SKTWRFYNTS RFYHMJIJW YT REXP WJVZJIJXYX KWTR IJ[JQTURJSY

FIRNSNXYWFYTWX YT FHHIJXX YMJ FUUQNHFYNTS IFYF

<MJS YMJ 7ZQJ *SLNSJ FUUQNJIX YMJ (QNJSY &UUQNHFYNTS .SKTWRFYNTS RFY
QNXY KNWXY :XJWX FSI FUUQNHFYNTSX YMFY FWJ TS YMJ JJHQZIJ QNXY G~UF
IFYFGFXJ INWJHYQ” 3J]Y YMJ 7ZQJ *SLNSJ UFWXJX YMJ NSHQZIJ QNXY :XJW)
QNXY HFS FHHJIXX TGKZXHFYJI IFYF

B3TYJK ATZ IT STY XUJHNK” FS® NSKTWRFYNTS NS YMJ NSHQZIJ QNXY YMJ 7ZQ.
UWTLWEFRX

IMJI 7ZQJ *SLNSJI ZXIX WILZQFW JJUWIXXNTSX YT UIWKTWR FUUQNHFYNTS NIJ
UWTLWFRX "ATZ RBAKTAXI YMJ UWTLWFR SFRJ YT RFYHM YMJ KZQQ UWTLWFR U
ZXJ VTOSOXV H H K TDBSOLFDW.RQ & ?RUDFOH?DSS? SURGXFW? ?GEB ?ELQ?VTOSOXV H H

(TSSIJHYNTS 7Z2QJ 2FYHMJIWX



I9IMJI KTQQTINSL YFGQJ IJXHWNGJIJX YMJ UFWFRJYJWX KTW (QNJSY &UUQNHFYNT

SFWFRJYJWXHWNUYNTS

48 ZXJIJW | 4UJWFYNSL XA*"XYJR ZXJW SFRJ

-TXY SFRJ(QNJSY FUUQNHFYNTS MTXY SFRJ

SWTLWFR S8FRJ TK YMJ KNQJ YT WZS YMJ FUUQNHFYNTS

.SHQZIJ QNXKNSJIX YMJ UWTLWFR KNQJ SFRJX MTXYX FSI FUUQNHEYNTS ZXJ)\

*THQZI1J QNIKNSIX YMJ UWTLWFR KNQJ SFRJX MTXYX FSI FUUQNHEYNTS ZXJ!

I9IMJI (QNJISY &Q&UUQNHFYNTS .SKTWRFYNTS REYHMJW NX STY F[FNQFGQJ KTW YM

(ZWWJSY 9FWLJY )FYFGFXJ 2FYHMJW

IMJI (ZWWJISY 9FWLJIY )FYFGFXJ REYHMJIJW XIJFWHMJX NSHTRNSL WJVZJXYX KTW
(ZWWJISY 9FWLJY )FYFGFXJ REYHMJIW YT NIJSYNK” WIVZIXYX YT YMJ YEWLJY |
*INYTW

IMJI KTQQTINSL YFGQJ IJXHWNGJIX YMJ (ZWWJISY 9FWLJY )FYFGFXJ UFWFRJYJW

S5SFWFRJYJW JIXHWNUYNTS

JEYFGFXJ JJKNSJIX YMJ YFWLIJY IFYFGFXJ SFRJ

.SHTRNSL ))2 INXYJSJW 5TWY 2FYHMJW

9MJ .SHTRNSL ))2 INXYJSIW 5TWY RFYHMJW XJFWHMJX KTW YMJ )"SFRNH )FYF
HTSSJHYNTS WJVZJXY

IMJI KTQQT\NSL YFGQJ IJXHWNGJIX YMJ UFWFRJYJWX KTW YMJ .SHTRNSL ))2 1IN

SFWFRJYJW JIXHWNUYNTS

.SHTRNSL UTWY JIKNSJIX YMJ QNXYJISIW UTWY

(TSSIJHYNTS 7Z2QJ &HYNTSX

9MJ HTSSIJHYNTS WZQJ FHYNTS IJKNSJX YMJ UWTHJXX YMFY YMJ )*"SFRNH )FYF
HTSSJHYNTS FKYJW YMJ 7ZQJ *SLNSJ NIJSYNKNJX F RFYHM

&UUQN HTSSIJHYNTS WZQJ FHYNTSX YT RFSFLJ YMJ HTSSJHYNTS WTZYNSL &S
*SLNSJ GQTHPX YMJ HTSSJHYNTS WJVZJIJXY FUUQNIX F WZQJ XJY YT YMJ HTSS
IFYFGFXJ

(MFUYJW (TSSJHYNTS 7Z2QJX



9MJ KTQQT\

NSL YFGQJ IJXHWNGJX YMJ HTSSJHYNTS WZQJ FHYNTSX

(TSSIJHYNT

S) IXHMWNUYNTS

TIJX STY FLU

&HYNTS
3TYMNSL &GUUQNJIX YMJ HTSSIJHYNTS UWTHJIXXNSL FHYNTS GZY |
+TQIIW (WIJFYJX F KTQIIJW FSI UWTHJXXJX YMJ HTSSJHYNTS YM

UWTHJXXNSL FHYNTS XYTUX YMJ 7ZQJ *SLNSJ
ZUTS JFHM TYMJW
3TYIXJI YMJ HTSYNSZJ UWTHJIXXNSL FHYNTS \NYM YMJ K
IJKNSJI \ANYMNS YMJ KTQIJW

XJ YMI

WTZLM YM
KTQIJW FH

TQIIJW HTS

B\NYHM YT| +TW\FWIX HTSSJHYNTSX YT YMJ XUJHNKNJI IFYFGFXJ
IFYFGFXJ
JNWJIHY (TSSIJHYX FUUQNHFYNTSX FSI HQNJSYX INWJIJHYQ" YT YMJ YFWLJY

YMJ INWJIHY FHYNTS YMJ HTSSJHYNTS GAUFXXJX YMJ )
YMJ )NWIHY FHYNTS \NYM YMJ ))2 KTW 4WFHQJ XJW[NH

SFRNH )F
J

XJ WZQJ X

JYUUQNJIX YMJ XUJHNKNJI XJHZWNY” WZQJ XJY YT YMJ 8

61 XYFYJR

7IKZXJ

JJKNSJIX YMJ FHHJIJXX YMFY FS FUUQNHFYNTS MFX YT YM
NSINHFYJX YMFY YMJ IFYFGFXJ WJKZXJX YMJ HTSSJHYN

J IFYFGFX
TS

9WFSXUFW
&WHMNIJ

JBYZYJIX YMJI WIVZIXY YT YMJ )FYF ;FZQY
))2 )FEYFGFXJ 3FRJ 9MJ )*"SFRNH )FYF 2FXPNSL IFYFGRH
IJKNSJ NS YMJ 2FSFLJRJSY (TSXTQJ
)'& :XIW 9MJ )FYF &WHMNI[J ZXJW SFRJ
)'& S5EXX\TWI 9MJ UEXX\TWI KTW YMJ )FYF &WHMNI[J Z

ITFI (TSYW

BIYX YMI UWNTWNYN QJI[JQX KTW UWNRFW" FS| XJHTSIR
HTSKNLZWJ )*"SFRNH )FYF 2FXPNSL 8JW[JW MNLM F[FENQ
UFWFRJYJWX
-TXY 9MJ MTXY SFRJX TK YMJ )"SFRNH )FYF 2FXPNSL
5TWY 9MJ QNXYJSIW UTWY SZRGJIJWX TK YMJ )*"SFRNH
S5WNTWNY”A 9MJ UWNTWNY” TK YMJ )*SFRNH )FYF 2FXP

JJKNSJ YMJ KTQQT\NSL

XJ SFRJ K

XJIW

WA )ASERN
FGNQNYA™ |

8IWI[JIWX
YEYF 2FXP
NSL 8JWI[J

1TFI (TSYWTQ &HYNTS

IMJ 1ITFI (TSYWTQ FHYNTS XJYX YMJ UWNTWNY”? QJ[JQX KTW UWNRFW”" FSI XJH
\MJS "TZ HTSKNLZWJ MNLM F[ENQFGNQNY”" KTW )*

>TZ HFS HTSKNLZWJ YMJ UWNTWNY” QJ[JQX TK Y\T TW RTWJ )*"SFRNH )FYF 2FX
FHYNTS 9MJ [FQZJ TK YMJ 5WNTWNYA UWTUJWYA HTWWJIXUTSIX YT YMJ KWJVZ
YMWTZLM YMJ )ASFRNH )FYF 2FXPNSL 8JW[JW +TW J]JFRUQJ NK ATZ MF[J YMJ |
YMJ UWNTWNYA TK ))28IJW[JW XJY YT ))28IW[IW WJIHIN[IX UJIJWHJISY TK YN
))28IW[IW WJIHIN[IX  UJWHJISY TK YMJ WJIVZJIXYX

*SYIJW _JWT FX YMJ UWNTWNY" QJ[JQ TK F XJW[JW YT NSINHFYJ YMFY WJVZ
TYMJIJW XJW[JW F[FNQFGQJ +TW J]JFRUQJ NK ATZ MF[J YMJ UWNTWNY" TK ))28J
))28IW[IW XJY YT TSJ ))28IJW[IJW WJIHJIN[JIX UJWHJISY TK YMJ WJVZJIXYX KW
NX ZSF[FNQFGQJ

(TSKNLZWJ YMJ KTQQTI\NSL UWTUJWYNJIX KTW YMJ 1TFI (TSYWTQ FHYNTS
-TXY

9MJI MTXY SFRJIJX TK YMJ )*SFRNH )FYF 2FXPNSL 8JW[JWX

(TSSIJHYNTS 7ZQJ &HYNTSX



5TwWY

9MJ QNXYJISIW UTWY SZRGIWX TK YMJ )*SFRNH )FYF 2FXPNSL 8JW[JWX
S5WNTWNYA?

I9IMJI UWNTWNY”N QJI[JQ TK YMJ )*SFRNH )FYF 2FXPNSL 8JW[IJWX

I9IMJI KTQQTI\NSL NRFLJ XMT\X YMJ 1TFI (TSYWTQ FHYNTS HTSKNLZWJI KTW F UV
FSI F KENQT[JW )"SFRNH )FYF 2FXPNSL 8JW[JW

Append Rule |
Rule Mame ILnaanntrDI
~Matcher
Identify incoming connections using: I.ﬁ.ll Incoming Connections ;I
rAction
Apply action on incoming connection: Load Control LI
Load Control
Host Port Pricrity
DDOMServerl 50001
DOMServerd 50002 0
N
Processing Action: When rule is matched. .. ICDnﬁnue LI
QK | Cancel |

(MFUYJW (TSSIJHYNTS 7Z2QJX



SWTHIXXNSL &HYNTSX

9IMJ UWTHJIXXNSL FHYNTS IJKNSJX \MFY YMJ )*SFRNH )FYF 2FXPNSL XJW[NHJ I'
UIWKTWRJI 9MJ UWTHJIXXNSL FHYNTS IJYJWRNSJX \MJYMJIJW YMJ 7ZQJ *SLNSJ
YMJ SJ]Y WZQJ NS YMJ WZQJ YWJJ

I9IMJI KTQQTINSL YFGQJ IIXHWNGJIX YMJ UWTHJIXXNSL FHYNTSX

(TSSIJHYNTS 7ZRQUXHWNUYNTS
SWTHJIJXXNSL &HYNTS

(TSYNSZJ 9MJ 7ZQJ *SLNSJ HTSYNSZJIX YT YMJ SJ]Y WZQJ NS YMJ WZQJ
BTY&XXNLS YMJ (TSYNSZJ UWTHJXXNSL FHYNTS YT WZQJ KTQI
YMI WZQJIX \NYMNS YMJ WZQJ KTQIJW

8YTU NK &&UUQNJK YMJ WZQJ NX FUUQNJI YMJ 7ZQJ *SLNSJ ITIJX STY HTSYNSZ

8YTU NK 2FYHMJK YMJ WZQJ NX RFYHMJI YMJ 7ZQJ *SLNSJ ITIJX STY UWTHJXX

(WIFYNSL F (TSSJHYNTS 72QJ

(WIJFYJ F HTSSJHYNTS WZQJ YT RFSFLJ MT\ YMJ )*SFRNH )FYF 2FXPNSL XJW[NI
JJKNSJ YMJ HTSSIJHYNTS HWNYJWNF FSI UWTHJXXNSL FHYNTS KTW F HTSSJHYI
YMJ WZQJ YWJJ TW SIXY F HTSSIJHYNTS WZQJ \NYMNS F WZQJ KTQIJW

.S YMJ 2FSFLJRJISY (TSXTQJ XJQJHY YMJ )*SFRNH )FYF 2FXPNSL XJW[NHJ Y
HTSSIJHYNTS WZQRBWTIHA(FSBEHONHR 7Z2QJX

9MIZQJ *INNBW\ FUUJFWX
8JQJI&IVY N#BRIIUJISI 7Z2QJ

9M&UUJISI 7WNSIT\ FUUJFWX

*SYJW F WZQJ IRRI RS&®IJ

8JQJHY FSI IJKNSJ F RFYHMJW

8JQJHY FSI IJKNSJ FS FHYNTS

8JQJHY F UWTHJIXXNSL FHYNTS

(Q N#HP

9MJ HTSSJHYNTS WZQJ FUUJFWX NS YMJ WZQJ YWJJ
8JQIHW@IUIFYJ 7ZQJIX

9MJ HTSSJHYNTS WZQJ NX XF[JI

(TSSIJHYNTS 7Z2QJ *JUTWY FSI .RUTWY

*JUTWY HTSSIJHYNTS WZQJX \NYMNS XIJHZWNY”* WZQJ KTQIIJWX >TZ HFS XF[J H
KNQJ >TZ HFS NRUTWY =21 KNQJX YT ZXJ XF[JI HTSSJHYNTS WZQJ HTSKNLZWHFE

S5WTHJIJXXNSL &HYNTSX



(TSSIJHYNTS 7Z2QJ *JUTWY

*JUTWY F HTSSJHYNTS WZQJ KTQIJW YT FS =21 KNQJ YT GFHP ZU HTSSJHYNTS
F WZQJ KTQIJW KTW HTRUQJ] WZQJ HTSKNLZWFYNTSX YMFY ~TZ \FSY YT WJZX.
HTUA TK F WZQJ KTQIJW FSI NRUTWY YMJ HTUA YT YMJ HTSSJHYNTS WZQJ YW

&S JJUTWYJI KNQJ HTSYFNSX YMJ HTSSJHYNTS WZQJX FSI YMJ HTSSJHYNTS Wz
WZQJ RFYHMJIJWX HTSSJHYNTS WZQJ FHYNTSX FSI HTSSJHYNTS WZQJ UWTHJX
WZQJX NSXNIJ F HTSSIJHYNTS WZQJ KTQIIJW 9T JJUTWY F XNSLQJ HTSSJHYNTS
HTSSJHYNTS WZQJ

*JUTWYNSL (TSSIJHYNTS 7Z2QJX
*JUTWY HTSSJHYNTS WZQJX NSXNIJ F HTSSJHYNTS WZQJ KTQIJW YMWTZLM YM.
.S YMJ 2FSFLJRJISY (TSWIHTS SIHWHPFTS 7ZQJIX
IMIZQJ *INYTMWFW X
(QNHP YMJ HTSSJHYNTS WZQJ KTQIJW YMFY ATZ \FSY YT JJUTWY
(QN&RYNFBUTWY
9MIJUTWNSIT\ FUUJFWX
"WT\XJ YT F QTHFYNTS YT XF[J YMJ JJUTWY KNQJ
*SYJW F SFRJ KTW YMJ JJUTWY KNQJ
(QNHRTWY

(TSSJHYNTS 7Z2QJ .RUTWY

<MJS "TZ NRUTWY F HTSSJHYNTS WZQJ KNQJ ~TZ NRUTWY YMJ HTSSJHYNTS W
YMFY YMJ KNQJ IJKNSJX 9MJ HTSSJHYNTS WZQJ HTRUTSJSYX NSHQZIJ RFYHM.
HFS NRUTWY HTSSJHYNTS WZQJX NSYT FS JRUY” WZQJ KTQIJW TW YT YMJ YTU
HTSSJHYNTS WZQJX YMJS ZUIFYJ YMJ WZQJ YWJJ

"JKTWJ "TZ NRUTWY WZQJX HWJFYJ FS JRUY” WZQJ KTQIJW NS YMJ HTSSJHYN
YMFY NX STY JRUY”A YMJ NRUTWYJI WZQJX T[JWWNIJ YMJ WZQJX NS YMJ WzZQJ

K ATZ HMTTXJ YT NRUTWY YMJ HTSSJHYNTS WZQJX YT YMJ YTU TK YMJ HTSSJI
NRUTWYJI KNQJ T[IJWWNIJX YMJ JINXYNSL WZQJX NS YMJ WZQJ YWJJ 9MJ JINX

.RUTWYNSL (TSSIJHYNTS 7ZQJX

RUTWY HTSSJHYNTS WZQJX YMWTZLM YMJ 2FSFLJRJISY (TSXTQJ
.S YMJ 2FSFLJRJISY (TOSWIHTS SIIHWHPTS 7ZQJIX
9MTIZQJ *INWIWF W X

(QNHP FS JRUYA WZQJ KTQIJW TW YMJ YTU TK YMJ WZQJ YWJJ 7ZQJX YMFY
HMTTXJ

(QN&RYNABUTWY
OMIRUTWWSIT\ FUUJFWX

"WT\XJ YT YMJ QTHFYNTS TK YMJ =21 KNQJ YMFY IJKNSJX YMJ HTSSJHYNTS
ITZGQJ HQNHP YMJ KNQJ

IMI WZQJ YWJJ INXUQFAX YMJ HTSSJHYNTS WZQJX
UIFYJ YMJ WZQJ YWJJ YT XF[J YMJ HMFSLJX

(MFUYJW (TSSIJHYNTS 7Z2QJX



(du\Xaz

8J

8JH

HZWNY?N 7Z2QJdX

OMNX HMFUYJW NSHQZIJX YMJ KTQQT\NSL YTUNHX
+ 8JHZW 7ZQX4[ JWN\

+ 8JHZW 7ZQ 5FWR JYIW

+ 8JHZWN 7ZQ 2 FYHVIW

+ 8JHZWN 7ZQ &HWSX

+ 5WHIXX$L &HWSX

+  (\WFYSL F 8JHZWN 72Q

+ 8JHZW 7ZQ *] UTWFS| .RUTW

+ 8JHZW 7ZQ 8JY*] UTWFSI .RUTW

ZWNYA 7ZQJIX 4[IJW[NJ\

& XJHZWNY" WZQJ IJKNSJIX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT UF
WZQJ NX UFWY TK F XJHZWNY" WZQJ XJY >TZ HFS HWJFYJ F XJHZWNY”® WZQJ |

8JHZWNY”" WZQJX XUJHNK” YMJ YIHMSNVZJ YMFY YMJ 7ZQJ *SLNSJ ZXJX YT RF
RFYHMJW F WZQJ FHYNTS FSI F UWTHJXXNSL FHYNTS :XJ XJHZWNY”" WZQJX
FS JSYNWJ HTQZRS +TW J]JFRUQJ ~TZ HFS HWJFYJ F XJHZWNY" WZQJ YMFY W.
8THNFQ 8JHZWNY” HTQZRS KWTR YMJ *RUQT"JJ YFGQJ

(TSSIJHYNTS WZQJX IJKNSJ YMJ XJHZWNY”™ WZQJX YMFY YMJ 7ZQJ *SLNSJ FUUQ
[IJKNSJ XJHZWNY”™ WZQJX KTW 2NHWTXTKY 861 8IJW[JIW



JHZWNYN 72QJ SFWFRJYJWX

I9MJI 7ZQJ *SLNSJ FUUQNJIX XIJHZWNY" WZQJX YT NSHTRNSL 861 XYFYJRJSYX YT
IJKNSJ K F RFYHM THHzZWX YMJ 7ZQJ *SLNSJ FUUQNJX YMJ XJHZWNY” FHYNT

I9IMJI KTQQTINSL YFGQJ IIXHWNGJIX YMJ XJHZWNY”™ WZQJ UFWFRJYJWX

SFWFRJYJW JIXHWNUYNTS

72QJ 3FRJ 3FRJ TK YMJ WZQJ YMFY FUUJFWX NS YMJ WZQJ YWJJ

JIXHWNUYNTS| 4UYNTSFQ WZQJ IJXHWNUYNTS

2FYHMJIW JJKNSJX YMJ UTWYNTS TK YMJ 861 WJVZJIXY YMFY YMJ 7ZQJ *S
7JYZWSX F RFEYHM \MJS YMJ 7ZQJ *SLNSJ NIJSYNKNJX F RFYHM

0JJU 2FYHMJW SUIBQKNIX YMFY YMJ 7ZQJ *SLNSJ RZXY ZXJ YMJ HZWWJSY RF
WIVZIXYX KTW YMJ FRTZSY TKOMYWWRYTYRFYHMZ XWIHNEBD XS HYTNG
XIXXNFSFRIYIW

IWA YT RFYHM S8UWMWMWANRBDDX YMJ FRTZSY TK YNRJ YMFY ~TZ \FSY YMJ 7ZQJ *SLN
XIJIHTSIX UIJW XWIXNTRS KTW NSHTRNSL WJVZIXYX >TZ RZXY JSFGQJ YMJ 0JJU
YMIWA YT REYHM J[JW” DDD WKRW FR IX UM W) XKKEKZQY N X XJHTS

7ZQJ &HYNTS | )JKNSJIX YMJ FHYNTS YMJ 7ZQJ *SLNSJ FUUQNJIX YT FS 861 XYF

SWTHIXXNSL &HPYKINSIX MT\ YMJ 7ZQJ *SLNSJ UWTHJIXXJIX YMJ HTSSJHYNTS FK
XIJHZWNY™ WZQJ FHYNTS

1TL <MJS 7ZQJ0 WNKIFYJX FS JSYWAMA NS YMJ WZQJ QTL KNQJ NK YMJ 7ZQJ *SLNS.
&UUQNIJI

JHZWNYHN 7Z2QJ 2FYHMJWX

8JHZWNY”" WZQJ RFYHMJIWX IJKNSJ YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJ
WJIHJIN[J YMJ WZQJ FHYNTS

IMJI XIHZWNY” WZQJ RFEYHMJIW YMFY ATZ HMTTXJ 1JUJSIX TS YMJ RIYMTI ATZ \F
861 XYFYJRJSYX +TW JJFRUQJ NK ATZ \FSY YT WIXYWNHY FHHJIXX YT F HZXYT
WZQJ REYHMJIW \NYM YMJ '"QTHP 8YFYJRJSY UWTHJIXXNSL FHYNTS >TZ HFS ZX.
XUJHNKNH YJ]Y XYWNSL \NYMNS FS 861 WJVZJXY TW YMJ X*"RGTQ RFYHMJW YT
XIXXNTS TW HQNJISY NSKTWRFYNTS K ATZ \FSY YT FUUQ”" YMJ XJHZWNY" WZQ
RFYHMJW

&SN 2FYHMJIW

I9MJ &S RFYHMJIJW FUUQNJX YMJ WZQJ FHYNTS YT FQQ NSHTRNSL 861 XYFYJRJ

XJ YMJ &S REYHMJIJW KTW WZQJX YMFY FUUQ” YMJ KTQIJW FHYNTS XT YMFY
YMWTZLM YMJ HTSYJSYX TK YMJ KTQIJW

(MFUYJW 8IJHZWNY”™ 7ZQJX



+WTR (QFZXJ 4GOJHY 2FYHMJW
9MJ +WTR (QFZXJ 4GOJHY RFYHMJIW NIJSYNKNJIX 8*1*(9 XYFYJRJISYX YMFY VZJ\
HQFZXJ

XJ YMJ +WTR (QFZXJ 4GOJHY RFEFYHMJIJW YT XUJHNK” F [NJ\ FSI STY YMJ ZSIJW(
RFYHMJX GFXJI TS YMJ 861 UFWXNSL TK YMJ 8*1*(9 WJVZJXY FSI ITJX STY UFW
8*1*(9 WJIVZJIXY

IF[F 2FYHMJW

9MJ /F[F RFYHMJW WZSX F /F[F HQFXX YMFY WJYZWSX F GTTQJFS [FQZJ .K YM
WIYZWSX F RFYHM K YMJ WJYZWSJI [FQZJ NX KFQXJ YMJ RFYHMJW ITJX STY

9MJ /F[F HQFXX RZXY HTSYFNS F UZGQNH XYFYNH RIJYMTI \NYM YMJ KTQQT\NS
SXEOLF VADWLF ERROHDQ PDWFK 5XOH&RQAH W FW

>TZ RZXY JSYJW YMJ HTWWJIHY HQFXX NS YMJ (QFXX 5FYM KNJQI TK YMJ /F[F |
NS YMJ WZQJ XJY FSI WIJYZWSX FS JWWTW NK YMJ HQFXX UFYM NX NSHTWWJH

<MJS FS JWWTW THHZWX \NYM YMJ /F[F HQFXX YMJ 7ZQJ *SLNSJ ITJX STY FUU
HTSYNSZJX YT YMJ SJ]Y WZQJ 9MJ 7ZQJ *SLNSJ QTLX F IJYFENQJI JWWTW RJIXX

"\ QDPLF ' DWD ODVNLQJ LQVMDOODWLRQ ?0RJ?" ' O( UURU W W
9MJ /F[F RFYHMJW MFX YMJ KTQQT\NSL UFWFRJYJWX
(QFXX 5FYM

JJKNSJX F QNXY TK OFWX YMFY HTSYFNS YMJ /F[F RFYHMJW HQFXX FSI SJH
XJUFWFYJ RZQYNUQJ OFW KNQJX

(QEXX 3FRJ

JJKNSJIX YMJ KZQQ" VZFQNKNJI HQFXX SFRJ 9MJ HQFXX RF”A GJ GZNQY \NYN
UFHPFLJ 9MJ HQFXX RZXY NSHQ@MWK WNRMY¥WMI ESARII T\ NEOLKWDRFY ZWJ
ERROHDQ PDWFK 5XOH&RQWH W FW

9 M IXOHERQMHIWTGOJHY HTSYFENSX IFYF KW T REXOHERMAHZANQIIG'CBILHNYS M FOXMTSJ RIYMTI
SXEOLF 6WULQJ JHW6\ PERO 6WULQJ W\ PERO YMFY WJYZWSX YMJ X*"RGTQ [FQZJ KWTR YMJ X~|
RIYMTI YT WIJYWNJ[J X*"RGTQ [FQZJX IJKNSJI G F 8"RGTQ WZQJ FHYNTS 8UJH
FWLZRJSY YT YMJ RIYMTI

>TZ HFS FQXT ZXJ YMJ KTQQT\NSL UWJIJKNSJI XARGTQX
7ZQJ(TSYJ]Y :8*73&2*

7IYWNJI[IJX YMJ 4WFHQJ ZXJW SFRJ
7ZQJ(TSYJ]Y 48D:8*7

7IYWNJI[IJX YMJ TUIJWFYNSL XAXYJR ZXJW TS YMJ HQNJSY RFHMNSJ
7ZQJ(TSYJ]Y (1.%*39D-489

7IYWNJI[JX YMJ SFRJ TK YMJ HQNJSY RFHMNSJ
7ZQJ(TSYJ]Y 574,7&2

7IJYWNJI[IJX YMJ UWTLWFR SFRJ TS YMJ HQNJSY RFHMNSJ
7ZQJ(TSYJ]Y 89&9%2%39

7IYWNJI[IX YMJ XYFYJRJISY GINSL UWTHJIXXJI

8IJHZWNY”" 7ZQJ 2FYHMJIWX



3TYIMJI 7ZQJ *SLNSJ WZSX YMJ /F[F HQFXX \NYM YMJ /;2 YMFY )*"SFRNH )FYF 2]
YMJ /F[F REYHMJIJW HQFXX \NYM F /)0 TK YMJ XFRJ RFOTW [JWXNTS TW QT\JW [.
2FEXPNSL ZXJX

IF[F (QFXX *]FRUQJ
I9IMJI KTQQTAINSL YJ]Y NX FS JJFRUQJ TK F /F[F HQFXX YMFY ~ATZ HFS ZXJ FX F /F
LPSRUW FRP DFW.YHEDVH UXCOH

SXEOLF FODW ([ DPSOH-0 7

SXEOLF VMDW.F ERROHDQ PDWEK 5XOH&RQWH[ W FW 7
6BWULQ] XVHU FW JHW\PERO $33/, &$7, 21B86(51$0(
LI XVHU QK00 __  HTXDOV XVHU WULP A
XVHU FW JHV6\ PERO 5XOH&RQWH] W 26B86( 5

LI )5("  HTXDOV XVHU WR8SSHU&DVH A
UHWKUQ WUXH

UHWKUQ | DOVH

9MJ /F[F REYHMJIW WZSX YMJ RFYHM RJY MW\ PERMN S THM Y N Z5XORRRQNNGI

TGOJHY YT WIJYZWS F [FQZJ KTW YMJ ZXJIJW GFXJI TS YMJ [FQZJ NS YMJ ZXJIW |
XA"RGTQ .K YMJ [FQZJ NX SZQQ YMJ RFYHMJIW TGYFNSX YMJ TUIJWFYNSL X~AXY.
J*SFRNH )FYF 2FXPNSL X*"RGTQ SFRJ KWTR 7ZQJ(TSYJ]Y 48D:8*7

9MJ RIYMTI HTRUFWJIX YMJ)XK"RRETQPFYQIVSKTF RFYHM NK YMJA FWJ INKKJWJSY
2FXP WZQJ FHYNTS YT FUUQ” F RFXPNSL KZSHYNTS YT WJVZJIJXYX YMFY IT STY
&GUUQNII UWTHIJIXXNSL FHYNTS GJHFZXJ YMJ TSQ”" ZXJW YMFY MFX FZYMTWN_F
ZXIJW NX STY +7*) )*"SFRNH )FYF 2FXPNSL FUUQNJX YMJ RFXPNSL FHYNTS

9T WIYWNJI[J YMJI ZXIJW SFRJ HWJFYJ F XJHZWNY” WZQJ NS YMJ WZQJ XJY \NY
XJVZIJSHJ NS YMJ WZQJ YWJJ YMFS YMJ /F[F REYHMJW WZQJ .S YMJ XJHZWNY"
WILZQFW JJUWIXXNTS YT WIYWNJ[J YMJ ZXJW SFRJ KWTR YMJ WJVZJIXY XYFYJ
FHYNTS FSI FXXNLS YMJ ZXJW SFRJ YT YMJ &551.(&9.43D:8*73&2* X"RGTQ

9MJ NSHTRNSL 8*1*(9 XYFYJRJSY MFX F YFL FY YMJ JSI \MNHM NX F Y\T HTSX!.
XYWNSL 9MJ XYWNSL NX YMJ ZXJIJW SFRJ YMFY YMJ /F[F REYHMJW ZXJX KTW H'

XJ YMJI KTQQTINSL WILZQFW JJUWIXXNTS YMFY YWJFYX YMJ HTSXJHZYN[J M~L
YJ]Y FKYJW YMJ UQFHJ MTQIJW

IMJ HTRUTSJSY TK YMJ WJLZQFW JJUWJXXNTS HFUYZWJX YMJ YJ]Y FSI YMJ )
XIJHZWNY™ WZQJ WIKIWISHIX YMJ YJ]Y \NYM YMJ KTQQT\NSL WIJLZQFW JJUWJX

?

9MJ )IJKNSJ 8*"RGTQ FHYNTS IJKNSJX YMJ X*"RGTQ SFRJ FX &551.(&0OWBD:8*73 &2
YMJ WILZQFW JJUWIXXNTS

+TW J]JFRUQJ \MJS YMJ ZXJIJW B8HTYY [NJ\X YMJ HZXYTRJIJW NSKTWRFYNTS XHWJ
KTQQT\NSL VZIWA YT YMJ IFYFGFXJ

VHOHFW FXVWRPHUBQDPH | URP FXVWRPHU ~ 6FRWV

9MJ 9J]Y REYHMJIW HF BMAMREKKYYWIYYMIIWHTSXIHZYN[J MAUMISX 9MJ )JKNSJ 82RC
&551.(&9.43D:8*73&2* X"RGTQ6FRAW BINIJFRFR RFYHMIW HTRUFWJX YMJ

(MFUYJW 8IJHZWNY™ 7ZQJX



&551.(&9.43D:8*73&2* X"RGTQ [FQBY YTIKYMZ [[NQZITY IJKNSJ YMJ

&551.(&9.43D:8*73&2* X"RGTQ NS F UWJ[NTZX XJHZWNY" WZQJ YMJ /F[F REYHN
UWJIJKNSJI )*SFRNH )FYF 2FXPNSL X*"RGTQ '"JHFZXJ YMJ [FQZJX NS YMNX J]FR
WIYZWSX F [FQZJ TK YWZJ FSI YMJ 7ZQJ *SLNSJ FUUQNJIX YMJ RFEXPNSL WZQJ

-T\JI[JW NK YMJ FUUQNHFYNTS XZGRNYX YMJ KTQQT\NSL vziywA
VHOHFW FXVWRPHUBQDPH | URP FXVWRPHU ) UHG

9MJ /F[F RFEYHMJW WJYZWSX F [FQZJ TK YWZJ FSI YMJ 7ZQJ *SLNSJ ITJX STY F
REYHMJIW WZQJ FSI FQQT\X +WJI YT XJJ RFXPJI IFYF

*WWTW -FSIQNSL

K 'YMJ /F[F HQFXX KENQX YMJ 7ZQJ *SLNSJ ITJX STY FUUQ" YMJ XJHZWNY”" W:
WZQJ NS YMJ WZQJ YWJJ

9MJ )"SFRNH )FYF 2FXPNSL XJW[NHJ XYTWJX YMORIF[B( WRY WIWKINQGIJRIXXFLJIX NS

51 861 +ZSHYNTS 2FYHMJW

9MJ 51 861 +ZSHYNTS RFYHMJW WJYZWSX F RFYHM GFXJI TS YMJ 51 861 KZSHY
UFWFRJYJWX TK YMJ KZSHYNTS

<MJS A"TZ ZXJ YMJ 51 861 +ZSHYNTS RFYHMJIW ~TZ JSYJW YMJ SFRJ FSI UFYM °
UFWFRJYJWX YMFY YMJ KZSHYNTS ZXJX 9MJ 7ZQJ *SLNSJ WJYZWSX FS JWWTMW
UFWFRJYJWX KTW YMJ KZSHYNTS >TZ HFS [NJ\ YMJ WZQJ QTL KNQJ TW ZXJ YN
ATZ XIJQJIJHYJI YMJ HTWWJIHY UFWFRJYJWX

<MJS YMJ 7ZQJ *SLNSJ FUUQNIJIX YMJ 51 861 +ZSHYNTS RFYHWFW WMI 51 861 K
51 861 KZSHYNTS WRFAXWBIXTHHZWX FSI YMJ 7ZQJ *SLNSJ FUUQNJX YMJ WZQJ F
WIYZWEXRFYHM ITIJX STY THHZW FSI YMJ 7ZQJ *SLNSJ ITJX STY FUUQ” YMJ WZ

B3TYJSKTWRFYNHF WIJHTRRJSIX YMFY ~"TZ HWJFYJ 51 861 KZSHYNTSX YMFY MF][.
YMJ UFWFRJYJW SFRJ IJXHWNGJX YMJ UFWFRJYJW [FQZJ YMJ 861 XHWNUY NX

9MJ 51 861 +ZSHYNTS RFYHMJIJW MFX YMJ KTQQT\NSL UWTUJWYNJX
+ZSHYNTS 3FRJ

*SYJW YMJ SFRJ FSI KZQQ UFYM TK YMJ 51 861 KZSHYNTS +TW J]JFRUQJ ~T
+5 GER JHWBHPSOR\ HHV

.SHQZIJ )FYFGFXJ :XJWSFRJ

8JQJHY NK YMJ KZSHYNTS ZXJX F IFYFGFXJ ZXJWSFRJ UFWFRJYJW 9MJ IFY
YMJ ZXJIW KTW YMJ XIXXNTS

.SHQZIJ 48 :XJW

8JQJHY NK YMJ KZSHYNTS ZXJX FS TUJWFYNSL X*"XYJR ZXJW UFWFRJYJW 9
IJKNSJIX YMJ ZXJIJW SFRJ KTW YMJ ZXJW QTLLJI NS YT YMJ TUIJWFYNSL X"AXY

.SHQZIJ (QNJSY -TXY

8JQJHY NK YMJ KZSHYNTS ZXJX F HQNJSY MTXY UFWFRJYJW 9MJ HQNJSY M
SFRJ TW .5 FIIWJXX

.SHQZIJ SWTLWFR 3FRJ

8JQJHY NK YMJ KZSHYNTS ZXJX F UWTLWFR SFRJ UFWFRJYJW O9MJ UWTLWF
UWTLWFR SFRJ

8IJHZWNY”" 7ZQJ 2FYHMJIWX



.SHQZIJ 8YFYJRJSY

8JQJHY NK YMJ KZSHYNTS ZXJX F XYFYJRJSY UFWFRJYJW 9MJ XYFYJRJSY L
YJ]Y >TZ RZXY IJKNSJ YMJ XYFYJRJSY NS ;&7(-&7

.SHQZI1J 9J]Y ;FQZJ
8JQJHY NK YMJ KZSHYNTS ZXJX F YJ]Y [FQZJ UFWFRJYJW
TFQZJ YT :XJ

*SYJW F YJ]Y [FQZJ UFWFRJYJW NK ~TZ XJQJHYJI YMJ .SHQZIJ 9J]Y ;FQZJ U
XARGTQ YT IJKNSJ YMJ YJ]Y [FQZJ

I9IMJ KTQQTI\NSL NRFLJ XMT\X YMJ 51 861 +ZSHYNTS RFYHMJW UWTUJWYNJX

~Matcher
Matching Method PL/S0L Function ;I

Function Mame

[T Indude Database Username

[T Indude OS User

[T Indude Client Host

[™ Indude Program Mame
¢ Indude Statement

[T Indude Text Value

Value to Use

51 861 +ZSHYNTS 2FYHMJW *]FRUQJX

:XJ YMJ 51 861 +ZSHYNTS RFEYHMJIW JJFRUQJX FX LZNIJQNSJX YT HWJFYJ 51 86
XIJHZWNY™ WZQJIX

9J]Y ;FQZJ *]FRUQJ

>TZ \FSY YT RFXP YMJ 8&1&7> HTQZRS TK YMJ *25 YFGQJ GFXJI TS YMJ ZXJW Y
IFYFGFXJ .K YMJ ZXJW NX F XJSNTW RFSFLIJW YMJ WJIXZQY XJY NX ZSRFXPJI
WIXZQY XJY HTSYFENSX F _JWT NS YMJ 8&1&7> HTQZRS

>TZ HWJFYJ F 51 861 KZSHYNTS \NYM YMJ KTQQT\NSL HTIJ

&5($7( 25 5(3/$& )81&7, 21 WAMBVHQLRUBPDQDIHU SRVLW.RQ 9$5&+$5
5(7851 , 17(*(5 $6
PDQDIHUBVY SH 9$58+$5
%+, 1
PDQDJHUBW SH ~ UHVULHYHBPDQDI HUBW SH SRVLWLRQ
,) PDQDJHUBW SH  6(1,25 7+(1
5(7851
(/6(
5(7851

9MJ 51 861 KZSHYNTMNKWIWEZWSESHXW NX F XISNNIMNVYRMRISEXJIJW REISTY F XIJSNTW RFS

>TZ HWIFYJ YMJ KTQQTA\NSL XJHZWNY”" WZQJ

(MFUYJW 8IJHZWNY™ 7ZQJX



Append Rule |
Rule Mame Imatd‘n_manager
Description

~Matcher

Matching Method

PL/S0L Function ;I

Function Mame usrl.test_senior_manager
[T Indude Database Username

[T Indude OS User

[T Indude Client Host

[T Indude Program Mame

[T Indude Statement

[+ Indude Text Value

Value to Use [MANAGER

[T Keep Matcher Result

Try to match every |36DD seconds per session

rAction
Action Type Mask LI
Columns to mask
Table Mame Column Mame Masking Function
emp salary L)
R
Processing Action: Whenever this rule is matched... Continue LI

[+ Log When Rule is Applied

Ok Cancel

K YMI ZXIW NX F XISNTW RFSFLIW FSI YNISFR86L )RXFHZYAKTPN VIYZWSZTY FUU
WZQJ FHYNTS FSI YMJ WJXZQY XJY NX ZSRFXPJI K YMJ ZXJW NX STY F XJSNT
WIYZWSXMJ WZQJ FHYNTS RFEXPX YMJ [FQZJX NS YMJ 8&1&7> HTQZRS FHHTWINSE

8IJHZWNY”" 7ZQJ 2FYHMJIWX



9J]Y ;FQZJ <NYM 2ZQYNUQJ &WLZRJSYX *]FRUQJ

>TZ \FSY YT RFXP IFYF GFXJI TS YMJ ZXJW YMFY XJSIX YMJ WJVZJXY FSI \MJY!I
YMFY HTSYFNS F XUJHNKNH Y*UJ TK IFYF

>TZ HWIFYJ F 51 861 KZSHYNTS \NYM YMJ KTQQT\NSL HTIJ

85(%$7( 25 5(3/$&( 7<3( /,67B7<3( ,6 9$55%< 2) 9%$5&+$5
&5($7( 25 5(3/%$&( )81&7,21 WHVWBXVDIHBW SH GEBXVHU 9$5&+$5 VVMDWHPHQW 9$58+$5 XVDJHV
9$5&+$5
5(7851 ,17(*(5 $6
XVDIJHBOLVW / , 67B7<3(
wW*, 1
,) GEBXVHU 68277 7+(1
, ) LVBXVDJHBW SHBFROBLQBWDECHY VWDWHPHQW  7+( 1
XVDJHBOLVW  VSLOWSHPLFRORQ LVW XVDJHV
,) FKHFNBXVDJHV XVDJHBOLVW 7+(1
5(7851 .1 WKHUH LV D XVDJH LQ VHFXULW UXOH WKDW LPSOLHV PDVNLQJ LV QHHGHG
VKHQ UHWKUQ
(/6(

9MJ 51 861 XYFYJRISNKWUIMZVWXXW NX 8(499 FSI YMJ WIYZWSJI HTQZRSX HTSYF
ZXFLIDQNXY 4YMJIJWINXJ YMJ 51 861 XYFYJRJISY WJYZWSX

>TZ HWJIFYJ YMJ KTQQT\NSL XJHZWNY"N WZQJ

(MFUYJW 8IJHZWNY™ 7ZQJX



Append Rule |

Rule Mame Iplsql_mask_c:ra

Description

~Matcher

Matching Method PL/SQL Function LI
Funiction Marme usrl.test usage_type
[v Indude Database Username

[T Indude OS User

[T Indude Client Host

[T Indude Program Mame
¥ Indude Statement

v Indude Text Value

Value to Use ITEST;LEAF‘.NING

[~ Keep Matcher Result

Try to match every |36EID seconds per session

rAction
Action Type Mask ;I
Columns to mask
Table Mame Column Mame Masking Function
EMP.* CTMAME. * substr(ycal), 1, 2) ] ===*

=

Processing Action: Whenever this rule is matched... Continue LI
¥ Log When Rule is Applied

Ok Cancel

I9IMI WZQJ HTSYFNSX .SHQZIJ )FYFGFXJ :XJWSFRJ FSI .SHQZIJ 8YFYJRJSY UFWI
FWLZRJSYX YMFY A"TZ IJKNSJ NS YMJ 51 861 KZSHYNTS 9MJ ;FQZJ YT :XJ UFWHF
YMFY FWJ XJUFWFYJI G F XJRNHTQTS .S YMNX JJFRUQJ YMJ IJQNRNYJWX FW
KZSHYNTS RFYHMJW RFYHMJX YMJ WJVZJIXY YMJ WZQJ RFXPX YMJ 3&2* HTQZR

8IJHZWNY”" 7ZQJ 2FYHMJIWX



48 :XJW FSI 8YFYJRJSY *]FRUQJ

>TZ \FSY YT RFXP IFYF NS YMJ UWTIZHYNTS IFYFGFXJ GFXJI TS YMJ TUJWFYNS
WIVZIXY YT YMJ IFYFGFXJ

>TZ HWIFYJ F 51 861 KZSHYNTS \NYM YMJ KTQQT\NSL HTIJ

&5($7( 25 5(3/$&( )81&7, 21 WHVVBDBI HZBSDUDPV RVBXVHU 9$5&+$5  VVADWHPHQW 9$5&+$5
5(7851 , 17(*(5 $6
VWPWBFRQADL QVBSURGBVIDEOHV 922/ ( $1
RVBXVHUBLVBVX %22/ ( $1
QHHGVBPDVNLQU %22/ ( $1
% *, 1
VWPVBFRQWDL QVBSURGBVIDECHY ~ LVBVVMPVIBFRQUDL QVBSURGBVDECHY  VMDVHPHQW
RVBXVHUBLVBVX ~ LVBVX RVBXVHU
QHHGVBPDVNLQJ  RVBXVHUBLVBVX $1' VVWPVBFRQADLQVBSURGBVDECHV
,) QHHGVBPDVNLQJ 7+(1
5(7851
(/6(
5(7851
(1)
(1

9MJ 51 861 KZSHYNM™NKWIWEZ WSIWFYNSL XA*XYJIJR ZXJIJW NX XZ FSI YMJ WJIVZIXY F
AYMIWANXI YMJI KZSHYNTS WJYZWSX

>TZ HWIFYJ YMJ KTQQT\NSL XJHZWNY"N WZQJ

(MFUYJW 8IJHZWNY™ 7ZQJX



Append Rule |
Rule Mame I:_a_fewJ:uarams
Description

~Matcher

Matching Method

PL/S0L Function ;I

Function Mame usl.test_a_few_params
[T Indude Database Username

v Indude OS User

[T Indude Client Host

[T Indude Program Mame

[+ Indude Statement

[T Indude Text Value

Value to Use I

[T Keep Matcher Result

Try to match every ISGDD seconds per session

rAction
Action Type Mask LI
Columns to mask
Table Mame Column Mame Masking Function
emp address Ry
R
Processing Action: Whenever this rule is matched... Continue LI

[+ Log When Rule is Applied

Ok Cancel

K YMI TUIWFYNSL XAXYJR ZXJIJW NX XZ FSI YMJ WJIJVZIXY HTSYFENSX UWTIZHYN
YMJ REXPNSL KZSHYNTS NS YMJ WZQJ FHYNTS K YMJ TUJWFYNSL XAXYJR ZXJ
UWTIZHYNTS YFGQJX YMJ 51 861 KZSHYNTS WJYZWSX FSI )"SFRNH )FYF 2FXF

8IJHZWNY”" 7ZQJ 2FYHMJIWX



861 8"SYF] 2FYHMJW

8/\

9MJ 861 8*"SYF] RFYHMJW HTRUFWJX YMJ NSHTRNSL 8*1*(9 XYFYJRJSY YT YMJ
\NYMNS YMJ RFYHMJW

+TW F RFYHM YT THHZW YMJ TGOJHYX FSI UWJINHFYJX RZXY GJ NS YMJ XFRJ
NS YMJ WZQJ 9MJ TGOJHYX FSI UWIJINHFYJX YMFY ATZ IJKNSJ RZXY NLSTWJ X

K ATZ IJKNSJ FS 861 XYFYJRJISY YMFY NSHQZIJX UWJIJINHFYJX YMFY ZXJ QNYJW
XYFYJRJSY YJ]Y +TW 861 XYFYJRJIJSYX YMFY NSHQZIJ UBRDXKFRQHFYJX YMFY ZXJ G
QDPH RSHUDWRU! >DQ VWILQI@NS YMJ XYFYJRJSY YJ]Y +TWHBIBORPEHD J HREBK ™TTZ JSYJW
WIJUQFHJ XYFYJRJISYX YMFY ZXJ FS” [FWNFYNTS TK JRUDSZRGJW

9MJ 861 8"SYF] RFYHMJW TSQ”" RFYHMJX 8*1*(9 XYFYJRJSYX .Y ITJX STY RFYH
QFSLZFLJ HTRRFSIX XZHM FX .38*79 :5)&9* TW )*1*9*

3TYIMJ 861 8"SYF] RFYHMJW NLSTWJX YMJ FQNFX TK F YFGQJ SFRJ

I9IMJI KTQQTINSL YFGQJ IJXHWNGJIX TUYNTSX KTW YMJ 861 X*"SYF] RFYHMJW

4UYNTS JIXHWNUYNTS

&QQT\ GNSI [RWEFGQJX YMJ 7ZQJ *SLNSJ YT RFYHM GNSI [FWNFGQJX NS YMJ
REFYHM FS” [FOQBNSIS[FWNFGQJ TUYNTS YMJ 7ZQJ *SLNSJ RFYHMJX FS™ GNSI |
XYFYJRJSY RFYHM KZSHYNWNYGOWHNTHRBGIXHN S L

+TW J]JFRUQJ NK YMJ R FHOHFW N BURPXFDUVYZEIRE S Y N X
\HbU \HDUBQR YMJ 7ZQJ *SLNSJ RFYHMJXVAEFRY XNRYRBMSYX YMFY Z
LK ATZ IT STY XJQJHY YMJ GNSI TUYNTS YMJ 7ZQJ *SLNSJ RFY
JIFHY Q" VRAHR\H M URP FDUV ZKHUH \ HDU \ HDUBQR

&QQT\ FSN XJQIBFGCNIXYYMS 7ZQJ *SLNSJ YT RFYHM WJVZJIXY XYFYJRJSYX G*
YMJ XYFYJRISWILFWIQJIXX TK YMJ HTSYJSYX TK YMJ XJQJHY QNXY

7IJI\WNYNSL 8YFYJRJISYX <NYM 'NSI ;FWNFGQJX
:XJ GNSI [FWNFGQJ SFRNSL HTS[JSYNTSX YT WJ\WNYJ NSHTRNSL XYFYJRJISYX

I9MJI 7ZQJ *SLNSJI NIIJSYNKNIX YMJI [FQZIX NS YMJ UTXNYNTSX XUJHNKNJI G G|
>TZ RZXY JSYJW YMJ XFRJ GNSI [FWNFGQJ SFRJX NS YMJ UWJINHFYJ TK YMJ W
NIJSYNKNJIX YMJ [FQZJX NS YMJ NSHTRNSL XYFYJRJSY FSI WJ\WNYJX YMJ XYF?

RGTQ 2FYHMJW

9MJ 8"RGTQ RFYHMJIW NIJSYNKNJIX FSI XYTWJIX HQNJSY FSI IFYFGFXJ [FWNFGQ

9MJ 8ARGTQ RFYHMJW ZXJX LQTGFQ [FWNFGQJX YT NIJSYNK”A F RFYHM & LQTG
,QTGFQ [FWNFGQJX FWJ HFEXJ XJSXNYN[J FSI MF[J FS FXXNLSJI [FQZJ KTW YMJ
RFSFLJRJSY XAXYJR UWT[NIJX RTXY TK YMJ [FQZJX FSI YMJIJWJ RNLMY GJ INXH\
[JWXNTSX TK YMJ XFRJ YAUJ

+TW JJFRUQJ YMJ 8"RGTQ RFYHMJW HFS NIJSYNK"A F HTSSJHYNTS NSNYNFYJI
NIJSYNK” YIFR RIRGIWX YMFY FWJ STY IFYFGFXJ FIRNSNXYWFYTWX FSI XJY F
YMJ WIVZIXYJlI IFYF ZXJ YMJ LQTGFQ [FWNFGQJ &:9-D:8*73&2* <MJS YMJ 7ZQ
NY GQTHPX FHHJIJXX YT YMJ IFYF

>TZ HFS WJKJWJSHJ F LQTGFQ [FWNFGQJ G" UQFHNSL YMJ LQTGFQ [FWNFGQJ
+TW J]JFRUQJ A &:9-D:8*73&2* NX WJUQFHJI \NYM YMJ IFYFGFXJ ZXJWSFRJ

(MFUYJW 8IJHZWNY™ 7ZQJX



9MJ FIFNQFGNQNY”" TK F LQTGFQ [FWNFGQJ NX IJUJSIJSY TS YMJ IFYFGFXJ Y~lL
KNQJ YT NIJSYNK”A LQTGFQ [FWNFGQJ [FQZJX

>TZ HFS ZXJ YMJ KTQQTANSL LQTGFQ [FWNFGQJX
&:9-D(:77*39D)&9&"'&8*

JIJKNSJIX YMJ HZWWJSY IFYFGFXJ

>TZ HFS ZXJ &:9-D(:77*39D)&9&'&8* TS 8"GFXJ .'2 )" .SKTWRN] 9JWFIFYF
8IW[JW

&:9-D)&9&'&8*D3&2*
JJKNSJX YMJ )*SFRNH )FYF 2FXPNSL IFYFGFXJ SFRJ YMFY ~TZ IJKNSJ NS YM

>TZ HFS ZXJ &:9-D)&9&'&8*D3&2* TS 4WFHQJ .'2 )’ 8"GFXJ .SKTWRN] )FYF
2NHWTXTKY 861 8JW[JW

&:9-D)7.;*7D(1&88

9MJ IWN[JW HQFXX SFRJ YMFY YMJ ,JSJWNH /)'( HQNJSY NSXYWZRJISYX FY W

>TZ HFS ZXJ &:9-D)7.;*7D(1&88 \NYM YMJ ))2 KTW /)'( XIW[NHJ
&:9-D)7.;*7D3&2*

9MJ /)'( IWN[JW SFRJ

>TZ HFS ZXJ &:9-D)7.;*7D3&2* \NYM YMJ ))2 KTW /)'( XIW[NHJ
&:9-D*=9*73&1D&:9-*39.(&9.43

JIKNSIX \MIJIYMIW YMJI ZXIW NX HTSSIHYJI YT YMJ IFYFGFXJ \NYM F UFXX\T)
IFYFGFXJ \NYM F UFXX\TWI YMJ [FQZJ NX +&18* K YMJ ZXJW NX HTSSJHYJ
UFXX\TWI YMJ [FQZJ NX 97:*

>TZ HFS ZXJ &:9-D*=9*73&1D&:9-*39.(&9.43 TS .SKTWRN]
&:9-D28&(-.3*

JJKNSJIX YMJ HQNJSY MTXY SFRJ FSI NX STY 1JUJSIJSY TS YMJ HQNJSY

>TZ HFS ZXJ &:9-D2&(-.3* TS 4WFHQJ 8AGFXJ .'2 )" )FYF ;FZQY FSI 2NHW]
&:9-D574,7&2D32

JJKNSJIX YMJ UWTLWFR SFRJ

>TZ HFS ZXJ &:9-D574,7&2D32 TS 4WFHQJ .'2 )" 8AGFXJ 2NHWTXTKY 861 8.
&:9-D8*7.8&1D3:2

JIKNSIX YMJ XIXXNTS XJWNFQ SZRGJIW

>TZ HFS ZXJ &:9-D8*7.&1D3:2 TS 4WFHQJ
&:9-D8*88.43D.)

JIKNSIX YMJ XIXXNTS .) HTSKNLZWJI KTW )ASFRNH )FYF 2FXPNSL

>TZ HFS ZXJ &:9-D8*88.43D.) TS 4WFHQJ 2NHWTXTKY 861 8JW[JW FSI 9JWF
&:9-D8.)

JJKNSJIX YMJ HQNJISY ZXJW SFRJ

>TZ HFS ZXJ &:9-D8.) TS 4WFHQJ FSI 9JWFIFYF

8IJHZWNY”" 7ZQJ 2FYHMJIWX



&:9-D9*72.3&1

JIJKNSJIX YMJ HQNJSY MTXY SFRJ FSI NX 1JUJSIJSY TS YMJ HQNJSY +TW J]F|
HTSSJHY YT FS 4WFHQJ IFYFGFXJ &:9-D2&(-.3* HTSYFNSX YMJ HQNJSY MTX

ITIX STY HTSYFNS YMJ HQNJSY MTXY SFRJ

>TZ HFS ZXJ &:9-D9*72.3&1 TS 4WFHQJ
&:9-D:8*73&2*

JJKNSJIJX YMJ IFYFGFXJ ZXJW SFRJ

>TZ HFS ZXJ &:9-D:8*73&2* TS 4WFHQJ .'2 )’ 8"GFXJ .SKTWRN] 2NHWTXTEK

FSI 9JWFIFYF
(1.*39D.5
JIKNSIX YMJ .5 FITWIXX TK YMJ HQNJSY RFHMNSJ

>TZ HFS ZXJ (1.*39D.5 TS 4WFHQJ 87"GFXJ 2NHWTXTKY 861 8JW[JW )’
FSI -N[J IFYFGFXJX

7IJ\WNYJ 8JQJHY 1INXY *]FRUQJ

I9IMJI KTQQTINSL JJFRUQJ NX F XNRUQJ RIYMTI A"TZ HFS ZXJ YT [NJ\ YMJ [FQZJX

(WIJFYJ F XJHZWNYA WZQJ YMFY WI\WHNMEK F)$28 G/ BNV 20676 XYS | WZHWMQFX I X Y MJ
861 WJIJVZJIXY \NYM YMJ KTQQT\NSL VZIJWA GFXJI TS YMJ IFYFGFXJ RFSFLJRJSY

AWFHQJ
VHOHEW ? &, (17B,3  &OLHQW,3  ? $87+B86(51$0(  8VHUQDPH ? $87+BS6," 26
8VHU 2 $87+B0$&+ 1(  +RVWQDPH  ? $87+B7(50, 1$/ 26 XVHU QDPH 2
$87+B6(5, $/ B180  6(5, $/ ? $87+B352*580B10  3URJUDP 2
$87+B $7$66(B1$0(  ''0 1DPH ? $87+B6(66, 21B," 6, ?
$87+B&B55(17B $7$%66(  &XUUHQW ' DWDEDVH | URP GXDO

20!
VHOHFW ? &, (17B,3  &OLHQW,3  ? $87+B86(51$0(  8VHUQDPH ? $87+BS6," 26
8VHU 2 $87+B0S&+ 1(  +RVWQDPH 2 $87+B7(50, 1$/ 26 XVHU QDPH 2
$87+B6(5, $/ B180  6(5, $/ ? $87+B352*580B10  3URJUDP 2
$87+B $7$%86(B1$0(  ''0 1DPH ? $87+B6(66, 21B, " 6, ?

$87+B&855( 17B' $7$%66( &XUUHQW ' DWDEDVH | URP W\ VLEP W\ VGXPP\
2NHWTXTKY 861 8JW[JW

VHOHFW ? &/, (17B, 3 &OLHQW , 3 ? $87+B86(51$0( 8VHUQDPH  ? $87+B6,’ 26
8VHU  ? $87+B0$&+, 1( +RVW QDPH ? $87+B7(50, 1%/ 26 XVHU QDPH ?
$87+B6( 5, $/ B180 6(5, $/ ? $87+B352*5$0B10 3URJUDP  ?
$87+B' $7$%$6( B1$0( "'0 1DPH ? $87+B6( 66, 21B, " 6,' ?

$87+B&355( 17B' $7$%66( &XUUHQW ' DWDEDVH

9J]Y 2FYHMJW

9MJ 9J]Y RFYHMJIW IJKNSJX YMJ XYFYJRJSY XYWNSL YJ]Y YMFY YMJ 7ZQJ *SLN

I9MJ 7ZQJ *SLNSJ FUUQNJIX YMJ WZQJ FHYNTS NK YMJ WJVZJIXY XYFYJRJSY KZQ

NSHQZINSL XUFHJX FSI QNSJ GWJFPX

(MFUYJW 8IJHZWNY™ 7ZQJX



<NQIHFWIX

:XJ YMJ UJWHJSY XNLS FSI YMJ ZSIJWXHTWJ HMFWFHYJW D YT RFYHM UFW
9MJ UJWHJSY XNLS RFYHMJX FS ZSIJKNSJI SZRGIJW TK HMFWFHYJWX 9MJ UJW
ZSIJWXHTWJ HMFWFHYJW RFYHMJX TSJ HMFWFHYJW 9MJ FXYJWNXP NX STY
XASYF]

7JLZQFW *JUWJIXXNTS 7JLJ]

>TZ HFS ZXJ WILZQFW JJUWJIXXNTS YT NIJSYNK”A NSHTRNSL 861 XYFYJRJSYX Y|
KTW YMJ RFYHMJIJW & WILZQFW JJUWJIXXNTS HTSXNXYX TK HMFWFHYJW QNYJW

I9MI 7ZQJ *SLNSJ ZXJIX RIYFHMFWFHYJWX YT IJYJWRNSJ YMJ FOQLTWNYMR KTW
HMFWFHYJWX 9MJ 7ZQJ *SLNSJ RFYHMJX JFHM HMFWFHYJW FY QJFXY TSJ YNR

9T RFYHM RZQYNUQJ NSXYFSHJX TK F HMFWFHYJW NS F WJLZQFW JJUWJXXNTS
+TW J]JFRUQJ YT KNSI F REYHM Y MFFSK Y BWKY XN YN B MZMQ JEMIYMTQ Q T\NSL YMJ
WJILZQFW JJUAVIJKXKEMS FXYJWNXP RIYFHMFWFHYJW WJUJFYX YMJ UWJHJINSL R
_JWT TSJ TW RTWJ YNRJIX .K ATZ \FSY YT ZXJ YMJ QNPJIJDHEMEWRHYNMW YT IJ
UJWHJSY XNLS YT NSINHFYJ JWT TSJ TW RZQYNUQJ THHZWWJSHJX TK FSA H

IMJI KTQQTINSL YFGQJ IJXHWNGJIX YMJ WILZQFW JJUWJIXXNTS RIYFHMFWFHYJV
2FXPNSL

FTUWIXXNXHWNUYNTS

AY .SINHFYJX F YFG HMFWFHYJW

AS .SINHFYJX F SJ\ QNSJ

2FYHMJX FS® HMFWFHYJW J]JHJUY KTW SJ\ QNSJX

a .SINHFYJX YMJ JJUWJIXXNTS TS YMJ QJKY TW WNLMY XNIJ RFYHMJX Y/

@ B JJKNSJX YMJ JSHQTXJlI HMFWFHYJWX YMFY HFS RFYHM SDE®&| YFWLJY H
REFYHMJX YMJ QJYYJIWX F>F S@ FGF YHMIJI X] B I XN NN B

@CB .SINHFYJX YMFY YMJ JSHQTXJlI HMFWFHYJWX |IT SADEGRFYHHM YMJI YFWI
FQQ HMFWFHYJWX JAHARFYHMIHN FEG* HMFWFHYJW YMFY NX STY F INL

.SINHFYJX YMFY YMJ HMFWFHYJW YT YMJ QJKY TK FXYJWNXP NS YMJ
JIFRUEBBIJRFYHMJX G GJ FSI GJJ

.SINHFYJX YMFY YMJ HMFWFHYJW YT YMJ QJKY TK YMJEHIQZX XNLS RF
RFYHBHIXSHHH GZYESTY

$ .SINHFYJX YMFY YMJ HMFWFHYJW YT YMJ QJKY TK VZJXYNTS RFWP N
J]FRUEJ RFYHBMRISEH G Z YEHHITY

C .SINHFYJX YMFY YMJ JJUWBEKXNMS X IMJIBY WMIMYLINKSSNSL TK F QNSJ
A REYHMZXYWYSMJ GILNSSNSL TK F QNSJ

IMJ JJUWIXXNTS RFYIWMMIXIMKIBK YMJ JSI TK F QNSJ +THV J]JFRUQJ Y|
RFYHMJX YWYIMFXYNXWY YMJ JSI TK F QNSJ

JJKNSJX YFLLNSL FSI YMJ UWTHJIXXNSL TWIJW TK JJUWJXXNTSX

8IJHZWNY”" 7Z2QJ 2FYHMJIWX



FTUWIXXNIIXHWNUYNTS

A .SINHFYJX FS JXHFUJ HMFWFHYJW :XJ ITZGQJ GFHPXQFXMIJX YT [NJ\
A6 .SINHFYJX YMJ XYFWY TK F VZTYJI JJUWJIXXNTS 9MJ UFWXJW NLSTW.
A* .SINHFYJX YMJ JSI TK F VZTYJI JJUWJIXXNTS

A8 JJKNSJX F XJUFWFYTW KTW XUFHJ YFG TW SJ\ QNSJ

'"FHPXQFXMJX

X3 YMJ GFHPXQFXM HMFWFHYJW YT FUUQ” JXHFUJI HTSXYWZHYX FSI YT VZTY
ZSIJXHFUJI HTSXYWZHYX +TW JIPRBOYHNMMYI FIMWSKQRANTGFHPXQFXM FSI YMJ J]lL
"RFYHMJX F QJKY GWFHJ

/F[F NSYJWUWJYX GFHPXQFXMJX YMFY FWJ ZXJI FX XYWNSL QNYJWFQX FX :SN
/F[F GA"YJ HTIJ HTRUNQJW KWTR NSYJWUWJYNSL YMJR ZXJ F ITZGQJ GFHPXQF
JJUWJIXXNTSX

+TW J]JFRUQJ YMJ YRFNSHIMON FIWNRLQIJ GFHPXUFHJ HMFWFHYJW \MJS NSYJWU
JJUWIXXNTS 2TBERBWHMJIX F \TWI GTZSIFW" 29KHOORY WX SIQ QUYRIWFQ!I WJIXZQYX |
HTRUNQJ YNRJ JWWTW 9T RFYHM YMJ XYWRSKHOOR? I QQ T ZXJ YMJ XYWNSL QN

3TYJT STY ZXJ F GFHPXQFXM GJKTWJ FS® FQUMFGJYNH HMFWFHYJW YMFEY [|TJX
:XJ F GFHPXQFXM GJKTWJ F HMFWFHYJW NK YMJ HMFWFHYJW NX STY FQUMFGJ

(MFWFHYJW (QFXXJX

& HMFWFHYJW HQFXX HTSYFNSX F QNXY TK TSJ TW RTWJ HMFWFHYJWX :XJ YN
HQFXX FSI YT RFYHM FS JJUWJXXNTS YMFY MFX F HMFWFHYJW NS F LN[JS XUF

>TZ HFS ZXJ RIYFHMFWFHAXJIJWX XZBMTFXIWKTWR FS FI[FSHJI XJFWHM TS HMF
HQFXXJX :XJ HQFXX XMTWYMFSIX XZHM FX Al A) AX A8 A\ FSI A< FX XMTYV

IMI KTQQTINSL YFGQJ QNXYX YMJ UWJHJIJSHJ TK HMFWFHYJW HQFXX TUJWFY

SWNTWNY” | JIXHWNUYNTS (MFWFHYJW (QFXX
INYIJWFQ JXHFUJ Al
WTZU TK HMFWFHY JWX @FJIJNTZB
7TFSLI TK HMFWFHYJWX @F _B
SNTS TK HMFWFHYJWX @F JB@N ZB
.SYIWXIHYNTS TK HMFWFHYJIJWX @F _ @FJIJNTZBB

(MFUYJW 8IJHZWNY”™ 7ZQJX



INSJ 9IWRNSFYTWX

& QNSJ YIWRNSFYTW NX F TSJ TW Y\T HMFWFHYJW XJVZJSHJ YMFY NSINHFYJX
XJIJVZISHIJ

I9IMJI KTQQTI\NSL YFGQJ IJXHWNGJIX YMJ HMFWFHYJWX YMFY ~TZ HFS ZXJ FX QN

(MEWFHYJWIXHWNUYNTS

AS 3J\QNSJ HMFWFHYJW

AWAS (FWWNFLJ WJYZWS HMFWFHYJW KTQQT\JI NRRJINFYJQ”™ G~ F SJ\ QN
AW B8YFSIFQTSJ HFWWNFLJ WIJYZWS HMFWFHYJW

AZ 3J]Y QNSJ HMFWFHYJW

AZ INSJ XJUFWFYTW HMFWFHYJW

AZ S5SFWFLWFUM XJUFWFYTW HMFWFHYJW

7Z2QJX FSI ,ZNIJQNSJIX KTW 1INSJ 9IJWRNSFYTWX

(TSXNIJW YMJ KTQQTA\NSL WZQJIX FSI LZNIJQNSJIX \MJS ~"TZ ZXJ F QNSJ YIWRNS

+ K Y&JIB/,1(6 RTIJ NX FHYN[J YMJ 7ZQJ *SLNSJ WJIJHTLSN_JX YMJ QNSJ YIWRN

t >TZ HFS XUJHN#,M KQBL YT NSINHFYJ YMFY YMJ UJWNTI HMFWFHYJW RFYHMJ)
QNSJ YIWRNSFYTW

+ >TZ HFS ZXJ YMJ HFWJY FSI ITQQFW HMFWFHYJWX YT NLSTWJ QNSJ YIJWRNS
TK YMJ NSUZY XJVZJSHJ

+ K YO®JF/,1( RTIJ NX FHYN[J YMJ HFWJY HMFWFHYJWX RFYHM YMJ GJLNSSNSL
FS» QNSJ YIWRNSFYTW 9MJ JSI TK YMJ NSUZY NX STY NSHQZIJI 9MJ ITQQF
YIWRNSFYTW FSI FY YMJ JSI TK YMJ NSUZY XJVZJSHJ

(FUYZWNSL ,WTZUX

& HFUYZWNSL LWTZU NX F RIJIYMTI YMFY ~TZ HFS ZXJ YT LWTZU RZQYNUQJ HMF
(TZSY YMJ TUJSNSL UFWJISYMJIXJIX KWTR QJKY YT WNLMY YT JSZRIJWFYJ YMJ H|

.S YMJ JJUWJIXXNTS & ' ( YMIWJ FWJ KTZW LWTZUX & ' ( & " ( F S
WIUWIXISYX YMJ \MTQJ JJUWJIXXNTS

9MJ HFUYZWJlI HMFWFHYJWX NS F LWTZU FWJ YMJ RTXY WJHJSY XZG XJVZJSHJ
NSUZY NX INXHFWIJI FY YMJ GJLNSSNSL TK JFHM RFYHM .K F LWTZU NX RFYHI
NX WIYFNSJI NK YMJ XJHTSI J[FQZFYNTS KFNQX +TW J]JFRUQJ YMJ RFYHMNSL
DE" HMFSLJX LWTZU YT XJY YT

WTZUX YMFEFY XYFEWY ANYMITY BT VI JURUINYOVRIT §FJ]Y FSI IT STY HTZSY YT\FWI YMJ L

(FUYZWNSL ,WTZUX 9MFY 7J\WNYJ TW 8JFWHM FSI 7JUQ
>TZ HFS ZXJ QNSJ YIJWRNSFYTWX FSI HFUYZWNSL LWTZUX YT WJ\WNYJ TW XJF

>TZ HFS ZXJ UFWJSYMJIXJIX YT JSHQTXJ YFLLJI JJUWJXXNTSX YT NSINHFYJ F HI
?? FSA YT WIKIJIWISHJ YFLLJI JJUWJIXXNTSX 9MJ JJUWJIXXNTS A NSINHFYJX F

8IJHZWNY”" 7ZQJ 2FYHMJIWX



WIUWIXISYX YMJ JSYNWJ XZGXYWNSL YMFVYIIEXYREKYHWI IK NOW X YI WURAL L E X BTUBW J X
NX YMJ XIJHTSI JJUWINXNIMI FBINWI JJUWJIXXNTS

I9IMJI KTQQTINSL YFGQJ IJXHWNGJIX MT\ ATZ HFS ZXJ HFUYZWNSL LWTZUX FSI

WJUQFHJ YJ]Y

QI

A4WNLNSFQ 8JFWHM 7JUQFHJ 7IXZQY
FGH FG H A A A FGH FG H
FGH FG H A A A FGH G H
FGH F G H A A A FGH F H

B8FRUQJ *JUWJIXXNTSX

9T NIJSYNK”A XYWNSLX TK YJ]Y NS FS NSHTRNSL 861 WJVZJXY
RIYFHMFWFHYJWX NS YMJ 9J]Y RFYHMJW

IJKNSJ WILZQFV

9MJ KTQQT\NSL YFGQJ UWT[NIJX J]JFRUQJIX TK WJLZQFW JJUWJIXXNTSX

7ILZQFW *JUWJIXX8ES 93]Y )JIXHWNUYNTS
2FYHMNSL
LQYRLFH ? QXPEHU 6(/ (&7 LQVRLFH QXPEHU | 9M? JJUWJIXXNTS IJKNSJIX F UJWNTI 9MJ L
Tw )520 LQYRLFHV RFYHMJX FSA HMFWFHYJW 9MJ GFHPXQF X
UJWNTI HMEWFHYJW WJRT[JX YMJ [FQZJ T
VTCSOXV? HH HMEWEHYJW NS WJLZQFW JJUWJIXXNTS
FXWIRPHWV 2V 6(/ (&7 FXWRPHW )520 | 9MJ UFYYJWS RFYHMJX XYFYJRJISYX \NYM
GXDO FXWRPHWV 9MJ JJUWJIXSNNIBFYJX YMEY FSA Y.
HFES FUUJFW GJKTVWXWRMW YIYY XYWNSL
J]UW J XX NFIISPOMRPHWY NSINHEYJX YMEY YMJW
RZXY GJ TSJ TW RTWJ XUFHJX 9MJ JJUWJ
NSINIHFYJX YMFY FSA YJ]Y HFS KTQQT\ YN
WV EXVW 2V 6(/ (&7 SXWRXWEXW | 9MJ UFYYJWS REYHMJIX YJ]Y XYWNSLX \NY
)520 GXDO FXW Y 1Y X
+(5( 2 7572 6(/(8&7 )520 GXDO 9MJ UFYYJWS REYHMJIX YJ]Y XYWNSLX YM]
v v 1 +(5( W VG HMEWFHYJWX & STS\TWI HMFWFEHYJW ITJ;
EHWZHHQ _ | 2D B 9MJ UF Y JAMS) QUIKEIE GX F SA
v SZRGJIJW TK HMFWPBEYIWX TW XUFHJX
2V ' 01B7$% (
FUHDWH?V RUPV UHSODFH | 85($7( RU 5(3/ $&( 9MJ WILZQFW J]DWYXXWTSYZKKIX TSI TW
2V YLHZ?V &2 9,(: &B& - $6 | RTWJ XUFHJX TW YMJ JSI TK QNSJ NS YMJ
B&, - VWSV | 6(/(&7D E F G H | XYFYJRISY OMRE2JBUWIXXNTS
2V VHOHFWPV ~ )URP | | )520 2§ 6B&S03B&21 | HMFSLAXEYT - GJHFZXJ YMJ ITQQFW XNI
2V 28 6B&$03BE217V 6B& 2% 6B25*B(;7 F XUJHNFQ XNLS NS WILZQFW JJUWJIXXNT!

6B& ?V 2$ 6B25*B(; 7
?V 6B2 ?V

2$ 6B25*B(; 7B; ?V

: KHUH?V

6B2 2$ 6B25*B(; 7B
‘+(5( DEDQGF G

YT ZXJ YMJ WILZQFW JJUWJIXXN

TS [JWXNT

ATZ RZXY ZXJ YMJ GFHPXQFXM HMFWFHYJ

XNLS

(MFUYJW

8IJHZWNY™ 7ZQJX



ONRJ TK )F* 2FYHMJW

8JH

9MJ 9NRJ TK )F* RFEYHMJW IJKNSJX F YNRJ KWFRJ IZWNSL \MNHM YMJ 7ZQJ *SL

9MJ YNRJ KTWRFY 1JUJSIX TS YMJ YNRJ _TSJ IJKNSJI KTW YMJ TUIJWFYNSL X~ X
XJQJHY F YNRJ _ TSVURKWTBRYWRJIY JW

+TW J]JFRUQJ ~TZ HFS HTSKNLZWJ YMJ 9NRJ TK )F* RFYHMJW YT GQTHP WJVZzJ

ZWNYN 72QJ &HYNTSX

8JHZWNY”™ WZQJ FHYNTSX IJKNSJ YMJ RFXPNSL YJHMSNVZJ FUUQNJI YT FS 861

<MJS FS NSHTRNSL 861 XYFYJRJSY RFYHMJX YMJ RFYHMJW HWNYJWNF YMJ 7Z
ATZ 1JKNSJ KTW YMJ XJHZWNY”A WZQJ 9MJ WZQJ FHYNTS IJKNSJX YMJ REXPNSIL
YMJ 861 XYFYJRJSY

9T IJYIJWRNSJI MT\ YMJ 7ZQJ *SLNSJ UWTHJIXXJIX YMJ 861 XYFYJRJSY ZXJ YMJ |

t '"QTHP 8YFYJRJSY

t+ JJKNSJ 8 "RGTQ

: +TQIIJW

t+ /F[F &HYNTS

t+ 1TL 2JXXFLJ

t 2FXP

t 3TYMNSL

t+ 7JUQFHJ 9FGQJ

t 7IVWNYJ

+ 8JFWHM FSI 7JUQFHJ

'QTHP 8YFYJRJSY &HYNTS

9MJ 'QTHP 8YFYJRJSY FHYNTS ITJX STY FQQT\ YMJ 861 WJIVZIXY XYFYJRJISY YT

.K'YMJ 7ZQJ *SLNSJ FUUQNJIJX F 'QTHP 8YFYJRJSY FHYNTS YMJ )*"SFRNH )FYF 2
RIXXFLJ YT YMJ HONJSY TW FUUQNHFYNTS

QGUUQNHFYNTSX FSI YTTQX HFS UWJXJSY YMJ IFYFGFXJ JWWTW RJXXFLJ FSI Y1
ATZ HES ZXJ YT IJYIJWRNSJ YMJ WIFXTS YMFY FHHJIXX NX GQTHPJI

3TYJK A"TZ HWIJFYJ F WZQJ YMFY ZXJX YMJ &S RFYHMJW FSI YMJ 'QTHP WZQJ F
FSI \NQQ STY WJYZWS YMJ 'QTHP RIJXXFLJ ~TZ XUJHNK” NS YMJ 7ZQJ *INYTW :
WIVZIXYX GIKTWI "TZ GQTHP FHHJIXX YT YMJ IFYFGFXJ \NYM F WZQJ YMFY ZX.
WZQJ YMFY ZXJX YMJ 'QTHP WZQJ FHYNTS 9MJ FUUQNHFYNTS \NQQ NSNYNFYJ
YT YMJ ZXJIW GIJKTWJ NY GQTHPX YMJ WJVZJIXY

8IJHZWNY”™ 7ZQJ &HYNTSX



I9IMJI KTQQTINSL YFGQJ IJXHWNGJIX YMJ 'QTHP 8YFYJRJSY FHYNTS UFWFRJYJWX

S5SFWFRJYIJWXHWNUYNTS

FWWTW RIXDKINSIX YMJ JWWTW RIXXFLJ XJSY YT YMJ HONJSY TW FUUQNHFYN"-
XYFYJRJSY FHYNTS

JJKNSJ 8"RGTQ &HYNTS

:XJ YMJ )JKNSJ 8*"RGTQ WZQJ FHYNTS YT IJKNSJ X*"RGTQX FSI XJY YMJ X*"RGTQ
>TZ HFS IJKNSJ RZQYNUQJ X*"RGTQX \NYM YMJ )JKNSJ 8"RGTQ WZQJ FHYNTS 8
ATZ UWJI[NTZXQM IJKNSJI

9T IJKNSJ F LQTGFQ X*"RGTQ JSYJW >JX NS YMJ 0JJU 5JW 8IXXNTS KNJIQI & L
HQNJSY XJIXXNTS FSI JINXYX ZSYNQ YMJ HQNJSY INXHTSSIJHYX KWTR YMJ IFYF

K ATZ IT STY \FSY YMJ X*"RGTQ YT GJ F LQTGFQ X"RGTQ JSYJW 3T NS YMJ 0JJ
YMJ 0JJU 5JW 8IXXNTS KNJIQI YMJ X*RGTQ JINXYX TSQ" IZWNSL YMJ 861 WJVZ
XZGXJIJVZISY WZQJIX NS YMJ XIJHZWNY”N WZQJ XJY XJQJHY YMJ (TSYNSZJ UWTH.
YMJ SJ]Y WZQJ FSI ZXJX YMJ X*"RGTQ WIUQFHJRJSYX

K ATZ \FSY YT IJKNSJ F X"RGTQ [FQZJ GFXJI TS F X"RGTQ YMFY 2TZ UWJ[NTZX
6\PEROBQDPH YT HFQQ YMJ X RGTQ [FQZJ

I9IMJI KTQQTINSL YFGQJ IJXHWNGJIX YMJ )JKNSJ 8"RGTQ WZQJ FHYNTS UFWFRJY

S5FWFRJYJW)IJXHWNUYNTS

8"RGTQ 3FRIMJI SFRJ TK YMJ X"RGTQ 9MJ X"RGTQ SFRJ RZXY GJLNS \NYM F C
HMFWFHYJWX SZRGJWX FSI ZSIJWXHTWJX

8 "RGTQ ;FQEMJ [FQZJ TK YMJ X RGTQ

0JJU 5JW 8IXXNBIX \MIYMIW YMJ X*RGTQ NX F LQTGFQ X*"RGTQ

>TZ HFS JSYJW YMJ KTQQT\NSL 0JJU 5JW 8IJXXNTS [FQZJX
>JX 9MJ XA"RGTQ JINXYX IZWNSL YMJ HQNJSY XJIXXNTS
3T 9MJ XA"RGTQ JINXYX IZWNSL YMJ 861 WJVZIXY

JJKNSNSL 2ZQYNUQJ 8"RGTQX

>TZ HFS IJKNSJ XA*RGTQX GFXJI TS FSTYMJIJW X*RGTQ YMFY ~TZ IJKNSJ NS YMJ
[IJKNSJI NS F UWJ[NTZX WzZQJ

9T IJKNSJ F X*RGTQ GFXJI TS FSTYMJW X"RGTQ NS ?% GWBEROEBPH WZAZQHF @QRIY¥WINMI J.
XA"RGTQ [FQZJ NS F XZGXJVZJISY WT\

(MFUYJW 8IJHZWNY™ 7ZQJX



I9IMJI KTQQTINSL NRFLJ XMT\X F WZQJ YMFY IJKNSJX Y\T X*RGTQX

réction
Action Type Define Symbaol -
Symbol Definition
Symbol Mame Symbel Value Keep per Session
aluel o
] WAy Mo

i) e

.S YMJ NRFLJ YMJ [FQZJ TK X*"RGTQ & NX XJY YT ;FQZJ 'JHFZXJ X*"RGTQ " HF(
TK XARGTQ ' NX FQXT XJY YT ;FQZJ

STVI[IW NK ATZ WJI[JWXJ YMJ TWIJW TK YMJ WT\X NS YMJ WZQJ X RGTQ & NX !
NX XJY FSI XARGTQ ' MFX F SZQQ [FQZJ

+TQIIW &HYNTS

IMI +TQIIW WZQJ FHYNTS HWJFYJX F KTQIJW NS YMJ WZQJ YWJJ :XJ KTQIJWX

+TW J]JFRUQJ ~TZ HFS HWJFYJ F KTQIJW YT LWTZU WZQJX KTW F LWTZU TK ZX.
RFSFLJ WZQJX FSI NRUWT[J WZQJ WIFIFGNQNY®"

IF[F &HYNTS

9MJ /F[F FHYNTS WZSX F /F[F HQFXX YMFY WJYZWSX F XYWNSL 9MJ XYWNSL [F
YMJ TWNLNSFQ 861 XYFYJRJSY KWTR YMJ HQNJSY WJVZJIXY

9MJ /F[F HQFXX RZXY HTSYFNS F UZGQNH XYFYNH RJYMTI \NYM YMJ KTQQT\NS
SXEOLF WIDW.F 6WILQJ H HFXWH 5XOH&RQWH[ W FW

>TZ RZXY JSYIJW YMJ HTWWJIHY HQFXX NS YMJ (QFXX 5FYM KNJQI TK YMJ /F[F |
NS YMJ WZQJ XJY FSI WIJYZWSX FS JWWTW NK YMJ HQFXX UFYM NX NSHTWWJH

<MJS FS JWWTW THHZWX \NYM YMJ /F[F HQFXX YMJ 7ZQJ *SLNSJ ITJX STY FUU
HTSYNSZJX YT YMJ SJ]Y WZQJ 9MJ 7ZQJ *SLNSJ QTLX F IJYFNQJI JWWTW RJIXX

"\ QDPLF ' DD ODVNLQJ LQVWDOODW.RQ ?0RJ?" ' O( UURU W W
9MJ /F[F FHYNTS MFX YMJ KTQQT\NSL UFWFRJYJWX
(QFXX 5FYM

JJKNSJX F QNXY TK OFWX YMFY HTSYFNS YMJ /F[F FHYNTS HQFXX FSI SJHJX
XJUFWFYJ RZQYNUQJ OFW KNQJX

(QFXX 3FRJ

JJKNSJIX YMJ KZQQ" VZFQNKNJI HQFXX SFRJ 9MJ HQFXX RFA GJ GZNQY \NYN
UFHPFLJ 9MJ HQFXX RZXY NSHQIZHXWWF \RYWMYMS$ KRIIQ T\ SEOLKWDEFY ZW J
BWULQU H| HFXWH 5XOHERQAH W FW

9 M BXOHERQMHW TG OJHY HTSYFENSX IFYF KW T REXOHERMAHZANQIIG'CBIHNYS M FIXMTSJ RIYMTI
SXEOLF 6WULQJ JHW6\ PERO 6WULQJ W\ PERO YMFY WJYZWSX YMJ XA"RGTQ [FQZJ KWTR YMJ XA~|

8IJHZWNY”™ 7ZQJ &HYNTSX



RIYMTI YT WIYWNJ[J X*"RGTQ [FQZJX IJKNSJI G F 8"RGTQ WZQJ FHYNTS 8UJH
FWLZRJSY YT YMJ RIYMTI

>TZ HFS FQXT ZXJ YMJ KTQQT\NSL UWJIJKNSJI XARGTQX
7ZQJ(TSYJ]Y :8*73&2*

7IYWNJI[IJX YMJ 4WFHQJ ZXJW SFRJ
7ZQJ(TSYJ]Y 48D:8*7

7IYWNJI[IX YMJ TUIJWFYNSL XAXYJR ZXJW TS YMJ HQNJSY RFHMNSJ
7ZQJ(TSYJ]Y (1.%*39D-489

7IJYWNJI[JX YMJ SFRJ TK YMJ HQNJSY RFHMNSJ
7ZQJ(TSYJ]Y 574,7&2

7IJYWNJI[IJX YMJ UWTLWFR SFRJ TS YMJ HQNJSY RFHMNSJ
7ZQJ(TSYJ]Y 89&9*2%39

7IYWNJI[IJX YMJ XYFYJRJISY GINSL UWTHJIXXJI

3TYIMJI 7ZQJ *SLNSJ WZSX YMJ /F[F HQFXX \NYM YMJ /;2 YMFY )"SFRNH )FYF 2]
YMJ /F[F FHYNTS HQFXX \NYM F /)0 TK YMJ XFRJ RFOTW [JWXNTS TW QT\JW [JIW
2FXPNSL ZXJX

JF[F (QFXX *]FRUQJ
I9IMJ KTQQTINSL YJ]Y NX FS JJFRUQJ TK F /F[F HQFXX 9MJ /F[F FHYNTS WZSX Y

LPSRUW FRP DFW.YHEDVH UXOH
SXEOLF FODW ([ DPSOH$ *
SXEOLF WIDW.F 6WLQJ H HFXWH 5XOH&RQUWH[ W FW A
UHWKUQ VHOHFW 2. | URP GXDO

SXEOLF VMDW.F ERROHDQ PDWEK 5XOH&RQWH[ W FW 7
BWULQU XVHU  FW JHW6\ PERO 5XOH&RQWH[ W 86(51$0( WRBSSHUSDVH
LI 68277 HTXDOV XVHU A
UHWKUQ VUXH

UHWKUQ | DOVH

1TL 2IXXFLJ &HYNTS

9MJ 1TL 2IJXXFLJ FHYNTS QTLX YMJ XJHZWNY” WZQJ J[JSY

>TZ HFS ZXJ YMJ 1TL 2JXXFLJI WZQJ FHYNTS \NYM QTLLIWX YMFY ~TZ HWJFYJ I
<MJS A"TZ HWJFYJ YMJ XJHZWNY” WZQJ ~TZ NSHQZIJ YMJ SFRJ TK YMJ QTLLJW
FUUJSIJWX

9MJ 8JSI &X UWTUJIWYAN IJKNSJIX YMJ XI[JWNYA TK YMJ J[JSY O9MJI XI[IJWNY~"N HT
YMFY ATZ XJY NS YMJ )*"SFRNH )FYF 2FXPNSL 2FSFLJRJSY (TSXTQJ .K YMJ 8JS
LWIFYJW XJ[JWNY”A YMFS YMJ 1TL 1J[JQ UWTUJWY” YMJ QTLLIW QTLX YMJ J[J:
XJ[JWNYN YMFS YMJ 1TL 1J[JQ UWTUJWY” YMJ QTLLIW ITIX STY QTL YMJ J[JISY

B3TYJT STY ZXJ XAXYJR QTLLIWX \NYM YMJ 1TL 2IJXXFLJ WZQJ FHYNTS GJHFZXJ
QTL FSFOQAXNX TS YMJ QTLX NK YMJN» HTSYFNS NSKTWRFYNTS KWTR XJHZWNY”

(MFUYJW 8IJHZWNY™ 7ZQJX



I9IMJ KTQQTINSL YFGQJ IJXHWNGJX YMJ 1TL 2IJXXFLJ FHYNTS UFWFRJYJWX

S5SFWFRJYIJWJIXHWNUYNTS

1TLLIJW 3RRIIMJ SFRJ TK YMJ QTLLIJW 9MJ QTLLIJW SFRJ HTWWIJIXUTSIX YT F Q-
YWJJ

8JSI &X IMJI XI[IJWNYA TK YMJI J[ISY

>TZ HFS HMTTXJ TSJ TK YMJ KTQQTINSL XJ[JWNYNJIX
.SKTWRFYNTS
<FWSNSL
*WWTW

ITLLIW 2IXERIUXXFLI YT \WNYJ YT YMJ QTL >TZ HFS JSYJW YJ]Y TW F WJLZQ

2FXP &HYNTS

9MJ 2FXP FHYNTS WJ\WNYJX YMJ 8*1*(9 WJIVZJIXY 9MJ 2FXP FHYNTS ZXJX F RF
7ZQJ *SLNSJ WI\WNYJIX YMJ 8*1*(9 WJIVZJIXY

9MJ 7ZQJ *SLNSJ ZXIX WILZQFW JJUWJIXXNTS RFYHMNSL YT [JWNK” \MJYMIW Y
TGOJHY SFRJX K F YFGQJ SFRJ RFYHM THHZWX YMJ 7ZQJ *SLNSJ UFWXJX YM
\MNHM NSHQZIJ YMJ HTQZRSX FQNFXJX TGOJHYX FSI NSQNSJ VZJWNJX 'FXJ
RFXP KZSHYNTSX ~TZ XUJHNK” NS YMJ RFXPNSL WZQJ )*"SFRNH )FYF 2FXPNSL
WIVZIXY FSI HMFSLJX YMJ XJQJHY QNXY FHHTWINSLQ"

+TW RFXPNSL KZSHYNRBX SZOAWMWILZQFW JJUWIXXNTSX YT NIJSYNK” HTQZRS
ATZ \FSY YT RFXP FQQ HTQZRSX YMFY NSHQZIJ F 8THNFQ 8JHZWNY”" SZRGJIJW “
YT RFXP 66X IMI 2FXP WZQJ FHYNTS HFS NSHQZIJ INKKIJWJSY HTQZRS SFRJX
WZQJ FHYNTS TSQ” TSHJ 9MJ 2FXXEVWUIAN 2 FRAYNTS RNLMY GJ

I9IMJ KTQQTINSL YFGQJ IIXHWNGJIX YMJ 2FXP FHYNTS UFWFRJYJWX

S5SFWFRJYJIJW)IJXHWNUYNTS

9FGQJ SFRJ)JKNSJIX YMJ YFGQJ SFRJ ZXJI NS YMJ XYFYJRJSY WJVZJXY

(TQZRS SFRPIKNSIX YMJI HTQZRS SFRJ ZXJI NS YMJ XYFYJRJSY WJV|ZIXY

2FEXPNSL KZBHKWNMDTX MT\ YMJ 7ZQJ *SLNSJ REXPX YMJ XJQJHY QNXY| :XJ 861 K
KZSHYNTS

STYMNSL &HYNTS

9MJ B3TYMNSL WZQJ FHYNTS ITJX STY FUUQ"N FS TUJWFYNTS TS YMJ UWTHJXXJI
>TZ HFS ZXJ YMJ 3TYMNSL FHYNTS YT FZINY YMJ 861 WJVZJXY G* XJQJHYNSL 1

K )*"SFRNH )FYF 2FXPNSL ITJX STY SJJI YT UWTHJXX IFYF RFSNUZQFYNTS QFS
STYMNSL FHYNTS YT RFPJ 861 WJIJVZIXYX GAUFXX WZQJ UWTHIXXNSL XJHYNTSX
YWJJ NS \MNHM YMJ KNWXY WZQJ NIJSYNKNJX 861 WJIJVZIXYX \NYM IFYF RFSNU
XJQJIJHY YMJ 3TYMNSL WZQJ FHYNTS FSI YMJ 8YTU NK &UUQNJI UWTHJIXXNSL FF
WIVZIXYX \NYM IFYF RFSNUZQFYNTS QFSLZFLJ HTRRFSIX YT YMJ IFYFGFXJ NS

+TW J]JFRUQJ NK ATZ IT STY \FSY YT RFXP IFYF RFSNUZQFYNTS QFSLZFLJ HTRI
YMJ B3TYMNSL FHYNTS YT IFYF RFSNUZQFYNTS QFSLZFLJ HTRRFSIX <MJS YMJ

8IJHZWNY”™ 7ZQJ &HYNTSX



WIVZIXY XYFYJRJISY YMFY ZXJX IFYF RFSNUZQFYNTS QFSLZFLJ HTRRFSIX YMJ
XYFYJRJSY

51 861 +ZSHYNTS &HYNTS

9MJ 51 861 +ZSHYNTS WZQJ FHYNTS WJUQFHJX FS NSHTRNSL WJVZJXY \NYM F
XJISIX YT YMJ IFYFGFXJ KTW J]JJHZYNTS

<MJS A"TZ ZXJ YMJ 51 861 +ZSHYNTS FHYNTS ~TZ JSYJW YMJ SFRJ FSI UFYM TK
UFWFRJYJWX YMFY YMJ KZSHYNTS ZXJX 9MJ 7ZQJ *SLNSJ WJYZWSX FS JWWTMW
UFWFRJYJWX KTW YMJ KZSHYNTS >TZ HFS [NJ\ YMJ WZQJ QTL KNQJ TW ZXJ YN
ATZ XIJQJIJHYJI YMJ HTWWJIHY UFWFRJYJWX

9MJ 51 861 +ZSHYNTS WZQJ FHYNTS MFX YMJ KTQQT\NSL UWTUJWYNJIX

+ZSHYNTS 3FRJ
*SYJW YMJ SFRJ FSI KZQQ UFYM TK YMJ 51 861 KZSHYNTS +TW J]JFRUQJ T
+5 GER JHWBHPSOR\ HHVBPDVNHG

.SHQZIJ )FYFGFXJ :XJWSFRJ
8JQJHY NK YMJ KZSHYNTS ZXJX F IFYFGFXJ ZXJWSFRJ UFWFRJYJW 9MJ IFY
YMJ ZXIW KTW YMJ XIXXNTS

.SHQZIJ 48 :XJW
8JQJHY NK YMJ KZSHYNTS ZXJX FS TUJWFYNSL X*"XYJR ZXJW UFWFRJYJW 9
[ JKNSJIX YMJ ZXJIJW SFRJ KTW YMJ ZXJW QTLLJI NS YT YMJ TUJWFYNSL X/AXY

.SHQZI1J (QNJSY -TXY
8JQJHY NK YMJ KZSHYNTS ZXJX F HQNJSY MTXY UFWFRJYJW 9MJ HQNJSY M
SFRJ TW .5 FIIWJXX

.SHQZIJ SWTLWFR 3FRJ
8JQJHY NK YMJ KZSHYNTS ZXJX F UWTLWFR SFRJ UFWFRJYJW 9MJ UWTLWF
UWTLWFR SFRJ

.SHQZIJ 8YFYJRJSY
8JQJHY NK YMJ KZSHYNTS ZXJX F XYFYJRJSY UFWFRJYJW 9MJ XYFYJRJSY L
YJ]Y >TZ RZXY IJKNSJ YMJ XYFYJRJSY NS ;&7(-&7

.SHQZI1J 9J]Y ;FQ2ZJ
8JQJHY NK YMJ KZSHYNTS ZXJX F YJ]Y [FQZJ UFWFRJYJW

yFQZJI YT 1 XJ

*SYJW F YJ]Y [FQZJ UFWFRJYJW NK ATZ XJQJHYJI YMJ .SHQZIJ 9J]Y ;FQZJ U\
XARGTQ YT IJKNSJ YMJ YJ]Y [FQZJ

I9IMJI KTQQTI\NSL NRFLJ XMT\X YMJ 51 861 +ZSHYNTS WZQJ FHYNTS UWTUJWYNJ)>

(MFUYJW 8IJHZWNY™ 7ZQJX



rAction

Action Type FL/S0L Function ;I
Function Mame

[T Indude Database Username

[T Indude OS User

[T Indude Client Host

[T Indude Program Mame
[+ Indude Statement

[T Indude Text vValue

Value to be Use

7JUQFHJ 9FGQJ &HYNTS

9MJ 7JUQFHJ 9FGQJ WZQJ FHYNTS WIJIRT[JX WT\X YMFY HTSYFNS XJSXNYNI[J IF’

>TZ HFS ZXJ YMJ 7JUQFHJ 9FGQJ FHYNTS YT HMFSLJ YMJ +742 HQFZXJ TK YMJ
WT\N QJ[JQ XIJHZWNY” >TZ HFS WIJUQFHJ YMJ YFGQJ WIKJWJSHJ \NYM F YFGQJ
YMJ &QYIJWSFYN[J 4GOJHY TW 6ZJW" KNJQI

IMI &QYIWSFYN[J 4GOJHY TW 6ZJW” KNQJI HFS HTSYFNS LQTGFQ X*"RGTQX TW
>TZ HFS IJKNSJ LQTGFQ X*"RGTQX NS TYMIW XJHZWNY" WZQJX YMFY ~TZ \FS Y

I9MJ 7JUQFHJ 9FGQJ WZQJ FHYNTS X*"RGTQX WIQFYJ YT YMJ HZWWJSY 861 XYF
YFGQJ4SQ" FSI A YFGQJ X" "RGTQX YT XUJHNK” YMFY ~"TZ \FSY YT UWJXJWI[J
WIJUQFHJ YMJ UFYM FSI YMJ YFGQJ SFRJ

IMI KTQQTINSL YFGQJ IJXHWNGJX YMJ 7JUQFHJ 9FGQJ FHYNTS UFWFRJYJWX

5FWFRJYJW YIXHWNUYNTS
9FGQJ 3FRJ & WILZQFW JJUWJIXXNTS YMFY WJUWJXJSYX YMJ IRYFGFXJ T«
WJIJUQFHJ

&QYIWSFYN[J 4GONMRYTEGWIHNXIWFERI TW VZIW”A YMFY ATZ \FSY YT WJUQFHJ YMJ

7JUQFHJ 9FGQJ &HYNTS 8"RGTQX
>TZ HFS ZXJ X"RGTQX YT XUJHNK”A \MNHM UFWY TK YMJ 861 XYFYJRJISY "TZ \F¢€

XJ YMJ A YFGQJ A UWJIKN] FSI A YFGQJ4SQ"® X"RGTQX NS YMJ &QYJIWSFYN|
FQQ TK YMJ +742 HQFZXJ TK YMJ HZWWJSY 861 WJVZJIXY

8IJHZWNY”™ 7ZQJ &HYNTSX



I9IMJ KTQQTINSL YFGQJ IJXHWNGJIX YMJ 7JUQFHJ 9FGQJ FHYNTS X*RGTQX

8"RGTQ )IXHWNUYNTS

A YFGQJ7JUQFHIJX YMJ KZQQ TGOJHY WIJKJIJWIJISHJ NS YMJ TWNLNSFQ 861 XYF)

A UWIJKNJJUQFHJX YMJ UWJKN] TK YMJ TGOJHY WIKJIJWJSHJ NSHQZINSL YMJ >
[FQZJ

A YFGQU4SOQQFHJX YMJ YFGQJ SFRJ \NYM YMJ 9FGQJ 3FRJ UFWFRJYJW [FQ2ZJ

+TW J]JFRUQJ ATZ \FSY YT ZXJ XARGTQX YT FQYJW YMJ KTQQT\NSL XYFYJRJISY
6(/(&7 )520 >+5@ > %@ HPSOR\ HH
9MJ KTQQT\NSL YFGQJ IJXHWNGJX \MNHM UFWYX TK YMJ 861 XYFYJRJSY YMJ X

8 "RGTQ 7JUQFHIJI ;FQZJ
A YFGQJ @-7B @)'4B JRUQT"JJ
A UWJKN] @-7B @)'4B

A YEGQJ4SQ~ JRUQTAJJ

7JUQFHJ 9FGQJ *]FRUQJ
>TZ \FSY YT ZXJ YMJ 7JUQFHJ 9FGQJ WZQJ FHYNTS YT RFXP F [FWNJY"N TK 861

>TZ \FSY YT RFEXP NSHTRNSL WJVZJXYX YT YMJ *25 )*5&792*39 FSI 14(&9.43 Y
WZQJ ~TZ IJKNSJI YMJ LQTGFQ X*"RGTQ ARM8"RGTQ \NYM YMJ KTQQT\NSL [FQ

6(/(&7 )520 9186 :+(5( (1$0( /,.( 6 |
I9IMJ KTQQTANSL KNLZWJ XMT\X YMJ 7JUQFHJ 9FGQJ WZQJ FHYNTS UFWFRJYJW X

rAction
Action Type _. F‘.epl_ar_e Table -
Tables to Replace
Table Name Alternative Object or Query
EMP,* (SELECT *FROM \{table) WHERE DEPARTMENT _ID=30)

SDEPARTMENT.® |(SELECT * FROM Yprefix)DEPARTMENT WHERE DEPARTMENT _ID=30)
LOCATION, = [MyDE]. [mySchema]. \{tableCnly)

FBOMUS. * {(yrmySymbol))
[ —
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I9IMJI KTQQTINSL YFGQJ IJXHWNGJX XFRUQJ 861 WJVZJIXYX FSI MT\ )*SFRNH )FY
GFXJI TS YMJ 7JUQFHJ 9FGQJ WZQJ FHYNTS UFWFRJYJWX

AWNLNSFQ 8YFYJRJSY| 7JUQFHJI 8YFYJRJSY

8*1*(9 +742 @-7B @) '4BIRYD T I042 8*1*(9 +742 -7 )'4 *25143** <-*7*
)*5&792*39D.)" *2514>**

8*1*(9 +742 @-7B *25 8*1*(9 +742 8*1*(9 +742 -7  *25 <-*x7*
)*5&792*39D.)" *25

8*1*(9 +742 @-7B @)'4B3HIUYMW YHIURY 8*1*(9 +742 -7 )'4 )*5&792*%39 <-*7+*
)*5&792*39D.)" )*5&792%39

8*1*(9 +742 )JUFWYRJS&*1*(9 +742 8*1*(9 +742 )*5&792*39 <-*7¢F
)*5&792*39D.)" )*5&792*39

XJQJIHY KWTR @MWB @XGOPBHYTHEWNRS@2")'B @R"8HMJRFB 14(&9.43 14(&9.

XJQJIHY KWTR QTHFYNTXIIQJHY KWTR @27)'B @R"8HMJRFB 14(&9.43 14(&9.

8*1%(9 +742 '43:8 8*1%(9 +742 8*1*(9 +742 '43:8 <-*7* *3&2% 1.0* b8 ¢
f'43:89

7J\WNYJ &HYNTS

9MJ 7IVWNYJ FHYNTS WIJUQFHJX YMJ 861 XYFYJRJSY \NYM FS FQYJWSFYJ XYFY
WJIVZIXY NSHQZINSL IFYF RFSNUZQFYNTS QFSLZFLJ HTRRFSIX ).,.9&1 (TRRFS
IFYF IJKNSNYNTS QFSLZFLJ HTRRFSIX

>TZ HFS ZXJ X*"RGTQX FSI WIJKIJWJISHJ GNSI [FWNFGQJX YT WIJ\WNYJ UWJINHFY

K ATZ \FSY YT ZXJ F X*"RGTQ [FQZJ YT WIJ\WNYJ FQQ TW UFWY TK YMJ 861 XYF
6\PEROBQDPH NS YMJ &QYJIJWSFYJ 8YFYJRJSY KNJQI

I9IMJI KTQQTINSL YFGQJ IIXHWNGJIX YMJ 7J\WNYJ FHYNTS UFWFRJYJWX

S5FWFRJYJW | )JJXHWNUYNTS

&QYIWSFYJ XYFRINBRIBSYMI 861 XYFYJRJISY YMFY YMJ 7ZQJ *SLNSJ ZXJIX YT WJ

7IJ\WNYNSL 8YFYJRJIJSYX <NYM 'NSI ;FWNFGQJX
:XJ GNSI [FWNFGQJ SFRNSL HTS[JSYNTSX YT WIJ\WNYJ NSHTRNSL XYFYJRJSYX

I9MI 7ZQJ *SLNSJI NIJSYNKNIX YMJI [FQZIX NS YMJ UTXNYNTSX XUJHNKNJI G~ G|
>TZ RZXY JSYJIJW YMJ XFRJ GNSI [FWNFGQJ SFRJX NS YMJ UWJINHFYJ TK YMJ W
NIJSYNKNJIX YMJ [FQZJX NS YMJ NSHTRNSL XYFYJRJSY FSI WJ\WNYJX YMJ XYF®

8JFWHM FSI 7JUQFHJ &HYNTS

9MJ 8IJFWHM FSI 7JUQFHJ FHYNTS XJFWHMJX KTW XUJHNKNH YJ]Y \ANYMNS F XY
YJ]Y YMFY ~TZ IJKNSJ NS YMJ WIJUQFHJRJSY XYWNSL

>TZ HFS ZXJ X*RGTQX YT WI\WNYJ UWJIINHFYJX NS YMJ NSHTRNSL 861 XYFYJR

8IJHZWNY”™ 7ZQJ &HYNTSX



I9IMJ KTQQTINSL YFGQJ IJXHWNGJX YMJ 8JFWHM FSI 7JUQFHJ FHYNTS UFWFRJY

S5FWFRJYJW| )J)JJXHWNUYNTS

8JFWHM 9J]Y)JKNSJIX YMJ XIJFWHM YJ]Y *SYJIJW YMJ XJFWHM YJ]Y Gr ZXNSL F

7JUQFHJIRJISY) BYNSNXLYMI WIUQFHJIRJISY YJ]Y *SYJW XYWNSL [FQZIJX TW X~ RC

SWTHIXXNSL &HYNTSX

& UWTHJIXXNSL FHYNTS IJKNSJX \MFY YMJ )ASFRNH )FYF 2FXPNSL XJW[NHJ ITJ’
UIWKTWRJII*INSY YMBSIT\ YMJ UWTHJIXXNSL FHYNTS NX WIJKIJWWJI YT FX <MJSJ]

IMJI KTQQTINSL YFGQJ IJXHWNGJIX YMJ UWTHJIXXNSL FHYNTSX FKYJW FS 861 W

SWTHIXXNSL JI2XHWNUYNTS
&HYNTS

(TSYNSZJ I9MJ 7ZQJ *SLNSJI HTSYNSZJIX YT YMJ SJ]Y WZQJ NS YMJ WZQJ YW
BTY&XXNLS YMJ (TSYNSZJ UWTHJIXXNSL FHYNTS YT WZQJ KTQIJW
WZQJX \NYMNS YMJ WZQJ KTQIJW

8YTU NK &&UUQKMMI WZQJ NX FUUQNJI YMJ 7ZQJ *SLNSJ ITIJX STY HTSYNSZJ
861 WJIVZJIXY NX XJSY YT YMJ IFYFGFXJ KTW J]JJHZYNTS

8YTU NK 2FYHMJIYMJI WZQJ NX RFYHMJI YMJ 7ZQJ *SLNSJ ITJX STY HTSYNSZJ
861 WJIVZJIXY NX XJSY YT YMJ IFYFGFXJ KTW J]JJHZYNTS

(WIJFYNSL F 8JHZWNY”? 7Z2QJ

(WIFYJ F XJHZWNY™ WZQJ YT IJKNSJ YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ Z>
XIJHZWNYN WZQJ HTSKNLZWJ F RFYHMJIJW FHYNTS FSI UWTHJXXNSL FHYNTS

X3 YMJI KTQQTINSL MNLM QJ[JQ XYJUX YT HWJIFYJ F XJHZWNY”" WZQJ 9MJ XYJ
RIYMTIX FSI FHYNTSX YMFY YMJ WZQJ ZXJX

.S YMJ 2FSFLJRJSY (TSXTQJ HQNHP YMJ XJHZWNYA WZQJ XJY YMFY ATZ \FS
8JQJIHWIH#BIHZWNYA 72QJ 8JY

IMIZQJ *INWIUWIFW X

(QN&RYNARIIUJISI 72QJ

9M&UUJSI 7NSIT\ FUUJFWX

*SYJW F SFRJ KTW YYMDWZRRNNSIYMJ

*SYJW FS TUYNTSFQ IJXHWNUYNTS KTW YMJ WZQJ

8JQJHY F RFYHMJW YAUJ FSI IJKNSJ YMJ RFYHMNSL HWNYJWNF

8JQJHNU RFYHMJIJW TWAXZW®Y YMJ WIXZQY NK F RFYHM THHZWX

(MTTXJ F WZQJ FHYNTS FSI IJKNSJ YMJ WZQJ FHYNTS HWNYJWNF

(MFUYJW 8IJHZWNY™ 7ZQJX



(MTTXJ F WZQJ UWTHJXXNSL FHYNTS

8JQJIHM \MJS WZQJ NYXT RUTUQWMD WZQJ NSKTWRFYNTS NS YMJ WZQJ QTL
(Q N#P

9MJ WZQJ FUUJFWX NS YMJ WZQJ YWJJ

8JQIHWGIUIFYJ 7ZQUXF[J YMJ WZQJ NS YMJ WZQJ YWJJ

8JHZWNY™ 7Z2QJ *JUTWY FSI .RUTWY

*TUTWY XIJHZWNY”A WZQJIJX \ANYMNS XIJHZWNY”® WZQJ KTQIJWX >TZ HFS XF[J XJH
HFS NRUTWY =21 KNQJX YT ZXJ XF[JI XJHZWNY” WZQJ HTSKNLZWFYNTSX

8IJHZWNYN 7ZQJ *JUTWY

>TZ HFS JJUTWY F XJHZWNY”™ WZQJ KTQIJW YT FS =21 KNQJ YT GFHP ZU XJHZW
KTQIIJW KTW HTRUQJ] WZQJ HTSKNLZWFYNTSX YMFY ~ATZ \FSY YT WJZXJ :XJ YN
KTQIJW FSI NRUTWY YMJ HTU” YT YMJ XJHZWNY" WZQJ YWJJ

&S JJUTWYJI KNQJ HTSYFNSX YMJ XJHZWNY” WZQJX FSI YMJ XJHZWNY" WZQJ H
REFYHMJIWX XJHZWNY”" WZQJ FHYNTSX FSI XJHZWNY”A WZQJ UWTHJXXNSL FHYN
KTQIIJW >TZ RZXY JJUTWY XJHZWNY”" WZQJX NSXNIJ F XJHZWNY”™ WZQJ KTQIJW
XIJHZWNY™ WZQJ HWJIFYJ F KTQIJW YMFY HTSYFNSX TSQ” YMJ XJHZWNY”" WZQJ

*TUTWYNSL 8JHZWNY”N 7Z2QJX
:XJ YMJ 2FSFLJRJISY (TSXTQJ YT JJUTWY XJHZWNYA WZQJX \NYMNS F XJHZWNY"
.S YMJ 2FSFLJRJSY (TSWISBJHBEWNMP 72QJ 8JY
OMIZQJ *INYTM FW X
(QNHP YMJ XJHZWNYA WZQJ KTQIJW YMFY ATZ \FSY YT JJUTWY
(QN&RYNFBUTWY
9MIJUTWNSIT\ FUUJFWX
"WT\XJ YT F QTHFYNTS YT XF[J YMJ JJUTWY KNQJ
*SYJW F SFRJ KTW YMJ JJUTWY KNQJ
(QNHR TWY

8IJHZWNYHN 72QJ .RUTWY

<MJS " TZ NRUTWY F XJHZWNY” WZQJ KNQJ ~TZ NRUTWY YMJ XJHZWNY”"* WZQJX
KNQJ IJKNSJX 9MJ XIJHZWNY”* WZQJ HTRUTSJSYX NSHQZIJ RFYHMJWX FHYNTS
XIJHZWNYA WZQJX NSYT FS JRUYA WZQJ KTQIJW TW YT YMJ YTU TK YMJ XJHZWN
WzZzQJX ZUIFYJ YMJ WZQJ YWJJ

"JKTWJ A"TZ NRUTWY XJHZWNY" WZQJX ~TZ RZXY HWIFYJ FS JRUYN WZQJ KTQIJ
NSYT F WZQJ KTQIJW YMFY NX STY JRUY”A YMJ NRUTWYJI WZQJX T[IWWNIJ YM,

KATZ HMTTXJI YT NRUTWY YMJ XIJHZWNYN WZQJX YT YMJ YTU TK YMJ XJHZWNY
T[IWWNIJIX YMJ JINXYNSL WZQJX NS YMJ WZQJ YWJJ 9MJ JINXYNSL WZQJX FW.

8JHZWNYM 7ZQJ *JUTWY FSI .RUT



.RUTWYNSL 8JHZWNY"? 72QJX
LRUTWY XJHZWNY”A WZQJX YMWTZLM YMJ 2FSFLJRJISY (TSXTQJ

.S YMJ 2FSFLJRJISY (TOBWIHJIJHEWNMP 72QJ 8JY
OMIZQJ *INWTWFW X

(QNHP FS JRUYA WZQJ KTQIJW TW YMJ YTU TK YMJ WZQJ YWJJ 7ZQJX YMFY
HMTTXJ

(QN&RYNABUTWY
OMIRUTWWSIT\ FUUJFWX

"WT\XJ YT YMJ QTHFYNTS TK YMJ =21 KNQJ YMFY IJKNSJX YMJ XJHZWNY" W2
HQNHP YMJ KNQJ

8JQJHY YMJ KNQRUFBIYHQNHP
9MJ WZQJ YWJJ INXUQFAX YMJ XJHZWNY"A WZQJIX
8JQJIHWGIUIFYJ 7ZQJX

9MJ WZQJ YWJIJ NX ZUIFYJI

8JHZWNY™ 72QJ 8JY *JUTWY FSI .RUTYV

*ITUTWY XIJHZWNYN WZQJ XJYX \ANYMNS YMJ 2FSFLJRJSY (TSXTQJ >TZ HFS XF[J
=21 KNQJ >TZ HFS NRUTWY =21 KNQJX YT ZXJ XF[JI XJHZWNY”" WZQJ XJY HTSK

8IJHZWNY"N 7Z2QJ 8JY *JUTWY

>TZ HFS JJUTWY F XJHZWNY”" WZQJ XJY YT FS =21 KNQJ YT GFHP ZU XJHZWNY"”
YMJ JJUTWY ZYNQNY” YT RFPJ F HTUA TK F WZQJ XJY FSI NRUTWY YMJ HTU” YT
RFPJ F HTUA NK "TZ MF[J F HTRUQJ] WZQJ XJY XYWZHYZWJ YMFY ~TZ \FSY YT \
WIYFNS YMJ YWJJ WZQJ XYWZHYZW]J

&S JJUTWYJlI KNQJ HTSYFNSX YMJ HTRUTSJSYX TK F XJHZWNY”® WZQJ XJY XZHI
RFYHMJWX FHYNTSX FSI UWTHJXXNSL FHYNTSX KTW JFHM WZQJ NS YMJ WZQ.

*IUTWYNSL 8JHZWNY”™ 7ZQJ 8JYX
:XJ YMJ 2FSFLJRJISY (TSXTQJ YT JJUTWY XJHZWNYA WZQJ XJIYX

.S YMJ 2FSFLJRJSY (TSXTQJ HQNHP YMJ XJHZWNYA WZQJ XJY YMFY ~TZ \FS
(QNHWJIH#BIHZWNYA 72QJ 8JY

9IMIZQJ *INYTMWFW X

(QNHP YMJ WZQJ XJY SFRJ FY YMJ YTU TK YMJ WZQJ YWJJ

(QN&RYNFBUTWY

9MIJUTWNSIT\ FUUJFWX

"WT\XJ YT YMJ QTHFYNTS \MJWJ ATZ \FSY YT XF[J YMJ WZQJ XJY

*SYJW F SFRJ KTW YMJ JJUTWYJI KNQJ

(QNHRTWY

(MFUYJW 8IJHZWNY™ 7ZQJX



8JHZWNYHN 72QJ 8JY .RUTWY

>TZ HFS NRUTWY F XJHZWNY”* WZQJ XJY NSYT YMJ WZQJ YWJJ TW NSYT F WZQ.
YWJJ INXUQFAX YMJ TWNLNSFQ XYWZHYZWJ TK YMJ WZQJ XJY &KYJW ~TZ NRU
XJY YT YMJ WZQJ YWJJ

'"JKTWJ A"TZ NRUTWY F XJHZWNY”* WZQJ XJY HWIFYJ FS JRUY"N XJHZWNY™ WZQJ
FUUJFW NS YMNX WZQJ XJY . K ATZ NRUTWY XJHZWNY* WZQJX NSYT F WZQJ XJ
T[IWWNIJX YMJ JINXYNSL WZQJ XJY

>TZ HFS FOQXT NRUTWY F WZQJ XJY NSYT F WZQJ KTQIJW YMFY NX UFWY TK FS

.RUTWYNSL 8JHZWNY" 7ZQJ 8JYX

L RUTWY XJHZWNY”A WZQJ XJYX YMWTZLM YMJ 2FSFLJRJISY (TSXTQJ
.S YMJ 2FSFLJRJSY (TSXTQJ HQNHP YMJ WZQJ XJY YT \MNHM ATZ \FSY YT F
(QN®WJIH#BIHZWNY” 72QJ 8JY
IMIZQJI *INYIW FW X

(QNHP YMJ WZQJ XJY SFRJ FY YMJ YTU TK YMJ WZQJ YWJJ YT NRUTWY YMJ !
A4W HOQNHP F WZQJ KTQIJW YT NRUTWY YMJ WZQJ XJY NSYT F WZQJ KTQIJW

(QN&RYNABUTWY

OMJIRUTWNYSIT\ FUUJFWX

"WTA\XJ YT YMJ QTHFYNTS TK YMJ =21 KNQJ YMFY HTSYFNSX YMJ WZQJ XJY F
9MJ WZQJX FUUJFW NS YMJ XJHZWNY"A WZQJ YWJJ

8JQIHWGIUIFYJ 7Z2QJIX

9MJ WZQJ YWJJ NX ZUIFYJI

8JHZWNY” 7ZQJ 8JY *JUTWY FSI .RI



(du\Xaz

8J

8JH

HZWNY”? 72QJ 8JY 8NR

9MNX HMFUYJW NSHQZIJX YMJ KTQQT\NSL YTUNHX

+ 8JHZWN 7ZQ 8JYSNR ZGYTWA [ JWN\

+  7ZSSIEL W 8JHZW 7ZQ 8JYSNR ZBYTW

+ < TVOSL\ NVIWD 8JHZWN 7ZQ 8JY8NR ZGYTW
+ 8JHZW 7ZQ 8JYSNR ZGYTWE FWFR J\IWX

: 8NRRZEYSL F72Q

+ 8JHZWN 7ZQ 8JY8IR ZGYTW | FR UQ

ZWNYN 72QJ 8JY 8NRZQFYTW 4[JW

:XJ YMJ 8JHZWNY~ 7ZQJ 8JY 8NRZQFYTW YT YJIXY XJHZWNY”A WZQJX FSI WJILZQ]
(TSXTQJ

>TZ HFS FHHJXX YMJ 8JHZWNY”? 7ZQJ 8JY 8NRZQFYTW YMWTZLM YMJ 7ZQJ *INY
B8NRZQFYTW ~TZ XJQJHY F IFYFGFXJ JSYJW IFYFGFXJ ZXJW NSKTWRFYNTS 1J
XYFYJRJISY YMFEFY ATZ \FSY YT ZXJ YT YJXY YMJ WZQJ 9MJ XNRZQFYTW INXUQF
\MIJYMIW ATZ HWIFYJIlI YMJ XJHZWNY”* WZQJ HTWWJIHYQ”" . K ATZ \FSY YT [NJ\ IJ
XNRZQFYTW NS 1JGZL RTIJ

(ZSSNSL YMJ 8JHZWNY”?N 7Z2QJ 8JY 8NF

>TZ HFS WZS YMJ 8JHZWNY”® 7ZQJ 8JY 8NRZQFYTW TS F WZQJ F WZQJ KTQIJW

&HHJIXX YMJ 8JHZWNY” 7Z2QJ 8 XKH BNRBIYF XBW MW TRQUUMEINY WS BAQ NHY 7Z2QJ
8JY 8NRZQFYTW

7ZS YMJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW TS YMJ KTQQT\NSL WZQJ YWJJ STIJIX
72Q1J

9T WZS YMJ XNRZQFYTW TS F WZQJ XJQJHY YMJ WZQJ NS YMJ 7ZQJ *INYTW
K ATZ WZS YMJI XNRZQFYTW TS F WZQJ YMJ XNRZQFYTW YJXYX TSQ"N YMJ W
UWTHJXXNSL FHYNTS



7ZQJ +TQIIW

9T WZS YMJ XNRZQFYTW TS YMJ WZQJX NS F WZQJ KTQIJW XJQJHY YMJ WZ¢
8JHZWNY” 7ZQJ 8JY 8NRZQFYTW .K ATZ WZS YMJ XNRZQFYTW TS F WZQJ KT
YMJ KTQIIJW *[JS NK YMJ QFXY WZQJ NS YMJ KTQIJW ZXJX YMJ (TSYNSZJ UV
YMJ QFXY WZQJ

72QJ 8JY

9T WZS YMJ XNRZQFYTW TS FQQ YMJ WZQJX NS YMJ WZQJ XJY XJQJHY YMJ
8JHZWNY”™ 7Z2QJ 8JY 8NRZQFYTW O9MJ XNRZQFYTW WZSX YMWTZLM YMJ WZQ.
UWTHJXXNSL FHYNTSX

<TWPNSL \NYM YMJ 8JHZWNY”" 7Z2QJ 8.

8JH

>TZ HFS HMTTXJ YT WZS YMJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW \NYMTZY F IFYFC

<MJS "TZ WZS YMJ 8IJHZWNY”" 7ZQJ 8JY 8NRZQFYTW ~TZ JSYJW F IFYFGFXJ SFF
NSKTWRFYNTS 9T WJHJIN[J FZYMJSYNH WJXZQYX .SKTWRFYNHF WJHTRRJSIX Y
UFXX\TWI \MJS "TZ WZS YMJ 8JHZWNY”" 7ZQJ 8JY 8NRZQFYTW . K ATZ HMTTXJ Y
NSKTWRFYNTS YMJ XNRZQFYTW INXUQFAX YMJ QTL TZYUZY \NYM F \FWSNSL Y
IFYFGFXJ ZXJW

8TRJ 861 WJVZJIXYX WIJVZNWJ YMJ )"SFRNH )FYF 2FXPNSL 8JW[JW YT FHHJXX Y
QTL TzZzYUZY ATZ RZXY IJKNSJ YMJ IFYFGFXJ FSI YMJ ZXJW SFRJ FSI UFXX\TWI
XNRZQFYTW 9MJ KTQQT\NSL YMUJIX TK WIVZIXYX WIVZNWJI YMJ )"SFRNH )FYF

t 8JHZWNY”N WZQJX YMFY ZXJ YMJ 51 861 WZQJ RFYHMJW
$+ 861 XYFYJRJIJSYX YMFY HTSYFNS FS FXYJWNXP
$ 7IVZIXYX YMFY WIYWNJI[J NSKTWRFYNTS FGTZY YMJ HFXJ XJIJSXNYN[NY~" TK Y

ZWNYN 72QJ 8JY 8NRZQFYTW S5FWEF

I9MJ 8IJHZWNY”?N 7ZQJ 8JY 8NRZQFYTW HTSYFNSX KNJQIX KTW IFYFGFXJ NSKTWR
XYFYJRJSY FSI QTL TzZzYUZY

9MJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW HTSYFNSX YMJ KTQQT\NSL UFWFRJYJWX
))2 JFYFGFXJ 3FRJ

9MJ SFRJ TK YMJ )*"SFRNH )FYF 2FXPNSL IFYFGFXJ YMFY ~TZ IJKNSJI NS YM
IT STY JSYJW F IFYFGFXJ SFRJ YMJ XNRZQFYTW WZSX \NYMTZY F IFYFGFXJ

)'& :XIWSFRJ

9MJ SFRJ TK YMJ IFYFGFXJ ZXJW YMFY ATZ \FSY YT ZXJ YT HTSSJHY YT YMJ
UWN[NQJILJII ZXIJW YMFY MFX FHHJXX YT FQQ YMJ YFGQJX NS YMJ IFYFGFXJ
HTSSJHY YT YMJ IFYFGFXJ NS YMJ 2FSFLJRJSY (TSXTQJ

3TYJK "TZ \FSY YT XNRZQFYJ YMJ WZQJ KTW F STS UWN[NQJLJI ZXJW JSYJ\
ZXIJW FSI JSYJW YMJ STS UWN[NQJLJI ZXJW SFRJ NS 8"RELGRQ )DKNTNERTI "R
GT]

<TWPNSL \NYM YMJ 8IJHZWNY”* 7Z2QJ 8JY



)'& S5FEXX\TWI
IMI UFXX\TWI KTW YMJ IFYFGFXJ ZXJW
8"RGTQ )JKNSNYNTS

& QNXY TK ) "SFRNH )FYF 2FXPNSL X ARGTQX TW [FWNFGQJX <MJS ATZ TUJS
8"RGTQ 3FRDZRS QNXYX YMJ IJKFZQY LQTGFQ X "RGTQX >TZ HFS JSYJW F [
8ARGTQ ;MHIZWZRS TW ATZ HFS HMTTXJ STY YT IJKNSJ YMJ X"RGTQ .K "TZ \¥
XARGTQX HQNHP YMJ UQZE ARG W& TS KATEINYX NYT\BJ

9T WZS YMJ XNRZQFYTW FX F IFYFGFXJ ZXJW YMFY NX INKKJWJSY KWTR YM
)'& :XIWSFRY)'& 5FXX\TMNJQIX I[IJKNSJ F [FQZJ KTW YMJ &:9-D:8*73&2* X"RG
ATZ RNLMY JSYJW F STS UWN[NQJLJI ZXJW 8FRG NG ;FHNIRI9 IMB*XRRKRZQFYTW
WZSX YMJ 861 XYFYJRJISY FX NK YMJ STS UWN[NQJLJI ZXJW XJSY YMJ WJVZ

BSTYB*"RGTQX YMFY ~TZ IJKNSJ NS YMJ 8JHZWNY”® 7ZQJ 8JY 8NRZQFYTW TSQ”
STY FKKJHY YMJ )*"SFRNH )FYF 2FXPNSL 8JW[JW HTSKNLZWFYNTS

861 8YFYJRJSY
9MJ 861 XYFYJRJISY YMFY ~TZ \FSY YT WZS NS YMJ XNRZQFYTW
1TL 4ZYUZY

I9MJ QTL TZYUZY KWTR YMJ QFXY XNRZQFYNTS )ASFRNH )FYF 2FXPNSL ITJX
S8NRZQFYTW QTL TZYUZY NS YMJ )*SFRNH )FYF 2FXPNSL QTL KNQJX 9T XF[J
HQMNHPI +NFQJYMI GTYYTR TK YMJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW

)JGZL 2T1J

7ZSX YMJ XNRZQEYTW NS 1JGZL RTIJ FSI HWJFYJX F IJYENQJI QTL TZYUZY Y
YMJ QTL TZYUZY NS YMJ XJW[JW QTL KNQJ

72S
7ZSX YMJ XNRZQFYTW

3TYXMJS "TZ WZS YMJ XNRZQFYTW YMJ XNRZQFYTW T[IJW\WNYJX YMJ QTL T
K ATZ \FSY YT XF[J YMJ QTL TZYUZY KWTR &MJ YMIKIMEZX XINREWZEYWMEB HQ
XNRZQFYTW

4UJS +NQJ
4UJSX F INFQTL GT] YMFY ATZ ZXJ YT NRUTWY F XF[JI XNRZQFYTW KNQJ NS
8F[J +NQJ

4UJSX F INFQTL GT] YMFY ATZ ZXJ YT XF[J YMJ XF[J YMJ XNRZQFYTW HTSKN
KNQJ "M IJKFZQY YMJ INFQTL GT] TUJSX YT YMJ ZXJW WTTY INWJHYTW"

(QIFW
(QIFWX YMJ XNRZQFYTW HTSKNLZWFYNTS FSI QTL TZYUZY
(QTXJ

(QTXJIX YMJ 8JHZWNY™ 7ZQJ 8JY 8NRZQFYTW 9MJ 8JHZWNY” 7ZQJ 8JY 8NRZ!
HTSKNLZWFYNTS FSI QTL TZYUZY ZSYNQ "TZ HQTXJ YMJ XJHZWNY" WZQJ XJ
XNRZQFYTW WJIXJYX

9IMJ KTQQTINSL NRFLJ XMT\X YMJ 8JHZWNY”™ 7ZQJ 8JY 8NRZQFYTW

(MFUYJW 8IJHZWNY”™ 7ZQJ 8JY 8NRZQFYTW
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UWTIZHYNTS

.S YMJ 2FSFLJRJSY (TSXTQJ
.S YMJ 7ZQJ *INYTW XJQJHY YMJ WZQJ

+TW J]JFRUQJ NK ATZ \FSY YT YJXY YMJ JSYNWJ WZQJ XJY HQNHP YMJ WZQ
WZQJ KTQIJW HQNHP YMJ KTQIJW SFRJ

(QN&HRYNMBIHZWNY”® 72QJ 8JY 8NRZQFYTW

IMBIHZWNYN 7Z2QJ 8JYUISKRZQFYTW

*SYIJW YMJ KTQQTA\NSL IFYFGFXJ IJYFNQX

TUJS F XJHZWNY”® WZQJ XJY
KTQIIW TW WZQJ XJY YMFY ~"TZ \F¢

K ATZ \FSY YT YIXY F XNSLQJ WZQ

8NRZQFYNSL F 7ZQJ



))2 JFYFGFXJ 3FRJ
9MJ SFRJ TK YMJ IFYFGFXJ YMFY ATZ XF[JI NS YMJ 2FSFLJRJSY (TSXTQJ
)'& :XJWSFRJ

9MJ SFRJ TK YMJ IFYFGFXJ ZXJW YMFY ATZ \FSY YT ZXJ YT HTSSJHY YT Y
F UWN[NQJLJI ZXJIJW YMFY MFX FHHJIJXX YT FQQ YMJ YFGQJX NS YMJ IFYFC
ZXJI YT HTSSJHY YT YMJ IFYFGFXJ NS YMJ 2FSFLJRJSY (TSXTQJ

3TYJK ATZ \FSY YT YJXY YMJ WZQJ KTW F STS UWN[NQJLJI ZXIJW JSYJW
ZXJW FSI JSYJW YMJ STS UWN[NQJLJI ZXJWSFRJ NS §MIGE®-D:8*738&2* X’
YJKNSNENWTS

)'& S5FEXX\TWI
IMI UFXX\TWI KTW YMJ IFYFGFXJ ZXJW

AUYNTSFQQ” JSYJW TSJ TW RTWIRG'RE JTIK NESINZVIKWMS SXKMZQFYTW QNXYX YM.
XARGTQX 9T FIl F XARGTQ HQNHP YMJ UQZX GZYYTS

K ATZ \FSY YT [FQNIFYJ \MIYMIW YMJI XIJHZWNY"* WZQJ \TWPX KTW F STS UV
SFRJ TK YMJ STS UWN[NQJLJI ZXJW FX YMJ &:9-D:8*73&2* X*"RGTQ [FQZJ

*SYJW YMJ 861 XYFYJRJISY YMFY ATZ \FSY YT ZXJ YT YIXY YMJ WZQJ TW WZ
(Q NHPS
9MJ XNRZQFYTW WZSX FSI INXUQFAXIVMJMQYBINSKTWRFYNTS NS YMJ

K ATZ \FSY YT XF[J YMJ XNRZQFYTW HTSKNLBWRYNNQ@EFFRNHMIFPFL TZYUZY
2FEXPNSL ITIJX STY XF[J YMJ XNRZQFYTW QTL TZYUZY YT YMJ )*"SFRNH )FYF

8IJHZWNYN 72QJ 8JY 8NRZQFYTW *]FRI

>TZ MF[J F IFYFGFXJ YMFY HTSYFENSX XJSXNYN[J JRUQT*JJ NSKTWRFYNTS FSI
REXPNSL WZQJ YMFY UWJ[JSYX STS UWN[NQJLJI IFYFGFXJ ZXJWX KWTR [NJ\NS

>TZ HWIFYJ F IFYFGFXJ HTSSJHYNTS NS YMJ 2FSFLJRJSY (TSXTQJ 9MJ KTQQT
HTSSJHYNTS UFWFRJYJWX

(MFUYJW 8IJHZWNY”™ 7ZQJ 8JY 8NRZQFYTW



Edit |
Database Type Orace - I
DOM Database Mame IDradeDambase
Oracle Version
CPU Count 0
Orade Instances
Instance Mame Listener Address Listener Part

Oraclellg hr-server 1521

R

Listener Service Mames
Service Name

ORACLEL1G

N
DBA Username [DDMAdministrator
DBA Password ———

o 0K | ¥ Test Connection | ¥ Cancel |

3TYJ YMI)FYFGFXJ FFRI& :XIWSFEDZIX

>TZ ZXJ YMJ IFYFGFXJ HTSSJHYNTS U

\MJS A"TZ WZS YMJ 8JHZWNY”* 7ZQJ 8JY 8NRZQFYTW

>TZ FIl YMJ )ASFRNH )FYF 2FXPNSL XJW[NHJ KTW YMJ IFYFGFXJ NS YMJ 2FSFLJ

HTSSJHYNTS WZQJ

9MJ HTSSIJHYNTS WZQJ INWJIHYX WJIVZIXYX YT YMJ IFYFGF

(TSSIJHYNTSX WZQJ RFYHMJW HWJFYJX F RFYHM KTW FQQ HTSSJHYNTSX YT YM
INWIHYX FQQ HTSSJHYNTSX YT YMJ WZQJ XJY YMFY ~"TZ XUJHNK~” NS YMJ 7Z2QJ
XMTA\X YMJ HTSSJHYNTS WZQJ UFWFRJYJWX

8JHZWNY" 7ZQJ 8JY 8NRZQFYTW *]F



Insert Rule |

Rule Mame IDirEL‘tTDF‘.u|E5Et
~Matcher
Identify incoming connections using: I.ﬁ.ll Incoming Connections ;I
rAction
Apply action on incoming connection: Use Rule Set ;I
Rule Set Mame IMaskingF‘.uIeSet

Processing Action: When rule is matched. .. IStcp if Applied LI

Ok | Cancel |

3TYJ YM@J 8JY JFRZJ >TZ ZXJ YMJ [FQZJ YT SFRJ YMJ XJHZWNY"* WZQJ XJY

>TZ HWJFYJ F RFEXPNSL XJHZWNY”* WZQJ YMFY ZXJX YMJ HTQZRS FQNFX YT YW
WZQJ RFYHMJW RFYHMJX FQQ WJVZIXYX YMFY LT YMWTZLM YMJ WZQJ 9MJ RF
REXP YMJ XIJSXNYN[J IFYF 9MJ KTQQTINSL NRFLJ XMT\X YMJ WZQJ XJY FSI YM

(MFUYJW 8IJHZWNY”™ 7ZQJ 8JY 8NRZQFYTW



[, MaskingRuleSet  [Rule Name MaskingRule

5 Description

rMatcher
Matching Method Any LI

[~ Keep Matcher Result

Try to match every |3600 seconds per session

rAction
Action Type Mask -
Columns to mask
Table Mame Column Mame | Masking Function
52 = |substrﬂ{co|},1,2}

Processing Action: Whenever this rule is matched... ISbcp if Applied - |

¥ Log When Rule is Applied

.S YMJ 7ZQJ *INYTW ~TZ MNLMQNLMY YMJ RFXPNSL WZQJ NS YMJ WZQJ YWJJ F

.S YMJ 8JHZWNY” 7ZQJ 8JY 8NRZQFYTW ~ATZ JSYJW YMJ KTQQT\NSL NSKTWRFY N
))2 JFYFGFXJ 3FRJ

IMJ IFYFGFXJ SFRJ YMFY ~ATZ ZXJI YT HWJFYJ YMJ IFYFGFXJ STIJ NS YMJ 2F
)'& :XIWSFRJ

I9MIJ IFYFGFXJ ZXJW SFRJ YMFY ~TZ ZXJI YT HTSSJHY YT YMJ IFYFGFXJ NS Y
)'& S5FEXX\TWI

IMJI UFXX\TWI KTW YMJ IFYFGFXJ ZXJW
&:9-D:8*73&2* 8"RGTQ ;FQZJ

I9IMIJ IFYFGFXJ ZXJW SFRJ YMFY ATZ \FSY YT ZXJ YT YJXY YMJ RFEXPNSL WZQ
ZXIW SFRJ YMJ XNRZQFYTW ZXJX YMJ IFYFGFXJ FIRNSNXYWFYTW ZXJW SFF
HTSSJHY YT YMJ IFYFGFXJ NS YMJ 2FSFLJRJSY (TSXTQJ

861 8YFYJRJSY
9MJ 861 WIVZIXY YMFY ATZ \FSY YT ZXJ YT YJXY YMJ REXPNSL WZQJ

(QNHPSYT WZS YMJ XNRZQFYTW FSI YJXY YMJ WZQJ 9MJ KTQQTI\NSL NRFLJ XMT
UFWFRJYJWX FSI YMJ XNRZQFYTW QTL TZYUZY

8JHZWNY" 7ZQJ 8JY 8NRZQFYTW *]F



Security Rule Set Simulator |

DOM Database Mame OracdeDatabase

DBA Username DOMAdministrator
DBA Password FE

Symbol Definition

Symbaol Mame Symbal Value
ALITH_LISERMAME DDMUser

ALTH_SID
N

L

5QL Statement
SELECT * FROM HR.EMPLOYEES

Log output

Replace Using MaskingRule -
Original Statement:

SELECT = FROM HR.EMPLOYEES

Replaced by:

SELECT substr{"EMPLOYEES™,"EMPLOYEE_ID",1,2) "EMPLOYEE_ID™ , substr("EMPLOYEES". FIRS
T_NAME™,1,2) "FIRST_NAME" , substr("EMPLOYEES"."LAST_NAME", 1,2) "LAST_NAME" , substr("
EMPLOYEES™,"EMAIL",1,2) "EMAIL" , substr("EMPLOYEES™. "PHONE_NUMBER™, 1,2) "PHONE_NUM
BER™ , substr("EMPLOYEES"."HIRE_DATE",1,2) "HIRE_DATE" , substr{"EMPLOYEES™."JOB_ID", 1,2
) "JOB_ID" , substr{"EMPLOYEES"."SALARY",1,2) "SALARY"™ , substr{"EMPLOYEES", "COMMISSION
_PCT",1,2) "COMMISSION_PCT" , substr{"EMPLOYEES", "MAMAGER_ID", 1,2) "MANAGER_ID", su
bstr("EMPLOYEES™. DEPARTMENT _ID", 1,2) "DEPARTMENT ID"

FR.OM HR. . EMPLOYEES

Jone by ClientInfo: [User =null, Host=null, application=null] - DDMser

Criginal statement: 1=
SELECT * FROM HR.EMPLOYEES

Replaced by:

SELECT  substr{"EMPLOYEES™,"EMPLOYEE_ID", 1,2) "EMPLOYEE_ID" , substr("EMPLOYEES". "FIRS
T_MAME®,1,2) "FIRST_MNAME" , substr{"EMPLOYEES"."LAST_MAME",1,2) "LAST NAME", substr{"
EMPLOYEES™."EMAIL", 1,2) "EMAIL" , substr ("EMPLOYEES". "PHONE_NUMBER ", 1,2) "PHONE_NUM = |

[T Debug mode

== Run - DpenFile | {&] save File | ¥ Clear | @ | Close |

9MJ QTL TZYUZY XMT\X YMFY YMJ XNRZQFYTW YJXYJI YMJ WZQJ FX YMJ ZXJW °
&:9-D:8*73&2* X*"RGTQ

I9IMJI KTQQTINSL YJ]Y XMT\X YMJ HTRUQJYJ XNRZQFYTW QTL TZYUZY

5HSODFH 8VLQU ODVNLQI5XOH

2ULILQDO 6VIDWHPHQW

6(/(& )520 +5 (03/2<((6

5HSODFHG E\

6(/ (&7 VXEVWW (03/2<((6  (03/2<((B," (03/2<((B,"

(MFUYJW 8IJHZWNY”™ 7ZQJ 8JY 8NRZQFYTW



VXEWW (03/2<((6 ), 567B1$0( ),567B1$0(  VXEWW (03/2<((6 /$67B1$0(

/$67B1$0(  VXEWW (03/2<((6 (0%, / (08, /

VXEWW (03/2<((6 3+21(B180% 5 3+21(B180%5  VXEVWW (03/2<((6 + 5(B $7(
+5(B'$7(  VXEWW (03/2<((6 -29B," - 298,

VXEWW  (03/2<((6 63/ $5< 6%/ $5<  VXEWW (03/2<((6  &200, 66, 21B3&7

8200, 66, 21B3&7  VXEWW (03/2<((6  0$1$*(5B," 0$1$* (58,

VXEWW (03/2<((6 ' (3$570(178B," ' (3$570(17B,"

)520 +5  (03/2<((6
"RQH B\ &OLHQW QR >8VHU QXOO +RVW QXOO DSSOLFDW.RQ QXO0@ ' ' 08VHU

2ULILQDO VMDWHPHQW
6(/(& )520 +5 (03/2<((6

5HSODFHG E\

6(/(&  VXEVWW (03/2<((6 (03/2<((B," (03/ 2<((B,"

VXEWW (03/2<((6 ), 567B1$0( ),567B1$0(  VXEWW (03/2<((6 [ $67B1$0(

/$67B1$0(  VXEWW (03/2<((6 (0%, / (08, /

VXEWW (03/2<((6  3+21(B180%5 3+21(B180%5  VXEVWW (03/2<((6 + 5(B $7(
+5(B $7(  VXEWW (03/2<((6 -29B," - 298, "

VXEWW  (03/2<((6 6%/ $5< 6$/$5<  VXEWW (03/2<((6  &200, 66, 21B3&7

8200, 66, 21B3&7  VXEWW (03/2<((6  0$1$*(5B," 0$1$* (5B, "

VXEWW (03/2<((6 ' (3$570(17B," ' (3$570(17B,"

)520 +5  (03/2<((6

>TZ XJQJBGXL 2TRSI WZS YMJ XNRZQFYTW YT [NJ\ YMJ IJYFNQJI QTL TZYUuzy 9N
FITNYNTSFQ HTSSJHYNTS FSI )ASFRNH )FYF 2FXPNSL 8JW[JW NSKTWRFYNTS 9N\
TZYUZY

* DWDEDVH VHW \R  2UDFOH DWDEDVH

) ROGHUSFWL.RQ WA LQJ ODVNLQUSXCH IRU >@

ODVNLQI5XOH PDWEK  PDWEKHU $QI ODWFKHU K >@

$SSO\LQJ UXOH ODVNLQI5XOH

ODVNLQUSFW.RQ H HFXVH 6(/ (&7 )520 +5 (03/2<((6

2UDFOH DWDEDVH *HWALQ) FROQHFW.RQ IRU "' 0$GPLQLVMUDVRU

2UDFOH DWDEDVH EXLOG85/ ) LQLVKHG EHLQJ EXLOW 85/ MGEF LQI RUPDWLFD RUDFOH KU
VHUYHU 6HUYLFHLDPH 2UDFOH J

2UDFOH DWDEDVH , V 6HWALQ) VFKHPD WUXH

700 DQG LPSHUVRQDWH XVLQJ XVHU "' 0$GPLQLVMUDVRU DQG QXOO FDWDORJ

BWDUWL.Q) WR LPSHUVRQDWH XVHU ' ' 0$GPLQLVAWUDWRU  1XOO FDWDORJ

$GGLQU | RU H HFXWLRQ 64/ VWDWHPHQW $/7(5 6(66, 21 6(7 &855(17B6&+(0$ ' ' 0$GPLQLVMUDVRU
+HUH DUH WKH  UHWKUQ FRGHV DI VHU H HFXW.Q) VIKH VMDWHPHQW OLVW

6 V\DWHPHQW UHWKUQHG ZLWK QXPEHU R URZV

&RPSOHWHG LPSHUVRQDWLRQ VIR XVHU ' 0$GPLQLVWUDWRU

&RPSOHWHG VXFFHVVI XOO\ LPSHUVRQDW.QJ XVHU "' 0$GPLQLVAUDVRU ~ 1XO0O FDVDORJ
ODVNLQUSFWLRQ $OLDV VHWLV > (03/2<((6 @

2UDFOH DWDEDVH , PSHUVRQDVW.QJ

2UDFOH DWDEDVH *HWALQ) FRQOHFW.RQ | RU DGPLQ XVHU ' ' 0$GPLQLVMUDVRU

2UDFOH DWDEDVH *HWALQ) FRQOHFW.RQ | RU GGP DGPLQ XVHU DQG SDWZRUG

2UDFOH DWDEDVHSVHU ' ' 0$GPLQLVWUDWRU ~ 3DWZRUG  *&01), (1*(%818%

2UDFOH DWDEDVH$ERXW VR REWDLQ QRQ SRROHG FRQQHFWL.RQ

2UDFOH DWDEDVH EXLOG85/ ) LQLVKHG EHLQU EXLOW 85/ MGEF LQI RUPDWLFD RUDFOH KU
VHUYHU 6HUYLFHLDPH 2UDFOH J

2UDFOH DWDEDVH2EVMDLQHG FRQOHFWLRQ VXFFHWVI XOO\

2UDFOH DWDEDVH 8VLQJ GGP DGPLQ XVHU '’ 0$GPLQLVMUDVRU  WHVWL.QJ LI LPSHUVRQDW.QJ
VXSSRUMHG | RU FOLHQW XVHU ' '08VHU FOLHQW FDWDORJ)  QXOO FOLHQW SDWK  QXOO
2UDFOH DWDEDVH 8VLQJ GGP DGPLQ XVHU ' ' 0$GPLQLVWDVRU  LPSHUVRQDW.QJ VXSSRUWHG | RU
FOLHQW XVHU ' ' 08VHU FOLHQW FDWDOR] ~ QXOO FOLHQW SDWK  QXQO

70\ DQG LPSHUVRQDWH XVLQJ XVHU '’ 08VHU DQG QXOO FDWDORJ

6WDUWL.Q] WR LPSHUVRQDWH XVHU ''08VHU  1XOO FDVDORJ

$GGLQU | RU H HFXWLRQ 64/ VMDWHPHQW $/7(5 6(66, 21 6(7 &855(17B6&+(0$ "' 08VHU
+HUH DUH WKH  UHWKUQ FRGHV DI VHU H HFXW.Q) VIKH VMDWHPHQW OLVW

6 V\DWHPHQW UHVWKUQHG ZLWK QXPEHU R URZV
&RPSOHWHG LPSHUVRQDW.RQ WR XVHU '' 08VHU
&RPSOHWHG VXFFHWVI XOO\ LPSHUVRQDW.QJ XVHU '' 08VHU 1X0O FDWDORJ

ODVNLQUSFW.RQ 5HZULW.Q) WADUWWR  6(/ (&  (03/2<((6 (03/ 2<((B," (03/2<((6
), 567B1$0( (03/ 2<((6 1 $67B1$0( (03/2<((6 (03, / (03/ 2<((6

8JHZWNY" 7ZQJ 8JY 8NRZQFYTW *]F



3+21(B180% 5 (03/2<((6 +,5(B $7( (03/2<((6 - 298, " (03/2<((6
6%/ $5< (03/2<((6 8200, 66, 21B3&7 (03/2<((6 0$1$* (5B, (03/2<((6
" (3$570( 17B,

)520 +5  (03/2<((6
5HSODFH 8VLQU ODVNLQI5XOH
2ULILQDO 6VIDWHPHQW

6(/(& )520 +5 (03/2<((6
5HSODFHG E\

6(/(&  VXEVWW (03/2<((6 (03/2<((B," (03/ 2<((B,

VXEWW  (03/2<((6 ), 567B1$0( ),567B1$0(  VXEWW (03/2<((6  /$67B1$0(
/$67B1$0(  VXEVWW (03/2<((6 (0%, / (08, /

VXEWW (03/2<((6 3+21(B180% 5 3+21(B180%5  VXEVWW (03/2<((6 + 5(B $7(

+5(B $7(  VXEWW (03/2<((6 -2%B,' - 298,

VXEWW  (03/2<((6 63/ $5< 6%/ $5<  VXEWW (03/2<((6  &200, 66, 21B3&7
8200, 66, 21B3&7  VXEWW (03/2<((6  0$1$*(5B," 0$1$* (5B,

VXEWW (03/2<((6 ' (3$570(17B," ' (3$570( 17B,

)520 +5  (03/2<((6
"RQH B\ &OLHQW QI R >8VHU QXOO +RVW QXOO DSSOLFDW.RQ QXO0@ ' 08VHU

) ROGHU$FWLRQ UXOH PDWFKHG WWUXH
) ROGHU$SFWLRQ UXOH DSSOLHG WUXH
" 156 WDWHPHQWBURFHVVRU  JHWEWDWHPHQWDQGOHU  UXOH PDWFK >@RQ  6(/ (&7  )520 +5 (03/2<((6

2ULILQDO VMDWHPHQW
6(/(&7 )520 +5 (03/2<((6

5HSODFHG E\

6(/(& VXEVW (03/2<((6  (03/2<((B," (03/ 2<( (B,

VXEWW  (03/2<((6 ), 567B1$0( ),567B1$0(  VXEWW (03/2<((6 /$67B1$0(

/$67B1$0(  VXEWW (03/2<((6 (0%, / (08, /

VXEWW (03/2<((6  3+21(B180% 5 3+21(B180%5  VXEVW (03/2<((6 + 5(B $7(
+5(B $7(  VXEWW (03/2<((6 -2%B,' - 298,

VXEWW  (03/2<((6 63/ $5< 6$/$5<  VXEWW (03/2<((6  &200, 66, 21B3&7

8200, 66, 21B3&7  VXEVWW (03/2<((6  0$1$*(5B," 0$1$* (5B,
VXEWW (03/2<((6 ' (3$570(178," ' (3$570( 178,

)520 +5  (03/2<((6

>TZ [NJ\V YMJ QTL TZYUZY YT [JWNK” YMFY ~ATZ IJKNSJI YMJ WZQJ HTWWJHYQ"
8NRZQFYTW UFWFRJYJWX FSI QTL TZYUZY YT F KNQJ >TZ HFS QTFI YMJ XF[JI
NSXYFSHJ TK YMJ 8JHZWNY”" 7ZQJ 8JY 8NRZQFYTW

9MJ QTL TZYUZY XMT\X YMFY ATZ HWJFYJI YMJ WZQJ UWTUJWQ~A >TZ JINY YMJ
WZzZQJ

(MFUYJW 8IJHZWNY”™ 7ZQJ 8JY 8NRZQFYTW



(du\Xaz

2FXPNSL +ZSHYNTSX

I9IMNX HMFUYJW NSHQZIJX YMJ KTQQTA\NSL YTUNHX
+ 2 FXP$L +ZSHWSX4[ JWN\

t+ (TQRSFSI &QEX7JILZEW ] UWIXXN'S 8”R GTX

+ 8HWR GTBL +ZSHWSX

+ 7J[IWJ 2 FXP$L +ZSHW'S

t (TQRS1LI[JQ@ FXPSL

2FXPNSL +ZSHYNTSX 4[JW[NJ\

& RFXPNSL KZSHYNTS NX F HTRUTSJSY TK YMJ XJHZWNY”" WZQJ 2FXP FHYNTS
NSKTWRFYNTS NX WJYZWSJI YT FS ZSFZYMTWN_JI ZXJW

2FXPNSL KZSHYNTSX RFXP XHWFRGQJ FSI WFSITRN_J IFYF

2FXPNSL +ZSHYNTS *]FRUQJX

& RFXPNSL KZSHYNTS IJKNSJX MT\ YMJ 7ZQJ *SLNSJ RFXPX IFYF 9MJ 7ZQJ *SL
NSHTRNSL 8*1*(9 861 XYFYJRJSYX YMFY FS ZSFZYMTWN_JI HQNJSY XJSIX YT Y
WJI\WNYJX YMJ 861 XYFYJRJISY <MJS YMJ IFYFGFXJ WIHIN[JX YMJ WIVZJIXY Y}
HQNJSY

9T HWIFYJ REXPNSL KZSHYNTSX ZXJ WILZQFW JJUWIJIXXNTSX FSI IFYFGFXJ RF
YMJ 8*1*(9 1.89 HTQZRSX

IMJI KTQQTINSL YFGQJ IJXHWNGJIX JJFRUQJX TK REXPNSL KZSHYNTSX

2FXPNSL +ZSHYNTS JIXHWNUYNTS

-NIJIJX YMJ HTSYJSYX TK YMJ YFGQJ HTQZR

[II[ 7JUQFHJIX YMJ WJIJYZWSJI [FQZJ NSXNIJ

VRBGDWH f<<<< 00 "' &QUUQNJIX F IFYJ YT YMJ RFXPNSL KZSHYNT




2FXPNSL +ZSHYNTS JIXHWNUYNTS

FXVWRPHUBFRGHFDVH FXVWRPHUBFRGH ZKHQ ~ WKHQ &UUQNJIX WT\ QJ[JQ XJHZWNY" FSI REXPX
FRQ LGHQW.DO YLS FXWRPHU ZKHQ  VKHQ N1JSY N KXVRPHBBFRGH
FRQ LGHQW.DO YLS FXVMRPHU HOVH

FXVWRPHUBQDPH HQG

GHFRGH  VXEWW S EDONDFFQR 2FNSYFNSX YMJ KNWXY KTZW INLNYX TK F
WJIJUQFHJIX YMJ WJIXY TK YMJ SZRGIJWX \NY
EDONDFFQR

(TQZRS FSI &QNFX 7JLZQFW *JUWJIXXI

>TZ HFS UFWXJ HTQZRS SFRJX \NYM YMJ WJFRZ FFSW DDIDVW I X XNTS X*RGTQX

(TQZRS &QNFX A FQNFX

XJ YMJ HTQZRSDERYNFAXTW HTQZRSX NS RZQYNUQJ YFGQJX YT UWJ[JSY FRGNLZ

:XNSL A FQNFX *]FRUQJ

>TZ \FSY YT RFXP GHSARQOMNR 8PMBSGHSWYFGQJX :XJ YMJ HTIODR S \NQYMFXMJ
RFXPNSL K ZA%84W NGHSBOR

9MJ RFXPNSL RXBHQAIRS ? DOLDV GHSWQR H M F S VHOMFW H GHSWQR G GHSWQR | URP HPS H
GHSW G Y VHOHFW VXEWW  ( GHSWQR B (3712 VXEWW ' GHSWQR - ' (3712
IURP (03 ( (37

(WIFYJ F WZQJ YMFY XJFWHMJX KTW CRBRIXMNY W RMYHM QAREVBERRYMI 7Z2QJ *
FUUQNJX YMJ RFXPNSL KZSHYNTS GHWW HOT@QEZHRB YMJ IFYF NS YMJ

.S YMJ XJHZWNYN WZQJ ZXJ YMJI \NYM YMJ 2FXPYWMZ HIT RHE RISGHRPOMBXY FGQJ SFI
YMJ RFEXPNSL KEBWMDY GHSVER N X

(TQZRS &QNFX A HTQ

XJ YMJ HTQZRFREQNFXRFXP HTQZRSX \NYM XNRNQFW SFRJX

<MJS A"TZ ZXJ YMJ HTQZRS FQNFX YMJ 7ZQJ *SLNSJ WI\WNYJIX JFHM NIJSYNKN
SFRJ TK YMJ HTQZRS +TW J]JFRUQJ YNOIFW EURG W ISJRIN IXYVIRFHL\ WIKIGHB\X
PDVNBI XQFWLRQ FUHGLW | URP FXVVRPHU

'XNSL YMJ (TQZRS &QNFX *]FRUQJ

+TW J]JFRUQJ ~TZ \FSY YT RFXP HWJINY HFWI SZRGIJWX :XJ YMJ HTQZRS FQNF
FUHGLW

(WIFYJ F XJHZWNY” WZQJ YMFY ZXJX YMJ 2FXP FHYNTS FSHUBAIWWHMJIX FQQ YF
JJKNSJ YMJ YFGQJ BHMRHFRZRSE&FRJI FRKSI YMJ RFXPNSL®ZBHAONTS FX

__VXEVWWJ &5(', 7B&$5' OHQIWK WULP &5("', 7B&$5' K YMJ 7ZQJ *SLNSJ
RFYHMJX YMJ HTQZRS SFRJ NY WJIQWNRYRX YMJ XYFYJRJSY FX
VXEVWJ &5(', 7B&$5" OHQIVK WULP &5(', 7B&$5'

(MFUYJW 2FXPNSL +ZSHYNTSX



SBHWFRGQNSL +ZSHYNTSX

& XHWFRGQNSL KZSHYNTS NX F RFXPNSL YIJHMSNVZJ YMFY WIJFWWFSLJX [FQZJ
KZSHYNTSX ZXJ 4WFHQJ IFYFGFXJ XA"SYF] FSI FWJ HWJFYJI G~ ZXNSL YMJ XJH?

I9IMJI KTQQTINSL YFGQJ IIXHWNGJIX JJFRUQJX TK XHWFRGQNSL KZSHYNTSX

8HWFRGQNSL +ZSHYNTS JIXHWNUYNTS
WUDQVODVH UHYHUVH ? FRO BHWFRGQJX YMJ QTHFYNTSX TK YMJ INLNYX

PO ? FRO RYHU RUGHU E\ HPSQR URZV SWT[NIJX QNXY XHWFRGQNSL 9MJ 7ZQJ *SLNS
EHWHHQ DQG SUHFHGLQ) DQG \NYM YMJ QJYYJIW [FQZJ TK YMJ UWJHJINSL FS
| ROORZLQJ

QYO OHDG HQDPH RYHU RUGHU E\ HQDPH AKKXJYX YMJ FIIWIXX GA F XNSLQJ WT\ .K YM.
I LUWBYDOXH HQDPH RYHU  RUGHU E\ *SLNSJ FXXNUIWEBBXDOKM THDPH KTZS | KRS YMJ

HQDPH YFGQJ FKYJWODRTWYNSL G~

[IJ[IWXI 2FXPNSL +ZSHYNTS

IMJI WI[IJWXJI REXPNSL KZSHYAl HQ WIXWNXIRFKWMI|I WIVZIXY XYFYJRISYX YT WJ
[FQZJ XYTWJII NS YMJ IFYFGFXJ

>TZ HFS ZXJ YMJ WIJ[IJWXJ RFXPNSL KZSHYNTS YT UWJ[JSY WJVZJXYX YMFY ZX
F WIVZIXY YT YMJ IFYFGFXJ KTW FS FHHTZSY SZRGJW FSI YMJ IFYFGFXJ WJYZ
WIVZIXY YT YMJ IFYFGFXJ 9MJ WJVZJIXY WIKIJWJISHJX YMJ RFXPJI FHHTZSY Sz
JWWTW RIXXFLJ 9MJ WI[IJWXJ RFXPNSL KZEHYHNQBZWIURFMIKXHYMF@RFXKPRBIFSI ~
STY WIJHIN[J FS JWWTW RJXXFLJ

7I[IWXJI 2FXPNSL *]FRUQJ

I9IMJ KTQQTINSL JJFRUQJ XMT\X MT\ YT HWJFYJ F WJ[IJWXJ RFXPNSL KZSHYNTS
YMJ 8JFWHM FSI 7JUQFHJ XJHZWNY ":WZ(QHQFRZKN TNSYR WWIWZAIKHI XYY JRJISY

9T HWIFYJ WJI[JWXJ REXPNSL KZSHYNTSX ZXJ SIXYJI XJHZWNY"N WZQJX 9MJ Y
YMJ +TQIIJW FHYNTS FSI YMJ (TSYNSZJ UWTHJXXNSL FHYNTS

(WIFYJ Y\T XIJHZWNY” WZQJX 9MJ KNWXY WZQJ UIWKTWRX WJI[IJWXJ REXPNSL
YMJ HWNYJIJWNF KTW YMJ KNWXY WZQJ YMJ 7ZQJ *SLNSJ FUUQNJX YMJ XJHTSI
NSKTWRFYNTS

.S YMJ YTU QJ[JQ KTQIJW HWJIFYJ F XJHZWNY”* WZQJ HF:Q@UH GHZRXIP\NOMUI :SRF

YMJ WI[JWXJ RFXPJI [FQZJ G~ ZXNSL WILZQFW JJUWJIXXNTS (TSKNLZWJ YMJ X

YMJ 8JFWHM FSI 7JUQFHJ WZQJ FHYNTS $&28IVM2V 82/F W RAM 98JQ KN QIMISYJIW

7JLZQFW *JUWJIXXNTS NIJSYNKNHFYNTS RIJYMTI .Sp&E2dLY 7 MNMEQBHPIRJISY 8YWNSL
__ \WDQVODVH VXEVW ? _ VXEW ?

8JQJHY YMJ (TSYNSZJ UWTHJIXXNSL FHYNTS XT YMFY YMJ 7ZQJ *SLNSJ HTSYNS

.S YMJ YTU QJ[JQ KTQIIJW HWJIFYJ F XJHZWNY”" WZQJ HFQQJI &HHTZSY 2FXPNS
WZQJ FHYNTS

8HWFRGQNSL +ZSHYNTSX
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.S YMJ 9FGQJ SFRJ KNTWIFQRYYWGQJIX .S YMJ (TQ&RI73IFR Y M 2FIX RIBYLIW
+ZSHYNTS KNXEW 3 FROIW __ WUDQVODWH VXEWW ? FRO
VXEWW ? FRO

8JQJHY YMJ 8YTU NK &UUQNJI UWTHJIXXNSL FHYNTS XT YMFY YMJ 7ZQJ *SLNSJ
WzZQJ YWIJJ

ZRS 1J[JQ 2FXPNSL

(TQZRS QJ[JQ REXPNSL UWJ[JSYX ZXIJWX KWTR XJIJNSL IFYF HTSYFNSJI NS F X!

.S YMNX J]JFRUQJ YMJ RFXPNSIDKHSEYRSSNEMWRMEQYMITW JRUQTAJIX YMEY IT S°
YMJ SFRJ ONSL 9T FUUQ” HTQZRS QJ[JQ XJHZWNY~ FIl YMJ KTQQT\NSL RFXPN
YMJ IFYFGFXJ
FUHDWH RU UHSODFH | XQFW.RQ PDVNBVDO VDO LQ QXPEHU GQDPH LQ YDUFKDU UHWKUQ LQWHIJHU DV

EHILQ

LI QDPH ., 1*

WKHQ

UHWKUQ

HQG LI

UHVWXUQ VDO

HQG
3J]Y HWJFYJ F XJHZWNY” WZQJ RFXPNSL KZSHYNTS \MNHM HFZXJX YMJ 7Z2QJ °
HTSYFNSMSLYFEQNVPSHTQZRS G” ZPOMBMDOY?MFRO ? DOLDV HQDPH RFXPNSL KZSHYNTS
BUJHNK" YMJ 9FGHRS) BMRJ(FQZRS ¥BRFFIXYMJI 2FXPNSL RIBYDD R FRO F X

DOLDV HQDPH

(MFUYJW 2FXPNSL +ZSHYNTSX
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QT XXFWA

&QQ .SHTRNSL (TSSJHYNTSX RFYHMJW

& RFEYHMJW YMFY FUUQNJX YMJ WZQJ RFYHMNSL FHYNTS YT FQQ NSHTRNSL HT
QNXYJSIJW UTWY TW FUUQNHFYNTS NSKTWRFYNTS

&SN RFYHMJW

8JHZWNY”" WZQJ RFYHMJW YMFY FUUQNJX YMJ WZQJ FHYNTS YT FQQ NSHTRNS|

FUUJSIJW
2FSFLJRJSY (TSXTQJ YWJJ STIJ YMFY ZXJX QTL O HQFXXJX YT IJKNSJ YMJ TZY

'"QTHP 8YFYJRJSY WZQJ FHYNTS
8JHZWNY” WZQJ FHYNTS YMFY FUUQNJX YMJ XJHZWNY” UWTHJXXNSL FHYNTS

(QNJSY &UUQNHFYNTS .SKTWRFYNTS RFYHMJW

& RFEYHMJW YMFY IJKNSJX YMJ HQNJSY TW FUUQNHFYNTS NSKTWRFYNTS YMFY
WZQJ RFYHM

HTSSJHYNTS WZQJ

& WZQJ YMFY I1JKNSJX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJSYNE
HTSSIJHYNTS WZQJ HTSXNXYX TK F REYHMJW FSI FS FHYNTS YMFY NIJSYNK”" F¢
FUUQNHFYNTS

HTSSJHYNTS WZQJ RFYHMJW
& RFEYHMJW YMFY IJKNSJX YMJ RFYHMNSL RJYMTI YMFY YMJ 7ZQJ *SLNSJ FUUQ
WTZYJI

HTSSJHYNTS WZQJ YWJJ

& WZQJ YWJJ YMFY IJKNSJX YMJ MNJWFWHM” YMFY YMJ 7ZQJ *SLNSJ ZXJX YT
HTSSIJHYNTS WZQJ YWJJ HTSYFNSX FQQ YMJ HTSSJHYNTS WZQJX YMFY ~TZ IJK
*SLNSJ UWTHIXXJIX YMJ KNWXY WZQJ TW WZQJ KTQIJW NS YMJ HTSSJHYNTS W.
UWTHJXXNSL FHYNTS

(TSYNSZJ UWTHJXXNSL FHYNTS

SWTHJIJXXNSL FHYNTS YMFY HFZXJX YMJ 7ZQJ *SLNSJ YT HTSYNSZJ YT YMJ SJ]Y
YMJ (TSYNSZJ UWTHJIXXNSL FHYNTS YT WZQJ KTQIJWX XT YMFY YMJ 7ZQJ *SLN



(ZWWJSY 9FWLJY )FYFGFXJ RFYHMJW
& RFYHMJW YMFY IJKNSJX YMJ YFEWLIJY IFYFGFXJ YMFY YMJ 7ZQJ *SLNSJ ZXJX

IFYF RFEXPNSL
IMJI UWTHJIXX TK INXLZNXNSL IFYF YT UWJ[JSY FHHJIXX YT XJSXNYN[J NSKTWRI

JJKNSJ 8"RGTQ WZQJ FHYNTS
8JHZWNY"N WZQJ FHYNTS YMFY WJUQFHJIX XYWNSLX TW [FWNFGQJX \NYM YMJ X

JNWJIHY FHYNTS

(TSSIJHYNTS WZQJ FHYNTS YMFY HTSSJHYX FUUQNHFYNTSX FSI HQNJSYX INWJ
*SLNSJ FUUQNJIX YMJ )NWJIHY FHYNTS YMJ HTSSJHYNTS GAUFXXJX YMJ )*SFRN
ITRFENS

& [NWYZFQ STIJ NS YMJ 2FSFLJRJSY (TSXTQJ YWJJ YMFY ~TZ zZzXJ YT LWTZU TY
HTSYFNSX F IJKFZQY WTTY ITRFNS >TZ HFS ZXJ ITRENSX YT HWJFYJ F [NXZFQ
IFYFGFXJX \NYMNS FS TWLFSN_FYNTS

J*SFRNH )FYF 2FXPNSL 8JW[JW

& XIW[IW YMFY UWT[NIJX XIJW[NHJIX FSI WIXTZWHJX YT NSYJWHJUY IFYFGFXJ
YFXPX

J*SFRNH )FYF 2FXPNSL XJW[NHJ

& XIJW[NHJ YMFY WTZYJX 861 VZIWNJX YT 4WFHQJ )' 2NHWTXTKY 861 8JW[JW

+TQIIW WZQJ FHYNTS
& WZQJ FHYNTS YMFY HWJFYJX F WZQJ KTQIJW :XJ YMJ KTQIJW FHYNTS YT SJ

+WTR (QFZXJ 4GOJHY RFYHMJW

8JHZWNY”A WZQJ RFYHMJW YMFY NIJSYNKNJX F WJVZJIXY XYFYJRJISY YMFY ZXJX
'XJ YMJ +WTR (QFZXJ 4GOJHY RFYHMJW YT NIJSYNKA F WIKJWJISHJ YT F [NJ\ Y
UQFS

.SHTRNSL )*"SFRNH )FYF 2FXPNSL INXYJSJW 5TWY RFYHMJW
JIJKNSJIX YMJ QNXYJISIW UTWY YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJSYNKA F HTS

.SKTWRFYNHF )*SFRNH )FYF 2FXPNSL

& IFYF XJHZWNY”* XTKY\FWJ YMFY TUJWFYJX GJY\JJS FS FUUQNHFYNTS FSI F II
FHHIXX YT XIJSXNYN[J NSKTWRFYNTS

/FIF RFEYHMJW
8JHZWNY"N WZQJ RFYHMJW YMFY ZXJX F /F[F HQFXX FX F RFYHMJW

/F[F WZQJ FHYNTS
8IJHZWNYN WZQJ FHYNTS YMFY ZXJX F HZXYTR /F[F HQFXX FX F RFYHMNSL FHY

,QTXXFWAH



QTLLIW
2FSFLJRJSY (TSXTQJ YWJJ STIJ YMFY ZXJX &UFHMJ QTL O YT HWJFYJ F QTL TK

QTL QJ[JQ

IMJI XJI[JWNYA TK FS J[IJSY YMFY ~TZ \FSY YT QTL )JKNSJ YMJ )*"SFRNH )FYF 2F
J[JSYX YMFY ~TZ \FSY YT QTL

1TL 2IXXFLI WZQJ FHYNTS

8JHZWNY"N WZQJ FHYNTS YMFY ZXJX F QTLLIW YT QTL XJHZWNY”" WZQJ J[JSY N

2FSFLJRJSY (TSXTQJ
& HQNJSY FUUQNHFYNTS YMFY ~TZ ZXJ YT RFSFLJ YMJ )*SFRNH )FYF 2FXPNSL
(TSXTQJ YT HWJIFYJ FSI RFSFLJ WZQJX FSI YT HTSKNLZWJ FSI RFSFLJ HTSSJHY
RFEFXPNSL KZSHYNTS
JJKNSJX YMJ 861 KZSHYNTS YMFY YMJ 7ZQJ *SLNSJ FUUQNJX YT WIJ\WNYJ YMJ

2FXP WZQJ FHYNTS

8JHZWNY"N WZQJ FHYNTS YMFY WJ\WNYJX YMJ 8*1*(9 XYFYJRJSY NS YMJ 861 W.
RFXPNSL KZSHYNTS YT IJKNSJ MT\ YMJ 7ZQJ *SLNSJ WJ\WNYJX YMJ XYFYJRJSY
RFYHMJW

JJKNSJX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT NIJSYNK” F RFYHM 9]
ZXJI KTW NSHTRNSL HTSSJHYNTSX

STYMNSL WZQJ FHYNTS

& WZQJ FHYNTS YMFY FUUQNJIX YMJ UWTHIJXXNSL FHYNTS GZY ITJX STY FUUQ"

UIWXTSFQQ”™ NIJSYNKNFGQJ NSKTWRFYNTS 5..

.SKTWRFYNTS YMFY ZSNVZJQ" NIJSYNKNJX FS NSIN[NIZFQ XZHM FX HWJINY HI
GNWYMIFA FSI SFRJ

51 861 +ZSHYNTS RFYHMJW

8JHZWNY”" WZQJ RFYHMJIW YMFY IJKNSJX F 51 861 KZSHYNTS SFRJ FSI XJFWHM
51 861 HTIJ

UWTHJIXXNSL FHYNTS

JJKNSJX YMJ FHYNTS YMFY YMJ 7ZQJ *SLNSJ FUUQNJIX YT YMJ WJIVZIXY FKYJW
UWTHJIJXXNSL FHYNTS RFSFLJX MT\ YMJ 7ZQJ *SLNSJ UWTHJXXJX YMJ WJVZJXY
7IJKZXJ FHYNTS

(TSSIJHYNTS WZQJ FHYNTS YMFY IJKNSJX YMJ FHHJIJXX YMFY FS FUUQNHFYNTS
WIHIN[IJX FS JWWTW YMFY NSINHFYJX YMFY YMJ IFYFGFXJ WJKZXJX YMJ HTSS.

&UUJSIN] & ,QTXXFWA"



7JUQFHJ 9FGQJ FHYNTS
& XJHZWNYN WZQJ FHYNTS YMFY WJUQFHJX YMJ +742 HQFZXJ TK YMJ 861 WJVZ
XISXNYN[J IFYF KWTR YMJ WJXZQY XJY

7J\WNYJ WZQJ FHYNTS

8IJHZWNYN WZQJ FHYNTS YMFY WIJUQFHJX YMJ 861 XYFYJRJSY \NYM FS FQYJWS

WzZQJ

9MJ HTSINYNTSX FSI FHYNTSX YMFY ~TZ \FSY YT FUUQ” YT F WJVZJXY & WZQJ
WZQJ >TZ HFS HWJFYJ FS NSIN[NIZFQ WZQJ TW HWJFYJ F WZQJ FX UFWY TK F
FHYNTS FSI UWTHJXXNSL FHYNTS

WZQJ FHYNTS

JJKNSJX YMJ FHYNTS YMFY YMJ 7ZQJ *SLNSJ FUUQNJX YT NSHTRNSL HTSSJHYN
YMJ 7ZQJ *SLNSJ WTZYJX YMJ HTSSJHYNTS

7Z2QJ *SLNSJ

& )*SFRNH )FYF 2FXPNSL 8JW[JW HTRUTSJSY YMFY J[FQZFYJX NSHTRNSL IFYFC
HTSSJHYNTS FSI XJHZWNY” WZQJX YT IJYJWRNSJ MT\ YT WTZYJ WJIJVZIXYX FSI
RTINKA YMJ IFYFGFXJ WJVZJIXY GFXJI TS YMJ WZQJX IJKNSJI NS YMJ )*SFRNH )
WZQJ KTQIJW

&S TWLFSN_FYNTSFQ YTTQ YMFY ATZ ZXJ YT LWTZU HTSINYNTSFQ WZQJX 9MJ
WZQJ KTQIJW MNIJWFWHMNHFQQ" & HTSSJHYNTS WZQJ KTQIJW HTSYFNSX HTS
XIJHZWNYN WZQJX

WZQJ YWJJ

&S TWLFSN_FYNTSFQ YTTQ YMFY IJKNSJX YMJ TWLFSN_FYNTSFQ XYWZHYZWJ T
7Z2QJ *SLNSJ UWTHJIXXJX WZQJX

8JFWHM FSI 7JUQFHJ WZQJ FHYNTS

8IJHZWNY”N WZQJ FHYNTS YMFY XJFWHMJX KTW XUJHNKNH YJ]Y \ANYMNS F XYFYJ
YMFY ~TZ IJKNSJ NS YMJ WIJUQFHJRJSY XYWNSL

XIJHZWNYA WZQJ

& WZQJ YMFY IJKNSJX YMJ HWNYJWNF YMFY YMJ 7ZQJ *SLNSJ ZXJX YT UFWXJ I
XIJHZWNYN WZQJ HTSXNXYX TK F RFYHMJW FSI FHYNTS YMFY ~TZ IJKNSJ YT NIJ
XIJIHZWNYA WZQJ XJY

& YWJJ STIJ NS YMJ 2FSFLJRJISY (TSXTQJ YWJJ YMFY HTSYFNSX WJKJWJSHJX Y
RZXY HWJFYJ XJHZWNY”* WZQJ XJYX YT XJHZWJ IFYF G® ZXNSL XJHZWNY”"* WZQ.
861 XYFYJRJSY YMWTZLM YMJ WZQJ XJY ZSYNQ YMJ 7ZQJ *SLNSJ JSHTZSYJWX
XIHZWNYN WZQJ YWJJ

*FHM XIJHZWNY”® WZQJ XJY MFEX FS NSIN[NIZFQ XJHZWNY”* WZQJ YWJJ 9MJ XJHz
7ZQJ *SLNSJ UWTHIXXJIX XJHZWNY”? WZQJX 9MJ XIJHZWNY”* WZQJ YWJJ HTSYFN

,QTXXFWAH



XIJHZWNYA WZQJ XJY 9MJ 7ZQJ *SLNSJ UWTHIXXJIX YMJ KNWXY WZQJ TW WZQJ
\MJS YMIJWJ NX F XYTU UWTHJIXXNSL FHYNTS

8IJW[IJW (TSYWTQ

& HTRRFSI QNSJ UWTLWFR YMFY ~TZ HFS ZXJ YT HTSKNLZWJ FSI RFSFLJ )*"SFR
UWTUJWYNIX 8IW[IJW (TSYWTQ NX TSJ TK YMJ RFSFLJRJSY HTRUTSJSYX TK )"
\ANYM YMJ )*SFRNH )FYF 2FXPNSL 8JW[JW

861 8"SYF] RFYHMJW

8JHZWNY”" WZQJ RFYHMIW YMFY HTRUFWJX YMJ NSHTRNSL WJVZJXY XYFYJRJS
\NYMNS YMJ RFYHMJW

8YTU NK &UUQNJI UWTHJIXXNSL FHYNTS

S5WTHIXXNSL FHYNTS K YMJ HTSSJHYNTS TW XJHZWNY"N WZQJ NX FUUQNJI YN
WZQJ NS YMJ WZQJ YWJJ

8YTU NK 2FYHMJI UWTHJXXNSL FHYNTS

S5WTHIXXNSL FHYNTS .S F HTSSJHYNTS WZQJ NK YMJ WZQJ NX RFYHMJI YMJ
FHYNTS .S F XJHZWNY”* WZQJ YMJ 7ZQJ *SLNSJ ITJX STY HTSYNSZJ YT UWTHJ

B\NYHM YT )FYFGFXJ WZQJ FHYNTS
(TSSIJHYNTS WZQJ FHYNTS YMFY KTW\FWIX HTSSJHYNTSX YT YMJ XUJHNKNJI IF

8"RGTQ RFYHMJW
8JHZWNY”" WZQJ RFYHMIW YMFY NIJSYNKNJX FSI XYTWJX HQNJSY FSI IFYFGFX.

XAXYJR QTLLIW

5WJ IJKNSJI QTLLIJW STIJ NS YMJ 2FSFLJRJSY (TSXTQJ YWJJ YMFY QTLX )*"SFRI
FSI WzZQJ J[JSYX

9J]Y RFYHMJW

8JHZWNY"N WZQJ RFYHMJW YMFY IJKNSJX YMJ XYFYJRJSY XYWNSL YJ]Y YMFY Y
XYFYJRJSY

9NRJ TK )F* RFYHMJW
8JHZWNY”N WZQJ RFYHMJW YMFY IJKNSJX F YNRJ KWFRJ IZWNSL \MNHM YMJ 7Z(

XJ 7ZQJ 8JY FHYNTS
(TSSIJHYNTS WZQJ FHYNTS YMFY FUUQNJX YMJ XUJHNKNJI XJHZWNY" WZQJ XJY

&UUJSIN] & ,QTXXFWA"



/\28.T

&

FHYNTS
'"QTHP 8YFYJRJSY
HTSSJHYNTS WZQJ
)J*SIBARGTQ
+TQIIW
IF[E_
1TL 2IXXFLJ
2FEXP.
3TYMNSL
51 861 +ZSHYNTS
7JUQFHJ 9FGQJ
7J\WNYJ
8JFWHM FSI 7JUQFHJ
XIJHZWNYA WZQJ
&QQ .SHTRNSL (TSSJHYNTSX RFYHMJW
&S" REFYHMJW

GFHPXQFXM
'QTHP 8YFYJRJSY FHYNTS

(

HFUYZWNSL LWTZU

HMFWFHYJW HQFXX

(MJHP )FYFGFXJ (TSSJHYNTS RFYHMJW
(MJHP )FYFGFXJ )83 RFYHMJW

(MJHP )FYFGFXJ :71 RFYHMJW

(MJHP 5WTUJWY”A RFYHMJW

(MJHP 8JW[JW 3FRJ RFYHMJW

(QNJSY .SKTWRFYNTS RFYHMJW

)

IFYFGFXJ
YFWLJY IFYFGFXJ
Y)J*SIBARGTQ FHYNTS
ITRENSX
RFSFLJRJSY
YASFRNH )FYF 2FXPNSL
FWHMNYJHYZWJ
HTRUTSJSYX
TIIW[NJI\
UWTHJIXX
YASFRNH )FYF 2FXPNSL XJW[NHJ
JEYF FZQY
-N[J
S20)
.SKTWRN]
2NHWTXTKY 861 8JW[JW
AWFHQJ
87 GFXJ
9JWFIFYF

*

JXHFUJX
JIFRUQJ
51 861 +ZSHYNTS RFYHMJW
JIUTWY
HTSSJHYNTS WZQJ
XIJHZWNYA WZQJ
XIJHZWNYA WZQJ XJY

+

(QNJSY &UUQNHFYNTS .SKTWRFYNTS RFYHMJWTQIJW FHYNTS

HTSSJHYNTS WZQJ

HWJFYNSL

JJUTWY

NRUTWY

REFYHMJW

TIIW[NJI\

UFWFRJYJWX

UWTHJXXNSL FHYNTS
HTSSJHYNTS WZQJ FHYNTS
HTSSJHYNTS WZQJ KTQIJW

HWJFYNSL
HTSSJHYNTS WZQJ YWJJ
HTSSJHYNTS WZQJX

(MJHP )FYFGFXJ (TSSJHYNTS

(MJHP 8JW[JW 3FRJ RFYHMJW
(ZWWJISY 9FWLJY )FYFGFXJ RFYHMJW

+WTR (QFZXJ 4GOJHY RFYHMJW

1)
LOTGFQ [FWNFGQJX

NRUTWY
HTSSJHYNTS WZQJ
XIJHZWNY™ WZQJ
XIJHZWNY™M WZQJ XJY
.SHTRNSL ))2 INXYJSIJW 5TWY RFYHMJW



/

IF[F FHYNTS
IF[F RFYHMJW

1

QFYJSH”

QNSJ YIWRNSFYTW
QNXYJSJIJW UTWY
1TL 2IJXXFLJ FHYNTS

2

2FSFLJRJISY (TSXTQJ
QTLLNSL NS
RJISZ
SFINLFYNTS
TIIW[NJ\
YWJJ

2FXP FHYNTS

RFXPNSL KZSHYNTS
HTQZRS QJ[JQ RFXPNSL
JIFRUQJ
TIIW[NJ\
WI[IWXJ

REFYHMJW
&QQ .SHTRNSL (TSSJHYNTSX
&sh
(MJHP YFYFGFXJ (TSSJHYNTS
(MJHP YFYFGFXJ )83
(MJHP YFYFGEXJ :71
(MIJHP 5SWTUJWYA
(MJHP 8JW[JW 3FRJ
(QNJSY .SKTWRFYNTS
(OQNJSY &UUQNHFYNTS .SKTWRFYNTS
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