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Abstract
You can use PowerExchange® for Microsoft Azure Data Lake Storage Gen2 to connect to Microsoft Azure Data Lake 
Storage Gen2 from Informatica. This article explains the prerequisite tasks that you must complete before you create a 
Microsoft Azure Data Lake Storage Gen2 Connection.

Supported Versions
• Informatica® PowerExchange® for Microsoft Azure Data Lake Storage Gen2
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Overview
You can use PowerExchange® for Microsoft Azure Data Lake Storage Gen2 to connect to Microsoft Azure Data Lake 
Storage Gen 2 using Azure Active Directory (AAD) principal-based authentication.

Before you create a Microsoft Azure Data Lake Storage Gen2 connection, complete the following prerequisite tasks:

1. Create a storage account to use with Microsoft Azure Data Lake Storage Gen2, enable Hierarchical 
namespace, and provide Contributor or Reader role to users.
The contributor role grants you full access to manage all resources in the storage account, but does not 
allow you to assign roles.

The reader role allows you to view all resources in the storage account, but does not allow you to make any 
changes.

Note: To add or remove role assignments, you must have write and delete permissions, such as an Owner 
role.

2. Create a Blob container in the storage account.

3. Register a new application in Azure Active Directory to authenticate users to access the Microsoft Azure Data 
Lake Storage Gen2 account. Provide Storage Blob Data Contributor or Storage Blob Data Reader role to the 
application.
The Storage Blob Data Contributor role lets you read, write, and delete Azure Storage containers and blobs in 
the storage account.

The Storage Blob Data Reader role lets you only read and list Azure Storage containers and blobs in the 
storage account.

Note: To write to or delete Azure Storage containers and blobs, you must have the Contributor role either at 
the storage account level or the container level.

4. Set the Access Control List to provide the read, write, and execute permissions to Microsoft Azure Data Lake 
Storage Gen2.

For more information about Microsoft Azure Data Lake Storage Gen2 Connector, see the Informatica Cloud® Data 
Integration Microsoft Azure Data Lake Storage Gen2 Connector User Guide.
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Creating a Storage Account to use with Microsoft Azure Data Lake 
Storage Gen2
Perform the following steps to create a storage account:

1. Log in to the following Azure portal: https://portal.azure.com/ 

2. Under Azure Services, click Storage accounts. 

3. On the Storage accounts page, click Create to create a new storage account. 
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4. On the Basics tab, enter the project and instance details. 

a. In the Subscription field, select the subscription in which you want to create the storage account. 

b. In the Resource group field, select the resource group in which the Azure resources are deployed and 
managed. 

c. In the Storage account name field, enter a name for your storage account. 

Note: The name must be unique across Azure, between 3 and 24 characters in length, and must include 
only numbers and lowercase letters.

d. In the Location field, select a location for your storage account, or use the default location. 

e. In the Performance field, select Standard. 

f. In the Account kind field, select StorageV2 (general purpose v2). 

A general-purpose v2 storage account provides access to all the Azure Storage services, such as blobs, 
files, queues, tables, and disks.

g. In the Replication field, select Geo-redundant storage (GRS). 

The replication type specifies how the storage account will be replicated.
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5. On the Advanced tab, set the Secure transfer required and Hierarchical namespace fields to Enabled.

Note: When you run a mapping on the Databricks Spark engine, the request to the Azure Blob Filesystem 
(abfs) is always made over secure connections whether you enable the Secure transfer required option or 
not.

6. Click Review + Create > Create. 

7. Click on the newly created storage account name. 
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8. Click Access control (IAM) > Add. 

9. On the Add role assignment page, assign a role to the users. 

a. In the Role field, select Reader or Contributor. 

Note: To add or remove role assignments, you must have write and delete permissions, such as an 
Owner role.

b. In the Assign access to field, select Azure AD user, group or service principal. 

c. In the Select field, select the user that requires access to the storage account. 

d. Click Save. 

Note: If you want to add multiple users to access the storage account, you must perform the same steps 
for each user.

Creating a Blob Container in the Storage Account
Perform the following steps to create a Blob container in Microsoft Azure Data Lake Storage Gen2:

1. Log in to the Azure portal. 

2. Open the storage account that you created. 

3. Click Storage browsers > Blob containers. 
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4. Click Add container. 

5. Enter a name for the new container. 

Note: You can only use lowercase letters, numbers, and hyphens when you enter the names of the folder and 
the file system. The names must begin and end with a letter or number. Do not add consecutive hyphens 
when you enter the names of the folder and the file system.

6. Select the Public access level as Private. 

7. Click Create. 

8. Click the container that you created. 
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9. Click Add Directory to create a new Microsoft Azure Data Lake Storage Gen2 folder within the container that 
you created. 

10. Enter a name for the Microsoft Azure Data Lake Storage Gen2 folder and then click Save. 

To get the Microsoft Azure Data Lake Storage Gen2 folder path, select the Microsoft Azure Data Lake Storage Gen2 
folder. Then, right-click on the folder and select Properties option to copy the folder path.

For example, create a Src3 Microsoft Azure Data Lake Storage Gen2 folder within the adapterqa-source file system 
name. When you select the folder, the folder path is displayed as /csv/src2/src3 . Right-click on the folder and select 
Properties option to copy the folder path.

The following image shows the path of the Src3 Microsoft Azure Data Lake Storage Gen2 folder within the file system:

Registering an Application in Azure Active Directory
Register a new application in Azure Active Directory to authenticate access to the storage account.

1. Log in to the Azure portal. 
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2. Click Azure Active Directory. 

3. In the Manage section, click App registrations. 

4. Click New registration to create a new Azure Active Directory application. 

9



5. On the Register an application page, enter the details for the new application. 

a. In the Name field, enter the application name. 

b. In the Redirect URI section, select Web as the type of the application and enter the URL of the 
application. 

c. Click Register. 

The details of the newly created Azure Active Directory application page are displayed. 

6. In the Manage section, click Certificates & secrets section. 
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7. Click New client secret. 

8. In the Add a client secret page, perform the following steps: 

a. Enter a name for the client secret in the Description field. 

b. In the Expires field, you can select the duration of the key as Never(Recommended). 

c. Click Add. 

d. The value of the key is generated and displayed in the Value field. 

Note: You must copy the key value as you cannot retrieve the value once you leave the page. Ensure that 
the client secret does not contain special characters.

9. In the Manage section, click Owners. 

10. Click Add owner. 

11. In the Search field, search for the owner name or email address that you used to login to Azure portal. 

12. Select the owner name or email address and click Select. 

13. In the Manage section, click API permissions. 

The configured permissions are displayed.
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14. Click Add a permission. 

The Request API permissions page appears.

15. In the Microsoft APIs section, click Azure Storage. 

16. Select Delegated permissions as the type of permissions. 

17. Select Access Azure Storage from the listed permissions. 

18. Click Add permissions. 

19. In the Configured permissions, select Azure Active directory and ensure that the Sign in and read user 
profile option is enabled in the Delegated permissions section. 
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If Azure Active directory is not listed under the Configured permissions, perform the following steps:

a. Click Add a permission. 

The Request API permissions page appears.

b. In the Microsoft APIs section, click Azure Active Directory Graph.

c. Select Delegated permissions as the type of permissions. 

d. Select Sign in and read user profile from the listed permissions. 
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20. Go to the home page and in the Storage Account section, select the Microsoft Azure Data Lake Storage Gen2 
account that you created. 

21. Click Access control (IAM) > Add. 

22. In the Add role assignment page, provide the Storage Blob Data Contributor or the Storage Blob Data Reader 
role to the application. 

Note: To write to or delete Azure Storage containers and blobs, you must have the Contributor role either at 
the storage account level or the container level.

Setting Permissions for Microsoft Azure Data Lake Store Gen2 
(Access Control List)
Set the Access Control List to provide permissions to Microsoft Azure Data Lake Store Gen2. To access objects from 
an HDI 4.0 Kerberised cluster, configure the impersonation user details into your Microsoft Azure Data Lake Storage 
Gen2 account. Provide Contributor role and full access, for the container used in the internal storage account of the 
HDInsight Data Lake Storage Gen2 cluster, to the impersonation user.

1. Log in to the Azure portal. 

2. In the Storage Accounts section, select the Microsoft Azure Data Lake Storage Gen2 account that you 
created. 

3. Click Storage Explorer > CONTAINERS. 

4. Select the file system that you created and then click Manage Access. 
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The Manage Access dialog box appears.

5. In the Permission for: section, select both the Access and Default check boxes. Enable the Read, Write, and 
Execute permissions. 

6. In the Add user or group field, enter the Azure Active Directory application Object ID and click Add. 

For information about getting the Object ID, see “Registering an Application in Azure Active Directory” on 
page 8.

Note: If you enter an Azure Active Directory group name, all the users within the group will have the same 
permissions.

7. Click Save. 

When you set the permissions of a file system, all the folders within that file system have the same permissions. 
However, if you create a folder within a file system before setting the permissions of the file system, you must perform 
the same steps to set the Access Control List for that folder.

Setting the Connection Properties to Create a Microsoft Azure 
Data Lake Storage Gen2 Connection
When you complete all the prerequisite tasks, perform the following steps to create a Microsoft Azure Data Lake Store 
Gen2 Connection:

1. In the Developer tool, click Windows > Preferences.

2. Select Informatica > Connections.

3. Expand the domain in the Available Connections.

4. Select the connection type File System > Microsoft Azure Data Lake Storage Gen2, and click Add.

5. Enter a connection name and an optional description.
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6. Select Microsoft Azure Data Lake Storage Gen2 as the connection type.

7. Click Next.

8. Enter the Storage account name in the Account Name connection property.

9. Enter the Application ID in the Client ID connection property.

10. Enter the Value of the key in the Client Secret connection property.

11. Enter the Directory ID in the Tenant ID connection property.

12. Enter the File System Name.

13. Enter the path of the folder in the Directory Path connection property.

14. Click Test Connection to validate the connection and then click Finish.

Author
Adrija Pandya

Acknowledgements
The author would like to acknowledge A.S. Megha, for her technical assistance with this article.

16


	Abstract
	Supported Versions
	Table of Contents
	Overview
	Creating a Storage Account to use with Microsoft Azure Data Lake Storage Gen2
	Creating a Blob Container in the Storage Account
	Registering an Application in Azure Active Directory
	Setting Permissions for Microsoft Azure Data Lake Store Gen2 (Access Control List)
	Setting the Connection Properties to Create a Microsoft Azure Data Lake Storage Gen2 Connection
	Author
	Acknowledgements

