\

How-To Library {® nnformatica

Prerequisites to Create a
Microsoft Azure Data Lake
Storage Gen2 Connection

© Copyright Informatica LLC 2019, 2022. Informatica, the Informatica logo, and Informatica PowerExchange are
trademarks or registered trademarks of Informatica LLC in the United States and many jurisdictions throughout the
world. A current list of Informatica trademarks is available on the web at https://www.informatica.com/
trademarks.html.



You can use Microsoft Azure Data Lake Storage Gen2 Connector to connect to Microsoft Azure Data Lake Storage
Gen2 from Cloud Data Integration. This article explains the prerequisite tasks that you must complete before you
create a Microsoft Azure Data Lake Storage Gen2 Connection.
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You can use Microsoft Azure Data Lake Storage Gen2 Connector to connect to Microsoft Azure Data Lake Storage Gen
2 using Azure Active Directory (AAD) principal-based authentication.

Before you create a Microsoft Azure Data Lake Storage Gen2 connection, complete the following prerequisite tasks:

1.

Create a storage account to use with Microsoft Azure Data Lake Storage Gen2 and enable Hierarchical
namespace in the Azure portal.

You can use role-based access control or access control lists to authorize the users to access the resources

in the storage account.

¢ Role-based access control
If you use role-based access control, assign the Contributor role or Reader role to the users.

The contributor role grants you full access to manage all resources in the storage account, but does not

allow you to assign roles.

The reader role allows you to view all resources in the storage account, but does not allow you to make

any changes.

Note: To add or remove role assignments, you must have write and delete permissions, such as an Owner

role.

e Access control lists

If you use access control lists, you can provide read, write, and execute permissions to each directory and

file for users.
Create a Blob container in the storage account.

Register an application in Azure Active Directory to authenticate users to access the Microsoft Azure Data
Lake Storage Gen2 account.



You can use role-based access control or access control lists to authorize the application.

* Role-based access control

If you use role-based access control, assign the Storage Blob Data Contributor or Storage Blob Data

Reader role to the application.

The Storage Blob Data Contributor role lets you read, write, and delete Azure Storage containers and blobs

in the storage account.

The Storage Blob Data Reader role lets you only read and list Azure Storage containers and blobs in the

storage account.

e Access control lists

If you use access control lists, you can provide read, write, and execute permissions to each directory and

file in the container.

For more information about Microsoft Azure Data Lake Storage Gen2 Connector, see the Informatica Cloud® Data

Integration Microsoft Azure Data Lake Storage Gen2 Connector User Guide.

Creating a Storage Account to use with Microsoft Azure Data Lake

Storage Gen2

Perform the following steps to create a storage account:

1. Log in to the following Azure portal: https://portal.azure.com/

2. Under Azure Services, click Storage accounts.
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3. On the Storage accounts page, click Create to create a new storage account.

Storage accounts x

Informatica (informatica.onmicrosoft.com)

| Filter for any field... | Subscription == all Resource group == all X Location == all X +? Add filter

5% Manageview () Refresh | Exportto CSV %5 Open query 27 Feedback

Showing 1 to 28 of 28 records.

\:I Name T Type Ty Kind T4
\:‘ = adapterdevblob Storage account StorageV2
D = adaptergablob Storage account StorageV2
\:‘ = adaptergablobi Storage account StorageV2

O]

adaptergablobeastus2 Storage account StorageV2

4. On the Basics tab, enter the project and instance details.

Create storage account

Basics  MNetwaorking Data protection Advanced Tags Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage zll
YOUr resources,

Subscription * | Azure R&D CTG IND_Connectivity ~ |
Resource group * | AzureRnD A% |
Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using
the classic deployment model instead. Choose classic deployment model

Storage account name * (& | adlsgen2doc /|
Location * | (US) West US v |
Performance (O @ Standard O Premium

Account kind @ | StorageV2 (general purpose v2) ~ |
Replication @ | Geo-redundant storage (GRS) R |

-]
m

IUS | Mext : Metworking = |

a. Inthe Subscription field, select the subscription in which you want to create the storage account.

b. Inthe Resource group field, select the resource group in which the Azure resources are deployed and
managed.

c. Inthe Storage account name field, enter a name for your storage account.

Note: The name must be unique across Azure, between 3 and 24 characters in length, and must include
only numbers and lowercase letters.



5.

6.

d. Inthe Location field, select a location for your storage account, or use the default location.

e. Inthe Performance field, select Standard.

f.  Inthe Account kind field, select StorageV2 (general purpose v2).

A general-purpose v2 storage account provides access to all the Azure Storage services, such as blobs,
files, queues, tables, and disks.

g. Inthe Replication field, select Geo-redundant storage (GRS).
The replication type specifies how the storage account will be replicated.

On the Advanced tab, set the Secure transfer required and Hierarchical namespace fields to Enabled.

Create storage account

Basics  Networking Data protection ~ Advanced Tags  Review + create

Security
Secure transfer required @ (O Disabled (@) Enabledl
Minimum TLS version @ | Version 1.2 ~

0:ic y required to enable infrastructure encryp e
5 vasis. Sign up for infrastructure encryption &
Blob storage
Allow Blob public access @ O Disabled @ Enabled
Blob access tier (default) O Cool @ Hot
@ Sign up is currently required to utilize the NFS v3 feature on a per-subscription
basis. Sign up for NFS v3 &
Data Lake Storage Gen2
|H'|erarch|'ca| namespace (O O Disabled @ Enabledl

< Previous || Mext : Tags > |

Click Review + Create > Create.




7. Click on the newly created storage account name.

Azure services

— - =
—+ = 2 — @
Create a Storage Azure Active Data Lake Virtual App Services 50L databases
resource accounts Directary Storage Genl machines

Recent resources

Name Type

= adlsgen2doc Storage account
= adlsgen2ga Storage account
= adapterqablob1 Storage account

8. Click Access control (IAM) > Add.

A adlsgen2doc | Access Control (IAM)

Storage account

|/'7) Search (Ctrl+/) ‘ « = Add | & Download role assignments Edit columns 'f_) Refresh X Remove ,’.\J Got feedback?
= Overview
Check access Role assignments Roles Deny assignments Classic administrators
E Activitylog —_—
& Tags
- My access
&2 Diagnose and solve problems View my level of access to this resource. Grant access to this resource
PR Access Control (|1AM) Grant access to resources by assigning a role.
W Data migration Check access
Review the level of access a user, group, service principal, or
Events managed identity has to this resource, Learn more if
B storage browser (preview) Find @ Add role assignment Learn more (]
| User, group, or service principal v |
Data storage
N : | Search by name or email address | View access to this resource
B Containers =
View the role assignments that grant access to this and
& File shares other resources,
T Queuss
M Tables

View Learn more (]

Qaruritv + natwnrkinn
9. On the Add role assignment page, assign a role to the users.
a. Inthe Role field, select Reader or Contributor.

Note: To add or remove role assignments, you must have write and delete permissions, such as an
Owner role.

b. Inthe Assign access to field, select Azure AD user, group or service principal.
c. Inthe Select field, select the user that requires access to the storage account.
d. Click Save.

Note: If you want to add multiple users to access the storage account, you must perform the same steps
for each user.



Creating a Blob Container in the Storage Account

Perform the following steps to create a Blob container in Microsoft Azure Data Lake Storage Gen2:

1. Log in to the Azure portal.

2. Open the storage account that you created.
3. Click Storage browsers > Blob containers.
4. Click Add container.

s adlsgen2doc | Storage browser (preview) =

Storage account

O Search (Ctrl+/ = N -
" Search (Ctrl+/) ‘ “ B8 adisgen2doc £ -+ Add container | T Upload () Refresh W Delete

-

= Overview & Favorites B Blob containers
Activity log > i Recently viewed - -
‘ J2 Search containers by prefix
@ Tags B Blob containers .
Showing all 8 items
¢ Diagnose and solve problems & File shares
Name
F‘g Access Control {IAM) M Queues
W Data migration B Tables B 00-pkj
. 1 00-praveenj
B storage browser (preview) 1 adaptergz

1 adapterga-source

Data storage
= 1 appgatest
B Containers ped
M blobdo
& File shares
o q I dizstscale
M Queues
1 discaletarget
0 Tables

5. Enter a name for the new container.

New container X

Name *

Public access level @

| Private (no anonymous access) ~ |

e [

Note: You can only use lowercase letters, numbers, and hyphens when you enter the names of the folder and
the file system. The names must begin and end with a letter or number. Do not add consecutive hyphens
when you enter the names of the folder and the file system.

6. Select the Public access level as Private.
7. Click Create.

8. Click the container that you created.



9. Click Add Directory to create a new Microsoft Azure Data Lake Storage Gen2 folder within the container that
you created.

B8 adlsgenadoc < - Add Directory| T Upload () Refresh il Delete [ Copy [ Paste

& Favorites B Elob containers > i blobdo

> ® Recenthy vicwed Authentication method: Access key (Switch to Azure AD User Account)

~ W Blob containers | 2 Search blobs by prefix (case-sensitive)

W blobdo Shawing all 0 items

@ File shares
Name
™ Queues
B Tables MNo items found

10. Enter a name for the Microsoft Azure Data Lake Storage Gen2 folder and then click Save.

Add Directory X

MName *

To get the Microsoft Azure Data Lake Storage Gen2 folder path, select the Microsoft Azure Data Lake Storage Gen2
folder. Then, right-click on the folder and select Properties option to copy the folder path.

For example, create a src3 Microsoft Azure Data Lake Storage Gen2 folder within the adapterga-source file system
name. When you select the folder, the folder path is displayed as /csv/src2/src3 . Right-click on the folder and select
Properties option to copy the folder path.

The following image shows the path of the src3 Microsoft Azure Data Lake Storage Gen2 folder within the file system:

2 v 'I\ Iadapterqa—source > csv > Src2

Name A Last Modified

4/30/2019, 6:47:01 PM

Registering an Application in Azure Active Directory

Register a new application in Azure Active Directory to authenticate access to the storage account.

1. Login to the Azure portal.



2.

3.

4.

Click Azure Active Directory.

Azure services

— =
+ = > B2 e
Create a Storage Azure Active Data Lake Virtual
resource accounts Directory Starage Gen1 machines
Recent resources
Name Type
= adlsgen2doc

= adlsgen2qa

= adaptergablob1

Navigate

Subscriptions [ 4] Resource groups

In the Manage section, click App registrations.

Home > Informatica

Informatica | App registrations  »

Azure Active Directory

€| + Newregistration | & Endpoints ¢? Troubleshooting & Download [ Preview features

0 Ovenview

# Getting started

e —
® B
App Services SQL databases

Storage account
Storage account

Storage account

All resources

< Got feedback?

—

Azure Database  Azure Cosmos More services
for PostgreSQ... DB
Last Viewed
an hour ago
3 weeks ago
4 months ago
£l| Dashboard

@ Starting June 30t 2020 we will o fonger acd any new features to Azue Actve Direcory Authentication irary (ADAL) and Azure AD Graph We will pdates but we will 0o fong
Preview hub 0 be Upgraced to M n Ubrary (MSAL and
X Diagnose and solve problems
All applications  Owned applications
Manage —_—
2 e 5 Start typing 2 name or Application ID o fiter these results
& Groups Display name Application (cient) ID Createdon  Certificates & secrets
Exte n AADappdoc 772312020 © Current
& Roles and administrators B soenco 8/5/2020 © Current

B Administrative units

nterprise applications

Devices

App registrations.

(@) Identity Governance
£ Appiication proxy

% licenses

> Azure AD Connect

& Custom domain names

Click New registration to create a new Azure Active Directory application.



5.

6.

10

On the Register an application page, enter the details for the new application.

N 5

Home > Informatica >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Wha can use this application or access this API?

@ Accounts in this organizational directory only (Informatica only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | ‘ e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies ]!

a. Inthe Name field, enter the application name.

b. Inthe Redirect URI section, select Web as the type of the application and enter the URL of the
application.

c. Click Register.

The details of the newly created Azure Active Directory application page are displayed.
I Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? =»

Display name Supported account types
Some_Application_demo My organization only

Application (client) ID Redirect URIs
7f45516a-a02c-4139-86f0-c5075b993240 1 web, 0 public client

Directory (tenant) ID Managed application in local directory
2638f43e-f77d-4fc7-ab92-7b753b7876fd Some_Application_demo

Object ID

5d8d63de-5247-4b24-800e-9a4e420de3af

In the Manage section, click Certificates & secrets section.
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10.
11.
12.
13.

11

Click New client secret.

Home > Informatica > AADappdoc

[P sea

[}

Manage

AADappdoc | Certificates & secrets »

Search (Ctrl+/) | « O Gotfeedback?
Overview )

veren Add a client secret
Quickstart Descriptian

Integration assistant I

Expires

® In1year
Branding O In 2 years
2 Authentication O Never

Certificates & secrets .
[ R

Token configuration

9 APl permissions
@ FExpose an APl

28 App roles | Preview Client secrets

# Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Roles and administrators | Preview

1~ New client secret

Manifest

In the Add a client secret page, perform the following steps:

a
b.

o

Enter a name for the client secret in the Description field.
In the Expires field, you can select the duration of the key as Never(Recommended).
Click Add.

The value of the key is generated and displayed in the Value field.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret

Description Expires D

AADapp_doc 12/31/2299 16297b93-703c-4d8c-a632-4acd ool

Note: You must copy the key value as you cannot retrieve the value once you leave the page. Ensure that
the client secret does not contain special characters.

In the Manage section, click Owners.

Click Add owner.

In the Search field, search for the owner name or email address that you used to login to Azure portal.

Select the owner name or email address and click Select.

In the Manage section, click APl permissions.

The configured permissions are displayed.
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15.

16.
17.

18.
19.

12

Home > Informatica > AADappdoc

o AADappdoc | APl permissions =

[ search (ctri+/) « O Refresh | Q) Got feedback?
B Ovenview

Configured permissions
& Quickstart

Applications are authorized to call APls when they are granted permissions by users/admins as part

#' Integration assistant all the permissions the application needs. Lea more about permissions and consent

B Branding API / Permissions name Type Description

9 Auhentication  Microsoft Graph (1)

Certificates & secrets UserRead Delegated ~ Sign in and read user profile

1l Token configuration

@ Expose an API

2 App roles | Preview

£ Owners

& Roles and administrators | Preview
M Manifest

Support + Troubleshooting

& Troubleshooting

& New support request

Click Add a permission.
The Request API permissions page appears.

In the Microsoft APIs section, click Azure Storage.

Request API permissions

Microsoft APIs

Commonly used Microsoft APIs

Microsoft Graph

APIs my organization uses

My APIs

v
4»‘\ Tike sdvantage of the trmendous amourt o data n Offic 365, Enterprse Mokt + Securiy, and Windows 10,

Access Azure AD. Excel. Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Panner,and more thiough a
‘, single endpoint

E& azure Bate
5 Azure Batch

Schedule large-scale parallel and HPC
applications in the clout

e Dsa ke

Access to storage and compute for big
data analytic scenarios.

() ey vt

Manage your key vaults as well as the.
Keys, secrets, and certificates within your
Key Vaults

Select Delegated permissions as the type of permissions.

Select Access Azure Storage from the listed permissions.

Request API permissions

< All APIs
w— Azure Storage

— https://storage.azure.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user.

Select permissions

[ Aaure Data Cavlog
Programmatic access to Data Catalog

resources to register, annotate and
search data assets

2 areoevons

Integrate with Azure DevOps and Azure
DevOps server

== Azure Storage

Securs, massively scalable object and
data lake storage for unstructured and
semi-structured data

-
7 { hzure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

Y —

Programmatic control of import/export
jobs

() Azure Rights Management
L&l Services

Allow validated users to read and write
protected content

expand all

O Start typing a reply url to filter these results

Permission

' Permissions

user_impersonation ©
Access Azure Storage

]

Click Add permissions.

In the Configured permissions, select Azure Active directory and ensure that the Sign in and read user

profile option is enabled in the Delegated permissions section.

Admin consent required



If Azure Active directory is not listed under the Configured permissions, perform the following steps:
a. Click Add a permission.
The Request API permissions page appears.

b. Inthe Microsoft APIs section, click Azure Active Directory Graph.

}Request API permissions

More Microsoft APls

W Azure Data Explorer (with

% ‘ Multifactor Authentication)

Perform ad-hoc queries on terabytes of
data to build near real-time and complex

/A Speech

Create powerful speech-enabled features
using speech to text and text to speech

G Universal Print

Programmatic access to create and
manage printer and print job resources

analytics solutions conversion

Supported legacy APls

> Azure Active Directory Graph

Programmatic access to directory data
and objects

c. Select Delegated permissions as the type of permissions.
d. Select Sign in and read user profile from the listed permissions.

Request API permissions X

&II APls

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a

signed-in user,

Select permissions expand all

£ Start typing a reply url to filter these results

Permission Admin consent required

N User (1)

UserRead @

Sign in and read user profile

I:I User.Read. All &

Yes
Read all users' full profiles
0 User.ReadBasicAll @ )
Read all users' basic profiles
N Group
\:I Group.Read.All @ v
es

Read all groups



20.

21.
22.

Go to the home page and in the Storage Account section, select the Microsoft Azure Data Lake Storage Gen2
account that you created.

Click Access control (IAM) > Add.

In the Add role assignment page, provide the Storage Blob Data Contributor or the Storage Blob Data Reader
role to the application.

Note: To write to or delete Azure Storage containers and blobs, you must have the Contributor role either at
the storage account level or the container level.

When you complete all the prerequisite tasks, perform the following steps to create a Microsoft Azure Data Lake Store
Gen2 Connection:

1.

2
3.
4

14

Log in to Informatica Intelligent Cloud Services.

Click Administrator.

Click Connections > New Connection.

Configure the following connection properties:

Property

Description

Connection Name

Name of the connection.

Each connection name must be unique within the organization. Connection names can contain
alphanumeric characters, spaces, and the following special characters: _. +-,

Maximum length is 255 characters.

Description Description of the connection. Maximum length is 4000 characters.
Type The Microsoft Azure Data Lake Storage Gen2 connection type.
Runtime The name of the runtime environment where you want to run the tasks.

Environment

Select a Secure Agent, Hosted Agent, or serverless runtime environment.

Account Name

Microsoft Azure Data Lake Storage Gen2 account name or the service name.

Authentication
Type

Authentication type to access the Microsoft Azure Data Lake Storage Gen2 account.
Select one of the following options:

- Service Principal Authentication. Uses the client ID, client secret, and tenant ID to connect to
Microsoft Azure Data Lake Storage Gen2.

- Shared Key Authentication. Uses the account key to connect to Microsoft Azure Data Lake
Storage Gen2.

- Managed Identity Authentication. Select to authenticate using identities that are assigned to
applications in Azure to access Azure resources in Microsoft Azure Data Lake Storage Gen2.




Property

Description

Client ID

Applies to Service Principal Authentication and Managed Identity Authentication.
The client ID of your application.

To use service principal authentication, specify the application ID or client ID for your
application registered in the Azure Active Directory.

To use managed identity authentication, specify the client ID for the user-assigned managed
identity. If the managed identity is system-assigned, leave the field empty.

Client Secret

Applies to Service Principal Authentication.
The client secret key to complete the OAuth authentication in the Azure Active Directory.

Tenant ID

Applies to Service Principal Authentication.
The directory ID of the Azure Active Directory.

Account Key

Applies to Shared Key Authentication.
The account key for the Microsoft Azure Data Lake Storage Gen2 account.

File System Name

The name of the file system in the Microsoft Azure Data Lake Storage Gen2 account.

Directory Path

The path of an existing directory without the file system name.

You can select one of the following syntax:
-/ for root directory

- /dirl

- dirl/dir2

There is no default directory.

Adls Gen2 End-
point

The type of Microsoft Azure endpoints.

Select one of the following endpoints:

- core.windows.net. Connects to Azure endpoints.

- core.usgovcloudapi.net. Connects to US government Microsoft Azure Data Lake storage Gen2
endpoints.

- core.chinacloudapi.cn. Connects to Microsoft Azure Data Lake storage Gen2 endpoints in the
China region.

Default is core.windows.net.
Note: You cannot configure the Azure Government endpoints in elastic mappings.

5. Click Test Connection to validate the connection.

6. Click Save.

Adrija Pandya
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