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Abstract
You can configure Dynamic Data Masking to send user activity event logs in a Common Event Format (CEF) format to 
Secure@Source using a custom logger.

Supported Versions
• Dynamic Data Masking 9.9.1

• Secure@Source 5.0 and later
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Overview
Dynamic Data Masking can send user activity event logs in a Common Event Format (CEF) format to Secure@Source 
using a custom logger. You configure the CEF format using Dynamic Data Masking symbols to send user activity 
information such as the user, the data store queried, and the query to Secure@Source for all user interaction with the 
data store. Dynamic Data Masking continuously sends user activity to Secure@Source.

Prerequisites
Before you send user activity events to Secure@Source, you must perform the following steps:

1. Configure the CEF format.

2. Create a database node.

3. Create a custom logger and appender.

4. Create a rule set.

5. Create a connection rule.

6. Identify sensitive fields in the Secure@Source data store.

1. Configure the CEF Format
To generate events in Secure@Source, configure the following CEF in Dynamic Data Masking:

CEF: 0|Informatica Inc.|DDM|\(DDM_VERSION)|Audit|Audit.DAM|Informative|dst=\(AUTH_DATABASE_IP) 
duser=\(AUTH_USERNAME) src=\(CLIENT_IP) rt=\(AUTH_STATEMENT_RECEIVED_TIME) cs1=\
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(AUTH_DATABASE_NAME) cs1Label=Database cs2=10 cs2Label=AffectedRows cs3=\(AUTH_ORIG_STATEMENT) 
cs3Label=ParsedQuery cs4=\(AUTH_PROGRAM_NM) cs4Label=ApplicationName

The following table describes the Dynamic Data Masking symbols in the CEF format. The database user session 
populates each symbol value:

Symbol Description

DDM_VERSION Dynamic Data Masking version.

AUTH_DATABASE_IP Data store IP address.

AUTH_USERNAME Database user name.

AUTH_STATEMENT_RECEIVED_TIME Query received time to Dynamic Data Masking.

AUTH_DATABASE_NAME Name of the data store.

AUTH_ORIG_STATEMENT Query executed by the client.

AUTH_PROGRAM_NM Client program name used to query the data store.

For more information about symbols, see 
https://docs.informatica.com/data-security-group/dynamic-data-masking/9-9-1/user-guide/security-rules/
security-rule-matchers/symbol-matcher.html.
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2. Create a Database Node
In Dynamic Data Masking, create a database node. Ensure that the name and connection details match the 
Secure@Source data store for which you want to generate events. The DBA user name that you provide for the 
database node must have read access to all schema tables.

The following image shows an example database node:

For more information about creating database nodes for different database types, see 
https://docs.informatica.com/data-security-group/dynamic-data-masking/9-9-1/administrator-guide/connection-
management.html.

4

https://docs.informatica.com/data-security-group/dynamic-data-masking/9-9-1/administrator-guide/connection-management.html
https://docs.informatica.com/data-security-group/dynamic-data-masking/9-9-1/administrator-guide/connection-management.html


3. Create a Custom Logger and Appender

1. In Dynamic Data Masking, create a new logger under the Loggers folder.
The following image shows the CustomLogger in the newly created Loggers folder:

2. Under the CustomLogger folder, create a new appender with a type of Custom and the following details:

Property Value

RemoteHost Secure@Source host name where the TCP/IP listener runs.

Port TCP/IP listener port. Default port is 51000.

Appender Class org.apache.log4j.net.SocketAppender
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The following image shows an example of an appender created under the CustomLogger folder:

4. Create a Rule Set
Create a rule set in Dynamic Data Masking to contain the rule with the CEF format.

1. In Dynamic Data Masking, create a rule set under the Site node.
The following image shows an example of the Test-Oracle rule set:
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2. Create a rule under the rule set to capture and define the CEF format. The following image shows an example 
of a rule with the CEF format:

3. Define the Action Type as Log Message.

4. Define the Logger name as the newly defined folder name. In this example, the Logger name specifies the 
CustomLogger folder.

For more information, see 
https://docs.informatica.com/data-security-group/dynamic-data-masking/9-9-1/user-guide/preface.html.
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5. Create a Connection Rule
After you create the database node and rule set, you must create a connection rule in Dynamic Data Masking so that 
user activity event logs are generated and sent to the Secure@Source TCP/IP listener.

Under the database service, create two connection rules in Dynamic Data Masking as shown in the following images:

The rules enable database clients to connect to the database node through Dynamic Data Masking and capture log 
events in the CEF format that you defined.
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In the following example, the first rule is Switch_to_DB:
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In the following example, the second rule is Use_Ruleset:

For more information about Matchers and Actions, see 
https://docs.informatica.com/data-security-group/dynamic-data-masking/9-9-1/user-guide/connection-
rules.html.
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6. Identify Sensitive Fields in the Secure@Source Data Store
Because Secure@Source generates user activity event logs only for sensitive columns, you must run a scan job and 
identify sensitive fields against the corresponding data store that you configured in Dynamic Data Masking.

The following image shows a data store with sensitive fields identified:

Generating User Activity
To generate user activity events in Secure@Source, connect to the database node that you configured in Dynamic Data 
Masking using any client through the Dynamic Data Masking connection. Run database queries on the tables with 
sensitive fields.

1. Log in to Secure@Source. 

2. From the Overview workspace, click the title of the User Activity indicator. 

The User Activity page appears.

3. View the user event details. 
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The following image shows example user event details:

The user activity events shown in the example are generated through Dynamic Data Masking as defined by 
the CEF format.

4. You can configure and generate user activity event logs with any attribute presented in the Secure@Source 
supported CEF format. 

Note: 

• The database user name captured in the AUTH_USERNAME symbol must match one of the 
Secure@Source user names. If the database user name does not match, import database users into the 
Secure@Source user group.

• Dynamic Data Masking version 9.9.1 does not support the AffectedRows attribute in the CEF format and 
does not populate this value. The AffectedRows value is specified in the CEF format as a fixed value.

• User activity events are not generated for queries against tables that do not have sensitive fields 
identified.

• Symbols used in CEF format are case-sensitive and must be in uppercase.
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