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C h a p t e r  1

Introduction to Cloud Integration 
Hub

Cloud Integration Hub is a cloud-based application integration solution that your organization can use to 
share and synchronize data between different applications in the organization.

To publish data to Cloud Integration Hub, first define the data set that you want to manage, for example, 
sales, customers, or orders. You define a data set by defining a topic. A topic defines the structure of the 
data that Cloud Integration Hub stores in the publication repository and the type of publication repository 
where data is stored. You can manage multiple topics that represent different data sets in Cloud Integration 
Hub. Applications publish data to topics and subscribe to data sets that are represented by topics.

Multiple applications can publish to the same topic, for example, different ordering applications can publish 
their orders to the same Orders topic. Multiple subscribers can consume the data from a topic. Different 
subscribing applications can consume the data in different formats and in different latencies based on a 
defined schedule. 

Applications can use PowerExchange® adapters and Informatica Intelligent Cloud Services℠ connectors to 
share data from different sources, such as database tables, files, or any sources that Informatica supports. 
Each application can be a publisher and a subscriber to different topics. 

Publications publish to a specific topic. A publication defines the data source type and the location from 
where Cloud Integration Hub retrieves the data that the application publishes. Subscriptions subscribe to one 
or more topics. A subscription defines the data target type and the location in the subscribing application to 
where Cloud Integration Hub sends the published data. 

Examples

Your organization uses multiple applications. Some of the applications are located on-premises and some 
are located on the cloud. Your applications require the following data:

Marketing application

Requires data about campaigns, accounts, contracts, and employees for operational purposes.

Data warehouse

Requires data about campaigns and contracts for analytical purposes.

Business Intelligence (BI) application

Requires data about campaigns and orders for analytical purposes.

Customer relationship management (CRM) application

Requires data about sales department employees, including sales representatives, for operational 
purposes.

With Cloud Integration Hub, you can address the following use-cases:
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Share daily accounts data.

You can share the daily account updates from the CRM application with the marketing application, as 
follows:

1. Create an Accounts topic.

2. Define a publication that publishes account details from the CRM application to the Accounts topic 
and set the schedule to publish the data daily.

3. Define a subscription from the marketing application to the Accounts topic and set the subscription 
to consume the published data when it is available in Cloud Integration Hub.

Share campaign details as required.

You can share the campaign details from the CRM application with the marketing, data warehouse, and 
CRM applications at varying schedules, as follows:

1. Create a Campaigns topic.

2. Define a publication that publishes campaign details from the CRM application to the Campaigns 
topic and set the schedule to publish the data daily.

3. Define a subscription from the marketing application to the Campaigns topic, and set the schedule 
to consume the data when it is published.

4. Define a subscription from the data warehouse application to the Campaigns topic, and set the 
schedule to consume the data twice a week.

5. Define a subscription from the BI application to the Campaigns topic, and set the schedule to 
consume the data once a week.

Share weekly contract details.

You can share the weekly contract details from the CRM application with the marketing and data 
warehouse applications, as follows:

1. Create a Contracts topic.

2. Define a publication that publishes contact details from the CRM application to the Contracts topic 
and set the schedule to publish the data weekly.

3. Define a subscription from the marketing application to the Contracts topic, and set the schedule to 
consume the data when it is published.

4. Define a subscription from the data warehouse application to the Contracts topic, and set the 
schedule to consume the data when it is published.

Share bi weekly orders data.

You can share the daily order updates from the CRM application with the marketing application, as 
follows:

1. Create an Orders topic.

2. Define a publication that publishes order details from the CRM application to the Orders topic and 
set the schedule to publish the data every two weeks on the last day of the week.

3. Define a subscription from the BI application to the Orders topic and set the subscription to 
consume the published data when it is available in Cloud Integration Hub.

Share monthly employee details.

You can share the monthly employee details from the HR application with the CRM application, as 
follows:

1. Create an Employees topic.
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2. Define a publication that publishes employee details from the HR application to the Employees topic 
and set the schedule to publish monthly, on the first day of the month.

3. Define a subscription from the CRM application to the Employees topic, and filter the subscription to 
consume data pertaining to sales department employees only. Set the subscription schedule to 
consume the data when it is published.

Cloud Integration Hub architecture
The Cloud Integration Hub environment consists of user interface clients, Cloud Integration Hub service and 
repositories that are hosted on Informatica Intelligent Cloud Services Hosting Services, and the Informatica 
Intelligent Cloud Services Secure Agent and Cloud Integration Hub connector that are located on Informatica 
Intelligent Cloud Services.

You can select to host the publication repository for the organization on-premises or on a private cloud. In 
that case, the repository is not hosted on Informatica Intelligent Cloud Services Hosting Services but is 
installed and managed by the organization.

The following image shows the Cloud Integration Hub components:

Cloud Integration Hub contains the following components:

Cloud Integration Hub Web client

User interface to manage applications, topics, publications, and subscriptions, and to monitor 
publications, subscriptions, and events. Administrators use the Web client to create the organization in 
Cloud Integration Hub.

Informatica Intelligent Cloud Services user interfaces

User interfaces to define sources and targets and to create connections, mappings, and tasks.
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Informatica Intelligent Cloud Services Hosting Services

Services that host the Cloud Integration Hub service and repositories. The services stores all task and 
organization information.

Cloud Integration Hub service

A service that manages publication and subscription processing in Cloud Integration Hub.

Cloud Integration Hub metadata and runtime repository

Database that stores metadata and runtime data for Cloud Integration Hub applications, topics, 
publications, subscriptions, and events.

Publication repository

Database that stores published data until the retention period for the data expires. Cloud Integration Hub 
stores the data in the publication repository in the following ways: 

• For each publication instance, the retention period for consumed data starts if all the subscribers 
have either successfully consumed or discarded the data. That is, after all the events that are 
associated with the publication instance are either in a Complete or in a Discarded event status. If all 
the subscribers consume or discard the data, Cloud Integration Hub stores the consumed data in the 
publication repository until the retention period for consumed data expires, and then deletes the 
consumed data from the publication repository.

• Cloud Integration Hub stores unconsumed data in the publication repository until the retention period 
for unconsumed data expires, and then deletes the unconsumed data from the publication repository. 

You can use one of the following repository options:

• Hosted. Cloud Integration Hub hosts and manages the publication repository on Informatica 
Intelligent Cloud Services Hosting Services. Storage usage of the repository shows on the Cloud 
Integration Hub home page.

• Private. Use your own, private repository. A private publication repository can reside on-premises or 
on the organization's private cloud and must reside on an Oracle or a Microsoft SQL Server database. 
The repository must be accessible through the Informatica Intelligent Cloud Services Secure Agent. It 
is recommended that the Secure Agent and the private repository reside in the same location. 

Note: To use a private repository the organization must have a valid CIHProcessor license in 
Informatica Intelligent Cloud Services. To activate the license, Contact Informatica Global Customer 
Support.

Data sources and targets

Sources and targets that you use to publish and consume data. You can use the following types of 
sources and targets:

• Database. Tables and columns.

• File. Binary, text, or unstructured files.

• Applications connections. Connection objects for applications.
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System Requirements
The following table describes the minimum system requirements for Cloud Integration Hub.

Verify that the system meets the requirements that are applicable for the setup of the organization.

Component/Use Case Minimum Requirement

Informatica Intelligent 
Cloud Services Secure 
Agent

- 8 GB memory
- Two CPU cores

Network between the 
Secure Agent and the 
private publication 
repository database

Ping latency of less than 10 ms

Access via a proxy gateway The following URL is accessible from the machine where the Secure Agent is installed:
https://<pod>.<baseUrl>/
Where:
- <pod> is the name of the Informatica Intelligent Cloud Services point of delivery 

(PoD) where you access Cloud Integration Hub. For example: cih-pod1, 
or emw1-cih.

- <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:
https://cih-pod1.dm-us.informaticacloud.com/
Tip: You can copy the values of <pod> and <baseUrl> from the Cloud Integration Hub 
URL after you access it from the My Services page of Informatica Intelligent Cloud 
Services.
Informatica recommends that you add the URL to the whitelist of the proxy server.

For more information about system requirements, see the Product Availability Matrix (PAM) for Informatica 
Intelligent Cloud Services. PAMs indicate the versions of operating systems, databases, and other types of 
data sources and targets that a product release supports. You can access the PAMs on the Informatica 
Network at https://network.informatica.com/community/informatica-network/product-availability-matrices/.

Cloud Integration Hub user interface
The Cloud Integration Hub Overview page includes a navigator at the left of the page, the Hub Overview 
diagram, and filters at the right of the page. The Cloud Integration Hub Overview page appears when you log 
in to Cloud Integration Hub.

Use the navigator to create assets, track events, and explore and perform actions on existing assets.

The Hub Overview diagram provides a visual overview of the existing assets. Use the filter to filter the assets 
that the Hub Overview diagram shows.
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Hub Overview diagram
The Cloud Integration Hub Overview page shows the Hub Overview diagram when Cloud Integration Hub 
contains assets such as applications, topics, publications, or subscriptions.

The Hub Overview diagram provides a visual overview of the existing assets, grouped into categories.

When you rest on an asset in the diagram, all related assets are highlighted. For example, when you rest on a 
topic, the applications and the publications that publish to the topic and the subscriptions that subscribe to 
the topic are highlighted. When you click an asset, a drill down view of the asset and its relations to other 
assets appears. For example, when you click a publication, the drill down view shows the publishing 
application, the topic to which the publication publishes data, and the subscriptions that subscribe to the 
topic.

When you right-click an asset in the drill down view, an action menu opens. You can perform the following 
actions from the menu, based on the asset type:

• View. Applies to all assets. Opens the asset in view mode.

• Run. Applies to publications and subscriptions. Runs the publication or the subscription.

Filters
You can filter the Hub Overview diagram to the following views:

• Process errors. Entities with current error events.

• Non-valid entities. Entities that are not valid.

• Topics with no publications. Topics with no associated publications.

• Topics with no subscriptions. Topics with no associated subscriptions.

• Most used topics. Three most used topics, based on the number of publications and subscriptions that 
use the topic.

When you filter the diagram, entities that are not relevant to the selected filter appear in view only mode.
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Navigator
Use the navigator to create assets, track events, and explore and perform actions on existing assets.

The following table lists the navigator icons and describes the functions that they perform:

Icon Name Function

New Create a new asset: application, publication, subscription, topic, or monitoring rule.

Home Go to the Overview page.

Events Go to the Events page.

Explore Explore existing assets and perform actions on existing assets.

Explore page
Use the Explore page to work with your Informatica Intelligent Cloud Services projects and assets.

Finding projects and assets on the Explore page

Use any of the following methods to find your projects and assets on the Explore page:

• Explore by projects and folders. Vew all projects or select a particular project.

• Explore by asset types. View all assets or view assets of a particular type.

• Explore by tags. View assets associated with a particular tag.

• Search for projects or assets. To search all projects, folders, and assets in the organization, view the 
Explore page by All Projects, and then enter a name or description in the Find box. Or, to narrow your 
search, filter the Explore page by All Assets, select a specific asset type, project, or folder, and then enter 
a name or description in the Find box.

• Sort the search results. Sort the Explore page by name, last update date, description, or type. When you 
sort by type, the Explore page groups assets by asset type. It does not list the asset types in alphabetical 
order.

You can see projects, folders, and assets for all of the services that you use. If you select an asset to open it 
or perform an action and the asset is created in a different service than the one you have open, the service 
opens in a new browser tab.

The Explore page does not support the following characters:

# ? ' | { } " ^ & [ ] / \
Do not use these characters in project, folder, asset, or tag names.

Working with projects and assets on the Explore page

Perform actions on projects, folders, and assets on the Explore page. To see what actions you can perform 
on an object, in the row that contains the object, click the Actions icon. The Actions menu lists the actions 
you can perform based on your user role privileges.
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Customizing the Explore page

You can display, hide, or rearrange object properties on the Explore page. To display or hide properties, right-
click the column heading area and check or uncheck the properties. The following image shows the 
properties menu on the Explore page column heading area:

To rearrange columns, click a column heading and drag it to a different location.

Accessing Cloud Integration Hub
Access Cloud Integration Hub through the Informatica Intelligent Cloud Services, from the My Services page.

Note: 

Before you access Cloud Integration Hub for the first time, the administrator sets up the organization in 
Informatica Intelligent Cloud Services and then sets up the organization in Cloud Integration Hub. If, when 
you access Cloud Integration Hub for the first time, the Organization Cloud Setup dialog box shows, it is an 
indication that your administrator did not perform the process of provisioning the organization to the hub. 
Contact your administrator or follow the instructions on the screen. For details, see “Organization 
management” on page 18.

1. On the Informatica Intelligent Cloud Services login page, enter your Informatica Intelligent Cloud 
Services user name and password. 

2. Click Log In. 

The Informatica Intelligent Cloud Services My Services page appears.

3. Select Integration Hub. 

The Cloud Integration Hub application appears.

Note: The Integration Hub link appears on the My Services page if your organization has the required 
licences. If the link doesn't appear on the My Services page, contact your administrator.

Cloud Integration Hub Topics
A Cloud Integration Hub topic is an entity that represents a data domain that is published and consumed in 
Cloud Integration Hub. A topic defines the canonical data structure and additional data definitions such as 
the data retention period.

For example, a Sales topic that represents sales data. Applications from all the stores in the organization 
publish sales data to the Sales topic. The accounting application subscribes to the Sales topic and consumes 
published sales data from all stores, or, if a filter is applied, from specific stores.
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Before you define publications and subscriptions for the data that is published and consumed in Cloud 
Integration Hub, you need to define the canonical structure that will hold the data that is published to Cloud 
Integration Hub in the Cloud Integration Hub publication repository. You define the canonical structure when 
you define the topic. You can define multiple topics that represent different source data sets.

Data Integration Tasks
Cloud Integration Hub uses Data Integration tasks to publish data from source applications to the Cloud 
Integration Hub publication repository and to consume data from the publication repository by target 
applications.

You develop Data Integration tasks for Cloud Integration Hub in the same way that you develop other Data 
Integration tasks. You use the Cloud Integration Hub connection as the target in publication tasks and as the 
source in subscription tasks.

Cloud Integration Hub Publications and 
Subscriptions

Publications and subscriptions are entities that define how applications publish data to Cloud Integration 
Hub and how applications consume data from Cloud Integration Hub. Publications publish data to a defined 
topic and subscriptions subscribe to topics.

Publications and subscriptions control the data flow and the schedule of data publication or data 
consumption. An application can be a publisher and a subscriber. Multiple applications can publish to the 
same topic. Multiple applications can consume data from the same topic.

Publications and subscriptions can publish from and subscribe to any type of source and target that 
Informatica Intelligent Cloud Services supports. You can publish from and subscribe to different sources of 
data. Because the publishing process and the consuming process are completely decoupled, the publishing 
source and the consuming target do not have to be of the same data type. For example, you can publish data 
from a file and consume it into a database.

Publications and subscriptions can publish and consume data by triggering a Data Integration task or with an 
API. For publications and subscriptions that trigger a Data Integration task, you create the tasks in 
Informatica Intelligent Cloud Services. You then select a task when you create the publication or subscription 
in Cloud Integration Hub. For publications and subscriptions that are triggered by an API, you run the API 
manually.

Publication and Subscription Process
The publication process starts on the schedule that you define in the publication, when an external process 
triggers the publication, or when you manually run the publication.

When data transfer is complete, the topic data set is ready for subscribers. The subscription process stats 
when one of the following conditions exist, based on the configuration of data consumption in the 
subscriptions:

• When data is published to the topic.

• When all publishers that publish to the topic finish publishing.
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If the topic to which the data is published has subscribes, Cloud Integration Hub triggers a Cloud Integration 
Hub subscription workflow for each subscriber, to consume the data.

Cloud Integration Hub generates events to track the progress of the publication and subscription process. 
When an application publishes data, Cloud Integration Hub creates a parent publication event. When the 
publication process ends and the published data is ready to consume, Cloud Integration Hub generates a 
child event for each subscription.

The events change status as the publication and subscription process progresses, and reach a completed 
status after the process ends successfully. You also use events to monitor and troubleshoot issues that 
might occur during the process.

During the publication or the subscription process, Cloud Integration Hub communicates with Informatica 
Intelligent Cloud Services, going through the following stages:

• When a cloud application publishes a data set, the Cloud Integration Hub server triggers the Data 
Integration task that is defined for the publication through an Informatica Intelligent Cloud Services REST 
API.

• For cloud publications, the target is defined using a Cloud Integration Hub cloud connector. The 
publication process uses the connector to write the data to Cloud Integration Hub.

• If the topic to which the data is published has subscribes, Cloud Integration Hub triggers the subscription 
workflows to consume the data.

• For cloud subscriptions, the source is defined using a Cloud Integration Hub cloud connector. The 
subscription process uses the connector to read data from Cloud Integration Hub.

• Cloud Integration Hub monitors the task for processing status.
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C h a p t e r  2

Hub administration
Before the organization can use Cloud Integration Hub, you must set up an organization in Informatica 
Intelligent Cloud Services and then set up the organization in Cloud Integration Hub.

After you set up the organization in Informatica Intelligent Cloud Services, you can perform one or more of 
the following tasks:

• Assign user roles to users and user groups.

• Verify that users have privileges to perform the required actions in Cloud Integration Hub.

• Deploy the Cloud Integration Hub Salesforce Accelerator package for rapid synchronization of data from 
Salesforce to other applications through Cloud Integration Hub. Deploying the package creates the 
components that are required to connect the Salesforce application to Cloud Integration Hub. Some of the 
components are created in Cloud Integration Hub and some are created in Informatica Intelligent Cloud 
Services.

• If you use a private publication repository, configure Cloud Integration Hub to bypass the Publication 
Repository Service (PRS) in publication and subscription flows to improve system performance.

• Modify the policy for writing data to intermediate staging in subscription flows.

• Change the port number of the publication repository service for a private publication repository.

• Assign a customized Java KeyStore (JKS) to use with a private publication repository.

Organization management
Before the organization can use Cloud Integration Hub, you must set up an organization in Informatica 
Intelligent Cloud Services and then set up the organization in Cloud Integration Hub.

When you set up the organization in Cloud Integration Hub, Cloud Integration Hub creates the connection 
Cloud Integration Hub in Informatica Intelligent Cloud Services.

Warning: Do not rename the connection. The only connection property that you can change is the option Do 
not use intermediate staging for subscription flows. For more details, see “Intermediate staging policy for 
subscriptions” on page 25. 

Editing other connection properties or renaming the connection might result in errors at run time.

If you select to use a hosted publication repository, Cloud Integration Hub creates the Cloud Integration Hub 
publication repository on Informatica Intelligent Cloud Services Hosting Services.
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Before you begin
Before you set up the organization in Cloud Integration Hub verify that the following conditions exist in 
Informatica Intelligent Cloud Services.

Configuration

From the Configure menu, under Runtime Environments, verify that the Secure Agent is running.

Administration

From the Administer menu, under Licenses, verify that following conditions exist:

License Category Required Condition

REST API license Maximum Concurrent Sessions is set to a high value, for example, 100 sessions.

Connector license A valid Cloud Integration Hub connector.

Proxy Settings

If your organization uses an outgoing proxy server to connect to the internet, set the following JVM options 
on the Secure Agent:

Name Value

JVMOption1 -Dhttp.proxyHost=<proxy host>

JVMOption2 -Dhttp.proxyPort=<proxy port>

JVMOption3 -Dhttp.useProxy=true

JVMOption4 -Dhttp.proxyUser=<proxy user name>

JVMOption5 -Dhttp.proxyPassword=<proxy password>

After the Secure Agent restarts, check the agent core log file to verify that the correct proxy server is used. 
The agent core log file is the following file:

<Secure Agent installation directory>\apps\agentcore\agentcore.log
To find the proxy information, search for "proxy" in the log file.

Setting Up the Organization in Informatica Cloud Integration Hub
Set up the organization in Cloud Integration Hub.

Before you can set up an organization in Cloud Integration Hub you must set up the organization in 
Informatica Intelligent Cloud Services. For details about setting up an organization, see the Informatica 
Intelligent Cloud Services Administrator help.

1. Access Cloud Integration Hub and accept the license agreement. 

The Organization Cloud Setup dialog box appears.
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2. Define the required settings and then click Save. 

Property Description

Organization Name Name of the organization in Informatica Intelligent Cloud Services. Appears in view only 
mode.

Organization ID ID of the organization in Informatica Intelligent Cloud Services. Appears in view only 
mode.

Informatica Cloud 
User

Name of the Informatica Intelligent Cloud Services user to use at run time. The user must 
have an Admin user role in Informatica Intelligent Cloud Services.

Informatica Cloud 
Password

Password for the Informatica Intelligent Cloud Services user to use at run time.

Runtime 
Environment

Informatica Intelligent Cloud Services Secure Agent runtime environment to use at run 
time.

Organization 
Publication 
Repository

Database that stores published data until the retention period for the data expires.
Select one of the following hosting options:
- Hosted. Cloud Integration Hub hosts and manages the publication repository on 

Informatica Intelligent Cloud Services Hosting Services. Storage usage of the repository 
shows on the Cloud Integration Hub home page.

- Private. Use your own, private repository. A private publication repository can reside on-
premises or on the organization's private cloud and must reside on an Oracle or a 
Microsoft SQL Server database. The repository must be accessible through the 
Informatica Intelligent Cloud Services Secure Agent. It is recommended that the Secure 
Agent and the private repository reside in the same location. 
Note: To use a private repository the organization must have a valid CIHProcessor 
license in Informatica Intelligent Cloud Services. To activate the license, Contact 
Informatica Global Customer Support.
If you select to use a private publication repository, enter the following parameters:
- Repository Type. You can host the repository on an Oracle or a Microsoft SQL Server 

database.
- Repository URL. JDBC URL of the repository, based on the database type:

- Oracle: jdbc:informatica:oracle://<ip>:<port>;sid=<sid>;
- SQL Server: jdbc:informatica:sqlserver://<ip>:<port>; 
DatabaseName=<DatabaseName>;

- User. Name of the user to access the repository and read and write from and to the 
repository.
On an Oracle database, the user must be granted CONNECT and RESOURCE roles in 
Oracle SQL.
On a Microsoft SQL Server database, the user must be granted db_datareader, 
db_datawriter, and db_ddladmin roles in SQL Server, and it is recommended that the 
user is granted the db_owner role.

- Password. Password of the user to access the repository and read and write from and 
to the repository.

- Database Name. For a Microsoft SQL Server database, name of the database.

- Repository Schema. Schema used with the repository.

Rotate Key Click Rotate Key to rotate the encryption key used for data encryption.
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Warning: When you set up the organization in Cloud Integration Hub, Cloud Integration Hub creates the 
connection Cloud Integration Hub in the organization in Informatica Intelligent Cloud Services. Do not 
rename or edit this connection. Editing the connection or changing the connection name might result in 
errors at run time.

Editing organization settings in Cloud Integration Hub
Edit the organization settings in Cloud Integration Hub.

1. Access Cloud Integration Hub. 

2. Click the Setup link in the upper right corner of the page. 

The Setup page appears.

3. Edit the required settings and then click Save. 

Note: When you change the publication repository hosting option, for example, from a hosted repository 
to a private repository, Cloud Integration Hub deletes all data from the current publication repository. 
Subscribers can no longer consume the data that existed in the publication repository before the change.

User roles
A role is a collection of privileges that you can assign to users and groups. To ensure that every user can 
access assets and perform tasks in your organization, assign at least one role to each user or user group.

Administrators assign roles for the organization in Administrator. For more information, see User roles in the 
Administrator help.

To perform actions on Cloud Integration Hub assets, including applications, monitoring rules, publications, 
subscriptions, and topics, Cloud Integration Hub users need privileges for the assets that they will use. For 
example, to run publications, users need run privileges for the Hub Publication asset. The Informatica 
Intelligent Cloud Services system-defined roles Designer, Admin, and Monitor define access privileges for 
Cloud Integration Hub assets.

Designer and Admin roles

The Designer and Admin roles grant the following privileges for Cloud Integration Hub assets:

Asset type Create Read Update Delete Run Set Privilege

Hub 
Application

Yes Yes Yes Yes Not 
applicable

Yes

Hub 
Monitoring 
Rule

Yes Yes Yes Yes Not 
applicable

Yes

Hub 
Publication

Yes Yes Yes Yes Yes Yes
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Asset type Create Read Update Delete Run Set Privilege

Hub 
Subscription

Yes Yes Yes Yes Yes Yes

Hub Topic Yes Yes Yes Yes Not 
applicable

Yes

Monitor role

The Monitor role grants read privileges for all Cloud Integration Hub assets.

Privileges
Privileges determine the access a user has at the object level. You can configure privileges for object types at 
the user group-level or configure privileges for specific objects in object-level privileges. Privileges add 
additional or custom security for an object. Privileges define which users and groups can read, update, 
delete, execute, and change privilege on the object.

Administrators assign privileges for the organization in Administrator. For more information, see the 
Administrator help.

Required privileges for Cloud Integration Hub users

To perform actions in Cloud Integration Hub, Cloud Integration Hub users need the following privileges:

Administrator service

Read privileges for Organization, Secure Agent, Secure Agent Group, and User assets.

Data Integration service

Read privileges for Connection, Mapping Task, and Synchronization Task assets.

Integration Hub service

• Integration Hub feature is enabled.

• Read privileges for Hub Application, Hub Monitoring Rule, Hub Publication, Hub Subscription, and 
Hub Topic.

• Create, update, and delete privileges for Hub Application, Hub Monitoring Rule, and Hub Topic, 
based on the tasks that users need to perform on each asset type.

• Create, update, delete, and run privileges for Hub Publication and Hub Subscription, based on the 
tasks that users need to perform on each asset type.

You can assign privileges for Cloud Integration Hub assets by assigning user roles to users and user 
groups. You can either use the Informatica Intelligent Cloud Services system-defined roles Designer, 
Admin, or Monitor, or define custom roles. For more information about user roles in Cloud 
Integration Hub, see “User roles” on page 21.

Required privileges for Data Integration users

To perform actions in Informatica Intelligent Cloud Services for Cloud Integration Hub operations, for 
example, to develop mappings and to create tasks, Informatica Intelligent Cloud Services users need the 
following privileges:

22       Chapter 2: Hub administration



Administrator service

Read privileges for Secure Agent and Runtime Environment assets.

Data Integration service

• Read, create, update, and delete privileges for Connection asset.

• Read, create, update, delete, and run privileges for mapping task, synchronization task, and 
Mapping assets.

• The following features are enabled:

- Data -preview

- Debug logs - view

- Job Results - view

Salesforce Accelerator Package Deployment
For rapid synchronization of data from Salesforce to other applications through Cloud Integration Hub deploy 
the Cloud Integration Hub Salesforce Accelerator package.

The package includes components required to connect the Salesforce application to Cloud Integration Hub, 
including the following components: 

• Publishing and subscribing applications.

• The topic to which to publish and from which to subscribe.

• Publication and subscription, including Informatica Intelligent Cloud Services mappings and tasks.

Some of the components are created in Cloud Integration Hub and some are created in Informatica Intelligent 
Cloud Services.

After you deploy the package, you can use the Salesforce Accelerator components to publish the Contacts, 
Accounts, and Opportunities tables from Salesforce to the topic in the hub and use the sample subscribing 
application to consume the data and write it to a file.

Before You Begin
Before you deploy the Cloud Integration Hub Salesforce Accelerator package create the following 
connections in Informatica Intelligent Cloud Services:

• CIH_Salesforce. A connection to the organization's Saleforce cloud application.

• CIH_FF_target. A connection that the sample subscription mapping uses as the target where Cloud 
Integration Hub places the consumed data in flat file format.

Note: You must name the connections CIH_Salesforce and CIH_FF_target.

In addition, verify that the organization's Saleforce cloud application includes the tables Accounts, Contacts, 
and Opportunities, and that the Cloud Integration Hub user has privileges to read the tables.
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Salesforce Accelerator Package Components
When you deploy the Salesforce Accelerator package, Cloud Integration Hub creates the following 
components in Cloud Integration Hub and in Informatica Intelligent Cloud Services:

Component Description Deployed To

CIH_Salesforce An Cloud Integration Hub application that 
represents the organization's Salesforce cloud 
application. This is the publishing application.

Cloud 
Integration Hub.

Salesforce An Cloud Integration Hub topic that includes the 
following Salesforce tables: Accounts, Contacts, 
Opportunities.
Note: By default, all topic fields are encrypted. 
After you deploy the package, you can edit the topic 
and turn off the encryption for specific columns. 
For example, for columns you plan to use as filters 
in your mappings.

Cloud 
Integration Hub.

Pub_sfdc_Acct_Contact_Opp Publication from the Salesforce application, from 
the Accounts, Contacts, and Opportunities tables to 
the Salesforce topic.
The publication schedule is set to the option 
Manually or by an external trigger. If required, you 
can change the publication scheduling option in 
Cloud Integration Hub.

Cloud 
Integration Hub.

Sub_app A sample Cloud Integration Hub application that 
subscribes to the Salesforce topic.

Cloud 
Integration Hub

Sub_sfdc_Acct_Contact_Opp Subscription to the Salesforce topic that reads the 
Accounts, Contacts, and Opportunities tables and 
writes them into a flat file, based the definition of 
the target connection.
The subscription schedule is set to the option 
When published data is ready. If required, you can 
change the subscription scheduling option in Cloud 
Integration Hub.

Cloud 
Integration Hub

cih_pub_Account_Contact_Opportunity An Informatica Intelligent Cloud Services mapping 
that publishes data from Salesforce to Cloud 
Integration Hub.

Informatica 
Intelligent Cloud 
Services

mct_CIH_pub_Account_Contact_Opportunity A mapping task that publishes data from the 
Salesforce application to Cloud Integration Hub.

Informatica 
Intelligent Cloud 
Services

cih_sub_Account_Contact_Opportunity An Informatica Intelligent Cloud Services mapping 
that consumes data from the Cloud Integration Hub 
Salesforce topic to the flat file target.

Informatica 
Intelligent Cloud 
Services

mct_CIH_sub_Account_Contact_Opportunity A mapping task that consumes data from the Cloud 
Integration Hub Salesforce topic to the flat file 
connection.

Informatica 
Intelligent Cloud 
Services

Note: If any of the Salesforce Accelerator package components exist in Informatica Intelligent Cloud Services 
or in Cloud Integration Hub, the deploy operation fails.
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Deploying the Salesforce Accelerator Package
Deploy the Salesforce Accelerator package to Cloud Integration Hub and Informatica Intelligent Cloud 
Services.

1. Click the Salesforce Accelerator link in the upper right corner of the screen. 

2. Click Yes in the confirmation message. 

Bypass the Publication Repository Service in a 
private publication repository

If you use a private publication repository, you can configure Cloud Integration Hub to bypass the Publication 
Repository Service (PRS) to improve system performance.

When you use a private publication repository, by default, Cloud Integration Hub writes published data to the 
publication repository and reads data from the publication repository through the PRS.

To configure Cloud Integration Hub to bypass the PRS in publication and subscription flows, select the option 
Use JDBC for Private Publication Repository in the Cloud Integration Hub connection.

Warning: 

• Do not edit any of the other connection properties unless you are instructed to do so when performing 
other tasks.

• Do not rename the connection.

Editing connection properties unnecessarily or renaming the connection might result in errors at run time.

Intermediate staging policy for subscriptions
During the subscription process, the Data Integration task reads the data from Cloud Integration Hub and 
then writes the data to the target application.

For performance tuning purposes, when the application consumes the data from the publication repository, 
Cloud Integration Hub writes the data to a local folder and then writes the data to the target location.

Cloud Integration Hub deletes the data from the local server at the end of the subscription process.

You can disable writing to intermediate staging on the local server in the Cloud Integration Hub connection. 
When intermediate staging is not used, the Data Integration task reads the data from Cloud Integration Hub 
and then writes the data directly to the target location. Disabling writing to intermediate staging might affect 
system performance.

To disable writing to intermediate staging, select the option Do not use intermediate staging for subscription 
flows in the Cloud Integration Hub connection.

Warning: 

• Do not edit any of the other connection properties unless you are instructed to do so when performing 
other tasks.

• Do not rename the connection.
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Editing connection properties unnecessarily or renaming the connection might result in errors at run time.

Changing the port number of the publication 
repository service

When you select to use a private publication repository, Cloud Integration Hub communicates with the 
repository via the publication repository service on the Secure Agent.

By default, the port number of the publication repository service is 19443. You can change the port number.

1. In Administrator, select Runtime Environments, and then, on the Runtime Environments page, click the 
name of the Secure Agent that Cloud Integration Hub uses at run time. 

Note: You might have to expand the Secure Agent group to see the list of Secure Agents within the 
group.

2. On the Details tab, in the upper right corner, click Edit. 

3. In the System Configuration Details area, select CIH Processor. 

4. Click the Edit Agent Configuration icon next to api-port and enter the port number. 

5. Click Save. 

Using a customized Java KeyStore with a private 
publication repository

When you select to use a private publication repository, Cloud Integration Hub assigns a default Java 
KeyStore (JKS) as the repository of security certificates.

You can assign a different keystore to use with the publication repository.

1. Place the customized keystore in the following location: 

<Secure Agent installation directory>\apps\CIHProcessor\conf\
2. In Administrator, select Runtime Environments, and then, on the Runtime Environments page, click the 

name of the Secure Agent that Cloud Integration Hub uses at run time. 

Note: You might have to expand the Secure Agent group to see the list of Secure Agents within the 
group.

3. On the Details tab, in the upper right corner, click Edit. 

4. In the System Configuration Details area, select CIH Processor. 

5. Click the Edit Agent Configuration icon next to keystore-filename and enter the name of the keystore. 

6. Click the Edit Agent Configuration icon next to keystore-password and enter the password to the 
keystore. 

7. Click Save. 
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C h a p t e r  3

Project and Asset Management
Manage projects, and the assets and folders within them, on the Explore page. The Explore page is a 
Informatica Intelligent Cloud Services feature that is available for most services. If you use multiple services, 
you might see projects, folders, and assets for all of your services on the Explore page.

You can manage your Informatica Intelligent Cloud Services projects and assets in the following ways:

• View assets.

• Edit assets.

• Delete projects, folders, or assets.

• Export assets, import assets, and migrate assets from one organization to another organization. Assets 
include applications, topics, publications, subscriptions, and monitoring rules.

• Apply tags so you can filter for related assets on the Explore page.

For more information about additional actions that you can perform on assets and for asset properties, see 
the chapters relevant to the asset type.

Viewing an asset
Use the Explore page to view assets, such as applications, topics, publications, and subscriptions. When you 
view a topic, the topic diagram appears by default. The topic diagram displays a graphical representation of 
the topic and the applications, publications, and subscriptions that are associated with the topic.

1. On the Explore page, navigate to the object that you want to view. 

2. In the row that contains the object, click Actions and select View. 

The asset appears.

Editing an asset
Use the Explore page to edit assets.

1. On the Explore page, navigate to the object that you want to edit. 

2. In the row that contains the object, click Actions and select Edit. 

The asset appears.
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3. Edit the asset and then click Save. 

Editing a topic
You can edit a topic to change the topic structure.

1. On the Explore page, in the row that contains the object, click Actions and select Edit. 

The topic page appears. You can expand or collapse the areas of the page.

2. Perform one or more of the following tasks: 

• To edit the general details of the topic, scroll to the General Details area.

• To edit the topic structure, scroll to the Topic Structure area.

• To create, edit, disable, or delete publications that publish to the topic, scroll to the Publications area.

• To create, edit, disable, or delete subscriptions that subscribe to the topic, scroll to the Subscriptions 
area.

3. Click Save. 

Deleting projects, folders, and assets
You can delete a project, folder, or asset if you no longer need it. However, before you delete it, verify that no 
users in the organization plan to use it. You cannot retrieve projects, folders, or assets after you delete them.

You cannot delete an asset in the following situations:

• The asset is a task that is currently running.

• The asset is used by another asset. You must first delete the dependencies of the asset before you can 
delete the asset.
For information about viewing asset dependencies, see “Asset dependencies” on page 31.

• The asset has associated publications or subscriptions.

Delete a project, folder, or asset from the Explore page, as shown in the following image:

1. To delete a project, folder, or asset, on the Explore page, navigate to the object that you want to delete. 

2. In the row that contains the project, folder, or asset, click Actions and select Delete. 

Asset migration
You can migrate Cloud Integration Hub assets from one organization to another organization. Assets include 
applications, topics, publications, subscriptions, and monitoring rules.

The process to migrate assets depends on whether or not the source and target organizations reside on the 
same PoD (Point of Delivery):

• To migrate assets between organizations that reside on different PoDs, you export the assets from the 
source organization and then import the assets into the target organization. For more information, see 
“Exporting assets” on page 29 and “Importing assets” on page 30.

28       Chapter 3: Project and Asset Management



• To migrate assets between organizations that reside on the same PoD, you run the org to org migration 
process. For more information, see “Migrating assets between organizations” on page 30.

Note: When you migrate publications and subscriptions that publish and consume data with an API, Cloud 
Integration Hub changes the API URL based on the URL of the target organization. Be sure to inform API 
users of the new URL. After the migration is complete, you can copy the new URL from the publication or 
subscription page.

Dependent assets
When you export, import, or migrate applications, publications, or subscriptions, Cloud Integration Hub also 
exports, imports, or migrates dependent Cloud Integration Hub assets.

Dependent assets can include applications, topics, publications, and subscriptions.

Cloud Integration Hub does not export, import, or migrate assets that users created in other Informatica 
Intelligent Cloud Services services and that the users later associated with Cloud Integration Hub assets. For 
example, Cloud Integration Hub does not export, import, or migrate Data Integration mappings or tasks. For 
more information about asset dependencies, see “Asset dependencies” on page 31.

Exporting assets
Export Cloud Integration Hub assets from the organization to an export file. You can select a single asset or 
multiple assets to export, or you can export all assets in the organization. You can then import the assets to 
another organization.

1. Click the Migration link in the upper-right corner of the Home page. 

2. In the Export tab, click Select Entities. 

The Select Entities page appears.

3. From the Entity Type list, select the types of assets to export. You can select All to export all asset 
types. 

Assets of the type or types that you select show in the Available Entities list.

4. In the Available Entities list select the assets to export and then click Add. To select all assets, click Add 
All. 

The assets to export show in the Selected Entities list.

5. In the Select Entities page, click OK. 

The assets to export show in the Export tab. If there are conflicts, a conflict resolution shows next to the 
relevant asset.

Note: You cannot remove dependent Cloud Integration Hub assets from the export list without removing 
the parent asset.

6. Click Export. 

7. In the Save As dialog box, define the location and name of the file to export the assets to, and then click 
Save. 

Cloud Integration Hub exports the assets and their dependent Cloud Integration Hub assets to the export 
file.
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Importing assets
Import Cloud Integration Hub assets to the organization from a Cloud Integration Hub export file.

1. Click the Import link in the upper-right corner of the Home page and then select the Import tab. 

2. In the Conflict Resolution Rules area, choose the actions to take when assets that you select to import 
exist in the organization. Select one of the following resolutions for each asset type: 

• Overwrite. Overwrite the asset with the imported asset. Overwritten assets cannot be recovered.

• Reuse. Do not import the asset and keep the existing asset.

• Cancel. Cancel the import operation.

3. In the Select Entities page, click OK. 

The assets to import show in the Import tab. If there are conflicts, a conflict resolution shows next to the 
relevant asset.

4. Click Import, select the export file in the Open dialog box, and then click Open. 

Cloud Integration Hub imports the selected assets and their dependent Cloud Integration Hub assets to 
the organization. If a selected asset exists in the organization, the action that Cloud Integration Hub 
takes depends on the conflict resolution that you defined for the asset type. Import results and conflicts 
appear in the Import tab.

Migrating assets between organizations
Migrate assets from one organization to another organization that resides on the same PoD (Point of 
Delivery). You can select a single asset or multiple assets to migrate, or select to migrate all the assets in the 
organization.

Before you begin the migration process, verify that the following conditions exist:

• You have Informatica Intelligent Cloud Services login credentials for the source organization.

• The source organization is provisioned to Cloud Integration Hub.

1. Click the Migration link in the upper right corner of the Home page and then select the Org to Org Asset 
Migration tab. 

2. In the Source Organization area, click Log in, and then log in to the Informatica Intelligent Cloud Services 
organization that contains the assets to migrate. 

3. In the Conflict Resolution Rules area, choose the actions to take when assets that you select to migrate 
exist in the target organization. Select one of the following resolutions for each asset type: 

• Overwrite. Overwrite the target asset with the source asset. Overwritten assets cannot be recovered.

• Reuse. Do not migrate the source asset and keep the existing target object.

• Cancel. Cancel the entire migration operation.

4. In the Entities to Migrate area, click Select. 

The Select Entities page appears.

5. From the Entity Type list select the types of assets to migrate, or select All to migrate all asset types. 

Assets of the selected types show in the Available Entities list.

6. In the Available Entities list select the assets to migrate and then click Add. To select all assets, click 
Add All. 

The assets to migrate show in the Selected Entities list.

7. In the Select Entities page, click OK. 
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The assets to migrate show in the Org to Org Asset Migration tab.

8. Click Migrate. 

Cloud Integration Hub migrates the selected assets and their dependant Cloud Integration Hub assets to 
the target organization. If a selected asset exists in the target organization, the action that Cloud 
Integration Hub takes depends on the conflict resolution that you defined for the asset type. Migration 
conflicts and results appear in the Org to Org Asset Migration tab.

Migration error handling
When you import or migrate a topic, Cloud Integration Hub creates the topic structure in the publication 
repository.

If Cloud Integration Hub encounters a problem in creating or updating the structure, the state of the topic 
might change to not valid. To make the topic valid, perform one of the following actions:

• Re-run the import or migration process.

• Edit and save the topic in the topic wizard.

Asset dependencies
You can view object dependencies for an asset. You might want to view object dependencies before 
performing certain operations on an asset.

For example, you cannot delete an asset if another object depends on the asset. You must first delete the 
dependent objects and then delete the asset. You can find the dependent objects by viewing the asset 
dependencies.

You can view object dependencies for an asset on the Explore page. To view object dependencies for an 
asset, in the row that contains the asset, click Actions and select Show Dependencies. The Dependencies 
page opens showing the Uses tab by default.

To drill down to the lowest level dependency, you can continue to show dependencies for each asset that 
appears on the Dependencies page. At the top of the Dependencies page, a breadcrumb shows the chain of 
dependencies.

The following image shows that the asset mt_FilterArchCustRecords is dependent on m_FilterCustRecords, 
which is dependent on FF_USW1PF:

To view or delete an asset, in the row that contains the asset, click Actions and select the action.
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Tags
A tag is an asset property that you can use to list assets on the Explore page that share a common attribute.

Assign tags to assets so that you can easily view associated assets on the Explore page. You can filter the 
Explore page to list assets that have a tag that you specify.

For example, your regional offices manage the assets that only apply to their region. Each of your 
organization's assets includes a tag that identifies the asset by region. You want to view all of the assets that 
the Southwest regional office manages. On the Explore page, you explore by tag and then click the SW 
Region tag, as shown in the following image: 

You can assign tags to all asset types. An asset can have up to 64 tags.

You can find all of the assets that have a particular tag using one of the following methods:

• Click the name of the tag in the Tags column, in any row.

• Explore by tag, and then in the list of tags that displays on the page, click the name of the tag.

The following image shows the Explore page that lists all the tags created for the organization:

Click the name of a tag to see a list of all the assets associated with the tag.

Creating tags
You can create multiple tags to assign to assets.

You can create tags that you want to use for an asset when you configure the asset properties, or you can 
create multiple tags to be available for future use. To create multiple tags for future use, you use an asset's 
Properties dialog box.

Follow this procedure if you want to create multiple tags without assigning them to an asset.

1. On the Explore page, browse by asset type. 

2. In a row that contains an asset, click Actions and select Properties. 

3. In the Tags field, enter the name of a tag that you want to create, and then press Enter. 

A tag can have a maximum of 255 characters.
The Explore page does not support the following characters:

# ? ' | { } " ^ & [ ] / \
Do not use these characters in project, folder, asset, or tag names.
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4. Continue to enter the desired tags. Press Enter after each tag name to add it to the tag list. 

5. After you have entered the tags, delete the tags from the Tags field so that the asset does not become 
associated with the tags. The tags will still appear in the list of available tags. 

6. Click Save. 

Assigning tags
You can assign a tag to one asset at a time or assign a tag to multiple assets at the same time. You can 
assign multiple tags to one asset.

When you assign tags to an asset, you can choose an existing tag or create a new one.

1. On the Explore page, navigate to the asset or assets. 

2. Perform one of the following tasks depending on whether you want to assign tags to one asset or assign 
tags to multiple assets at the same time. 

• To assign tags to one asset, in the row that contains the asset, click Actions and select Properties.
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• To assign tags to multiple assets at the same time, in the row for each asset, select the check box. 
After you have selected all of the assets, from the Selection menu, select Tags.

3. Select an existing tag or enter the name of a new tag. 

Continue adding tags or creating new tags until you have assigned all of the desired tags.

4. Click Save. 

Editing and deleting tags
You can edit or delete a tag on the Explore page.

Edit a tag name or description in the tag properties. When you edit a tag, the properties for associated assets 
update as well. For example, if your m_sales asset has the NorthWest tag and you change the name of the 
tag to NW, the name of the tag changes to NW in the m_sales asset properties.

If you delete a tag, the tag no longer appears in the asset properties.

1. On the Explore page, browse by tags. 

2. In the row that contains the tag, perform one of the following tasks: 

• To edit a tag, click Actions and select Edit. After you make your changes, click Save.

• To delete a tag, click Actions and select Delete.
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C h a p t e r  4

Applications
An application represents an entity in your organization that needs to share data with other applications in 
your organization, such as sales applications or customer service applications. In Cloud Integration Hub, an 
application is a container for publications and subscriptions.

An application can publish data to a defined topic and can subscribe to data from a topic. For example, a 
sales application can publish sales reports and subscribe to inventory updates from an operations 
application. When you add a publication to an application, you define the schedule according to which topic 
data will be published from the application. You also define the schedule according to which topic data will 
be retrieved from the application and published to the Cloud Integration Hub publication repository. When you 
add a subscription to an application, you define the topic to which the application subscribes and the 
schedule and scope of data that the application consumes from the topic. The topic defines the structure of 
the data that the associated publications and subscriptions publish and consume.

Application management
Create applications and add a publication or a subscription to an application.

Creating an Application
Use the Navigator to create applications.

1. In the Navigator, click New > Application. 

The New Application page appears.

2. Enter the application name, optionally, enter a description for the application, and then click Save. 

3. To add a publication to the application, click New Publication and then define and save the publication. 

4. To add a subscription to the application, click New Subscription and then define and save the 
subscription. 

Adding a publication or a subscription to an existing application
Use the Explore page to add publications and subscriptions to existing applications.

1. In the Navigator, click Explore. Click the All Assets list and then select Hub Management > Applications. 

The Explore page shows all existing applications. You can sort the display by name, description, or last 
modified.
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2. Rest on the application, click the Actions menu at the right end of the line, and then, from the menu, 
select Add Publication or Add Subscription. 

The New Publication or New Subscription page shows. Define and save the publication or subscription.

Application properties
Application properties include general information about the application, a list of the publications that are 
associated with the application, and a list of the subscriptions that are associated with the application.

The application page includes the following properties:

Application Name

Name of the application. The name can contain up to 60 characters and can contain special characters.

Description

Description of the application. The description can contain up to 255 characters.
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C h a p t e r  5

Topics
A topic is an entity that represents a data domain that is published and consumed in Cloud Integration Hub. A 
topic defines the data structure and additional data definitions, such as the data retention period. Multiple 
applications can publish to the same topic. An application can subscribe to multiple topics.

For example: Create an Accounts topic into which two CRM applications, a current application and a legacy 
application, publish accounts data. The marketing application and the data warehouse subscribe to the data 
in the Accounts topic.

Publication repository
Cloud Integration Hub stores topic data in a publication repository, in a structure that represents the 
structure in which you want to keep the data. 

The publication repository stores the data for a short intermediate period after the data is consumed by all 
subscribers.

You can use one of the following repositories:

• Hosted. Cloud Integration Hub hosts and manages the publication repository on Informatica Intelligent 
Cloud Services Hosting Services. Storage usage of the repository shows on the Cloud Integration Hub 
home page.

• Private. Use your own, private repository. A private publication repository can reside on-premises or on the 
organization's private cloud and must reside on an Oracle or a Microsoft SQL Server database. The 
repository must be accessible through the Informatica Intelligent Cloud Services Secure Agent. It is 
recommended that the Secure Agent and the private repository reside in the same location. 

Note: To use a private repository the organization must have a valid CIHProcessor license in Informatica 
Intelligent Cloud Services. To activate the license, Contact Informatica Global Customer Support.

Topic structure
When you create the structure of a topic, you define the data structure on the publication repository to where 
the publications that are associated with the topic publish data, and from where subscribers to the topic 
consume the data. The topic structure can consist of multiple tables.

When you create a topic, Cloud Integration Hub generates the tables in the publication repository where it 
retains the data that is published for the topic. Cloud Integration Hub uses the data structure for the 
publications and subscriptions that are associated with the topic.
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Create topic tables
You can use the following methods to create topic tables:

• Create a table from a connection. Use this method when the structure of a table in the data domain that 
the topic represents exists in a connection object. You can use relational, flat file, and Salesforce 
connections to create topic tables.

• Create a table from a flat file. Use this method when the structure of a table in the data domain that the 
topic represents exists in a flat file.

• Create a table from a metadata file. Use this method when the structure of a table in the data domain that 
the topic represents exists in a JSON, XML, XLS, or XLSX file. For more information, see “Using metadata 
files to create topic tables” on page 38.

• Create a new table. Use this method to define the structure manually if the structure of the table does not 
exist in a compatible file.

You can use more than one method to create tables in a single topic. For example, create two tables from a 
flat file, create three tables from a metadata file, and create a new table.

Note: If you add a table or table column to a topic with associated publications or subscriptions, to publish 
and to consume the additional data, edit the mapping to include the additional table or column. If you do not 
update the mapping, Cloud Integration Hub won't publish the additional data to the publication repository and 
subscribers won't receive it.

Using metadata files to create topic tables
You can load a metadata file to Cloud Integration Hub and create a topic table that is based on the structure 
of the file.

When you use a metadata file to create a topic table, you can define table attributes in the file before you 
load it to Cloud Integration Hub. For example, define column data type and precision, or define a column as a 
filter accelerator that is not encrypted.

You can use JSON, XML, XLS, and XLSX metadata files to create topic tables.

The metadata file must contain the following fields, and must not contain any other fields:

columnName

Mandatory. Name of the table column. The name must begin with an alphabetic character or underscore 
and can contain only alphanumeric characters or underscores. The name cannot include server-reserved 
keywords. For a list of server-reserved keywords, see the Microsoft SQL Server or Oracle documentation.

filterAccelerator

Optional. Indicates that the column will be used in subscription queries and requires performance-
related handling by Cloud Integration Hub. Use this indicator with topics that you plan to use for unbound 
subscriptions. By default, false.

When you use filter accelerators, consider the following guidelines: 

• Filter accelerators slow down the writing of publication data to the Cloud Integration Hub publication 
repository.

• Filter accelerators have no impact on subscriptions that do not use filters.

• On a hosted Cloud Integration Hub publication repository, by default, Cloud Integration Hub encrypts 
the topic data. To use a column as a filter accelerator, you must define the value of the column's 
encryption field to false.
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datatype

Optional. Data type of the field. By default, string.

The file can contain fields of the following data types:

• string

• decimal

• double

• int32

• int64

• date_time

• text

precision

Optional. Applies to data types that support precision. The default precision value depends on the data 
type of the field:

• String: 255

• Decimal: 15

• Text: 50000

scale

Optional. Applies to data types that support data scaling. The default scale value depends on the data 
type of the field:

• Decimal: 0

• All other data types: empty

encryption

Optional.

If a file doesn't contain all the required fields, or contains non-required fields, loading the file to Cloud 
Integration Hub fails.

If a file contains identical rows, Cloud Integration Hub adds only the first row to the topic table.

Example table in a JSON file

[
{"columnName":"id", "filterAccelerator": "false", "dataType": "int32", 
"encryption":false},
{"columnName":"name", "filterAccelerator": "false", "dataType": "string", 
"precision" : 100, "encryption":false},
{"columnName":"age", "filterAccelerator": "true", "dataType": "decimal", 
"precision" : 3, "encryption":"true"},
{"columnName":"city", "filterAccelerator": "True", "dataType": "string", 
"precision" : 50, "encryption":"FALSE"},
{"columnName":"salary", "filterAccelerator": false, "dataType": "decimal", 
"precision" : 15, "scale":2, "encryption":true}
]

Example table in an XML file

<table>
<column>
<columnName>id</columnName>
<dataType>int32</dataType>
<encryption>false</encryption>
<filterAccelerator>true</filterAccelerator> 
</column>
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<column>
<columnName>name</columnName>
<dataType>String</dataType>
<encryption>true</encryption>
<precision>100</precision>
<filterAccelerator>false</filterAccelerator> 
</column>

</table>
Example table in an XLS or XLSX file

columnName filterAccelerator dataType precision scale encryption

id TRUE int32 FALSE

name FALSE String 255 FALSE

Topic structure updates
When you edit the structure of a topic with associated publications or subscriptions, it might affect the 
associated publications and subscriptions. Topic structure changes might also impact the data in the 
publication repository and sometimes cause data loss.

Based on the nature of the update, you might have to edit the associated publications and subscriptions to 
align with the updated topic structure. The following table describes the effects of topic structure updates on 
data in the publication repository and the resulting optional or required changes to the associated 
publications and subscriptions.

Topic Structure Update Effect on Data in 
Publication Repository  

1
Optional/Required Changes to Associated 
Publications and Subscriptions

Add table Table added Optional: To publish and to consume the additional table, 
edit the mapping to include the additional table.
If you do not update the mapping, data in the table will 
not be published to the publication repository and 
subscribers will not receive it.

Delete table Table deleted, including 
data that was published to 
the table

Remove references to the table from the mapping of 
publications and from the mapping and the filter of 
subscriptions.

Add column Column added Optional: To publish and to consume the additional 
column, edit the mapping to include the additional 
column.
If you do not update the mapping, data in the column will 
not be published to the publication repository and 
subscribers will not receive it.

Delete column Column deleted, including 
data that was published to 
the column

Remove references to the column from the mapping of 
publications and from the mapping and the filter of 
subscriptions.
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Topic Structure Update Effect on Data in 
Publication Repository  

1
Optional/Required Changes to Associated 
Publications and Subscriptions

Rename column Column deleted, including 
data that was published to 
the column, and another 
column created with new 
name

Remove references to the changed column from the 
mapping of publications and from the mapping and the 
filter of subscriptions.
Optional: To publish or to consume the column that is 
created with a new name, edit the mapping to include the 
new column.
If you do not update the mapping, data in the new column 
will not be published to the publication repository and 
subscribers will not receive it.

Change column data type Column deleted, including 
data that was published to 
the column, and another 
column created with new 
data type

Remove references to the changed column from the 
mapping of publications and from the mapping and the 
filter of subscriptions.
Optional: To publish or to consume the column that is 
created with the new data type, edit the mapping to 
include the new column.
If you do not update the mapping, data in the new column 
will not be published to the publication repository and 
subscribers will not receive it.

Increase column precision, 
scale unchanged

Column updated Open the publication or the subscription page for all 
associated publications and subscriptions. You do not 
need to edit any of the publication or subscription 
settings.

Increase column precision, 
increase scale by a lower 
value than the precision 
increase or by the same 
value as the precision 
increase

Column updated Open the publication or the subscription page for all 
associated publications and subscriptions. You do not 
need to edit any of the publication or subscription 
settings.

Any other precision or 
scale updates

Column deleted, including 
data that was published to 
the column, and another 
column created with 
updated precision or scale

Remove references to the changed column from the 
mapping of publications and from the mapping and the 
filter of subscriptions.
Optional: To publish or to consume the column that is 
created with the new precision or the new scale, edit the 
mapping to include the new column.
If you do not update the mapping, data in the new column 
will not be published to the publication repository and 
subscribers will not receive it.

1.  Deleting columns in the publication repository might take a long time, based on the number of rows in the table.

Topic data retention
The data retention of a topic defines how long Cloud Integration Hub retains data that applications publish to 
the topic in the Cloud Integration Hub publication repository.

The retention period for consumed data defines how long Cloud Integration Hub retains consumed data in 
the publication repository if all the subscribers consume it. For each publication instance, the retention 
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period for consumed data starts if all the subscribers have either successfully consumed or discarded the 
data, and is between 1 and 90 days. That is, after all the events that are associated with the publication 
instance are either in a Complete or in a Discarded event status. If all the subscribers consume or discard the 
data, Cloud Integration Hub stores the consumed data in the publication repository until the retention period 
for consumed data expires, and then deletes the consumed data from the publication repository.

The retention period for unconsumed data defines how long Cloud Integration Hub retains unconsumed data 
in the publication repository before it deletes the data. The retention period for unconsumed data is between 
the retention period for consumed data and 90 days.

Topic management
Create topics, add publications and subscriptions to topics, and subscribe to topics.

Creating a topic
Use the Navigator to create topics.

1. In the Navigator, click New > Topic. 

The New Topic page appears.

2. Enter the topic name. The name must begin with an alphabetic character or underscore and can contain 
only alphanumeric characters or underscores. The name cannot include server-reserved keywords. For a 
list of server-reserved keywords, see the Microsoft SQL Server or Oracle documentation. Optionally, enter 
a description for the topic. 

3. Choose the topic type. 

• Incremental Load. The topic instance contains only the latest data changes. If you choose this topic 
type, verify that the data source includes delta indicators.

• Full Load. The topic instance contains all of the data changes that occurred after the last publication.

4. Choose whether to prevent new publications and new subscriptions to the topic. If you choose this 
option you cannot create publications and subscriptions that publish to and subscribe from the topic. 

5. Enter the number of days to retain consumed data in the publication repository in the Retention period 
for consumed data field. Enter a value between 1 and 90 days. For each publication instance, the 
retention period for consumed data starts if all the subscribers have either successfully consumed or 
discarded the data. That is, after all the events that are associated with the publication instance are 
either in a Complete or in a Discarded event status. 

6. Enter the number of days to retain unconsumed data in the publication repository in the Retention period 
for unconsumed data field. Enter a value between the retention period for consumed data and 90 days. 

7. Click Create Table From and select one of the following methods: 

• Create a table from a connection. Use this method when the structure of a table in the data domain 
that the topic represents exists in a connection object. You can use relational, flat file, and Salesforce 
connections to create topic tables.

• Create a table from a flat file. Use this method when the structure of a table in the data domain that 
the topic represents exists in a flat file.
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• Create a table from a metadata file. Use this method when the structure of a table in the data domain 
that the topic represents exists in a JSON, XML, XLS, or XLSX file. For more information, see “Using 
metadata files to create topic tables” on page 38.

• Create a new table. Use this method to define the structure manually if the structure of the table does 
not exist in a compatible file.

8. Define the table in the create table dialog box and then click OK. 

The structure of the table shows in the Topic Structure area.

9. Add the number of tables that you require to the topic. You must add at least one table to the topic. You 
can use multiple methods to add tables to the topic. 

To edit or to delete a topic table, rest on a row in the table and click the Action menu at the right end of 
the line. From the menu select the required action: add row, rename table, delete row, or delete table.

10. Click Save. 

The topic page shows the Topic Diagram.

11. Optionally, add publications and subscriptions to the topic. Perform one or both of the following actions: 

• To add a publication to the topic, expand the Publications area and click New Publication. For more 
information about creating publications, see Creating a publication Use the Navigator to create 
publications. .

• To add a subscription to the topic, expand the Subscriptions area and click New Subscription. For 
more information about creating subscriptions, see Creating a subscriptionUse the Navigator to 
create subscriptions. .

Subscribing to a topic
Use the Explore page to subscribe to a topic.

1. On the Explore page, navigate to the object that you want to subscribe to a topic. 

2. In the row that contains the object, click Actions . Select Subscribe and then configure the subscription. 

Topic properties
Topic properties include general information about the topic, the topic structure, and the publications and 
subscriptions that are associated with the topic.

The topic page includes the following areas:

• Topic Diagram. Provides a visual overview of the topic and its relations to other assets. You can perform 
actions on assents in the diagram. For more information, see “Topic Diagram” on page 44.

• General Details. General information about the topic. For more information, see “General Details 
properties” on page 44.

• Topic Structure. List of topic tables, including details about each table. You add topic tables to the topic in 
this area. For more information, see “Topic Structure properties” on page 45.

• Publications. List of publications that publish data to the topic, including information about each 
publication. You can perform actions on existing publications and create new publications in this area. For 
more information, see “Publications properties” on page 49.
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• Subscriptions. List of subscriptions that subscribe to data from the topic, including information about 
each subscription. You can perform actions on existing subscriptions and create new subscriptions in this 
area. For more information, see “Subscriptions properties” on page 49.

You can collapse and expand each area on the topic page.

Topic Diagram
The topic page shows the Topic Diagram. The diagram provides a visual overview of the topic and its 
relations to other assets, including the following assets:

• Applications that publish data to the topic

• Publications that publish the data from the applications to the topic

• Subscriptions that subscribe to data from the topic

• Applications that consume the data from the topic through the subscriptions

The following image shows a sample Topic Diagram:

When you click an asset, the properties page for the asset appears. For example, when you click a 
publication, the publication page appears.

When you right-click an asset, you can open it for viewing and editing. You can also run publications and 
subscriptions that trigger Data Integration tasks.

General Details properties
The General Details area of topic page includes the following properties:

Topic Name

Name of the topic. The name must begin with an alphabetic character or underscore and can contain 
only alphanumeric characters or underscores. The name cannot include server-reserved keywords. For a 
list of server-reserved keywords, see the Microsoft SQL Server or Oracle documentation.

Description

Optional description of the topic.

Topic Type

Type of the topic. Topic type depends on the type of data that applications publish to the topic and has 
an impact on the delivery options to the subscribers to the topic.
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Choose one of the following options:

• Incremental Load. The topic instance contains only the latest data changes. If you choose this topic 
type, verify that the data sources include delta indicators.

• Full Load. The topic contains all of the data changes that occurred after the last publication.

Topic Type

Type of the topic. Topic type depends on the type of data that applications publish to the topic and has 
an impact on the delivery options to the subscribers to the topic.

Choose one of the following options:

• Delta. The topic instance contains only the latest data changes. If you choose this topic type, verify 
that the data sources include delta indicators.

• Full. The topic contains all of the data changes that occurred after the last publication.

Prevent new publications and new subscriptions to this topic

Prevent new publications from publishing to the topic and prevent new subscriptions from subscribing to 
the topic. For example, when you plan to delete the topic. The topic is not available for selection when 
creating publications and subscriptions.

Existing publications can publish data to the topic and existing subscriptions can consume data from 
the topic.

Retention period for consumed data

Determines how long Cloud Integration Hub retains consumed data in the publication repository before it 
deletes the data. The retention period for consumed data must be between 1 and 90 days.

For each publication instance, the retention period for consumed data starts if all the subscribers have 
either successfully consumed or discarded the data. That is, after all the events that are associated with 
the publication instance are either in a Complete or in a Discarded event status.

Retention period for unconsumed data

Determines how long Cloud Integration Hub retains unconsumed data in the publication repository 
before it deletes the data. The retention period for unconsumed data must be between the retention 
period for consumed data and 90 days.

For each publication instance, the retention period for unconsumed data starts after the data is 
published.

Topic Structure properties
The Topic Structure area of topic page includes the following properties:

Create Table From

Add tables to the topic. The topic must contain at least one table.

You can use one or more of the following methods to add tables to the topic:

• Create a table from a connection. Use this method when the structure of a table in the data domain 
that the topic represents exists in a connection object. You can use relational, flat file, and Salesforce 
connections to create topic tables.

• Create a table from a flat file. Use this method when the structure of a table in the data domain that 
the topic represents exists in a flat file.
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• Create a table from a metadata file. Use this method when the structure of a table in the data domain 
that the topic represents exists in a JSON, XML, XLS, or XLSX file. For more information, see “Using 
metadata files to create topic tables” on page 38.

• Create a new table. Use this method to define the structure manually if the structure of the table does 
not exist in a compatible file.

Show

Lists the tables in the topic. You can select to show a specific table.

The list of topic tables shows the following properties for each table:

Table

Name of the topic table. A topic table name must begin with an alphabetic character or underscore 
and can contain only ASCII alphanumeric characters or underscores. The name must be unique in 
the Cloud Integration Hub repository. It cannot include server-reserved keywords. For a list of 
server-reserved keywords, see the Microsoft SQL Server or Oracle documentation.

Column

Name of the table column. The name must begin with an alphabetic character or underscore and 
can contain only alphanumeric characters or underscores. The name cannot include server-reserved 
keywords. For a list of server-reserved keywords, see the Microsoft SQL Server or Oracle 
documentation.

Filter Accelerator

Indicates that the column will be used in subscription queries and requires performance-related 
handling by Cloud Integration Hub. Use this indicator with topics that you plan to use for unbound 
subscriptions. 

When you use filter accelerators, consider the following guidelines: 

• Filter accelerators slow down the writing of publication data to the Cloud Integration Hub 
publication repository.

• Filter accelerators have no impact on subscriptions that do not use filters.

• In a hosted Cloud Integration Hub publication repository, by default, Cloud Integration Hub 
encrypts the topic data. To use a column as a filter accelerator you must change the value of 
Encrypted to No for the column.

Data Type

Select from the list of available data types. By default, Cloud Integration Hub reads the data as 
string.

Precision

Enabled only for data types that support precision. For a String data type, the maximum precision 
that Cloud Integration Hub supports is 1900 characters.

Scale

Enabled only for data types that support data scaling.

Encrypted

Determines whether or not Cloud Integration Hub encrypts the column data. On a hosted publication 
repository, Cloud Integration Hub encrypts all columns by default. You can turn off the encryption 
for specific columns, for example, for columns you plan to use as filters in your mappings. 
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Add Table from a Connection properties
Add a topic table from a connection object that contains the structure of a table in the data domain that the 
topic represents. You can add tables from objects in relational, flat file, and Salesforce connections.

The Add Table from a Connection page includes the following properties:

Connection

Connection that contains the object to create the topic table from.

Source Object

Object to create the topic table from.

Formatting Options

Applies to flat file connections. Defines the delimiter, text qualifier, and escape character that are used in 
the file.

Table Name

Name of the topic table. The name must begin with an alphabetic character or underscore and can 
contain only ASCII alphanumeric characters or underscores. The name must be unique in the Cloud 
Integration Hub repository. It cannot include server-reserved keywords. For a list of server-reserved 
keywords, see the Microsoft SQL Server or Oracle documentation.

Add Table from Flat File properties
Add a topic table from a flat file that contains the structure of a table in the data domain that the topic 
represents.

The Add Table from Flat File page includes the following properties:

File

Name of the file that contains the structure of the data domain that the topic represents.

Drop a file into the File field or click Choose File to browse to and choose the sample file on which to 
base the table structure.

Table Name

Name of the topic table. The name must begin with an alphabetic character or underscore and can 
contain only ASCII alphanumeric characters or underscores. The name must be unique in the Cloud 
Integration Hub repository. It cannot include server-reserved keywords. For a list of server-reserved 
keywords, see the Microsoft SQL Server or Oracle documentation.

Import Column Names

Optional. Select this option to use the column names in the file as the default column headers in the 
table. Enter the number of the lines that serves as the file's header line in the From Line field.

Code page

Character encoding used in the file.

Default text length

Optional. Length of the text fields in the table.

Delimiter

Delimiter used in the file to separate between columns. Select a predefined delimiter or select Custom to 
define a custom delimiter.
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Text qualifier

Optional. Symbols used in the file to enclose a string.

Load File

Loads the selected file and shows a preview of the file.

Preview

Shows the columns that will be added to the table after you load the file.

Add Table from Metadata File properties
Add a topic table from a metadata file that contains the structure of a table in the data domain that the topic 
represents.

The Add Table from Metadata File page includes the following properties:

File

Name of the file that contains the structure of the data domain that the topic represents.

Drop a file into the File field or click Choose File to browse to and choose the sample file on which to 
base the table structure.

Table Name

Name of the topic table. The name must begin with an alphabetic character or underscore and can 
contain only ASCII alphanumeric characters or underscores. The name must be unique in the Cloud 
Integration Hub repository. It cannot include server-reserved keywords. For a list of server-reserved 
keywords, see the Microsoft SQL Server or Oracle documentation.

Load File

Loads the selected file and shows the status of the file, valid or invalid. If a file is valid and Cloud 
Integration Hub converts source values to Cloud Integration Hub default values, the changes are listed in 
the Create Table from Metadata File page. For more information, see “Using metadata files to create 
topic tables” on page 38.

Create New Table properties
Add a topic table and define the structure of a topic table manually.

The Create New Table page includes the following properties:

Table Name

Name of the table. The name must begin with an alphabetic character or underscore and can contain 
only ASCII alphanumeric characters or underscores. The name must be unique in the Cloud Integration 
Hub repository. A topic table name cannot include server-reserved keywords. For a list of server-reserved 
keywords, see the Microsoft SQL Server or Oracle documentation.

Number of columns

Number of columns in the table.
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Publications properties
The Publications area of topic page includes the following properties:

New Publication

Create a publication that publishes data to the topic. For more information about creating publications, 
see Creating a publication Use the Navigator to create publications. .

Publication list

List of publications that publish data to the topic. When you right-click a publication, an actions menu 
opens. From the menu you can run, view, disable or enable, and delete the publication.

The publication list shows the following properties for each publication:

Name

Name of the publication.

Description

Description of the publication.

Mode

Publication mode, enabled or disabled. A disabled publication does not run according to schedule or 
by an external API. You can only run a disabled publication from the Explore page or from the topic 
page of the topic that the publication publishes to. 

Last Modified

Date and time when the publication was last modified.

Subscriptions properties
The Subscriptions area of topic page includes the following properties:

New Subscription

Create a subscription that consumes data from the topic. For more information about creating 
subscriptions, see Creating a subscriptionUse the Navigator to create subscriptions. .

Subscription list

List of subscriptions that consume data from the topic. When you right-click a subscription, an actions 
menu opens. From the menu you can run, view, disable or enable, and delete the subscription. You can 
also get data that was published before the subscription subscribed to the topic and therefore was not 
consumed by the subscriber.

The subscription list shows the following properties for each subscription:

Name

Name of the subscription.

Description

Description of the subscription.

Mode

Subscription mode, enabled or disabled. A disabled subscription does not run according to schedule 
or by an external API. You can only run a disabled subscription from the Explore page or from the 
topic page of the topic that the subscription subscribes to. 
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Last Modified

Date and time when the subscription was last modified.
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C h a p t e r  6

Data Integration tasks
Cloud Integration Hub uses Data Integration synchronization and mapping tasks to publish data from source 
applications to the Cloud Integration Hub publication repository and to consume data from the publication 
repository into target applications.

To use a Data Integration task in a publication, you create a synchronization task or a mapping task in Data 
Integration before you create the publication. You select the task when you create the publication.

To use a Data Integration task in a subscription, you can use one of the following methods:

• Create a synchronization task or a mapping task in Data Integration before you create the subscription, 
and select the task when you create the subscription.

• Create a synchronization task when you create the subscription. Cloud Integration Hub saves the task in 
Data Integration.

Note: Publications and subscriptions that publish and consume data with an API use the Cloud Integration 
Hub REST APIs. For more information, see Chapter 10, “Cloud Integration Hub REST APIs” on page 85.

Data Integration Task Types
You can use synchronization tasks and mapping tasks in Cloud Integration Hub publications and 
subscriptions to and from cloud-based applications.

Use a synchronization task for a publication or a subscription where the publication or subscription process 
requires mappings and filters that synchronization tasks support. For example, to read data from a CRM 
application and publish the data as is.

Use a mapping task for a publication or a subscription if you want to use an advanced ETL (Extract, 
Transform, and Load) process for the Cloud Integration Hub publication or subscription process. For 
example, you can use a mapping task to perform the following actions on a publication or subscription:

• Run data quality rules on the data.

• Add data from an additional source to the data that a publication publishes or to the data that a 
subscription consumes.

Data Integration Tasks Rules and Guidelines
When you develop Data Integration mappings and tasks to use in Cloud Integration Hub publications and 
subscriptions, consider these rules and guidelines.
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General rules and guidelines

Consider the following rules and guidelines when you create Data Integration mappings and tasks:

• Do not run tasks that you create for Cloud Integration Hub from within Informatica Intelligent Cloud 
Services. You must run the tasks from Cloud Integration Hub by running the publication or the 
subscription to which the task is associated.

• When you use the Cloud Integration Hub connection, the target object in a publication mapping or task 
and the source object in a subscription mapping or task presents the list of topics defined in Cloud 
Integration Hub. The format of the list is TopicName/tableName.

Warning: When you set up the organization in Cloud Integration Hub, Cloud Integration Hub creates the 
connection Cloud Integration Hub in the organization in Informatica Intelligent Cloud Services. Do not 
rename or edit this connection. Editing the connection or changing the connection name might result in 
errors at run time.

• Cloud Integration Hub determines the scheduling of the publication or the subscription based on the 
settings that the operator defined for the publication or the subscription. When you create the Data 
Integration task, in the Schedule page of the task wizard, verify that the option Do not run this task on a 
schedule is selected.

• To distinguish between publication tasks and subscription tasks, indicate the type of the task in the task 
name. When you select a task for a publication or for a subscription, you can easily select an appropriate 
task.
For example, name a publication task Pub_<TaskName>, and name a subscription task Sub_<TaskName>.

Synchronization task rules and guidelines

Consider the following rules and guidelines when you create synchronization tasks and mappings:

• The task operation for publication tasks is an insert operation.

• When you create a publication task, select the Cloud Integration Hub connection as the target. When you 
create a subscription task, select the Cloud Integration Hub connection as the source.

• Synchronization tasks do not support multiple sources. Therefore, when you create a synchronization task 
for a publication or a subscription with multiple sources, create a relationship between the sources for the 
following use cases:

- Publications: when you publish from multiple tables.

- Subscriptions: when you subscribe to multiple tables, or when the subscription is a compound 
subscription.

• Cloud Integration Hub supports the following connection types in synchronization tasks that you create 
for subscriptions in Cloud Integration Hub:

- Relational database

- Salesforce

- Flat file

Mapping task rules and guidelines

Consider the following rules and guidelines when you create mapping tasks and mappings:

• The mapping operation is an insert operation for both publication and subscription mappings.

• When you create a publication mapping, select the Cloud Integration Hub connection when you configure 
the target properties. When you create a subscription mapping, select the Cloud Integration Hub 
connection when you configure the source properties.
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Synchronization Tasks with Cloud Integration Hub
Use synchronization tasks for publications and subscriptions where the publication or subscription process 
requires only mapping and filtering. For example, to read data from a CRM application and publish the data 
as is.

For publications and subscriptions that require additional data processing use mapping tasks.

Creating a Synchronization Task for a Publication
To create a synchronization task for a publication, perform the following tasks:

• Define task details.

• Select the publication source. The source is the cloud application from which you want to publish data.

• Select the publication target. The target is the topic table in the Cloud Integration Hub publication 
repository, into which the cloud application publishes the data. The topic must exist in Cloud Integration 
Hub before you create the task.

• Optionally, define data filters. Cloud Integration Hub does not support the use of advanced filters in 
synchronization tasks.

• Configure field mapping. Map source fields to topic fields.

• Save and close the task.

Step 1. Define Task Details
Define task properties in the Definition page of the Synchronization Task Wizard.

1. Click Task Wizards > Data Synchronization. 

The Synchronization Task Wizard appears.

2. Specify the following details: 

Task Name

Enter a name for the task.
The name of the task must be unique within the organization. The task name is not case sensitive.

The task name can contain alphanumeric characters, spaces, and the following special characters: 
_ . + -

Tip: Indicate the type of the task in the task name. This will ensure that when you select a task to 
use in a Cloud Integration Hub publication workflow, you select a publication task. For example, 
name the task Pub_<TaskName>.

Description

Optionally, enter a description for the task. The description can contain up to 255 characters.

Task Operation

Choose Insert.

3. Click Next 

The Source page appears.
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Step 2. Select Publication Source
Select the publication source in the Source page of the Synchronization Task Wizard.

u Specify the following details and then click Next: 

Connection

Select a source connection that connects to the source from which you want to publish data.

Source Type

The source type depends on the number of tables that you want to publish:

• To publish a single table, select Single.

• To publish multiple tables, select Multiple and then create a relationship between the tables.

Source Object

Select the source from which you want to publish data.

The Target page appears.

Step 3. Select Publication Target
Select the publication target in the Target page of the Synchronization Task Wizard. The publication target is 
the topic table in the Cloud Integration Hub publication repository to which you want to publish data.

1. Specify the following details: 

Connection

Select the Cloud Integration Hub connection.

Target Object

Select the topic table to which you want to publish data. The format of the target object is 
TopicName/tableName.

2. Click Next. 

The Data Filters page appears.

3. Optionally, configure data filters. You configure data filters for Cloud Integration Hub publications in the 
same way that you configure data filters for other Data Integration tasks. 

4. Click Next. 

The Field Mapping page appears.

Step 4. Configure Field Mapping
Map source fields to topic fields in the Field Mapping page of the Synchronization Task Wizard.

1. Map fields in the Source column to fields in the Target column and then click Next. 

The Schedule page appears.

2. Verify that the option Do not run this task on a schedule is selected. The task runs according to the 
schedule of the publication that uses the task. 

3. Select Save > Save and Close to save the task. 
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Creating a Synchronization Task for a Subscription
To create a synchronization task for a subscription in Data Integration, perform the following tasks:

• Define task details.

• Select the subscription source. The source is the topic table in the Cloud Integration Hub publication 
repository, from which you want to consume data. The topic must exist in Cloud Integration Hub before 
you create the task.

• Select the subscription target. The target is the cloud application that you want to consume the data.

• Optionally, define data filters. Cloud Integration Hub does not support the use of advanced filters in 
synchronization tasks.

• Configure field mapping. Map topic fields to target fields.

• Save and close the task.

Tip: You can also create a synchronization task for a subscription in Cloud Integration Hub. For more 
information, see “Creating a subscription that triggers a Data Integration task” on page 70.

Step 1. Define Task Details
Define task properties in the Definition page of the Synchronization Task Wizard.

1. Click Task Wizards > Data Synchronization. 

The Synchronization Task Wizard appears.

2. Specify the following details and then click Next: 

Task Name

Enter a name for the synchronization task.
The name of the task must be unique within the organization. The task name is not case sensitive.

The task name can contain alphanumeric characters, spaces, and the following special characters: 
_ . + -

Tip: Indicate the type of the task in the task name. This will ensure that when you select a task to 
use in a Cloud Integration Hub subscription workflow, you select a subscription task. For example, 
name the task Sub_<TaskName>.

Description

Optionally, enter a description for the task. The description can contain up to 255 characters.

Task Operation

Choose Insert.

The Source page appears.

Step 2. Select Subscription Source
Select the subscription source in the Source page of the Synchronization Task Wizard. The subscription 
source is the topic table in the Cloud Integration Hub publication repository from which you want to consume 
data.

u Specify the following details and then click Next: 

Connection

Select the Cloud Integration Hub connection.
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Source Type

The source type depends on the number of tables that you want to consume and on the subscription 
type:

• To consume a single table, select Single.

• To consume multiple tables, or when the subscription is a compound subscription, select 
Multiple and then create a relationship between the tables.

Source Object

Select the topic table from which you want to consume data. The format of the object is TopicName/
tableName.

The Target page appears.

Step 3. Select Subscription Target
Select the subscription target in the Target page of the Synchronization Task Wizard.

1. Specify the following details: 

Connection

Select a target connection that connects to the target into which you want to consume data.

Target Object

Select the target into which you want to consume the data.

2. Click Next. 

The Data Filters page appears.

3. Optionally, configure data filters. You configure data filters for Cloud Integration Hub subscriptions in the 
same way that you configure data filters for other Data Integration tasks. 

4. Click Next. 

The Field Mapping page appears.

Step 4. Configure Field Mapping
Map topic fields to target fields in the Field Mapping page of the Synchronization Task Wizard.

1. Map fields in the Source column to fields in the Target column and then click Next. 

The Schedule page appears.

2. Verify that the option Do not run this task on a schedule is selected. The task runs according to the 
schedule of the publication that uses the task. 

3. Select Save > Save and Close to save the task. 

Mapping Tasks with Cloud Integration Hub
Use mapping tasks for publications and subscriptions if you want to add an ETL (Extract, Transform, and 
Load) process to the Cloud Integration Hub publication or subscription process.

For publications and subscriptions that require mapping and filtering only, use synchronization tasks.
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Mapping Task Configuration Process
To use mapping tasks with Cloud Integration Hub Connector, you create the mapping in Informatica 
Intelligent Cloud Services Mapping Designer and then create a mapping task that uses the mapping.

To use mapping configuration with Cloud Integration Hub Connector, perform the following tasks:

1. Create a mapping in Mapping Designer.
When you create a mapping for a publication, the source is the publishing cloud application and the 
target is the topic table in the Cloud Integration Hub publication repository into which to publish the 
data.

When you create a mapping for a subscription, the source is the topic table in the Cloud Integration Hub 
publication repository from which to consume data and the target is the subscribing cloud application.

The topic must exist in Cloud Integration Hub before you create the mapping.

2. Create a mapping task and select the appropriate mapping.

Creating the Mapping and Task for a Publication
The mappings and tasks that you create to use in Cloud Integration Hub publications include a source and a 
target.

In publication mappings and tasks the source is the cloud application from which to publish data and the 
target is the topic table in the Cloud Integration Hub publication repository to which the publication publishes 
data.

Creating a Mapping for a Publication
Create the mapping to use in the mapping task for the publication.

The topic must exist in Cloud Integration Hub before you create the mapping.

1. Click Design > Mappings, and then click New Mapping. 

2. In the New Mapping dialog box, enter the mapping name and description, and click OK. 

You can use alphanumeric characters and underscores (_) in the mapping name.

3. Add a source to the mapping canvas and configure source properties. 

4. Add a target to the mapping canvas and configure target properties. 

a. In the Properties panel, on the General tab, you can enter a name and description. 

b. Click the Target tab. From the Connection list, select the Cloud Integration Hub connection. 

c. Click Select next to the Object field, select a topic table in the Select Object Target dialog box, and 
then click OK. 

d. Optionally, open the Connection list and select a parameter from the Parameters list. If no 
parameters exist in the list click New Parameter and then name the parameter and click OK. 

e. Click the Field Mapping tab and map fields from the source to the connection. 

5. On the mapping canvas, connect the source to the target. 

6. Click Save > Save and Close. 
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Creating a Mapping Task for a Publication
When you create a publication task you select mapping that you created for the publication and select the 
Cloud Integration Hub connection as the target of the task.

The mapping must exist in Mapping Designer before you create the task.

1. In Data Integration, click New > Task > Mapping Task > Create. 

2. Specify the following task details: 

Task Name

Enter a name for the task.
The name of the task must be unique within the organization. The task name is not case sensitive.

The task name can contain alphanumeric characters, spaces, and the following special characters: 
_ . + -

Tip: Indicate the type of the task in the task name. This will ensure that when you select a task to 
use in a Cloud Integration Hub publication workflow, you select a publication task. For example, 
name the task Pub_<TaskName>.

Description

Optionally, enter a description for the task. The description can contain up to 255 characters.

Runtime Environment

Runtime environment that contains the Secure Agent to run the task.

Mapping

Mapping associated with the task. Select the publication mapping.
To select a mapping, click Select. The Select a Mapping dialog box displays up to 200 mappings. If 
the mapping you want to use does not display, enter a search string to reduce the number of 
mappings that display.

Select a mapping and click OK.

An image of the mapping displays below the mapping name.

3. Select the Targets step and then, from the Connection list, select the Cloud Integration Hub connection. 

4. From the Object list, select the topic table into which to publish data. 

5. Click Finish. 

Creating the Mapping and Task for a Subscription
The mappings and tasks that you create to use in Cloud Integration Hub subscriptions include a source and a 
target.

In subscription mappings and tasks the source is the topic table in the Cloud Integration Hub publication 
repository from where to consume data and the target is the cloud application that consumes the data.

The topic must exist in the Cloud Integration Hub before you create the mapping and task.

Creating a Mapping for a Subscription
Create the mapping to use in the mapping task for the subscription.

The topic must exist in Cloud Integration Hub before you create the mapping.

1. Click Design > Mappings, and then click New Mapping. 

2. In the New Mapping dialog box, enter the mapping name and description, and click OK. 
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You can use alphanumeric characters and underscores (_) in the mapping name.

3. Add a source to the mapping canvas and configure source properties. 

a. In the Properties panel, on the General tab, you can enter a name and description. 

b. Click the Source tab. From the Connection list, select the Cloud Integration Hub connection. 

c. Click Select. To consume multiple topic tables select Multiple Objects and then, in the actions 
menu, click Add Source Object. 

The Select Source Object dialog box shows.

d. Select the database table or tables to consume and then click OK. 

e. Click Partitions and enter the number of partitions to process data in parallel. 

4. Add a target to the mapping canvas and configure target properties. 

5. On the mapping canvas, connect the source to the target. 

6. Click Save > Save and Close. 

Creating a Mapping Task for a Subscription
When you create a subscription task you select mapping that you created for the subscription and select the 
Cloud Integration Hub connection as the source of the task.

The mapping must exist in Mapping Designer before you configure the task.

1. In Data Integration, click New > Mapping Task > Create. 

2. Specify the following task details: 

Task Name

Enter a name for the task.
The name of the task must be unique within the organization. The task name is not case sensitive.

The task name can contain alphanumeric characters, spaces, and the following special characters: 
_ . + -

Tip: Indicate the type of the task in the task name. This will ensure that when you select a task to 
use in a Cloud Integration Hub publication workflow, you select a publication task. For example, 
name the task Pub_<TaskName>.

Description

Optionally, enter a description for the task. The description can contain up to 255 characters.

Runtime Environment

Runtime environment that contains the Secure Agent to run the task.

Mapping

Mapping associated with the task. Select the subscription mapping.
To select a mapping, click Select. The Select a Mapping dialog box displays up to 200 mappings. If 
the mapping you want to use does not display, enter a search string to reduce the number of 
mappings that display.

Select a mapping and click OK.

An image of the mapping displays below the mapping name.

3. Select the Sources step and then, from the Connection list, select the Cloud Integration Hub connection. 

4. From the Object list, select the topic table from which to consume data. 

5. Click Finish. 
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C h a p t e r  7

Publications
Publications are entities that define how applications publish data to Cloud Integration Hub, including the 
type, format, and schedule of data publication. Publications publish data to topics. Multiple publications can 
publish to the same topic. The topic defines the structure to which the data is published.

Publications can publish from any type of source that Informatica Intelligent Cloud Services supports.

Publication types
You can use the following publication types to publish data with Cloud Integration Hub:

Publications that trigger a Data Integration task

When the publication runs, the Cloud Integration Hub server triggers the Data Integration task that is 
defined for the publication and instructs the Informatica Intelligent Cloud Services data engine to 
retrieve the data from the publishing application. The data engine runs the Data Integration task, and 
transfers the source data to the topic on the Cloud Integration Hub publication repository.

Publications that publish data with an API

The Cloud Integration Hub Publish Data API publishes to a specific topic on the Cloud Integration Hub 
publication repository.

Use this type of publication to publish small transactions from within a workflow, for example, from 
within Application Integration.

Note: You can use the Publish Data API to publish data with publications that publish data directly to a 
topic with an API. You cannot use the API with publications that trigger a Data Integration task.

Publication processes
The publication process depends on the publication type.

Publication process for publications that trigger Data Integration 
tasks

For publications that trigger Data Integration tasks, the publication process includes retrieving the data from 
the publisher, running the publication mapping, and writing the data to the relevant topic in the publication 
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repository. After the publication process ends, each subscriber consumes the published data according to 
the schedule and the filter that you define when you create the subscription.

The publication process includes the following stages:

1. When the publication is triggered, either according to schedule or by an external API, the Cloud 
Integration Hub server triggers the Data Integration task that is defined for the publication through an 
Informatica Intelligent Cloud Services REST API.

2. The publication process uses the Cloud Integration Hub cloud connector to write the data to Cloud 
Integration Hub.

3. The Cloud Integration Hub server changes the status of the publication event to complete and triggers 
subscription processing.

Publication process for publications that publish data with an API
For publications that publish data with an API, you run the Publish Data API. The API retrieves the data from 
the publisher and writes the data to the relevant topic in the publication repository. After the publication 
process ends, each subscriber consumes the published data according to the schedule and the filter that you 
define when you create the subscription.

Note: You can use the Publish Data API to publish data with publications that publish data directly to a topic 
with an API. You cannot use the API with publications that trigger a Data Integration task.

The publication process includes the following stages:

1. The user triggers the Publish Data API.

2. The Publish Data API runs the publication, retrieves the data from the publishing applications, and writes 
the data to the topic that is defined in the publication.

3. The Cloud Integration Hub server changes the status of the publication event to complete and triggers 
subscription processing.

Publication mapping
For publications that trigger a Data Integration task, mapping is the data mapping between the publishing 
source and the Cloud Integration Hub publication repository.

A publication runs a Data Integration task that reads from the source and publishes to the topic tables. Task 
targets must include at least one of the topic tables, and must not include any target table that is not defined 
in the topic.

You create the task in Data Integration and then select it when you create the publication in Cloud Integration 
Hub. Cloud Integration Hub uses an Informatica Intelligent Cloud Services REST API to trigger the task, and 
the Cloud Integration Hub cloud connector writes the published data to Cloud Integration Hub.
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Publication sources
Publications can publish from any type of source that Informatica Intelligent Cloud Services supports.

Publication schedules
For publications that trigger a Data Integration task, the publication schedule defines the frequency of the 
publication. You can publish the data manually or by an external trigger, or publish the data at defined 
intervals.

For file publications that are published manually, by an external trigger, or at defined intervals, and that 
publish multiple files, all the files must be present in the source location when the publication starts.

The publication starts when one of the following conditions is true:

• The scheduled start time arrives.

• You run the publication manually.

• You start the publication from a REST API.

Publication management
Create, disable, and enable publications, and run publications manually, including disabled publications.

Creating a publication that triggers a Data Integration task
Use the Navigator to create publications that trigger a Data Integration task to retrieve the data from the 
publishing application and write the data to the topic on the Cloud Integration Hub publication repository.

The following conditions must exist before you create a publication:

• An application to publish the data from must exist. You can either use an existing application, or create 
and save a new application.

• A topic to publish data to must exist. You can either use an existing topic, or create and save a new topic.

• A publication Data Integration task must exist.

Tip: You can also create publications on the topic page. For more information, see “Creating a topic” on page 
42.

1. In the Navigator, click New > Publication. 

The New Publication page appears.

2. Enter the publication name. Optionally, enter a description for the publication. 

3. Choose the publication mode, enabled or disabled. 

A disabled publication does not run according to schedule or by an external API. You can only run a 
disabled publication from the Explore page or from the topic page of the topic that the publication 
publishes to. 
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4. Select Publish with a Data Integration task. 

5. Choose the application that publishes the data. 

6. Choose the topic to which the application publishes the data. 

7. Select the task that defines the publication mapping. 

8. If the publication publishes large amounts of data, increase the write batch size to optimize the 
performance of the publication. 

Note: Increasing the batch size increases the memory consumption of the Secure Agent and might 
impact the performance of the Secure Agent machine.

9. Select the method and the frequency of data publishing. 

Manually or by an external trigger

No schedule. You can use the following methods to run the publication:

• Run manually from the Cloud Integration Hub explorer.

• Run by an API. Call a REST API that starts the publication.

For file publications that use this scheduling option and that publish multiple files, all the files must 
be present in the source location when the publication starts.

By schedule

Runs the publication according to the defined schedule. Select one of the following options:

• Every n minutes. Runs the publication in intervals of up to 60 minutes. You select the number of 
minutes from the list.

• Hourly. Runs the publication in intervals of up to 24 hours. You select the number of hours from 
the list. The publication runs at the beginning of the hour. For example, if you enter 2, the 
publication runs at 00:00, 02:00, and at consecutive two-hour intervals.

• Daily. Runs the publication at the same hour every day.

• Weekly. Runs the publication every week on one or more days at the same hour.

• Monthly. Runs the publication every month on a specific date or a specific day at the same hour.

Define the publication intervals in the Repeat running area.

For file publications that use this scheduling option and that publish multiple files, all the files must 
be present in the source location when the publication starts.

10. Click Save. 

Creating a publication that publishes data with an API
Use the Navigator to create publications that use the Publish Data REST API to publish the data to a specific 
topic in the Cloud Integration Hub publication repository.

The following conditions must exist before you create a publication:

• An application to publish the data from must exist. You can either use an existing application, or create 
and save a new application.

• A topic to publish data to must exist. You can either use an existing topic, or create and save a new topic.

Tip: You can also create publications on the topic page. For more information, see “Creating a topic” on page 
42.

1. In the Navigator, click New > Publication. 

The New Publication page appears.
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2. Enter the publication name. Optionally, enter a description for the publication. 

3. Choose the publication mode, enabled or disabled. 

A disabled publication does not run according to schedule or by an external API. You can only run a 
disabled publication from the Explore page or from the topic page of the topic that the publication 
publishes to. 

4. Choose the publication mode, enabled or disabled. A disabled publication does not run according to 
schedule or by an external API. You can only run a disabled publication from the Explore page or from 
the topic page of the topic that the publication publishes to. 

5. Select Publish data with an API. 

6. Choose the application that publishes the data. 

7. Choose the topic to which the application publishes the data. 

8. Click Save. 

You can copy the following URLs and use them in the request that runs the publication:

• URL of the REST API. Use this URL to publish the data. 

• URL of the Swagger structure for the topic into which the publication publishes data. Use the 
structure in the publication request. 

Running a publication manually
Use the Explore page to manually run publications that trigger Data Integration tasks.

Tip: You can also run publications manually on the topic page. For more information, see “Topic 
properties” on page 43.

1. In the Navigator, click Explore. Click the All Assets list and then select Hub Management > Publications. 

The Explore page shows all existing publications. You can sort the display by name, description, mode, 
topic, or last modified.

2. Rest on the publication and click the Actions menu at the right end of the line. From the menu select 
Run. 

Disabling and enabling a publication
Use the Explore page to disable and enable publications. A disabled publication does not run according to 
schedule or by an external API. You can only run a disabled publication from the Explore page or from the 
topic page of the topic that the publication publishes to. 

Tip: You can also disable and enable publications on the topic page. For more information, see “Publications 
properties” on page 49.

1. In the Navigator, click Explore. Click the All Assets list and then select Hub Management > Publications. 

The Explore page shows all existing publications. You can sort the display by name, description, mode, 
topic, or last modified.

2. Rest on the publication click the Actions menu at the right end of the line. From the menu select Disable 
or Enable, as required. 

64       Chapter 7: Publications



Publication properties
Publication properties include general information about the publication, the application and topic to use for 
the publication, and, for publications that trigger in Data Integration task, the task to run and the publication 
scheduling.

The publication page can include the following properties:

Publication Name

Name of the publication. The name can contain up to 60 characters and can contain special characters.

Description

Description of the publication. The description can contain up to 255 characters.

Mode

Publication mode, enabled or disabled. A disabled publication does not run according to schedule or by 
an external API. You can only run a disabled publication from the Explore page or from the topic page of 
the topic that the publication publishes to. 

Publication Method

Method by which to publish the data:

• Publish with a Data Integration task. The publication process triggers a Data Integration task to 
retrieve the data from the publishing application and write the data to the topic on the Cloud 
Integration Hub publication repository.

• Publish data with an API. Use the Publish Data REST API to publish the data to a specific topic in the 
Cloud Integration Hub publication repository. Select this option for high-frequency publications of 
small transactions.
After you configure the publication properties, you can copy the following URLs from the publication 
page:

•URL of the REST API. Use this URL to publish the data. 

•URL of the Swagger structure for the topic into which the publication publishes data. Use the 
structure in the publication request. 

You use the URLs when you create the request that runs the publication.

Application

Application that publishes the data.

Topic

Topic to which the application publishes the data.

Task

Task that defines the publication mapping. Applies to publications that trigger a Data Integration task.

Write Batch Size

Number of records that the Cloud Integration Hub connector writes to the publication repository in a 
single batch. Applies to publications that trigger a Data Integration task.

Scheduling

Method and frequency of data publishing. Applies to publications that trigger a Data Integration task.
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Manually or by an external trigger

No schedule. You can use the following methods to run the publication:

• Run manually from the Cloud Integration Hub explorer.

• Run by an API. Call a REST API that starts the publication.

For file publications that use this scheduling option and that publish multiple files, all the files must 
be present in the source location when the publication starts.

By schedule

Runs the publication according to the defined schedule. Select one of the following options:

• Every n minutes. Runs the publication in intervals of up to 60 minutes. You select the number of 
minutes from the list.

• Hourly. Runs the publication in intervals of up to 24 hours. You select the number of hours from 
the list. The publication runs at the beginning of the hour. For example, if you enter 2, the 
publication runs at 00:00, 02:00, and at consecutive two-hour intervals.

• Daily. Runs the publication at the same hour every day.

• Weekly. Runs the publication every week on one or more days at the same hour.

• Monthly. Runs the publication every month on a specific date or a specific day at the same hour.

Define the publication intervals in the Repeat running area.

For file publications that use this scheduling option and that publish multiple files, all the files must 
be present in the source location when the publication starts.
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C h a p t e r  8

Subscriptions
Subscriptions are entities that define how applications consume data from Cloud Integration Hub. 
Subscriptions subscribe to topics. Multiple subscriptions can consume data from the dame topic.

Subscriptions can consume data into any type of target that Informatica Intelligent Cloud Services supports.

Subscription types
You can use the following subscription types to consume data with Cloud Integration Hub:

Subscriptions that trigger a Data Integration task

Subscriptions that trigger a Data Integration task can subscribe to multiple topics. When the 
subscription runs, the Cloud Integration Hub server triggers the Data Integration task that is defined for 
the subscription and instructs the Informatica Intelligent Cloud Services data engine to retrieve the data 
from the topic or topics on the Cloud Integration Hub publication repository. The data engine runs the 
Data Integration task, and transfers the data to the subscribing application.

For subscriptions that trigger a Data Integration task you can define the delivery behavior for the 
published data, for example, to aggregate all data sets to a single data set, or to consume the latest 
published data set.

Use this method to consume batch data into files, applications, and repositories.

Subscriptions that consume data with an API

The Cloud Integration Hub Consume Data API consumes data from a specific topic on the Cloud 
Integration Hub publication repository.

Use this type of subscription for high frequency, event-driven subscriptions. For example, to consume 
data that is published with the Publish Data API.

Note: 

• You can use the Consume Data API to consume data with subscriptions that consume data directly 
from a topic with an API. You cannot use the API with subscriptions that trigger a Data Integration 
task.

• When you create or edit a subscription that consumes data with an API, you can define a notification 
URL. Cloud Integration Hub sends notifications to this URL when data is ready to consume.
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Subscription processes
The subscription process depends on the subscription type.

Subscription process for subscriptions that trigger Data 
Integration tasks

When a subscription triggers an Data Integration task, the subscription process includes retrieving the 
required data from the Cloud Integration Hub publication repository, running the subscription mapping, and 
writing the data to one or more subscriber targets. Cloud Integration Hub keeps the data in the publication 
repository until the retention period of the topic expires.

The subscription process includes the following stages:

1. When the publication is ready for subscribers, the Cloud Integration Hub server triggers the Data 
Integration task that is defined for the subscription through an Informatica Intelligent Cloud Services 
REST API.

2. The subscription process uses the Cloud Integration Hub cloud connector to read data from Cloud 
Integration Hub.

3. The Data Integration task reads the data from Cloud Integration Hub and then writes the data to the 
cloud application.

4. The Cloud Integration Hub server changes the status of the subscription event to complete.

Note: For performance tuning purposes, Cloud Integration Hub writes the data to a folder on the local server 
for intermediate staging, and then writes the data to the target location. Cloud Integration Hub deletes the 
data from the local server at the end of the subscription process.

Subscription process for subscriptions that consume data with an 
API

When a subscription consumes data with an API, you run the Consume Data API. The API retrieves the data 
from the topic in the publication repository and writes the data to the subscribing application.

Note: 

• You can use the Consume Data API to consume data with subscriptions that consume data directly from a 
topic with an API. You cannot use the API with subscriptions that trigger a Data Integration task.

• When you create or edit a subscription that consumes data with an API, you can define a notification URL. 
Cloud Integration Hub sends notifications to this URL when data is ready to consume.

The subscription process includes the following stages:

1. The user triggers the Consume Data API.

2. The Consume Data API runs the subscription, retrieves the data from the topic that is defined in the 
subscription, and writes the data to subscribing application.
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Subscription mapping
For subscriptions that trigger Data Integration tasks, mapping is the data mapping between the Cloud 
Integration Hub publication repository and the target that consumes the data.

A subscription runs a Data Integration task that includes information about the target data structure and the 
database connection. The task reads from the topic tables and consumes the data into the target application.

You can create the task in Data Integration and then select it when you create the subscription in Cloud 
Integration Hub, or create the task when you create the subscription. Cloud Integration Hub triggers the task 
when the publication is ready for subscribers and uses the Cloud Integration Hub cloud connector to read the 
data from Cloud Integration Hub.

You can create a compound subscription, where the subscription consumes data sets from multiple topics. 
The subscription process starts after all publications from all topics publish data. You can specify the 
maximum time to wait for all publications to finish publishing, from the time the first publication is ready to 
consume.

Subscription targets
Subscriptions can consume data into any type of target that Informatica Intelligent Cloud Services supports.

Subscription schedules
For subscriptions that trigger Data Integration tasks, the subscription schedule defines the frequency of the 
subscription. You can consume published data when it is published, manually, by an external trigger, or at 
defined intervals. If you create a compound subscription, you can only choose to consume data when it is 
published, manually, or by an external trigger.

Consumption of data by the subscription starts when one of the following conditions exist:

• The subscription schedule is set to consumes data immediately after the publisher publishes the data to 
Cloud Integration Hub.

• The scheduled start time arrives.

• You start the subscription from a REST API.

• You manually run a subscription.

• You manually get previous publications.

Subscription management
Create, disable, and enable subscriptions, get previous publications for a subscription, and run a subscription 
manually, including disabled subscriptions.
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Creating a subscription that triggers a Data Integration task
Use the Navigator to create subscriptions that trigger a Data Integration task to retrieve the data from the 
topic or topics in the Cloud Integration Hub publication repository.

The following conditions must exist before you create a subscription:

• An application or applications that consume data must exist. You can either use existing applications, or 
create and save new applications.

• A topic from which to consume data must exist. You can either use an existing topic, or create and save a 
new topic.

• If the subscription triggers a mapping task, a subscription task must exist in Data Integration. If the 
subscription triggers a synchronization task, you can either select a subscription task that exists in Data 
Integration or create the task.

Tip: You can also create subscriptions on the topic page. For more information, see “Creating a topic” on 
page 42.

1. On the Navigator, click New > Subscription. 

The New Subscription page appears.

2. Enter the subscription name. Optionally, enter a description for the subscription. 

3. Choose the subscription mode, enabled or disabled. 

A disabled subscription does not run according to schedule or by an external API. You can only run a 
disabled subscription from the Explore page or from the topic page of the topic that the subscription 
subscribes to. 

4. Select Consume data with a Data Integration task. 

5. Optionally, select Unbound Subscription. 

An unbound subscription is not restricted to specific publication instances. It consumes all the data that 
exists in the publication repository for the topics that the subscription subscribes to.

6. Choose the application that subscribes to the data. 

7. Choose the topic from which the application consumes the data and then click Add Topic. Add as many 
topics as required. 

8. If you added more than one topic to the subscription, specify the maximum number of hours to wait for 
all associated publications to finish publishing the data, after the first publication is ready for 
consumption. 

• If all the publications finish publishing the data during the time interval, the subscription process 
starts after the last publication is ready for consumption.

• If one or more of the publications do not finish publishing the data during the time interval, the 
subscription process is cancelled and no data is delivered.

9. If the task that defines the subscription mapping exists in Data Integration, choose the task. If not, click 
Create New Task to create a synchronization task. 

10. To create a synchronization task, enter the following properties in the Create New Task window and click 
Create: 

Task Name

Enter a name for the task.
The name of the task must be unique within the organization. The task name is not case sensitive.

The task name can contain alphanumeric characters, spaces, and the following special characters: 
_ . + -
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Source

Select the topic table to consume data from. The format of the object is TopicName/tableName.

Connection

Select the connection that connects to the target into which to consume data.

Target

Select the target table into which to consume the data. The Create New Task window shows the 
first 200 tables in the list.

Cloud Integration Hub creates the task in the default folder and assigns the task to the subscription.

11. If the subscription subscribes to large amounts of data, increase the read batch size to optimize the 
performance of the subscription. 

Note: Increasing the batch size increases the memory consumption of the Secure Agent and might 
impact the performance of the Secure Agent machine.

12. Select the method and the frequency of data consumption. 

When published data is ready

Runs the subscription immediately after the published data is ready.

Manually or by an external trigger

No schedule. You can use the following methods to run the subscription:

• Run manually from the Cloud Integration Hub explorer.

• Run by an API. Call a command-line API or a REST API that starts the subscription.

If a file subscription uses this scheduling option and publishes multiple files, all the files must be 
present in the source location when the subscription starts.

By schedule

Runs the subscription according to the defined schedule. Select one of the following options:

• Every n minutes. Runs the subscription in intervals of up to 60 minutes. You select the number of 
minutes from the list.

• Hourly. Runs the subscription in intervals of up to 24 hours. You select the number of hours from 
the list.

• Daily. Runs the subscription at the same hour every day.

• Weekly. Runs the subscription every week on one or more days at the same hour.

• Monthly. Runs the subscription every month on a specific date or a specific day at the same 
hour.

Define the delivery intervals in the Repeat running area.

13. Click Save. 

Creating a subscription that consumes data with an API
Use the Navigator to create subscriptions that use the Consume Data REST API to consume the data from a 
specific topic in the Cloud Integration Hub publication repository.

The following conditions must exist before you create a subscription:

• An application or applications that consume data must exist. You can either use existing applications, or 
create and save new applications.
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• A topic from which to consume data must exist. You can either use an existing topic, or create and save a 
new topic.

Tip: You can also create subscriptions on the topic page. For more information, see “Creating a topic” on 
page 42.

1. On the Navigator, click New > Subscription. 

The New Subscription page appears.

2. Enter the subscription name. Optionally, enter a description for the subscription. 

3. Choose the subscription mode, enabled or disabled. 

A disabled subscription does not run according to schedule or by an external API. You can only run a 
disabled subscription from the Explore page or from the topic page of the topic that the subscription 
subscribes to. 

4. Select Consume data with an API. 

5. Optionally, enter a notification URL. Cloud Integration Hub sends notifications to this URL when data is 
ready to consume. 

6. Choose the application that subscribes to the data. 

7. Choose the topic from which the application consumes the data and then click Add Topic. 

8. Click Save. 

You can copy the following URLs and use them in the request that runs the subscription:

• URL of the REST API. Use this URL to consume the data. 

• URL of the Swagger structure for the topic from which the subscription consumes data. 

Running a subscription manually
Use the Explore page to manually run subscriptions that trigger Data Integration tasks.

Tip: You can also run subscriptions manually on the topic page. For more information, see “Topic 
properties” on page 43.

1. In the Navigator, click Explore. Click the All Assets list and then select Hub Management > 
Subscriptions. 

The Explore page shows all existing subscriptions. You can sort the display by name, description, mode, 
topic, or last modified.

2. Rest on the subscription and click the Actions menu at the right end of the line. From the menu select 
Run. 

Getting previous publications for a subscription
Use the Explore page to get data that was published before the subscription subscribed to the topic and 
therefore was not consumed by the subscriber. The generated subscription events will run according to the 
subscription schedule.

Tip: You can also get previous publications for a subscription on the topic page. For more information, see 
“Subscriptions properties” on page 49.

1. In the Navigator, click Explore. Click the All Assets list and then select Hub Management > 
Subscriptions. 

The Explore page shows all existing subscriptions. You can sort the display by name, description, mode, 
topic, or last modified.
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2. Rest on the subscription for which to get previous publications and click the Action menu at the right end 
of the line. From the menu select Get Previous Publications, define the date range for which to get the 
publications, and then click Run. 

Disabling and enabling a subscription
Use the Explore page to disable and enable subscriptions. A disabled subscription does not run according to 
schedule or by an external API. You can only run a disabled subscription from the Explore page or from the 
topic page of the topic that the subscription subscribes to. 

Tip: You can also disable and enable subscriptions on the topic page. For more information, see 
“Subscriptions properties” on page 49.

1. In the Navigator, click Explore. Click the All Assets list and then select Hub Management > 
Subscriptions. 

The Explore page shows all existing subscriptions. You can sort the display by name, description, mode, 
topic, or last modified.

2. Rest on the subscription to disable or to enable and click the Action menu at the right end of the line. 
From the menu select Disable or Enable, as required. 

Subscription properties
Subscription properties include general information about the subscription, the applications, topic, and task 
to use for the subscription, and subscription scheduling.

The subscription page can include the following properties:

Subscription Name

Name of the subscription. The name can contain up to 60 characters and can contain special 
characters.

Description

Description of the subscription. The description can contain up to 255 characters.

Mode

Subscription mode, enabled or disabled. A disabled subscription does not run according to schedule or 
by an external API. You can only run a disabled subscription from the Explore page or from the topic 
page of the topic that the subscription subscribes to. 

Consumption Method

Method by which the subscription consumes data:

• Consume data with a Data Integration task. The subscription process triggers a Data Integration task 
to retrieve the data from the topic or topics in the Cloud Integration Hub publication repository and 
write the data to the subscribing application. Select this method to consume batch data into files, 
applications, and repositories.

• Consume data with an API. Use the Consume Data REST API to consume the data from a specific 
topic in the Cloud Integration Hub publication repository. Select this method for high frequency, 
event-driven subscriptions.
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After you configure the subscription properties, you can copy the following URLs from the 
subscription page:

•URL of the REST API. Use this URL to consume the data. 

•URL of the Swagger structure for the topic from which the subscription consumes data. Use the 
structure in the subscription request. 

You use the URLs when you create the request that runs the subscription.

Unbound Subscription

An unbound subscription is not restricted to specific publication instances. It consumes all the data that 
exists in the publication repository for the topics that the subscription subscribes to.

Application

Application that consumes the data.

Topics

Topic or topics from which the application consumes the data.

Notification URL

URL to where Cloud Integration Hub sends notifications when data is ready to consume. Applies to 
subscriptions that consume data with an API.

The notification URL cannot be authenticated and the HTTP request method must be POST. The payload 
of the POST request must include the following parameters:

Parameter Description

publicationEventId ID of the event of the publication that published the data to consume.

subscriptionEventId ID of the event of the subscription to consume the data.

subscriptionName Name of of the subscription to consume the data.

For example:

{"publicationEventId":123, "subscriptionEventId" : 234, "subscriptionName" : 
"payrollSubscription"}

Wait for all topics to be available for consumption for ... hours

Maximum time to wait until all published data is available from the time that the first topic is ready to 
consume. Applies to compound subscriptions that consume data from multiple topics.

If all of the publications in all topics finish publishing the data before the maximum time, the 
subscription process runs immediately after the last publication is ready to consume. If some 
publications are not ready to consume within the maximum time, the subscription process does not run. 
An error event is created, and no data is delivered.

Task

Task that defines the subscription mapping. Applies to subscriptions that trigger a Data Integration task.

Create New Task

Create a synchronization task that defines the subscription mapping. Applies to subscriptions that 
trigger a Data Integration task.

The Create New Task window includes the following properties:
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Task Name

Enter a name for the task.

The name of the task must be unique within the organization. The task name is not case sensitive.

The task name can contain alphanumeric characters, spaces, and the following special characters: 
_ . + -

Source

Select the topic table to consume data from. The format of the object is TopicName/tableName.

Connection

Select the connection that connects to the target into which to consume data.

Target

Select the target table into which to consume the data. The Create New Task window shows the 
first 200 tables in the list.

Read Batch Size

Number of records that the Cloud Integration Hub connector reads from the publication repository in a 
single batch. Applies to subscriptions that trigger a Data Integration task.

Scheduling

Method and frequency of data consumption. Applies to subscriptions that trigger a Data Integration 
task.
When published data is ready

Runs the subscription immediately after the published data is ready.

Manually or by an external trigger

No schedule. You can use the following methods to run the subscription:

• Run manually from the Cloud Integration Hub explorer.

• Run by an API. Call a command-line API or a REST API that starts the subscription.

If a file subscription uses this scheduling option and publishes multiple files, all the files must be 
present in the source location when the subscription starts.

By schedule

Runs the subscription according to the defined schedule. Select one of the following options:

• Every n minutes. Runs the subscription in intervals of up to 60 minutes. You select the number of 
minutes from the list.

• Hourly. Runs the subscription in intervals of up to 24 hours. You select the number of hours from 
the list.

• Daily. Runs the subscription at the same hour every day.

• Weekly. Runs the subscription every week on one or more days at the same hour.

• Monthly. Runs the subscription every month on a specific date or a specific day at the same 
hour.

Define the delivery intervals in the Repeat running area.
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C h a p t e r  9

Tracking and monitoring
Cloud Integration Hub generates events as it processes publications and subscriptions to help you track and 
monitor the publication and subscription processes. The event list provides full visibility into the processes 
and alerts you to errors that might occur.

Cloud Integration Hub generates file events for files that it receives and sends.

Cloud Integration Hub generates events as it processes publications and subscriptions, and it changes the 
status of the events as they go through the process. You can view all events on the Events page. From the 
Events page you can access the event history, session log, and processing information, and reprocess events 
or change the event status. You can use filters to search for specific events.

You can create rules that monitor publication and subscription events, and perform actions on events that 
are in a defined status. For example, you can create rules to perform the following tasks:

• Disable publications that have events with an Error status.

• Send an email to the Cloud Integration Hub administrator when a subscription event is in an Error status.

Publication and Subscription Events
The Events page provides detailed event processing information for every publication and subscription that 
Cloud Integration Hub processed in the past three months.

The Publication event is the root event and the parent event for all of the subscription events that Cloud 
Integration Hub generates during processing. After the published data is ready for subscribers, Cloud 
Integration Hub generates a Subscription child event for each subscriber that needs to consume the 
published data. The Publication event contains aggregated status information for all Subscription child 
events.

By default, the Events page displays root events: Publication, File, Aggregated Subscription, and Compound 
Subscription. After a publication is ready for subscribers, you can drill down to the associated Subscription 
child events of the publication.

Event Types
Cloud Integration Hub assigns the following event types to publication and subscription events:

• Publication. Assigned to a publication process. Acts as the parent event for all Subscription events and 
for File events of publications that publish multiple files.

• Subscription. Assigned to a subscription process. Acts as a child event for a publication event.
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• Compound Subscription. Assigned to a subscription process that consumes data sets from multiple 
topics with a single subscription mapping. The event contains references to all Subscription events that 
Cloud Integration Hub creates when each topic publication finished publishing the data set.

• Unbound Subscription. Assigned to a subscription process that is not restricted to specific publication 
instances but subscribes to all the data that a publication publishes regardless of when or in what batch 
the data was published.

• Aggregated Subscription. Assigned to a subscription process that consumes multiple data sets from the 
same topic with a single subscription mapping. The event contains references to all Subscription events 
that were created when the associated topic finished publishing each data set. The Subscription events 
inherit their status from the Aggregated Subscription event.

• System. Event generated for system notifications. For example, Cloud Integration Hub generates a system 
event when a compound subscription cannot consume published data from all required publications.

Event Statuses
For publications, Cloud Integration Hub assigns the following event statuses:

• Processing. Indicates that the publication instance is running.

• Completed. Indicates that the publication instance finished running and that the data is ready for 
subscribers.

• Error. Indicates that the publication instance encountered errors and did not finish running.

Note: When you publish data through the Publish Data REST API to a private publication repository and the 
publication fails because the publication repository service is not accessible, Cloud Integration Hub 
returns an error to the calling application and does not create an error event.

Each Publication event also shows the consumption status of the child Subscription events. The status 
reflects the overall consumption and changes after all Subscription events changed status. For example, the 
consumption status changes to complete after all subscribers finished consuming the published data.

For subscriptions, Cloud Integration Hub assigns the following event statuses:

• Delayed. Indicates that the published data is ready but that the subscribing application did not start 
consuming the data.

• Processing. Indicates that the subscription instance is running.

• Completed. Indicates that the subscription instance finished running and that the subscribing application 
consumed all published data.

• Error. Indicates that the subscription instance encountered errors and did not finish running.

Event Consumption Statuses
Cloud Integration Hub assigns the following consumption statuses to publication and subscription events:

• Processing. Cloud Integration Hub is processing the publication or the subscription.

• Final. For publications, all data is published. For subscriptions, all data is consumed.

• Delayed. Applicable for subscriptions only. Data is ready but that the subscribing application did not start 
consuming the data.

• Error. An error occurred during data publication or consumption.
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Event History
You can view the event status history for each publication or subscription that the Cloud Integration Hub 
processes.

The event history shows the processing stages that the publication or subscription passed through, when 
each stage started, and the cumulative processing status.

The following table describes the processing stages that can show in the Event History for publications:

Stage Description

Processing The publication instance is running.

Complete The publication instance finished running and data is ready for subscribers.

Error The publication instance encountered errors and did not finish running.

Discarded The status of the publication instance was changed to Discarded.

The following table describes the processing stages that can show in the Event History for subscriptions:

Stage Description

Delayed The subscription instance is delayed. Published data is ready but the subscribing application did not 
start consuming the data.

Processing The subscription instance is running.

Complete The subscription instance finished running and the subscribing application consumed all published 
data.

Error The subscription instance encountered errors and did not finish running.

Reprocessed The subscription instance was reprocessed.

Discarded The status of the subscription instance was changed to Discarded.

Event Session Log
Each time that a publication or a subscription that triggers a Data Integration task runs, Cloud Integration 
Hub generates a task in Informatica Intelligent Cloud Services.

You can access the task session log from the specific event.

If an error occurs during file processing, you can use the related session log to view further information about 
the error.

Event Processing Information
Each time that a publication or a subscription that triggers a Data Integration task runs, Cloud Integration 
Hub generates a task in Informatica Intelligent Cloud Services.

You can access the task processing information from the specific event.
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System Event Maintenance Report
For system events, Cloud Integration Hub generates a maintenance report.

You can access the report from the Actions menu of the event.

Event Filters
You can use filters to narrow the view of the Events page to show events for event ID, type or status, show 
events for a selected application, topic, publication, or subscription, or show events for a selected time 
frame.

You can click the Filter icon to expand the filter pane and define the filtering criteria. After you click Apply 
Filter, the event list updates to show the relevant events.

By default the event list shows all events from last 24 hours. After you filter the view of the list, to restore the 
default view, click Restore Defaults.

Managing Events
Reprocess an event and change the status of an event.

Reprocessing an Event
Use the Events page to reprocess events. You can reprocess only subscription events, to re-consume data 
that was already consumed.

1. In the Navigator, click Events. 

The Events page shows. By default the page shows all events from the last 24 hours. Use the filter pane 
to filter the view of the page.

2. Rest on the event to reprocess and click the Action menu at the right end of the line. From the menu 
select Reprocess and then confirm the action. 

Changing Event Status
Use the Events page to change the status of events.

1. In the Navigator, click Events. 

The Events page shows. By default the page shows all events from the last 24 hours. Use the filter pane 
to filter the view of the page.

2. Rest on the event to reprocess and click the Action menu at the right end of the line. From the menu 
select Change Event Status. 

3. In the Change Event Status dialog box select the new event status then click OK. 
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Event Properties
Event properties include general information about the event, the applications, topic, and task to use for the 
event, and event scheduling.

The following image shows a sample Events page:

The Events page includes the following properties:

Event ID

ID of the event.

By default, the Events page shows only parent events. To show the list of subscription events for a 
publication event, expand the publication event.

Application

For publication events, the application that publishes the data. For subscription events, the application 
that consumes the data.

Publication/Subscription

Name of the publication of subscription for which Cloud Integration Hub generates the event.

Topic

For publication events, the topic to which the application publishes the data. For subscription events, the 
topic or topics from which the application consumes the data.

Start Time

Time when the event started.

Event Status

Status of the event.

Consumption Status

Applicable for publication events. Data consumption status for the event.
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Event Monitors
You can create event monitors that track publications and subscriptions based on their event status, and 
instigate actions when an event is in a defined status.

You create monitoring rules that define which entities to monitor, what are the event statuses for which to 
take action, and what actions Cloud Integration Hub takes when an event reaches the defined status.

You can create rules that monitor publication and subscription events, and perform actions on events that 
are in a defined status. For example, you can create rules to perform the following tasks:

• Disable publications that have events with an Error status.

• Send an email to the Cloud Integration Hub administrator when a subscription event is in an Error status.

Monitoring Rules
A monitoring rule defines which assets to monitor, the event statuses that trigger actions, and the actions to 
take when an event is in a defined status.

When you create a monitoring rule, you define the following elements:

• Asset or assets to which the rule applies. A rule can apply to a single publication, to multiple publications, 
or to all current and future publications, or to a single subscription, to multiple subscriptions, or to all 
current and future subscriptions

• Event status or statuses to which the rule applies. Cloud Integration Hub applies the rule only to events 
that are in a final state.

• Rule action or actions. You can select one or more of the following actions:

- Send email notification. You define the user or users to which Cloud Integration Hub sends an email 
notification when the rule conditions are true.

- Disable publications and subscriptions that are in the status or statuses to which the rule applies.

Managing Monitoring Rules
Create, edit, view, disable, enable, and delete monitoring rules.

Creating a Monitoring Rule
Use the Navigator to create monitoring rules.

1. In the Navigator, click New > Monitoring Rule. Then click Create. 

The New Monitoring Rule page appears.

2. Enter the rule name. Optionally, enter a description for the rule. 

3. Select the location to save the rule. 

4. Choose the rule mode, enabled or disabled. A disabled rule does not perform the defined actions. 
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5. Select the type of asset that the rule affects, publication or subscription, and then select the asset or 
assets to which the apply the rule. You must apply the rule to at least one publication or one 
subscription. 

• To apply the rule to all publications or to all subscriptions, including current publications or 
subscriptions and publications or subscriptions that are added to Cloud Integration Hub after you 
create the rule, select Apply to all.

• To select a single publication or a single subscription to which to apply the rule, select the check box 
to the left of the publication name or the subscription name.

• To select multiple publications or multiple subscriptions to which to apply the rule, select multiple 
check boxes to the left of the publication names or the subscription names.

6. Select the event statuses to monitor. You must select at least one status. 

7. Select one or both of the following rule actions: 

Send email notification

Send email notifications when a publication or a subscription is in one of the affected statuses. You 
can send notifications to existing Cloud Integration Hub users or to email addresses that you 
specify. You can define up to 30 email recipients.

Perform the following steps for each user:

1. Click Add to the right of Send email notification.

2. Select the name of an existing user or select a non-existing user from the User Name list and 
then enter the email address in the Email field.

Cloud Integration Hub sends email notifications to the recipients that you define here when events 
of any of the affected publications or subscriptions are in any of the affected statuses.

Disable publications and subscriptions that are in Rejected statuses

Select Disable publications and subscriptions.
Cloud Integration Hub disables the affected publications or subscriptions when their events are in 
any of the affected statuses. A disabled publication or subscription does not run according to 
schedule or by an external API. You can only run a disabled publication or subscription from the 
Explore page.

8. Click Save. 

Editing a Monitoring Rule
Use the Explore page to edit monitoring rules.

1. In the Navigator, click Explore. Click the All Assets list and then select Monitors > Monitoring Rules. 

The Explore page shows all existing monitoring rules.

2. Click the name of the monitoring rule to edit. 

The monitoring rule page shows.

3. Edit the monitoring rule and then click Save. 

Disabling and enabling a monitoring rule
Use the Explore page to disable and enable a monitoring rule.

1. In the Navigator, click Explore. Click the All Assets list and then select Monitors > Monitoring Rules. 

The Explore page shows all existing monitoring rules.
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2. In the row that contains the rule, click Actions and select one of the following actions: 

• To disable a rule select Disable. A disabled rule does not perform the defined actions.

• To enable a disabled rule select Enable.

Monitoring Rule Properties
Monitoring rule properties include general information about the monitoring rule, the asset or assets to which 
the rule applies, the event statuses that the rule monitors, and the rule action or actions.

The following image shows a sample monitoring rule page:

The monitoring rule page includes the following properties:

Rule Name

Name of the monitoring rule. The name can contain up to 60 characters and can contain special 
characters.

Description

Description of the monitoring rule. The description can contain up to 255 characters.

Mode

Monitoring rule mode, enabled or disabled. A disabled rule does not perform the defined actions.

Content

The conditions of the monitoring rule.

Affected Assets

The publications or subscriptions to which the rule applies.

Affected Statuses

The statuses of the affected assets to which the rule applies.
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Actions

The actions that the rule performs when any of the affected assets are in any of the affected statuses.
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C h a p t e r  1 0

Cloud Integration Hub REST APIs
Use the Cloud Integration Hub REST APIs to run publications and subscriptions, to publish data directly to a 
specific topic and to consume data directly from a specific topic, to enable and disable publications and 
subscriptions, to reprocess publication and subscription events, to query the status of publication and 
subscription events, and to extract data from the Cloud Integration Hub catalog.

You can use the following publications and subscriptions APIs:

• Run Publication Subscription REST API. Starts a publication or a subscription, including disabled 
publications and subscriptions, and returns the event ID of the publication or the subscription event that 
Cloud Integration Hub generates.

Note: You can use the Run Publication Subscription REST API to publish data and subscribe to data with 
publications and subscriptions that trigger a Data Integration task. You cannot use the API to publish data 
with publications that publish data directly to a topic or to consume data with subscriptions that consume 
data directly from a topic.

• Publish Data REST API. Publishes data directly to a topic on the Cloud Integration Hub publication 
repository. Returns the status of a publication process.

Note: You can use the Publish Data API to publish data with publications that publish data directly to a 
topic with an API. You cannot use the API with publications that trigger a Data Integration task.

• Consume Data REST API. Consume data directly from a topic on the Cloud Integration Hub publication 
repository.

Note: 

•You can use the Consume Data API to consume data with subscriptions that consume data directly from 
a topic with an API. You cannot use the API with subscriptions that trigger a Data Integration task.

•When you create or edit a subscription that consumes data with an API, you can define a notification 
URL. Cloud Integration Hub sends notifications to this URL when data is ready to consume.

• Change Publication Subscription Mode REST API. Changes the mode of a publication or a subscription, 
that is, enables a disabled publication or subscription and disables an enabled publication or subscription.

• Reprocess Event REST API. Reprocesses a publication or subscription event, including events of disabled 
publications and subscriptions.

• Event Status REST API. Returns the status of a publication or subscription event.

• Catalog REST API. Extracts data from the Cloud Integration Hub catalog, including topic, publication, and 
subscription metadata.
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Authorization Header
Each Cloud Integration Hub REST API call must contain an authorization header.

The type of the authorization header must be Basic, and the header must include an Informatica Intelligent 
Cloud Services user and an Informatica Intelligent Cloud Services password.

For example:

{
Username: Administrator@MyCompany.com
Password: MyPassword
}

Run Publication Subscription REST API
Use the Cloud Integration Hub Run Publication Subscription REST API to run a specific publication or a 
specific subscription. You can run the publication or the subscription regardless of its mode, that is, you can 
run both enabled and disabled publications and subscriptions.

Note: You can use the Run Publication Subscription REST API to publish data and subscribe to data with 
publications and subscriptions that trigger a Data Integration task. You cannot use the API to publish data 
and subscribe to data with data-driven publications and subscriptions.

The Run Publication Subscription API returns the response code of the action that you perform. If the 
publication or subscription runs successfully, the API returns the event ID of the publication or the 
subscription event that Cloud Integration Hub generates. You can run the Cloud Integration Hub Event Status 
API to query the status of the publication or subscription event.

Run Publication Subscription REST API Request
Cloud Integration Hub uses different REST URLs for running a publication and for running a subscription.

To run a publication, use the following REST URL:

https://<pod>.<baseUrl>/dih-console/api/v1/publication/start
Where:

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.

• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/publication/start
To run a subscription, use the following REST URL:

https://<pod>.<baseUrl>/dih-console/api/v1/subscription/start
Where:

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.
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• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/subscription/start
Request syntax for running a publication

To run a publication, use the following request syntax:

{
            "publicationName": "<publicationName>",
            "runDisabled": "<true/false>"
}

The following list describes the elements of the request: 

• publicationName. Name of the publication to run.

• runDisabled. Whether or not to run a publication that is in a Disabled status.

For example:

{
            "publicationName": "daily_sales",
            "runDisabled": "true"
}

Tip: You can copy the values of <pod> and <baseUrl> from the Cloud Integration Hub URL after you 
access it from the My Services page of Informatica Intelligent Cloud Services.

Request syntax for running a subscription

To run a subscription, use the following request syntax:

{
            "subscriptionName": "<subscriptionName>",
            "runDisabled": "<true/false>"
}

The following list describes the elements of the request: 

• subscriptionName. Name of the subscription to run.

• runDisabled. Whether or not to run a subscription that is in a Disabled status.

For example:

{
            "subscriptionName": "daily_report",
            "runDisabled": "true"
}

Run Publication Subscription REST API Action Response
When you use the Cloud Integration Hub Run Publication Subscription REST API to start the running of a 
publication or of a subscription, Cloud Integration Hub returns the response code of the action that you 
perform in the REST API response.

Running a publication or a subscription from the REST API returns one of the following response codes:

• SUCCESS. Cloud Integration Hub triggered the publication or the subscription successfully. The status 
message includes the event ID of the publication or the subscription event that Cloud Integration Hub 
generates.

• FAILED. Cloud Integration Hub could not trigger the publication or the subscription. The response 
provides the reason for the failure. For example, Cloud Integration Hub did not run the subscription 
because no publications are ready for consumption by the subscription.
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Publish Data REST API
Use the Cloud Integration Hub Publish Data REST API to publish data transactions directly to a topic on the 
Cloud Integration Hub publication repository.

Note: You can use the Publish Data API to publish data with publications that publish data directly to a topic 
with an API. You cannot use the API with publications that trigger a Data Integration task.

To publish data through the API, copy the URL of the API from the Publication page in Cloud Integration Hub.

Note: When you use a private publication repository, if you change the Secure Agent on which the publication 
repository service runs or the port number of the publication repository, the URL of the API changes 
accordingly. In this case, be sure to notify API users and consumers of the new URL.

Request Headers

Include the following headers in the request:

Accept - application/json
Content-Type - application/json

To support UTF-8 character encoding, for example, to use Japanese characters in table and column 
names, include the following headers in the request:

Accept-Charset: charset=utf-8
Content-Type: application/json;charset=utf-8

Request syntax

Use the following syntax to publish data directly to a topic:

{
            "<table_name>":
                        [
                        {"<column_name>":"<data>"}
                        ]
}

A topic table name must begin with an alphabetic character or underscore and can contain only ASCII 
alphanumeric characters or underscores. The name must be unique in the Cloud Integration Hub 
repository. A topic table name and a topic column name cannot include server-reserved keywords. For a 
list of server-reserved keywords, see the Microsoft SQL Server or Oracle documentation.

For example:

{
            "Sales":
                        [
                        {"Opportunity_Name":"string”,"Opportunity_Owner_Id":"string"}
                        ],
            "Orders":
                        [
                        {"Account_Name":"string","Account_Id":"string","OrderId": 
"string"}
                        ]
}

DATETIME field

If the topic to which you publish includes a DATETIME field, you must use the following format for the 
DATETIME value: yyyy-MM-dd HH:mm:ss.SSS.

88       Chapter 10: Cloud Integration Hub REST APIs



Publish Data REST API Action Response
When you use the Cloud Integration Hub Publish Data REST API to publish data directly to a topic, Cloud 
Integration Hub returns the response code of the action that you perform in the REST API response.

Publishing data through the REST API returns one of the following response codes:

• SUCCESS. Cloud Integration Hub published the data successfully. The status message includes the event 
ID of the publication event that Cloud Integration Hub generates, the number of row accepted, and the 
number of rows successfully processed.

• FAILED. Cloud Integration Hub could not publish the data.

Note: When you publish data through the Publish Data REST API to a private publication repository and the 
publication fails because the publication repository service is not accessible, Cloud Integration Hub 
returns an error to the calling application and does not create an error event.

Topic Swagger Structure for Publish Data REST API
The Publish Data REST API returns the Swagger structure for the topic into which the publication publishes 
data.

To view the Swagger structure, copy the URL of the structure from the Publication page in Cloud Integration 
Hub.

Consume Data REST API
Use the Cloud Integration Hub Consume Data REST API to consume data directly from a topic on the Cloud 
Integration Hub publication repository.

Note: 

• You can use the Consume Data API to consume data with subscriptions that consume data directly from a 
topic with an API. You cannot use the API with subscriptions that trigger a Data Integration task.

• When you create or edit a subscription that consumes data with an API, you can define a notification URL. 
Cloud Integration Hub sends notifications to this URL when data is ready to consume.

To consume data through the API, copy the URL of the API from the Subscription page in Cloud Integration 
Hub.

Note: When you use a private publication repository, if you change the Secure Agent on which the publication 
repository service runs or the port number of the publication repository, the URL of the API changes 
accordingly. In this case, be sure to notify API users and consumers of the new URL.

Request Headers

Include the following headers in the request:

Accept - application/json
Content-Type - application/json

To support UTF-8 character encoding, for example, to use Japanese characters in table and column 
names, include the following headers in the request:

Accept: application/json;charset=utf-8
Accept-Charset: charset=utf-8
Content-Type: application/json;charset=utf-8

Consume Data REST API       89



Request Body

Use the following request syntax to consume data:

{
"aggregated": <value>
}

Where <value> takes one of the following values:

• true. The subscription consumes all the available publications in each API call.

• false. The subscription consumes only the oldest publication in each API call.

For example:

{
"aggregated": true
}

Consume Data REST API Action Response
When you use the Cloud Integration Hub Consume Data REST API to consume data directly from a topic, 
Cloud Integration Hub returns the response code of the action that you perform in the REST API response.

Consuming data through the REST API returns one of the following response codes:

SUCCESS

Cloud Integration Hub consumed the data successfully.

The response includes the consumed data in the following syntax:

{
            "<table_name>":
                        [
                        {"<column_name>":"<data>"}
                        ]
}

For example:

{
            "Sales":
                        [
                        {"Opportunity_Name":"string”,"Opportunity_Owner_Id":"string"}
                        ],
            "Orders":
                        [
                        {"Account_Name":"string","Account_Id":"string","OrderId": 
"string"}
                        ]
}

A SUCCESS response also includes the aggregated event ID of the subscription event that Cloud 
Integration Hub generates, the number of rows successfully processed, and the number of total rows 
processed.

FAILURE

Cloud Integration Hub could not consume the data. For example, if is there is no pending data for the 
subscription to consume. The response includes a description of the error that caused the failure.
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Topic Swagger Structure for Consume Data REST API
The Consume Data REST API returns the Swagger structure for the topic from which the subscription 
consumes data.

To view the Swagger structure, copy the URL of the structure from the Subscription page in Cloud Integration 
Hub.

Change Publication Subscription Mode REST API
Use the Cloud Integration Hub Change Publication Subscription Mode REST API to change the mode of a 
publication or a subscription, that is, to enable a disabled publication or subscription or to disable an enabled 
publication or subscription.

To change the mode of a publication, use the following REST URL:

https://<pod>.<baseUrl>/dih-console/api/v1/publication/changemode
Where:

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.

• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/publication/changemode
To change the mode of a subscription, use the following REST URL:

https:https://<pod>.<baseUrl>/dih-console/api/v1/subscription/changemode
Where :

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.

• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/subscription/changemode
Tip: You can copy the values of <pod> and <baseUrl> from the Cloud Integration Hub URL after you access it 
from the My Services page of Informatica Intelligent Cloud Services.

Request syntax for changing the mode of a publication

To change the mode of a publication, use the following request syntax:

{
            "publicationName": "<publicationName>",
            "mode": "<enable/disable>"
}

For example:

{
            "publicationName": "daily_sales",
            "mode": "enable"
}
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Request syntax for changing the mode of a subscription

To change the mode of a subscription, use the following request syntax:

{
            "subscriptionName": "<subscriptionName>",
            "mode": "<enable/disable>"
}

For example:

{
            "subscriptionName": "daily_reports",
            "mode": "disable"
}

Change Publication Subscription Mode REST API Action Response
When you use the Cloud Integration Hub REST API to change the mode of a publication or of a subscription, 
Cloud Integration Hub returns the response code of the action that you perform in the REST API response.

Changing the mode of a publication or a subscription from the REST API returns one of the following 
response codes:

• When Cloud Integration Hub changes the mode of the publication or the subscription successfully, the API 
returns a SUCCESS response.

• When Cloud Integration Hub fails to change the mode of the publication or the subscription, the response 
provides the reason for the failure. For example, when you do not have sufficient privileges to perform the 
operation.

Reprocess Event REST API
Use the Cloud Integration Hub Reprocess Event REST API to reprocess publication and subscription events, 
including events of disabled publications and subscriptions.

To reprocess a publication or a subscription event, use the following REST URL:

https://https://<pod>.<baseUrl>/dih-console/api/v1/event/reprocess
Where:

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.

• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/event/reprocess
Use the following syntax to reprocess an event:

{
            "eventId" : "<eventId>"
}  

For example:

{
            "eventId" : "40558"
}  
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Tip: You can copy the values of <pod> and <baseUrl> from the Cloud Integration Hub URL after you access it 
from the My Services page of Informatica Intelligent Cloud Services.

Reprocess Event REST API Action Response
When you use the Cloud Integration Hub Reprocess Event REST API to reprocess a publication or a 
subscription event, Cloud Integration Hub returns the response code of the action that you perform in the 
REST API response.

The response includes the following information:

Property Description

responseCode Response of the action:
- 0: success.
- Any number higher than 0: error.

reprocessEventId New event ID that Cloud Integration Hub generates for the publication or for the subscription 
when it reprocesses the existing event.

message Error message. If the response code is 0 (success), the API returns the message null.

Event Status REST API
When you use a Cloud Integration Hub Run Publication Subscription API to start the running of a publication 
or of a subscription and the action succeeds, Cloud Integration Hub returns the event ID of the publication or 
the subscription event that it generates.

The manner in which Cloud Integration Hub returns the event ID depends on the API that you use to run the 
publication or the subscription:

• When you run the REST API, Cloud Integration Hub returns the event ID in the REST API response.

• When you run the command line API, Cloud Integration Hub returns the event ID in the command line 
notification.

You can use the Cloud Integration Hub Event Status REST API to query the status of the publication or 
subscription event according to the event ID. You can see whether the publication or subscription process is 
still running, and after the process is complete, you can see whether it completed successfully. If the process 
fails, the response to the query includes the cause of the failure.

Note: For a list of event statuses, see “Event Statuses” on page 77.

To query the status of an event, use a GET command with the following REST URL:

https://<pod>.<baseUrl>/dih-console/api/v1/event/<eventId>
Where:

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.

• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.
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For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/event/2435
Tip: You can copy the values of <pod> and <baseUrl> from the Cloud Integration Hub URL after you access it 
from the My Services page of Informatica Intelligent Cloud Services.

Event Status API Response
When you use the Cloud Integration Hub Event Status API to query the status of a publication or a 
subscription event, the API returns the event response in an EventResponse.java model class.

The response includes the following information:

Property Description

responseCode Response of the Run Publication Subscription API action.

eventId ID of the event that Cloud Integration Hub generates for the publication or for the 
subscription.

eventType Type of the event that Cloud Integration Hub generates for the publication or for the 
subscription.

topicName Name of the topic that is associated with the publication or with the subscription.

publicationName or 
subscriptionName

Name of the publication or of the subscription.

applicationName Name of the publishing or of the subscribing application.

eventStatus Status of the event that Cloud Integration Hub generates for the publication or for the 
subscription.

eventStartTimeLong Time when the publication or the subscription event started. System time in milliseconds 
as returned by Java API java.lang.System.currentTimeMillis.

eventEndTimeLong Time when the publication or the subscription event ended. System time in milliseconds as 
returned by Java API java.lang.System.currentTimeMillis.

referencedEventsList Applicable for file publication events, aggregated subscription events, and compound 
subscription events. List of event IDs that are related to the file publication, the aggregated 
subscription, or the compound subscription event.
For example, the referencedEventsList of a file publication event includes the file events of 
the files that are published as part of the publication event.

isFinal Is the event in a final state.

isError Is the event in Error status.

sourceSuccessRows Number of source rows that Cloud Integration Hub read successfully.

sourceFailedRows Number of source rows that Cloud Integration Hub failed to read.

targetFailedRows Number of target rows that Cloud Integration Hub failed to write.

94       Chapter 10: Cloud Integration Hub REST APIs



Property Description

targetSuccessRows Number of target rows that Cloud Integration Hub wrote successfully.

detailedMessage Applicable for events in an Error status. If the error is caused by Cloud Integration Hub, 
detailedMessage returns the error message from the Cloud Integration Hub event. For 
any other error, for example an authentication failure or an incorrect REST URL request, 
detailedMessage includes a message that describes the cause of the error.

Sample Event Status API Responses
Response to a request to query the status of publication event 4003:

{
    "responseCode": "SUCCESS",
    "eventId": 4003,
    "eventType": "Publication",
    "topicName": "top_120",
    "publicationName": "ng_pub_120_1",
    "applicationName": "app1",
    "eventStatus": "Complete",
    "eventStartTimeLong": 1431078308560,
    "eventEndTimeLong": 1431078313780,
    "isFinal": true,
    "isError": false,
    "sourceSuccessRows": 10,
    "sourceFailedRows": 0,
    "targetFailedRows": 0,
    "targetSuccessRows: 10}

Response to a request to query the status of aggregated subscription event 3009, which includes 
subscription events 3008 and 3007:

{
    "responseCode": "SUCCESS",
    "eventId": 3009,
    "eventType": "Aggregated Subscription",
    "topicName": "topic1",
    "subscriptionName": "sub1",
    "applicationName": "app1",
    "eventStatus": "Complete",
    "eventStartTimeLong": 1431065700088,
    "eventEndTimeLong": 1431065704372,
    "referencedEventsList": "3008,3007"
    "isFinal": true,
    "isError": false,
    "sourceSuccessRows": 15,
    "sourceFailedRows": 0,
    "targetFailedRows": 0,
    "targetSuccessRows: 15
}

Response to a request to query the status of publication event 3016, where the publication process failed:

Response:

{
    "responseCode": "SUCCESS",
    "eventId": 3016,
    "eventType": "Publication",
    "topicName": "top_120",
    "publicationName": "ng_pub_120_1",
    "applicationName": "app1",
    "eventStatus": "Error",
    "eventStartTimeLong": 1431066353202,
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    "eventEndTimeLong": 1431066357162,
    "isFinal": true,
    "isError": true,
    "sourceSuccessRows": 2,
    "sourceFailedRows": 1,
    "targetFailedRows": 1,
    "targetSuccessRows: 2
    "detailedMessage": "Error while copying several rows :\nSrcFailedRows: 
1\nTgtFailedRows: 1\nSrcSuccessRows: 2\nTgtSuccessRows: 2\nPowerCenter workflow: 
s__DIH_pub_ng_pub_120_1\nPowerCenter session: s__DIH_pub_ng_pub_120_1\n\nCheck the 
PowerCenter session log for more information."
}

Cloud Integration Hub Catalog REST API
Use the Catalog REST API to extract data from the Cloud Integration Hub catalog, including topic metadata 
and metadata about the publications and subscriptions that are associated with each topic.

You can extract metadata pertaining to topics, publications, and subscriptions for which you have both View 
and Read privileges.

To extract data from the catalog, use the following REST URL:

https://<pod>.<baseUrl>/dih-console/api/v1/catalog/topics
Where:

• <pod> is the name of the Informatica Intelligent Cloud Services point of delivery (PoD) where you access 
Cloud Integration Hub. For example: cih-pod1, or emw1-cih.

• <baseUrl> is the Informatica Intelligent Cloud Services URL. For example: dm-
us.informaticacloud.com/.

For example:

https://cih-pod1.dm-us.informaticacloud.com/dih-console/api/v1/catalog/topics
Tip: You can copy the values of <pod> and <baseUrl> from the Cloud Integration Hub URL after you access it 
from the My Services page of Informatica Intelligent Cloud Services.

Cloud Integration Hub Catalog API Response
When you use the Cloud Integration Hub Catalog API to extract data from the Cloud Integration Hub catalog, 
the API returns a JSON string that contains metadata about all the topics for which you have the required 
privileges.

The string includes the following data for each topic in the response:

topicName

Name of the topic.

topicDesc

Textual description of the topic.

topicType

Type of the topic: Delta or Full.
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topicTables

For each table in the topic, an entry with the table name and detailed information about each of the table 
fields.

publications

For each publication that is associated with the topic, the following data is provided:
publicationName

Name of the publication.

publicationDesc

Textual description of the publication.

applicationName

Application from which the publication publishes data or files.

publicationSourceType

Type of publication source.

publicationConnectionName

For relational database publications and for HDFS publications: name of the connection from where 
the publication workflow reads the data or the files to be published.

publicationDBType

For relational database publications: type of database.

subscriptions

For each subscription that is associated with the topic, the following data is provided:
subscriptionName

Name of the subscription.

subscriptionDesc

Textual description of the subscription.

applicationName

Application that consumes data or files from the topic.

subscriptionTargetType

Type of subscription target.

subscriptionConnectionName

For relational database subscriptions and for HDFS subscriptions: name of the connection to where 
the subscription workflow writes the data or the files that the application consumes.

subscriptionDBType

For relational database subscriptions: type of database.

Sample Data Integration Hub Catalog API Response
The following example shows a response to a request to extract data from the Cloud Integration Hub catalog:

{
    "responseCode": "SUCCESS",
    "catalogTopics": [
        {
            "topicName": "FileTopic",
            "topicDesc": null,
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            "topicType": "Delta"
            "topicTables": [
                {
                    "tableName": "Orders"
                    "tableFields":[
                        {
                            "name":"_Name_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        },
                        {
                            "name":"_Type_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        },
                        {
                            "name":"_ParentId_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        }
                }
            ],
            "publications": [
                {
                    "publicationName": "FilePub",
                    "publicationDesc": null,
                    "applicationName": "FileApp",
                    "publicationSourceType": "CUSTOM",
                    "publicationConnectionName": null,
                    "publicationDBType": null
                }
            ],
            "subscriptions": [
                {
                    "subscriptionName": "FileSub",
                    "subscriptionDesc": null,
                    "applicationName": "FileApp",
                    "subscriptionTargetType": "CUSTOM",
                    "subscriptionConnectionName": null,
                    "subscriptionDBType": null
                }
            ]
        },
        {
            "topicName": "OrderTopic",
            "topicDesc": null,
            "topicType": "Delta",
            "topicTables": [
                {
                    "tableName": "OrderTable"
                    "tableFields":[
                        {
                            "name":"_Name_"
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                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        },
                        {
                            "name":"_Type_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        },
                        {
                            "name":"_ParentId_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                           },
                        {
                            "name":"_StartDate_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                           },
                        {
                            "name":"_EndDate_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        }
                },
                {
                    "tableName": "CustomerTable"
                    "tableFields":[
                        {
                            "name":"_Name_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        },
                        {
                            "name":"_Type_"
                            "fieldType":"STRING"
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                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        },
                        {
                            "name":"_ParentId_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                           }, 
                        {
                            "name":"_ExpectedRevenue_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                           },
                        {
                            "name":"_IsActive_"
                            "fieldType":"STRING"
                            "nullable":false
                            "scale":-1
                            "precision":255
                            "length":255
                            "primaryKey":false
                            "filterAccelerator":false
                            "encrypted":true
                        }
                },
                {

                },
            ],
            "publications": [
                {
                    "publicationName": "OrdersPublication",
                    "publicationDesc": null,
                    "applicationName": "OrderPublications",
                    "publicationSourceType": "CUSTOM",
                    "publicationConnectionName": " null",
                    "publicationDBType": " null"
                }
            ],
            "subscriptions": [
                {
                    "subscriptionName": "OrdersSubscription",
                    "subscriptionDesc": null,
                    "applicationName": "OrderSubscriptions",
                    "subscriptionTargetType": "CUSTOM",
                    "subscriptionConnectionName": null,
                    "subscriptionDBType": null
                },
                {
                    "subscriptionName": "OrderSubs",
                    "subscriptionDesc": null,
                    "applicationName": "OrderSubscriptions",
                    "subscriptionTargetType": "CUSTOM",
                    "subscriptionConnectionName": " null",
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                    "subscriptionDBType": " null"
                }
            ]
        }
            ]
        }
    ]
}
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C h a p t e r  1 1

Glossary
aggregated subscription

A subscription that consumes multiple data sets from the same topic with a single batch workflow. An 
aggregated subscription can use an automatic mapping or a custom mapping to process data. When you use 
an automatic mapping, the subscription sorts the data according to the publication date and time of the 
publication instances.

application

An entity that represents a system in your organization that needs to share data with other systems. An 
application can be a publisher and a subscriber. An application can publish multiple data sets.

child event

An event within the hierarchy of another event that acts as a parent event. The child event is a subsidiary of 
the parent event.

Cloud Integration Hub repository

A relational database table set that contains the metadata required to process publications and 
subscriptions in Cloud Integration Hub. It also contains the events that Cloud Integration Hub generates while 
it processes publications and subscriptions.

compound subscription

A subscription that consumes data sets from multiple topics with a single synchronization task.

Data Integration task

A Data Integration task is a process that you configure to analyze, extract, transform, and load data. In Cloud 
Integration Hub, a Data Integration task is a task that reads from a file, a database, or another source and 
writes to a target. Use Data Integration tasks to process Cloud Integration Hub publications and 
subscriptions with Informatica Intelligent Cloud Services.

When you use a Data Integration task to process publications, you use the Cloud Integration Hub cloud 
connector as the publication target. When you use a Data Integration task to process subscriptions, you use 
the Cloud Integration Hub cloud connector as the subscription source.

event

An occurrence of a publication or subscription at each stage of processing. The Cloud Integration Hub server 
generates the event and updates the event status while it processes the publication or subscription.

parent event

An event at the top level of a hierarchy of events.
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publication

An entity that defines data flow from a data source to the Cloud Integration Hub publication repository and 
the data publishing schedule. The publication publishes the data to a topic that defines the structure of the 
data in the publication repository. When a publication runs, Cloud Integration Hub extracts the data set from 
the application, processes the data, and writes the data to the publication repository. You can then create one 
or more subscriptions to process and write the published data set to target applications.

publication repository
A relational database table set that stores published data sets that subscribers can consume. Cloud 
Integration Hub stores the data in the publication repository in the following ways:

• For each publication instance, the retention period for consumed data starts if all the subscribers have 
either successfully consumed or discarded the data. That is, after all the events that are associated with 
the publication instance are either in a Complete or in a Discarded event status. If all the subscribers 
consume or discard the data, Cloud Integration Hub stores the consumed data in the publication 
repository until the retention period for consumed data expires, and then deletes the consumed data from 
the publication repository.

• Cloud Integration Hub stores unconsumed data in the publication repository until the retention period for 
unconsumed data expires, and then deletes the unconsumed data from the publication repository. 

subscription

An entity that defines the type, format, and schedule of data flow from the Cloud Integration Hub publication 
repository to a data target. When a subscription runs, Cloud Integration Hub extracts the data set from the 
publication repository, processes the data, and writes the data to the target application. You can subscribe to 
one or more topics. Each topic to which you subscribe can contain data from multiple publishers.

topic

An entity that represents a data domain that applications publish and consume through Cloud Integration 
Hub. A topic defines the data structure and additional data definitions such as the data retention period. 
Multiple applications can publish to the same topic. Multiple applications can consume data from the same 
topic.

unbound subscription

A subscription that is not restricted to specific publication instances. It subscribes to all the data that a 
publication publishes and consumes the data based on the subscription filter, regardless of when or in what 
batch the data was published.
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