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Oracle ORI XDEIE
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Oracle AU 2 %&FEHE I L. Oracle T—2R—XERIE £ /- 1% Kerberos EREEZFH L T. SSL WiE®D
Oracle T —2R—RICEHETETE T,

SSL H"E%#h7 Oracle T —2AR—RICHEE T BICIE. TSSLEBEI (R—T 8)#BBLTLIET LY,

Kerberos s35E% fFH L T Oracle T — 2R —XIZHEH§ 5 I1CI1E. TKerberos 85F1  (R—2 10)% BB L TL
I,

SSL %7€

Oracle T —2 R — X EREE £ 7= 1F Kerberos SREE & L 7e 22 7% Oracle #EF &= B L T SSL XL D Oracle

TF—ANR—REHRTDE0IC. ARETEEIIEIREZEDIRIEZRITIZIHVENHD £,

1. FSRAMRMTHRZEEZERLET,

2. F—RMTHEREZMERLET, Oracle T—ER—XTISA 7Y FRADEMCHES>TVBRIBSICD
A COBREERITLET,

ESAMRXMNTZADY—/N—SFBBZ0EM
H—N—FRAZE% US4 T7>FDFSAMIMTZICEBMLT. £2% Oracle EHxEIILE .
KD keytool AX Y RFZFERALT. Y—N—EE%Z I SI7V> MDA NI MTIZEBMLE T,

keytool -import -trustcacerts -alias ca -file <server certificate with path> -keystore
<name of truststore to be generated with extension> -storepass <password for truststore> -storetype <store
type>

il LT C:\SSL\oracle |ZH—/\N—ZEBAZE oratls_server.cert %3 L £ 9,
1. XOAYYRERTL. FZXM/NXXT—F Tpasswordl #ERLTKZ X LX L7 truststore.jks % E
mLET,

C:\SSL\oracle> keytool -import -trustcacerts -alias ca -file oratls_server.cert -keystore truststore.jks -
storepass password -storetype JKS

2. RO RERFTL. bFAMZAMT7/INRT—F Tpassword)] ZEALTPKCS12 FS XX MT
truststore.pl2 Z{ER L £

C:\SSL\oracle> keytool -import -trustcacerts -alias ca -file oratls_server.cert -keystore truststore.pl2 -
storepass password -storetype PK(CS12

E1E Oracle X2 ZDEE
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Oracle Y —N—TU A 7> bFRIEDNEHCH>TWVWBRFEICF—X MRS ZER L £, Oracle &t
ZHEILT DD VATV MNEAEZ IR TECF—X NTFHBAEZER T IHELNHD 7,
ROFIEZERTLTF—IMTRAZTEZER L F£T,
1. Oracle 757> % Oracle ®Web - k54 7>O0—RFRL. 1>X=LLET,
2. ROOXVRERTLTOraclev#Lw b ZERLET,
orapki wallet create -wallet <Path where wallet is to be created> -auto_login -pwd <wallet password>
3. ROOXYRERITLT. Oracle#L v hADBEERI S 7Y NMERAEZERL£T,
orapki wallet add -wallet <Path where wallet is to be created> -dn "CN=<common name>, OU=<organization
unit>, 0=<organization>, L=<locality>, ST=<state>, (=<country>" -keysize <key size in bits> -self_signed-
validity <number of days> -pwd <wallet password>
IR Y RAETIN, IBESINTIIGAIC pkesl2 SEREMMER TN E T,
H—N—FEEENS. (N=<HEH>. U=<{BHEA>, 0=<@f>. =<mXEH>, ST=<#EFFE>, (=<E>. keysize <
F—HA4X (Ew ) > self_signed -validity <B#>. 8&Tpud <1 Ly hNRT—F>DEZIBET Z2HE
rHbH %,
4. RO orapki ANV RZRTLTESBRISI 7Y MNAEZI IV RXR—MLET,

orapki wallet export -wallet <wallet path> -dn "CN=<common name>, OU=<organization unit>,
0=<organization>, L=<locality>, ST=<state>, (=<country>" -cert <Name of the exported certificate with
path>

-]dn AV RTOSA TV MEREZ—BICRHELE T, Y—N—TA4L v MZIEA VX M=ILEHDY
SAT7 Y MEBENEREENTVWS/EHTT,

5. B2EBLIS547 Y IAZEEY—/N—Oraclea#L v A F=JLLET,
FBCEBRIVSAT Y MIEREEZ Y —N—FT—F2R—X Oracle Vx L v bZEBMLABEWE, 9514T7 YV
REREEISBL 9,

6. H—N—(IAEZ. EEINTWVWBSIBEEC L TOracle 7+ L w MMIEBMLET,
MOAR Y RERITLTHY—N—ERAEEEML £,

orapki wallet add -wallet <wallet path> -trusted_cert -cert <Name of the server certificate with path> -
pwd <wallet password>

FEIARTODorapki ANV RICAILY ALy hNRT—RZFRATIHENHD T,

B | %l &7
RDERVERITLTF—XANTHBEEEERLE T,
1. ROOAYVREERITLTCOracle 7+ L v b EERLET,

C:\app\client\ksuwalka\product\12.1.0\client_1\BIN>orapki wallet create -wallet C:\app\client
\ksuwalka\product\12.1.0\client_1\owm\wallet -auto_login -pwd oracledu

2. ROV RERFTLT, Oracle V4L v hAOEHBER Y 17 MIEBEEZERL T,
C:\app\client\ksuwalka\product\12.1.0\client_1\BIN>orapki wallet add -wallet C:\app\client\ksuwalka
\product\12.1.0\client_I\owm\wallet -dn "CN=inwlpc07_kriti, OU=DEV, O=infa,L=blr, ST=ka, C=IN" -
keysize 2048 -self_signed -validity 3650 -pwd oracledu
ewallet.pl2 SERAZE AR DIBFRICIER SN E 9o C:\app\client\ksuwalka\product\12.1.0\client_1\owm
\wallet

3. RXDorapki IRV RZERTLTEZEBR I SA 7Y MIAEEIIXR—FLET,
C:\app\client\ksuwalka\product\12.1.0\client_1\BIN>orapki wallet export -wallet C:\app\client
\ksuwalka\product\12.1.0\client_1\owm\wallet -dn "CN=inwlpc07_kriti, OU=DEV, O=infa,L=blr, ST=ka,
C=IN" -cert C:\Users\ksuwalka\Desktop\client_inwlpc07.cert

Oracle A% 2 X DEE
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4, H—N—iIRE%Z. EEINTVWRIRAZ LT Oracle 7xL v MMIBMLE T, XOOX VR %E
EITLTY—N—FREZEML£7,
C:\app\client\ksuwalka\product\12.1.0\client_1\BIN>orapki wallet add -wallet C:\app\client\ksuwalka
\product\12.1.0\client_1\owm\wallet -trusted_cert -cert C:\SSL\oracle\oratls_server.cert -pwd
oracledu

F— X b 77 C:\app\client\ksuwalka\product\12.1.0\client_1\owm\wallet\ewallet.pl2 Z. F—X ;77/\RX
77— R oracledu THERATITZLSICHRDF LT

H—N—LAZVZA LERETD SSL DRE
Oracle ARV ZTH—N—LXSVZALREZFERL T, SSLXIG® Oracle 7 —ZR—X|ZEFKETETE T,

H—N—LRZ221LEREZFERALTREA Oracle B ZRTE I BA1IC. ROFIHEEFRHESXR I 27T T LT,
SSLEERAEZ Y —N—L XS V21 LOBFAIEML £,

1. AWSOH—N—LXI—S x> bRERICRDEEZR EMR L £ <Supplementary file location>/
serverless_agent_config

2. AWS7ATY DORDBFRICH S Amazon SSNT Y MIFSAMI T EXF—X N7 OIBEEREBML
F 9 : <Supplementary file location>/serverless_agent_config/SSL

3. MOOA—RR=ZRY +ETHEFIAMIFosZICAE—-LETY,

version: 1
agent:
agentAutoApply:
general:
sslStore:
- fileCopy:
sourcePath: SSL/<TrustStore_filename>
- fileCopy:
sourcePath: SSL/<KeyStore_filename>

CCTY—ZNRIGAWS DIFFE T 71 ILDT LY FJNXZTY,

4, BXAVTURDNEWNTHZ I ERRLTH 5. 771 )L% serverlessUserAgentConfig.yml & L TXR®D
AWS DIZFRICIRTEL & 9 <Supplementary file location>/serverless_agent_config
yml 7 7AILHRITINZ & SSLEEFAEZED AWS DIFFAD S —N—LXAI—-Jz > hbTo LI MU
JAE—ChZFEzd,

5. Oracle#EHoo7ONT4 T, [FSAFAFT] J4—ILRE [F=ZXPFTP] TZa—=ILFODH—N—-LX
I—CxzbhTa LT MU TRDIREZE/NRZIEE L £ /home/cldagnt/SystemAgent/serverless/
configurations/ssl_store/<cert_filename>

Kerberos S2:iF

RERER T 71 )L% Secure Agent Y VICEREB Y % Z & T. Kerberos F3ifZFRA L T Oracle 7—4 X —
ZUCERTI £, F7o. Kerberos BBEE%FERA L T, SSLAE® Oracle 7F—ER—XIZEHRITZ e H TS
£7,

Oracle IZE#t 9 7= IC Kerberos SREEZRET 2 HEIE. XDAA R >ZEBL TS
o RAFTYRI—SxzVhFERIEIY—N—LAZVE21LEBIIFEATTEEA,

o fEMAT 3 Secure Agent £ 7 —ZR—IAHY—N—H KDC H—N—ICBERINTVB L ERRBL TS
(AN

o krb5.conf 7 71 ILICHEED KDC #BIMT B IFTETEH A,

o B D Kerberos 7 VNIV A—HF—ICH L TERBRF vy v a7 7ML ZERTECIFTIEE
Ao

E1E Oracle %2 % DHE



Kerberos ER3F DR E

Kerberos E35E%# L T Linux F7=13 Windows £® Oracle IC#E#H T 3 HiIC. SABOEEEIIIHIREZGED Y

RV ERITIBBERBDET,

1. Java Authentication and Authorization Service #E 7 7 1)L (JAAS) %#FBE T BICIF. RODER T %
RITLET,
a. SecureAgent ¥V EIZJAAS BT 7T ILEERLE T,

b. UTOIYrU%Z JAASEBET 71ILICEMLET,

JDBC_DRIVER_01 {
com.sun.security.auth.module.Krb5LoginModule required useTicketCache=true;

)

2. krb5.conf 77 A ILERET BICIE. ROEZRIVERITLET,
a. SecureAgent ¥ > EiZkrb5.conf 771 ILZERRL £,
b. Key Distribution Center (KDC) Y EEH—/N—DH#%E. XDOAR T krb5.conf 7 71 JLIZBML
£,

[libdefaults]

default_realm = <Realm name>
forwardable = true
ticket_lifetime = 24h

[realms]

<REALM NAME> = {

kdc = <Location where KDC is installed>
admin_server = <Location where KDC is installed>

[domain_realm]
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