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Preface

The Informatica Administrator Guide is written for Informatica domain administrators and operators. It
contains information that you need to configure, manage and monitor the domain. The Administrator Guide
assumes that you have basic working knowledge of the Informatica domain and services.

Informatica Resources

Informatica Network

Informatica Network hosts Informatica Global Customer Support, the Informatica Knowledge Base, and other
product resources. To access Informatica Network, visit https://network.informatica.com.

As a member, you can:

o Access all of your Informatica resources in one place.

e Search the Knowledge Base for product resources, including documentation, FAQs, and best practices.
¢ View product availability information.

e Review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to search Informatica Network for product resources such as
documentation, how-to articles, best practices, and PAMs.

To access the Knowledge Base, visit https://kb.informatica.com. If you have questions, comments, or ideas
about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

To get the latest documentation for your product, browse the Informatica Knowledge Base at
https://kb.informatica.com/_layouts/ProductDocumentation/Page/ProductDocumentSearch.aspx.

If you have questions, comments, or ideas about this documentation, contact the Informatica Documentation
team through email at infa_documentation@informatica.com.
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Informatica Product Availability Matrixes

Product Availability Matrixes (PAMSs) indicate the versions of operating systems, databases, and other types
of data sources and targets that a product release supports. If you are an Informatica Network member, you
can access PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional
Services. Developed from the real-world experience of hundreds of data management projects, Informatica
Velocity represents the collective knowledge of our consultants who have worked with organizations from
around the world to plan, develop, deploy, and maintain successful data management solutions.

If you are an Informatica Network member, you can access Informatica Velocity resources at
http://velocity.informatica.com.

If you have questions, comments, or ideas about Informatica Velocity, contact Informatica Professional
Services at ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that augment, extend, or enhance your
Informatica implementations. By leveraging any of the hundreds of solutions from Informatica developers
and partners, you can improve your productivity and speed up time to implementation on your projects. You
can access Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

Preface

You can contact a Global Support Center by telephone or through Online Support on Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
http://www.informatica.com/us/services-and-training/support-services/global-support-centers.

If you are an Informatica Network member, you can use Online Support at http://network.informatica.com.
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Understanding Domains
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Understanding Domains Overview

Informatica has a service-oriented architecture that provides the ability to scale services and share resources
across multiple machines. High availability functionality helps minimize service downtime due to unexpected
failures or scheduled maintenance in the Informatica environment.

The Informatica domain is the fundamental administrative unit in Informatica. The domain supports the
administration of the distributed services. A domain is a collection of nodes and services that you can group
in folders based on administration ownership.

A node is the logical representation of a machine in a domain. One node in the domain acts as a gateway to
receive service requests from clients and route them to the appropriate service and node. Services and
processes run on nodes in a domain. The availability of a service or process on a node depends on how you
configure the service and the node.

Services for the domain include the Service Manager and a set of application services:

e Service Manager. A service that runs on each node in the domain to manage all domain operations. The
Service Manager performs domain functions such as authentication, authorization, and logging. The
Service Manager also starts the application services configured to run on the node.

e Application Services. Services that represent server-based functionality, such as the Model Repository
Service and the Data Integration Service. The application services that run on a node depend on the way
you configure the services.

The Service Manager and application services control security. The Service Manager manages users and
groups that can log in to application clients and authenticates the users who log in to the application clients.
The Service Manager and application services authorize user requests from application clients.

Informatica Administrator (the Administrator tool), consolidates the administrative tasks for domain objects
such as services, nodes, licenses, and grids. You manage the domain and the security of the domain through
the Administrator tool.
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If you have the high availability option, you can scale services and eliminate single points of failure for
services. Services can continue running despite temporary network or hardware failures.

Nodes

A node is a logical representation of a machine in a domain. During installation, you add the installation
machine to the domain as a node. You can add multiple nodes to a domain.

Each node in the domain runs the Service Manager that manages domain functions on that node. The Service
Manager also supports the application services that run on the node. The domain functions that the node
performs and the services that the node runs depend on the following node configurations:

Node type

The node type determines whether the node can serve as a gateway or worker node and determines the
domain functions that the node performs. One gateway node serves as the master gateway node for the
domain. The master gateway node receives service requests from clients and routes them to the
appropriate service and node. A worker node is any node not configured to serve as a gateway. The first
time that you install the Informatica services, you create a gateway node and the Informatica domain.
When you install the Informatica services on other machines, you create additional gateway nodes or
worker nodes that you join to the domain.

Node role

The node role defines the purpose of the node. A node with the service role can run application services.
A node with the compute role can perform computations requested by remote application services. A
node with both roles can run application services and locally perform computations for those services.
By default, each gateway and worker node has both the service and compute roles enabled. If a node is
assigned to a Data Integration Service grid, you might want to update the node role. Enable only the
service role to dedicate the node to running the Data Integration Service process. Enable only the
compute role to dedicate the node to running Data Integration Service mappings.

You can subscribe to alerts to receive notification about node events such as node failure or a master
gateway election. You can also generate and upload node diagnostics to the Configuration Support Manager
and review information such as available EBFs and Informatica recommendations.

Service Manager

18

The Service Manager is a service that manages all domain operations. It runs within Informatica services. It
runs as a service on Windows and as a daemon on UNIX. When you start Informatica services, you start the
Service Manager.

The Service Manager runs on each node in the domain. If the Service Manager is not running, the node is not
available.
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The Service Manager runs on all nodes in the domain to support the domain and application services:

e Domain support. The Service Manager performs functions on each node to support the domain. The
functions that the Service Manager performs on a node depend on the type and role of the node. For
example, the Service Manager running on the master gateway node performs all domain functions on that
node. The Service Manager running on any other type of node performs limited domain functions on that

node.

o Application service support. When a node has the service role, the Service Manager starts application
services configured to run on that node. It starts and stops services and service processes based on
requests from clients. It also directs service requests to application services. The Service Manager uses
TCP/IP to communicate with the application services.

The following table describes the domain functions that the Service Manager performs:

Function Description
Alert The Service Manager sends alerts to subscribed users. You subscribe to alerts to receive
Management notification for node failure and master gateway election on the domain, and for service process

failover for services on the domain. When you subscribe to alerts, you receive notification emails.

Alert management occurs on the master gateway node.

Authentication

The Service Manager authenticates users who log in to application clients.
Authentication occurs on the master gateway node.

Authorization

The Service Manager authorizes user requests for domain objects based on the privileges, roles,
and permissions assigned to the user. Requests for domain objects can come from the
Administrator tool.

Domain authorization occurs on the master gateway node.

Container When a node has the compute role, the Service Manager manages the containers on the node. A

Management container is an allocation of memory and CPU resources. An application service uses the
container to remotely perform computations on the node. For example, a Data Integration Service
that runs on a grid can remotely run a mapping within a container on a node with the compute
role.
Container management occurs on any node with the compute role.

Domain The Service Manager manages the domain configuration metadata.

Configuration

Domain configuration occurs on the master gateway node.

Node
Configuration

The Service Manager manages node configuration metadata in the domain.
Node configuration occurs on all nodes in the domain.

Licensing The Service Manager registers license information and verifies license information when you run
application services.
Licensing occurs on the master gateway node.

Logging The Service Manager provides accumulated log events from each service in the domain. To

perform the logging function, the Service Manager runs a Log Manager and a Log Agent.

The Log Manager runs on the master gateway node. The Log Agent runs on all nodes where
PowerCenter® Integration Service sessions and workflows run and where Data Integration
Service jobs run.

Service Manager
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Function Description

User The Service Manager manages the native and LDAP users and groups that can log in to
Management application clients. It also manages the creation of roles and the assignment of roles and
privileges to native and LDAP users and groups.

User management occurs on the master gateway node.

Monitoring The Service Manager persists, updates, retrieves, and publishes run-time statistics for integration
objects in the monitoring Model repository. The Service Manager stores the monitoring
configuration details in the domain configuration repository.

Monitoring occurs on the master gateway node.

The following image shows where the Service Manager performs domain functions:
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Application Services

Application services represent server-based functionality.

Application services include services that you create and system services that are created for you when you
create the domain. A system service can have a single instance in the domain.

Application services include the following services:
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Analyst Service

Content Management Service
Data Integration Service
Metadata Access Service
Metadata Manager Service
Model Repository Service
PowerCenter Integration Service

PowerCenter Repository Service
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e PowerExchange® Listener Service
e PowerExchange Logger Service

e Resource Manager Service

e SAP BW Service

e Scheduler Service

e Test Data Manager Service

e Web Services Hub

When you configure an application service, you designate a node to run the service process. When a service
process runs, the Service Manager assigns a port number from the range of port numbers assigned to the
node.

The service process is the runtime representation of a service running on a node. The service type
determines how many service processes can run at a time. For example, the PowerCenter Integration Service
can run multiple service processes at a time when you run it on a grid.

If you have the high availability option, you can run a service on multiple nodes. Designate the primary node
to run the service. All other nodes are back-up nodes for the service. If the primary node is not available, the
service runs on a back-up node. You can subscribe to alerts to receive notification in the event of a service
process failover.

If you do not have the high availability option, configure a service to run on one node. If you assign the
service to multiple nodes, then the service will not start.

Analyst Service

The Analyst Service is an application service that runs the Informatica Analyst application in the Informatica
domain. The Analyst Service manages the connections between service components and the users that log in
to the Analyst tool. The Analyst Service connects to a Data Integration Service, a Model Repository Service, a
Metadata Manager Service, and a Search Service.

The Analyst Service also specifies the following directories and database connections:

o Flat file cache directory
e Business glossary export file directory
e Exception management audit database

When you configure the Analyst Service, connect it to a Data Integration Service to run profiles, scorecards,
and mapping specifications. You can also connect the Analyst Service to a Data Integration Service that runs
workflows that create Human tasks. Connect the Analyst Service to a Model Repository Service to identify a
Model repository.

Connect the Analyst Service to a Metadata Manager Service to perform data lineage operations on
scorecards in the Analyst tool. Connect the Analyst Service to a Search Service to manage search operations
in the Analyst tool.

Specify a flat file cache directory to store temporary data from flat files that you upload. Specify a business
glossary directory to stores temporary files that you export from the Business Glossary.

Specify a database as the exception management audit database to write an audit trail for all Human task
operations to a single database. When you specify the database, specify the schema for the audit tables also.
The database stores audit data for all work that users perform on Human task instances in the Analyst tool
that the Analyst Service manages. If you do not specify a database and schema, the Analyst Service writes
audit data for each Human task instance to the database that stores the Human task data.
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Content Management Service

The Content Management Service is an application service that manages reference data. The service
provides reference data properties to the Data Integration Service and to the Developer tool. The service also
generates mapplets from rule specifications. You can create rule specifications and generate mapplets from
rule specifications in the Analyst tool.

The Content Management Service must be available when you use the following resources:
Address reference data

The Content Management Service manages configuration information for address reference data. The
Data Integration Service applies the configuration information when it runs a mapping that reads the
address reference data.

Identity population files

The Content Management Service manages the list of the population files on the node. The Data
Integration Service applies the population configuration when it runs a mapping that reads the
population files.

Probabilistic model files and classifier model files

The Content Management Service stores the locations of any probabilistic model file and classifier
model file on the node. The Content Management Service also manages the compilation status of each
model.

Reference tables

The Content Management Service identifies the database that stores data values for the reference table
objects in the associated Model repository.

Rule specifications

The Content Management Service generates mapplets from rule specifications. The Analyst Service
selects a Content Management Service to generate the mapplets. The Analyst tool uses the Model
Repository Service configuration to select the Content Management Service.

Data Integration Service

The Data Integration Service is an application service that performs data integration tasks for Informatica
Analyst, Informatica Developer, and external clients. Data integration tasks include previewing data and
running profiles, SQL data services, web services, and mappings.

When you start a command from the command line or an external client to run SQL data services and
mappings in an application, the command sends the request to the Data Integration Service.

You can configure the Data Integration Service to run on the following domain objects:
On nodes

If your license includes high availability, you can configure the service to run on multiple nodes. By
default, the service runs on the primary node. If the primary node is not available, the service runs on a
back-up node. If the service process fails or the node becomes unavailable, the service fails over to
another node. If your license does not include high availability, you can configure the service to run on
one node.

On a grid

If your license includes grid, you can configure the service to run on a grid. A grid is an alias assigned to
a group of nodes. The Data Integration Service dispatches jobs to available nodes assigned to the grid.

When the Data Integration Service runs on a grid, the service remains available if a service process fails
or a node becomes unavailable.
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Email Service

The Email Service is a system service that manages email notifications for business glossaries, scorecards,
and workflows.

Enable the Email Service to allow users to configure email notifications.
The Email Service sends emails for the following notifications:

¢ Business glossary notifications.

e Scorecard notifications.

o Workflow notifications. Workflow notifications include emails sent from Human tasks and Notification
tasks in workflows that the Data Integration Service runs.

You can configure the service to run on multiple nodes. Designate the primary node to run the service. All
other nodes are backup nodes for the service. If the primary node is not available, the service runs on a
backup node.

Metadata Access Service

The Metadata Access Service is a user-managed service that allows the Developer tool to access Hadoop
connection information to import and preview metadata.

The Metadata Access Service contains information about the Service Principal Name (SPN) and keytab
information if the Hadoop cluster uses Kerberos authentication. You can create one or more Metadata
Access Services on a node. Based on your license, the Metadata Access Service can be highly available.

HBase, HDFS, Hive, and MapR-DB connections use the Metadata Access Service when you import an object
from a Hadoop cluster. Create and configure a Metadata Access Service before you create HBase, HDFS,
Hive, and MapR-DB connections.

Metadata Manager Service

The Metadata Manager Service is an application service that runs the Metadata Manager application and
manages connections between the Metadata Manager components.

Use Metadata Manager to browse and analyze metadata from disparate source repositories. You can load,
browse, and analyze metadata from application, business intelligence, data integration, data modelling, and
relational metadata sources.

You can configure the Metadata Manager Service to run on only one node. The Metadata Manager Service is
not a highly available service. However, you can run multiple Metadata Manager Services on the same node.

Model Repository Service

The Model Repository Service manages the Model repository. The Model repository stores metadata created
by Informatica products in a relational database to enable collaboration among the products. Informatica
Developer, Informatica Analyst, Data Integration Service, and the Administrator tool store metadata in the
Model repository.

You can configure a Model repository as a monitoring Model repository. You can then set up a monitoring
Model Repository Service for the monitoring Model repository. The monitoring Model Repository Service
monitors statistics for Data Integration Service jobs. You configure the monitoring Model Repository Service
in the domain properties.
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Create one Model Repository Service for each Model repository. When you create a Model Repository Service,
you can create a Model repository or use an existing Model repository. You can run multiple Model
Repository Services on the same node.

PowerCenter Integration Service

The PowerCenter Integration Service runs PowerCenter sessions and workflows. When you configure the
PowerCenter Integration Service, you can specify where you want it to run:

e On a grid. When you configure the service to run on a grid, it can run on multiple nodes at a time. The
PowerCenter Integration Service dispatches tasks to available nodes assigned to the grid. If you do not
have the high availability option, the task fails if any service process or node becomes unavailable. If you
have the high availability option, failover and recovery is available if a service process or node becomes
unavailable.

e On nodes. If you have the high availability option, you can configure the service to run on multiple nodes.
By default, it runs on the primary node. If the primary node is not available, it runs on a backup node. If the
service process fails or the node becomes unavailable, the service fails over to another node. If you do not
have the high availability option, you can configure the service to run on one node.

PowerCenter Repository Service

The PowerCenter Repository Service manages the PowerCenter repository. It retrieves, inserts, and updates
metadata in the repository database tables. If the service process fails or the node becomes unavailable,
then the service becomes unavailable.

If you have the high availability option, you can configure the service to run on primary and backup nodes. By
default, the service process runs on the primary node. If the service process fails, a new process starts on the
same node. If the node becomes unavailable, a service process starts on one of the backup nodes.

PowerExchange Listener Service

The PowerExchange Listener Service is an application service that manages the PowerExchange Listener.
The PowerExchange Listener manages communication between a PowerCenter or PowerExchange client and
a data source for bulk data movement and change data capture. The PowerCenter Integration Service
connects to the PowerExchange Listener through the Listener Service. Use the Administrator tool to manage
the service and view service logs.

If you have the PowerCenter high availability option, you can run the Listener Service on multiple nodes. If the
Listener Service process fails on the primary node, it fails over to a backup node.

PowerExchange Logger Service

The Logger Service is an application service that manages the PowerExchange Logger for Linux, UNIX, and
Windows. The PowerExchange Logger captures change data from a data source and writes the data to
PowerExchange Logger log files. Use the Admnistrator tool to manage the service and view service logs.

If you have the PowerCenter high availability option, you can run the Logger Service on multiple nodes. If the
Logger Service process fails on the primary node, it fails over to a backup node.

Resource Manager Service

The Resource Manager Service is a system service that manages computing resources in the domain and
dispatches jobs to achieve optimal performance and scalability. The Resource Manager Service collects
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information about nodes with the compute role. The service matches job requirements with resource
availability to identify the best compute node to run the job.

The Resource Manager Service communicates with compute nodes in a Data Integration Service grid. Enable
the Resource Manager Service when you configure a Data Integration Service grid to run jobs in separate
remote processes.

You can configure the service to run on multiple nodes. Designate the primary node to run the service. All
other nodes are back-up nodes for the service. If the primary node is not available, the service runs on a back-
up node.

SAP BW Service

The SAP BW Service listens for RFC requests from SAP NetWeaver Bl and initiates workflows to extract from
or load to SAP NetWeaver Bl. The SAP BW Service is not highly available. You can configure it to run on one
node.

Scheduler Service

The Scheduler Service is a system service that manages schedules for profiles, scorecards, deployed
mappings, and deployed workflows.

Enable the Scheduler Service to create, manage, and run schedules.

You can configure the service to run on multiple nodes. Designate the primary node to run the service. All
other nodes are back-up nodes for the service. If the primary node is not available, the service runs on a back-
up node.

Web Services Hub

The Web Services Hub receives requests from web service clients and exposes PowerCenter workflows as
services. The Web Services Hub does not run an associated service process. It runs within the Service
Manager.

High Availability

High availability is an option that eliminates a single point of failure in a domain and provides minimal service
interruption in the event of failure. High availability consists of the following components:

¢ Resilience. The ability of application services to tolerate transient network failures until either the
resilience timeout expires or the external system failure is fixed.

e Failover. The migration of an application service or task to another node when the node running the
service process becomes unavailable.

e Recovery. The automatic completion of tasks after a service is interrupted. Automatic recovery is
available for PowerCenter Integration Service and PowerCenter Repository Service tasks. You can also
manually recover PowerCenter Integration Service workflows and sessions. Manual recovery is not part of
high availability.
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Informatica Data Usage Policy
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Informatica DiscoverylQ is a product usage tool in the Informatica domain that sends routine reports on data
usage and system statistics to Informatica.

Informatica DiscoverylQ uploads data to Informatica 15 minutes after you install and configure the
Informatica domain. Thereafter, the domain sends data to Informatica every few days. Data collection and
upload is enabled by default. You can choose to not send any usage statistics to Informatica.

If the network where you install Informatica services needs a proxy server to communicate with the external
network, configure the proxy details.

Informatica DiscoverylQ enables Informatica to provide an environment health check after the analysis of
system statistics and domain reports. You can receive best practices and recommendations from
Informatica based on the reports to resolve issues on the domain. The usage statistics provide Informatica a
proactive insight into product implementation.

Informatica DiscoverylQ reports the following data to Informatica:
e Operating system details

e CPU information

¢ Informatica license key serial number

e Gateway information

e Domain options

¢ Node options

e Application service information

Configuring Informatica DiscoverylQ Proxy Details

Configure proxy server details if the network on which you install Informatica services use a proxy server to
communicate with the external network.

1. Inthe Administrator tool header area, click Manage > DiscoverylQ Proxy Details.
2. Enter the domain, host name, and port number of the proxy server.

3. Enter the user name and password to connect to the proxy server.
4

Click OK to save the proxy server details.

Disabling Informatica Data Usage

You can disable the upload of usage data from the Informatica domain in the Administrator tool.
1. Inthe Administrator tool, click Help > About.

2. Click Data Usage Policy.

3. Clear Enable Usage Collection.

4. Click OK.
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CHAPTER 2

Managing Your Account

This chapter includes the following topics:

e Managing Your Account Overview, 27

e Password Management, 27

o Preferences, 28

e Informatica Network Credentials, 28

Managing Your Account Overview

Manage your account to change your password or edit user preferences.

If you have a native user account, you can change your password at any time with the Change Password
application. If someone else created your user account, change your password the first time you log in to the
Administrator tool.

User preferences control the options that appear in the Administrator tool when you log in. User preferences
do not affect the options that appear when another user logs in to the Administrator tool.

You can configure Informatica MySupport Portal credentials for your account so that you can access the
Informatica Knowledge Base from the Administrator tool.

Password Management

You can change the password through the Change Password application.

You can open the Change Password application from the Administrator tool or with the following URL:
http://<fully qualified host name>:<port>/passwordchange/

The Service Manager uses the user password associated with a worker node to authenticate the domain
user. If you change a user password that is associated with one or more worker nodes, the Service Manager
updates the password for each worker node. The Service Manager cannot update nodes that are not running.
For nodes that are not running, the Service Manager updates the password when the nodes restart.

Note: For an LDAP user account, change the password in the LDAP directory service.
If you enable password complexity, use the following guidelines when you create or change a password:

e The length of the password must be at least 8 characters.
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¢ It must be a combination of an alphabet character, a numeric character and a non-alphanumeric
character, such as:

PN ESSe ! (), - < =>20 0] (|}~
When you use special characters in a password, the shell sometimes interprets them differently. For example,
$ is interpreted as a variable. In this case, use an escape character to escape the special character.

Changing Your Password

Change the password for a native user account at any time. For a user account created by someone else,
change the password the first time you log in to the Administrator tool.

1. Inthe Administrator tool header area, click Manage > Change Password.
The Change Password application opens in a new browser window.

2. Enter the current password in the Password box, and the new password in the New Password and
Confirm Password boxes.

3. Click Update.

Preferences

Your preferences determine the options that appear in the Administrator tool when you log in. Your
preferences do not affect the options that appear when another user logs in to the Administrator tool.

The following table describes the options that you can configure for your preferences:

Option Description

Subscribe for Subscribes you to domain and service alerts. You must have a valid email address configured for

Alerts your user account. Default is No.

Show Custom Displays custom properties in the contents panel when you click an object in the Navigator. You

Properties use custom properties to configure Informatica behavior for special cases or to increase
performance. Hide the custom properties to avoid inadvertently changing the values. Use custom
properties only if Informatica Global Customer Support instructs you to.

To edit your preferences, click Manage > Preferences in the Administrator tool header area.

Informatica Network Credentials

You can enter your Informatica Network credentials in the Administrator tool to access the Informatica
Knowledge Base from the Administrator tool.

You can also view the search results for an error message in the Informatica Knowledge Base by clicking the
error message code in the Administrator tool.
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Enter Informatica Network Credentials

Enter your Informatica Network credentials to access the Informatica Knowledge Base from the
Administrator tool.

1. Click Manage > Support Portal Credentials.
The Informatica Network Login Credentials window appears.

2. Enter your Informatica Network credentials and the customer project ID.
3. Click OK.

Searching Informatica Knowledge Base

You can search for terms in the Informatica Knowledge Base directly from the Administrator tool.
1. Click Help > Search Knowledge Base.
The Search Knowledge Base window appears.
2. Enter the term that you want to search in the text box.
3. Click OK.

The search results appear in a different browser window.
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Informatica Administrator is the tool that you use to manage the Informatica domain and Informatica
security.

Use the Administrator tool to complete the following types of tasks:

¢ Domain administrative tasks. Manage logs, domain objects, user permissions, and domain reports.
Generate and upload node diagnostics. Monitor Data Integration Service jobs and applications. Domain
objects include application services, nodes, grids, folders, database connections, operating system
profiles, and licenses.

e Security administrative tasks. Manage users, groups, roles, and privileges.



The Administrator tool has the following tabs:

¢ Manage. View and edit the properties of the domain and objects within the domain.

e Monitor. View the status of profile jobs, scorecard jobs, preview jobs, mapping jobs, SQL data services,
web services, and workflows for each Data Integration Service.

e Logs. View log events for the domain and services within the domain.
¢ Reports. Run a Web Services Report or License Management Report.
e Security. Manage users, groups, roles, and privileges.

e Cloud. View information about your Informatica Cloud® organization.

The Administrator tool has the following header items:

e Log out. Log out of the Administrator tool.
e Manage. Manage your account.

e Help. Access help for the current tab and determine the Informatica version.

Log In to Informatica Administrator

You must have a user account to log in to the Informatica Administrator web application.

If the Informatica domain runs on a network with Kerberos authentication, you must configure the browser to
allow access to the Informatica web applications. In Microsoft Internet Explorer and Google Chrome, add the
URL of the Informatica web application to the list of trusted sites. If you are using Chrome version 41 or later,
you must also set the AuthServerihitelist and AuthNegotiateDelegateWhitelist policies.

1. Start a Microsoft Internet Explorer or Google Chrome browser.
2. Inthe Address field, enter the URL for the Administrator tool:
o |If the Administrator tool is not configured to use a secure connection, enter the following URL:
http://<fully qualified hostname>:<http port>/administrator/
* |f the Administrator tool is configured to use a secure connection, enter the following URL:
https://<fully qualified hostname>:<http port>/administrator/

Host name and port in the URL represent the host name and port number of the master gateway node. If
you configured secure communication for the domain, you must use HTTPS in the URL to ensure that
you can access the Administrator tool.

If you use Kerberos authentication, the network uses single sign on. You do not need to log in to the
Administrator tool with a user name and password.

3. If you do not use Kerberos authentication, enter the user name, password, and security domain for your
user account, and then click Login.

The Security Domain field appears when the Informatica domain contains an LDAP security domain. If
you do not know the security domain that your user account belongs to, contact the Informatica domain
administrator.

Note: If this is the first time you log in with the user name and password provided by the domain
administrator, change your password to maintain security.
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Informatica Administrator URL

In the Administrator tool URL, <host>:<port> represents the host name of the master gateway node and the
Administrator tool port number.

You configure the Administrator tool port when you define the domain. You can define the domain during
installation or by running the infasetup DefineDomain command line program. If you enter the domain port
instead of the Administrator tool port in the URL, the browser is directed to the Administrator tool port.

Note: If the domain fails over to a different master gateway node, the host name in the Administrator tool
URL is equal to the host name of the elected master gateway node.

Troubleshooting the Login to Informatica Administrator

If the Informatica domain uses Kerberos authentication, you might encounter the following issues when
logging in to the Administrator tool:

| cannot log in to the Administrator tool from the same machine where | created the domain gateway node.

After installation, if you cannot log in to the Administrator tool from the same machine where you
created the domain gateway node, clear the browser cache. When you initially log in to the Administrator
tool after installation, you can only log in with the Administrator user account created during installation.
If a different user credential is stored in the browser cache, the login can fail.

A blank page appears after | log in to the Administrator tool.

If a blank page appears after you log in to the Administrator tool, verify that you enabled delegation for
all user accounts with service principals used in the Informatica domain. To enable delegation, in the
Microsoft Active Directory Service, set the Trust this user for delegation to any service (Kerberos only)
option for each user account that you set an SPN.

Manage Tab
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On the Manage tab, you can view and manage the domain and the objects that it contains.

The contents that appear and the tasks you can complete on the Manage tab vary based on the view that you
select. You can select the following views:

e Domain. View and manage domain status, resource consumption, and events.
o Services and Nodes. View and manage application services and nodes.
e Connections. View and manage connections.

¢ Schedules. View and manage schedules for profiles, scorecards, deployed mappings, and deployed
workflows.
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Manage Tab - Domain View

The Domain view displays an overview of the domain and its contents. You can use the domain view to
monitor the domain status, resource consumption, and events. You can also perform domain actions, such
as enabling and disabling services.

The following image shows the Domain view on the Manage tab:
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1. Domain Actions menu
2. Contents panel
3. Object Actions menu
4. Service State Summary
5. Memory usage indicator
6. CPU usage indicator
The Domain view has the following components:
Domain Actions menu
Use the Domain Actions menu to view more information about the domain or shut down the domain.

Use the Domain Actions menu to perform the following tasks:

e View Properties. Open the Services and Nodes view and display the properties for the domain.
e View History. Open the History view and display domain events from the last day.

e View Logs. Open the Logs tab and display Service Manager log events from the last day.

¢ View Command History. Open the Command History panel and display the 50 most recent service
lifecycle commands that were issued from the Administrator tool.

e Shut Down Domain.

Contents panel

Displays domain objects and their states. Domain objects include services, nodes, and grids.
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The following table describes the methods that you can use to view objects in the contents panel:

Method

Description

Service State

Filter services by the following states:
- All states

- Available

- Unavailable

- Disabled

Service Type

Filter some or all services in the domain.

Navigate by

Group objects by node, type, or folder.

Search

Search for an object by name. You can use an asterisk (*) as a wildcard character in this field.

Show Legend

View a list of state icons and descriptions.

Object Actions menus

Objects in the contents panel have Actions menus. Use the Actions menus to view information about
domain objects or perform common tasks. The information you can view and the tasks that you can
perform vary depending on which object you select.

Use the service Actions menu to perform the following tasks:

View Properties. Open the Services and Nodes view and display the properties for the service.

View History. Open the History view and display service events from the last day.

View Logs. Open the Logs tab and display service log events from the last day.

View Dependencies. Open the Dependency graph and display direct dependencies for the service.

Recycle Service.

Enable or Disable Service.

Use the node Actions menu to perform the following tasks:

View Properties. Open the Services and Nodes view and display properties for the node.

View History. Open the History view and display node events from the last day.

View Dependencies. Open the Dependency graph and display direct dependencies for the node.
Shut Down Node

Use the grid Actions menu to perform the following tasks:

View Properties. Open the Services and Nodes view and display properties for the grid.

* View Dependencies. Open the Dependency graph and display direct dependencies for the grid.

Service State Summary

Doughnut chart that shows the number and state of the services in the domain. When you click a state in
the chart, the contents panel displays services with that state.

Resource usage indicators

Bar charts that compare resource usage of a domain process to resource usage of all processes on the
machine. The Domain view contains a memory usage indicator and a CPU usage indicator.

Manage tab Actions menu

Access help for the Domain view.
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Details Panel

When you select a domain object, the Details panel displays information about the object. The information

that you can view varies depending on which object you select.

The following table describes the details that display depending on the object that you select in the contents

panel:
Object Details Panel Content
Node Node name and state. Click the node name to view the node properties.
Service The Details panel displays the following content for a service:

- Service name and state. Click the service name to view the service properties.

Node on which the service process runs. Click the node name to view the node properties.

- State of the node on which the service process runs.
- State of the service process.

Service running
on a grid

The Details panel displays the following content for a service that runs on a grid:
- Service name and state. Click the service name to view the service properties.
- Nodes in the grid. Click a node name to view the node properties.

- State of the nodes on which the service processes run.

- State of the service processes.

Service in high
availability mode

The Details panel displays the following content for a service that is highly available:
- Service name and state. Click the service name to view the service properties.

Nodes on which the service is configured to run. Click a node name to view the node properties.

- State of the nodes on which the service processes run.
- State of the service process on the nodes.

Grid

The Details panel displays the following content for a grid:

- Grid name and state. Click the grid name to view the grid properties.
Nodes in the grid. Click a node name to view the node properties.

- State of nodes running in the grid.

Resource Usage Indicators

The resource usage indicators are bar charts and graphs that compare resource usage for a domain process

to resource usage of all processes on the machine. Select a domain process to compare with all processes.

You can view current usage statistics or statistics for the previous 60 minutes.

You can view usage statistics for memory and CPU. Choose whether to view current statistics or to view
graphs of usage for the past 60 minutes. Click the selection arrow and choose Current or Last Hour Trend.

Manage Tab - Domain View
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The following image shows the current resource usage in a domain that contains one node:
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The information that the graphs display varies based on which domain object you select.

The following table describes the information that you can view when you select the domain or a domain
object:

Domain Object Usage Indicator Content

Domain The usage indicators display the following content:

Nodes in the domain.

Resource usage of all processes running on each node in the domain.
Resource usage of all processes running on the machine.

Node The usage indicators display the following content:

- The node.
Resource usage of processes running on the node.
Resource usage of all processes running on the machine.

Service The usage indicators display the following content:

- The node on which the service process runs.
Resource usage of the service process that is running on the node.
Resource usage of all processes running on the machine.

Service in high availability mode The usage indicators display the following content:

- The node on which the service process is running.
Resource usage of the service process that is running on the node.
Resource usage of all processes running on the machine.
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Domain Object Usage Indicator Content

Service running on a grid The usage indicators display the following content:

- All nodes on which the service process runs.
Resource usage of the service process that is running on each node.
Resource usage of all processes running on the machine.

Grid

The usage indicators display the following content:

- All available nodes in the grid.
Resource usage of all processes running on each node in the domain.
Resource usage of all processes running on the machine.

If a See More... link appears in the indicator, you can click it to view the complete list of nodes in the domain.
You can sort the list by node name, process usage on the nodes, or process usage on the machine. You can
also search the list for a particular node.

Manage Tab - Services and Nodes View

The Services and Nodes view shows all application services and nodes defined in the domain.

The Services and Nodes view has the following components:

Navigator

Appears in the left pane of the Manage tab. The Navigator displays the following types of objects:

Domain. You can view one domain, which is the highest object in the Navigator hierarchy.

Folders. Use folders to organize domain objects in the Navigator. Select a folder to view information
about the folder and the objects in the folder.

Application services. An application service represents server-based functionality. Select an
application service to view information about the service and its processes.

System services. A system service is an application service that can have a single instance in the
domain. Select a system service to view information about the service and its processes.

Nodes. A node represents a machine in the domain. You configure service processes to run on nodes
with the service role.

Grids. Create a grid to run the Data Integration Service or PowerCenter Integration Service on multiple
nodes. Select a grid to view nodes assigned to the grid.

Licenses. Create a license on the Manage tab based on a license key file provided by Informatica.
Select a license to view services assigned to the license.

You can search for nodes, services, and grids in the Navigator.

Contents panel

Appears in the right pane of the Manage tab and displays information about the domain or domain
object that you select in the Navigator.

Actions menu in the Navigator

When you select the domain in the Navigator, you can create a folder, service, node, grid, or license.
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When you select a domain object in the Navigator, you can delete the object, move it to a folder, or
refresh the object.

Actions menu on the Manage tab

When you select the domain in the Navigator, you can shut down the domain or view logs for the domain.

When you select a node in the Navigator, you can remove a node association, recalculate the CPU profile
benchmark, or shut down the node.

When you select a service in the Navigator, you can recycle or disable the service and configure
properties for the service.

When you select a license in the Navigator, you can add an incremental key to the license.

Navigator Search

You can search for and filter nodes, application services, and grids in the Navigator.
You can perform the following tasks in the Navigator search section:

Search by object name.

In the search text box, enter the name or partial name of the object to search for. The Navigator displays
the search results.

Filter by object type.

Click Filters, and then select the object type to filter by. If you filter by nodes, you can filter further by
node role. If you filter by services, you can filter further by service type. The Navigator displays the
filtered results.

The following image displays the Navigator search section filtered by nodes with the service and
compute roles:
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Reset filters.

Click Reset Filters to clear any filters or entered search text.

Domain

You can view one domain in the Services and Nodes view on the Manage tab. It is the highest object in the
Navigator hierarchy.

When you select the domain in the Navigator, the contents panel shows the following views and buttons:

Properties view. View or edit domain resilience properties.
Resources view. View available resources for each node in the domain.

Permissions view. View or edit group and user permissions on the domain.
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o Diagnostics view. View node diagnostics, generate and upload node diagnostics to Customer Support
Manager, or edit customer portal login details.

e Plug-ins view. View plug-ins registered in the domain.
¢ View Domain Logs button. View logs for the domain and services in the domain.

In the Actions menu in the Navigator, you can add a folder, node, grid, application service, or license to the
domain.

In the Actions menu on the Manage tab, you can shut down the domain, view logs, or access help for the
current view.

Folders

You can use folders in the domain to organize objects and to manage security.
Folders can contain nodes, services, grids, licenses, and other folders.

When you select a folder in the Navigator, the Navigator opens to display the objects in the folder. The
contents panel displays the following information:

e Properties view. Displays the name and description of the folder.
e Permissions view. View or edit group and user permissions on the folder.

In the Actions menu in the Navigator, you can delete the folder, move the folder into another folder, refresh
the contents on the Manage tab, or access help for the current tab.

Note: The System_Services folder is created for you when you create the domain, and contains all of the
system services. A system service is an application service that can have a single instance in the domain.
You cannot delete, move, or edit the properties or contents of the System_Services folder.

Application Services

Application services are a group of services that represent Informatica server-based functionality.

In the Services and Nodes view on the Manage tab, you can create and manage the following application
services:

Analyst Service

Runs Informatica Analyst in the Informatica domain. The Analyst Service manages the connections
between service components and the users that log in to Informatica Analyst.

The Analyst Service connects to a Data Integration Service, a Model Repository Service, a Metadata
Manager Service, and a Search Service. The Analyst Service also specifies a flat file cache directory, a
directory for business glossary export files, and an exception management audit database.

You can create and recycle the Analyst Service in the Informatica domain to access the Analyst tool. You
can launch the Analyst tool from the Administrator tool.

When you select an Analyst Service in the Navigator, the contents panel displays the following
information:

¢ Properties view. View the state of the service and the URL for the Analyst Service. Manage general,
model repository, data integration, human task, metadata manager, flat file cache, business glossary
export, logging, and custom properties.

* Processes view. View the state of the service process on each node. View and edit service process
properties on each assigned node.
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e Permissions view. View or edit the group and user permissions on the Analyst Service.
e Actions menu. Manage the service and repository contents.

Content Management Service
Manages reference data and compiles rule specifications into mapplets.

When you select a Content Management Service in the Navigator, the contents panel displays the
following information:

* Properties view. View the state of the service. Manage general, master, data integration, model
repository, reference table data, temporary file, logging, and custom properties.

* Processes view. View the state of the service process on each node. View and edit service process
properties on each assigned node.

¢ Permissions view. View or edit the group and user permissions on the Content Management Service.
e Actions menu. Manage the service.
Data Integration Service

Completes data integration tasks for Informatica Analyst, Informatica Developer, and external clients.
When you preview or run data profiles, SQL data services, and mappings in Informatica Analyst or
Informatica Developer, the application sends requests to the Data Integration Service to perform the
data integration tasks. When you start a command from the command line or an external client to run
SQL data services and mappings in an application, the command sends the request to the Data
Integration Service.

When you select a Data Integration Service in the Navigator, the contents panel displays the following
information:

* Properties view. View the state of the service. Manage general, model repository, logging, logical
data object and virtual table cache, profiling, data object cache, and custom properties. Set the
default deployment option.

* Processes view. View the state of the service process on each node. View and edit service process
properties on each assigned node.

o Applications view. Start and stop applications and SQL data services. Back up applications. Manage
application properties.

¢ Actions menu. Manage the service and repository contents.

Metadata Access Service

Allows the Developer tool to access Hadoop connection information to import and preview metadata.
When importing a data object, the Developer tool sends a request to the Metadata Access Service.

When you select a Metadata Access Service in the Navigator, the contents panel displays the following
information:

* Properties view. View the state of the service. Manage general, execution, HTTP configuration and
custom properties.

* Processes view. View the state of the service process on each node. View and edit service process
properties on each assigned node.

¢ Permissions view. View or edit the group and user permissions on the Metadata Access Service.
e Actions menu. Manage the service.
Metadata Manager Service

Runs the Metadata Manager application and manages connections between the Metadata Manager
components.
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When you select a Metadata Manager Service in the Navigator, the contents panel displays the following
information:

¢ Properties view. View the state of the service and the URL of the Metadata Manager Service instance.
View or edit Metadata Manager properties.

e Associated Services view. View and configure the Integration Service associated with the Metadata
Manager Service.

¢ Permissions view. View or edit the group and user permissions on the Metadata Manager Service.
e Actions menu. Manage the service and repository contents.
Model Repository Service

Manages the Model repository. The Model repository stores metadata created by Informatica products,
such as Informatica Developer, Informatica Analyst, the Data Integration Service, and Informatica
Administrator. The Model repository enables collaboration among the products.

When you select a Model Repository Service in the Navigator, the contents panel displays the following
information:

* Properties view. View the state of the service. Manage general, repository database, search, and
custom properties.

¢ Processes view. View the state of the service process on each node. View and edit service process
properties on each assigned node.

e Actions menu. Manage the service and repository contents.

You can configure a Model repository as a monitoring Model repository. You can configure a monitoring
Model Repository Service at the domain level to monitor multiple Data Integration Service and the
objects that the Data Integration Service runs.

PowerCenter Integration Service

Runs PowerCenter sessions and workflows. Select a PowerCenter Integration Service in the Navigator to
access information about the service.

When you select a PowerCenter Integration Service in the Navigator, the contents panel displays the
following information:

¢ Properties view. View the state of the service. View or edit Integration Service properties.
¢ Associated Repository view. View or edit the repository associated with the Integration Service.

* Processes view. View the state of the service process on each node. View or edit the service process
properties on each assigned node.

¢ Permissions view. View or edit group and user permissions on the Integration Service.
e Actions menu. Manage the service.
PowerCenter Repository Service

Manages the PowerCenter repository. It retrieves, inserts, and updates metadata in the repository
database tables. Select a PowerCenter Repository Service in the Navigator to access information about
the service.

When you select a PowerCenter Repository Service in the Navigator, the contents panel displays the
following information:

* Properties view. View the state and operating mode of the service. Manage general and advanced
properties, node assignments, and database properties.
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* Processes view. View the state of the service process on each node. View and edit service process
properties on each assigned node.

e Connections and Locks view. View and terminate repository connections and object locks.
e Plug-ins view. View and manage registered plug-ins.
¢ Permissions view. View or edit group and user permissions on the PowerCenter Repository Service.

e Actions menu. Manage the contents of the repository and perform other administrative tasks.

PowerExchange Listener Service

Runs the PowerExchange Listener.

When you select a Listener Service in the Navigator, the contents panel displays the following
information:

¢ Properties view. View the state of the service and the URL of the PowerExchange Listener instance.
View or edit Listener Service properties.

e Actions menu. Contains actions that you can perform on the Listener Service, such as viewing logs or
enabling and disabling the service.

PowerExchange Logger Service

Runs the PowerExchange Logger for Linux, UNIX, and Windows.

When you select a Logger Service in the Navigator, the contents panel displays the following
information:

e Properties view. View the state of the service and the URL of the PowerExchange Logger instance.
View or edit Logger Service properties.

e Actions menu. Contains actions that you can perform on the Logger Service, such as viewing logs or
enabling and disabling the service.

SAP BW Service

Listens for RFC requests from SAP BW and initiates workflows to extract from or load to SAP BW. Select
an SAP BW Service in the Navigator to access properties and other information about the service.

When you select an SAP BW Service in the Navigator, the contents panel displays the following
information:

¢ Properties view. View the state of the service. Manage general properties and node assignments.

¢ Associated Integration Service view. View or edit the Integration Service associated with the SAP BW
Service.

* Processes view. View the state of the service process on each node. View or edit the directory of the
BWParam parameter file.

e Permissions view. View or edit group and user permissions on the SAP BW Service.

e Actions menu. Manage the service.

Web Services Hub

A web service gateway for external clients. It processes SOAP requests from web service clients that
want to access PowerCenter functionality through web services. Web service clients access the
PowerCenter Integration Service and PowerCenter Repository Service through the Web Services Hub.

When you select a Web Services Hub in the Navigator, the contents panel displays the following
information:

o Properties view. View the state of the service. View or edit Web Services Hub properties.
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o Associated Repository view. View the PowerCenter Repository Services associated with the Web
Services Hub.

¢ Permissions view. View or edit group and user permissions on the Web Services Hub.

e Actions menu. Manage the service.

System Services

A system service is an application service that can have a single instance in the domain. When you create the
domain, the system services are created for you. You can enable, disable, and configure system services.

You can manage system services on the Services and Nodes view on the Manage tab.
The following image shows the System Services folder in the Domain Navigator on the Service and Nodes
view:
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You can manage the following system services:

Email Service

The Email Service sends email notifications for business glossaries, scorecards, and workflows. Enable
the Email Service to allow users to configure email notifications.

When you select the Email Service in the System Services folder in the Navigator, the contents panel
displays the following views and buttons:

e Properties view. View the state of the service. Manage the Model repository options and email server
properties for the service.

e Processes view. View the state of the service process for each assigned node.
o Permissions view. View or edit the group and user permissions on the service.
e Actions menu. Manage the service.

Resource Manager Service

The Resource Manager Service manages computing resources in the domain and dispatches jobs to
achieve optimal performance and scalability. The Resource Manager Service collects information about
nodes with the compute role. The service matches job requirements with resource availability to identify
the best compute node to run the job.

The Resource Manager Service communicates with compute nodes in a Data Integration Service grid.
Enable the Resource Manager Service when you configure a Data Integration Service grid to run jobs in
separate remote processes.
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When you select the Resource Manager Service in the System Services folder in the Navigator, the
contents panel displays the following views and buttons:

e Properties view. View the state of the service. Manage the log level and the primary and backup
nodes for the service.

* Processes view. View the state of the service process for each assigned node.
¢ Permissions view. View or edit the group and user permissions on the service.
e Actions menu. Manage the service.

Scheduler Service

The Scheduler Service manages schedules for profiles, scorecards, deployed mappings, and deployed
workflows. Enable the Scheduler Service to create, manage, and run schedules.

When you select the Scheduler Service in the System Services folder in the Navigator, the contents panel
displays the following views and buttons:

* Properties view. View the state of the service. Manage the log level, primary and backup nodes, and
Model Repository Service options for the service.

e Processes view. View the state of the service process for each assigned node and configure process
properties.

¢ Permissions view. View or edit the group and user permissions on the service.

e Actions menu. Manage the service.

Nodes

A node is a logical representation of a physical machine in the domain. On the Services and Nodes view on
the Manage tab, you assign resources to nodes and configure service processes to run on nodes that have
the service role.

When you select a node in the Navigator, the contents panel displays the following information:

e Properties view. View the status of the node. View or edit node properties, such as the repository backup
directory or range of port numbers for the processes that run on the node.

e Processes view. View the status of processes configured to run on the node. Service processes run on
nodes that have the service role.

e Resources view. View or edit resources assigned to the node.
¢ Permissions view. View or edit group and user permissions on the node.

In the Actions menu in the Navigator, you can delete the node, move the node to a folder, refresh the contents
on the Manage tab, or access help on the current tab.

In the Actions menu on the Manage tab, you can remove the node association, recalculate the CPU profile
benchmark, or shut down the node.

Grids

A grid is an alias assigned to a group of nodes that run PowerCenter Integration Service or Data Integration
Service jobs.

When you run a job on a grid, the Integration Service distributes the processing across multiple nodes in the
grid. For example, when you run a profile on a grid, the Data Integration Service splits the work into multiple

jobs and assigns each job to a node in the grid. You assign nodes to the grid in the Services and Nodes view
on the Manage tab.
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When you select a grid in the Navigator, the contents panel displays the following information:
o Properties view. View or edit node assignments to a grid.
¢ Permissions view. View or edit group and user permissions on the grid.

In the Actions menu in the Navigator, you can delete the grid, move the grid to a folder, refresh the contents
on the Manage tab, or access help for the current tab.

Licenses

You create a license object on the Manage tab based on a license key file provided by Informatica.
After you create the license, you can assign services to the license.
When you select a license in the Navigator, the contents panel displays the following information:

* Properties view. View license properties, such as supported platforms, repositories, and licensed options.
You can also edit the license description.

o Assigned Services view. View or edit the services assigned to the license.
e Options view. View the licensed PowerCenter options.
e Permissions view. View or edit user permissions on the license.

In the Actions menu in the Navigator, you can delete the license, move the license to a folder, refresh the
contents on the Manage tab, or access help on the current tab.

In the Actions menu on the Manage tab, you can add an incremental key to a license.

Manage Tab - Connections View

The Connections view shows the domain and all connections in the domain.
The Connections view has the following components:
Navigator
Displays the domain and the connections in the domain.
Actions menu in the Navigator
When you select the domain in the Navigator, you can create a connection.
When you select a connection in the Navigator, you can 