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Preface

The Informatica Command Reference is written for Informatica administrators and developers who manage
the repositories and administer the domain and services. This guide assumes you have knowledge of the
operating systems in your environment. This guide also assumes you are familiar with the interface
requirements for the supporting applications.

Informatica Resources

Informatica Network

Informatica Network hosts Informatica Global Customer Support, the Informatica Knowledge Base, and other
product resources. To access Informatica Network, visit https://network.informatica.com.

As a member, you can:

o Access all of your Informatica resources in one place.

e Search the Knowledge Base for product resources, including documentation, FAQs, and best practices.
¢ View product availability information.

¢ Review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to search Informatica Network for product resources such as
documentation, how-to articles, best practices, and PAMs.

To access the Knowledge Base, visit https://kb.informatica.com. If you have questions, comments, or ideas
about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

To get the latest documentation for your product, browse the Informatica Knowledge Base at
https://kb.informatica.com/_layouts/ProductDocumentation/Page/ProductDocumentSearch.aspx.

If you have questions, comments, or ideas about this documentation, contact the Informatica Documentation
team through email at infa_documentation@informatica.com.
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Informatica Product Availability Matrixes

Product Availability Matrixes (PAMSs) indicate the versions of operating systems, databases, and other types
of data sources and targets that a product release supports. If you are an Informatica Network member, you
can access PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional
Services. Developed from the real-world experience of hundreds of data management projects, Informatica
Velocity represents the collective knowledge of our consultants who have worked with organizations from
around the world to plan, develop, deploy, and maintain successful data management solutions.

If you are an Informatica Network member, you can access Informatica Velocity resources at
http://velocity.informatica.com.

If you have questions, comments, or ideas about Informatica Velocity, contact Informatica Professional
Services at ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that augment, extend, or enhance your
Informatica implementations. By leveraging any of the hundreds of solutions from Informatica developers
and partners, you can improve your productivity and speed up time to implementation on your projects. You
can access Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

Preface

You can contact a Global Support Center by telephone or through Online Support on Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
http://www.informatica.com/us/services-and-training/support-services/global-support-centers.

If you are an Informatica Network member, you can use Online Support at http://network.informatica.com.
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CHAPTER 1

Command Line Programs and
Utilities

This chapter includes the following topic:

e Command Line Programs and Utilities Overview, 27

Command Line Programs and Utilities Overview

The Informatica installation includes customer support tools and command line programs and utilities. Use
the command line programs and utilities to manage the Informatica domain, application services, and

objects. You can run the command line programs and utilities on any machine that can access the
Informatica domain.

When you install the Informatica services or the Informatica clients, the command line programs and utilities

are installed by default. You can also install and run the programs and utilities on other machines by
installing the Informatica utilities.

The following table describes the Informatica utilities:

Command Line Description
Program
infacmd Administer the Informatica domain and application services and processes, including the

repository and integration services. You can also use infacmd to access and administer
licenses and log events and export and import objects and user accounts.

infasetup Administer domains and nodes.
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The following table describes the PowerCenter® utilities:

Command Line Description

Program

pmcmd Manage workflows. Use pmemd to start, stop, schedule, and monitor workflows.

pmpasswd Encrypt passwords to use with pmemd and pmrep environment variables.

pmrep Performs repository administration tasks. Use pmrep to list repository objects, create and
edit groups, and restore and delete repositories.

The following table describes the Metadata Manager utilities:

Command Line Description
Program
mmcmd Load and manage resources. Import and export models and custom resources.

mmLineageMigrator

Migrate data lineage linking information after you upgrade from Metadata Manager 9.6.x
to the current version.

Note: Because this program runs automatically, do not run this program unless the
migration fails and you fix the error or unless you are directed to run this program by
Informatica Global Customer Support.

mmRepoCmd

Create, delete, back up, and restore Metadata Manager repository contents. Restore a
PowerCenter repository back-up file that contains Metadata Manager objects to the
PowerCenter repository database.

mmXConPluginUtil

Generate the image mapping information or the plug-in for a universal XConnect.

rmu

Migrate resources from a previous version of Metadata Manager to the current version.

rcfmu

Migrate a resource configuration file from a previous version of Metadata Manager to the
current version.
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CHAPTER 2

Installing and Configuring
Command Line Utilities

This chapter includes the following topics:

¢ Installing and Configuring Command Line Utilities Overview, 29

e |Installing the Command Line Utilities, 30

e Configuring the Command Line Utilities, 31

e Security Configuration for Informatica Utilities , 33

Installing and Configuring Command Line Utilities
Overview

When you install the Informatica services or the Informatica clients, the command line utilities are installed
by default. You can also install and run the command line utilities on any machine without installing the
Informatica products.

To install and configure the command line utilities on a machine that does not have the Informatica products
installed, complete the following tasks:

¢ Install the command line utilities.
e Configure the command line utilities.

Before you run the command line programs, you must configure the environment variables for the
command line programs. You must also grant run permission on the utility files to user accounts that run
the commands.

e Configure security for the command line utitilities.

If secure communication is enabled for the domain or if the domain uses Kerberos authentication,
perform security configuration on the machines where you installed the command line utilities.
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Informatica provides a separate zip file to install the command line utilities on a machine that does not have
the Informatica products installed.

1. Contact Informatica Global Customer Support to get the command line utilities zip file.
2. Extract the files to the machine where you want to run the command line utilities.

3. On Windows, install the Microsoft Visual Studio 2013 redistributable package included in the extracted
files. Run the 32-bit or 64-bit file located in the following directory:

<Utilities installation directory>/PowerCenter/server/VS2013

Informatica products on Windows require the Microsoft Visual Studio 2013 redistributable package.
When you install the Informatica services or the Informatica clients, the installer installs the
redistributable package for you. When you install the standalone command line utilities, the
redistributable package is included in the extracted files, and you must manually install the package.

Installation Directories

The installation directories of the command line utilities vary based on whether the utilities are installed with
Informatica services installation, Informatica client installation, or standalone command line utilities
installation.

Informatica Services Installation

The Informatica utilities are installed in the following directory:

<Informatica installation directory>/isp/bin

The PowerCenter utilities are installed in the following directory:

<Informatica installation directory>/server/bin

The Metadata Manager utilities are installed in the following directory:

<Informatica installation directory>/services/MetadataManagerService/utilities
Informatica Client Installation

When you install the Developer tool, the Informatica utilities are installed in the following directory:

<Informatica installation directory>/clients/DeveloperClient/infacmd

When you install the PowerCenter client, the PowerCenter utilities are installed in the following directory:

<Informatica installation directory>/clients/PowerCenterClient/CommandLineUtilities/PC/
server/bin

When you install the PowerCenter client, the Metadata Manager utilities are installed in the following
directory:

<Informatica installation directory>/clients/PowerCenterClient/CommandLineUtilities/MM
Command Line Utilities Installation

The Informatica utilities are installed in the following directory:

<Utilities installation directory>/PowerCenter/isp/bin

The PowerCenter utilities are installed in the following directory:

<Utilities installation directory>/PowerCenter/server/bin
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The Metadata Manager utilities are installed in the following directory:

<Utilities installation directory>/MetadataManager/utilities

Configuring the Command Line Utilities

Configure the path and environment variables as required by the command line utilities. Grant execute
permission on the utility files to user accounts that run the commands.

Configure the Informatica Utilities

Configure the environment variables required for the infacmd and infasetup command line programs.
To run infacmd, set the ICMD_JAVA_OPTS environment variable.

To run infasetup, set the INFA_LJAVA_CMD_OPTS environment variable.

Configure the PowerCenter Utilities

Before you run the PowerCenter utilities, use the following guidelines to configure the program files and
variables:

e To run pmrep, pmcmd, and pmpasswd, copy the domains.infa file for the Informatica domain to the
utilities directory.

e To run pmrep, pmcmd, and pmpasswd on UNIX, set the INFA_LHOME, PATH, and library path environment
variables to the location of the utilities.

For example, if the command line utilities are installed in the /data/Informatica cmd utilities/ folder,
then the PowerCenter utilities are located in the /data/Informatica cmd utilities/PowerCenter/

server/bin folder. On Linux, you can set the environment variables at the command prompt as follows:
setenv INFA HOME /data/Informatica cmd utilities/PowerCenter/
setenv PATH .:/data/Informatica cmd utilities/PowerCenter/server/bin:$PATH
setenv LD LIBRARY PATH .:/data/Informatica cmd utilities/PowerCenter/server/bin:
$LD LIBRARY PATH

Note: Restart the machine after you configure the INFA_HOME or library path environment variable.

Configure the Metadata Manager Utilities

To configure the Metadata Manager utilities, configure environment variables that specify the location of the
Java Virtual Machine and the Informatica root directory. You must also verify the shared library location for
Solaris.

If the domain uses Kerberos authentication, create the domains.infa file. Metadata Manager command line
programs use the domains.infa file to get gateway connectivity information for the domain.

Configure the following environment variables:
JAVA_HOME

Specifies the location of the Java Virtual Machine. Set JAVA_HOME to the PowerCenter Java directory in
the command line utilities installation. For example:

<Utilities installation directory>\PowerCenter\java
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Set this environment variable in each Metadata Manager command line program as follows:

1. Open the batch file or shell script with a text editor.

2. Find the line that sets JAVA_HOME to @INFA JDK_HOMEQ.

3. Replace the string @INFA_JDK_HOME® with the PowerCenter Java directory. For example:
set JAVA HOME=C:\InfaUtilities\PowerCenter\java

4. Save and close the batch file or shell script.

INFA_HOME

Specifies the Informatica root directory so that any Informatica application or service can find the other
Informatica components that it needs to run. Set INFA_HOME to the PowerCenter directory in the
command line utilities installation. For example:

<Utilities installation directory>\PowerCenter
Set this environment variable on each machine where you installed the Informatica utilities.
LD_LIBRARY_PATH

Required for Solaris. Specifies the shared library location. Verify that the LD_LIBRARY_PATH
environment variable contains the following directories:

${JAVA HOME}/jre/lib/sparcv9/server:${JAVA HOME}/jre/lib/sparcv9/jli
Set this environment variable on each machine where you installed the Informatica utilities.

Note: Restart the machine after you configure the INFA_HOME or LD_LIBRARY_PATH environment variable.

Create the domains.infa File

The domains.infa file contains the gateway connectivity information for the domain. When the domain uses
Kerberos authentication, create the domains.infa file so that the command line programs can get the
gateway connectivity information for the domain.

If the domain uses Kerberos authentication, you must enter domain connectivity information when you run
the command line program commands. You enter domain connectivity information through the -
domainName option or the --gateway option. To use the --domainName option, the domains.infa file must
contain the domain gateway connectivity information. If the domains.infa file does not exist or the
information in the file is out of date, you must use the --gateway option when you run any command that
connects to the domain.

When you install Informatica services, the domains.infa file is available in the INFA_HOME directory. For any
other installation, create the file and verify that it is available on the machine from which you want to run the
commands.

To create the domains.infa file, run the infacmd isp UpdateGatewaylnfo command. The command creates or
updates the domains.infa file in the PowerCenter directory in the command line utilities installation, for
example, <Utilities installation directory>\PowerCenter
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Security Configuration for Informatica Utilities

When you install Informatica utilities, you might need to configure the machines based on the domain
security configuration. If you do not configure the machines correctly, the command line programs might not
be able to authenticate users with the domain.

Configure the machines where you installed the Informatica utilities when the domain uses the following
security configurations:

Secure communication

If secure communication is enabled for the domain, you might need to configure the machines to use the
truststore file. If you use a custom truststore file, you must configure environment variables that specify
the truststore file directory and the truststore password.

Kerberos authentication

If the domain uses Kerberos authentication, you must copy the Kerberos configuration file to the
machines where you installed the Informatica utilities. You must also configure the machines to locate
the Kerberos configuration file for the domain.

RELATED TOPICS:

e “Running Commands in a Secure Domain” on page 37

e “Running Commands on UNIX with Kerberos Authentication” on page 37

e “Running Commands on Windows with Kerberos Authentication” on page 39
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CHAPTER 3

Using the Command Line
Programs

This chapter includes the following topics:

Using the Command Line Programs Overview, 34

Entering Options and Arguments, 35

Syntax Notation, 36

Running Commands in a Secure Domain, 37

Running Commands on UNIX with Kerberos Authentication, 37

Running Commands on Windows with Kerberos Authentication, 39

Using the Command Line Programs Overview

Informatica includes command line programs that you use to complete tasks from any machine in the
Informatica environment. The command line programs allow you to run a subset of tasks that you can
complete in Informatica Administrator.

For example, you can enable or disable a Repository Service from the Administrator tool or the infacmd
command line program.

Informatica includes the following command line programs:

34

infacmd. Use infacmd to access the Informatica application services.
infasetup. Use infasetup to complete installation tasks such as defining a node or a domain.

pmecmd. Use pmcmd to manage workflows. You can start, stop, schedule, and monitor workflows using
pmcmd.

pmrep. Use pmrep to complete repository administration tasks such as listing repository objects, creating
and editing groups, and restoring and deleting repositories.

mmemd. Use mmcmd to load and manage resources and to import and export models and custom
resources.

mmLineageMigrator. Use mmLineageMigrator to migrate data lineage linking information after you
upgrade from Metadata Manager 9.6.x to the current version.

Note: Because this program runs automatically, do not run this program unless the migration fails and you
fix the error or unless you are directed to run this program by Informatica Global Customer Support.



e mmRepoCmd. Use mmRepoCmd to create, delete, back up, and restore Metadata Manager repository
contents. You can also restore a PowerCenter repository back-up file that contains Metadata Manager
objects to the PowerCenter repository database.

¢ mmXConPluginUtil. Use mmXConPluginUtil to generate the image mapping information or the plug-in for
a universal XConnect.

¢ rcfmu. Use rcfmu to migrate a resource configuration file from a previous version of Metadata Manager to
the current version.

e rmu. Use rmu to migrate resources from a previous version of Metadata Manager to the current version.

To run command line programs on UNIX, you may need to set the library path environment variable to the
location of the Informatica utilities.

For ease of use, you can configure environment variables that apply each time you run the command line
programs.

For example, you can set an environment variable for the default domain name, user, and password to avoid
typing the options at the command line.

Entering Options and Arguments

Each command line program requires a set of options and arguments. These include user name, password,
domain name, and connection information.

Use the following rules when you enter command options and arguments:

¢ To enter options, type a hyphen followed by one letter, two letters, or a word, depending on the program
syntax for the command.
For example, the pmrep Connect command uses a single letter option for the repository name:

Connect -r <repository name>
e Enter options in any order.

¢ If any option that you specify from the command line contains spaces, enclose the option in double
quotes.

o The first word after the option is the argument.

e Most options require arguments.
You must separate options from arguments with a single space when using pmcmd or infacmd. You do
not have to separate options from arguments when using pmrep.

e |f any argument contains more than one word, enclose the argument in double quotes.
For pmrep and pmcmd, you can also use single quotes.

Unmatched quotes result in an error.
For infacmd or pmcmd, the command line programs ignore quotes that do not enclose an argument.

e [f an argument is in the format option name=value, and the value contains both a space and an equal
sign (=), then you must precede the equal sign with a backslash.
For example, an argument contains the option DatabaseUser, and the database user name is a#v%5~=! !.
Use the following format when you enter the argument: DBUser=a#v35~\=! !

e To update connection options values with existing environment variables, use an escape character before
any dollar sign ($) with any shell other than CSH.
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e For pmrep, you can use space characters in an argument. To specify an argument containing space
characters, enclose the argument with either single or double quote characters. When you use either
single or double quotation marks in the argument, you must precede the required quotation marks with a
backslash.

Syntax Notation

The following table describes the notation used in this book to show the syntax for all Informatica command
line programs:

Convention Description

X Option placed before a argument. This designates the parameter you enter.
For example, to enter the user name for pmemd, type -u or -user followed by the
user name.

<X > Required option. If you omit a required option, the command line program returns

an error message.

<x|y> Select between required options. For the command to run, you must select from the
listed options. If you omit a required option, the command line program returns an
error message.

In pmrep, curly brackets denote groupings of required options, as in the following
{1y} example:

KillUserConnection
{-1 <connection_ id> |
-n <user name> |
-a (kill all)}

If a pipe symbol (|) separates options, you must specify exactly one option. If
options are not separated by pipe symbols, you must specify all the options.

[x] Optional parameter. The command runs whether or not you enter optional
parameters. For example, the Help command has the following syntax:

Help [Command]

If you enter a command, the command line program returns information on that
command only. If you omit the command name, the command line program returns
a list of all commands.

[x1y] Select between optional parameters.

For example, many commands in pmemd run in either the wait or nowait mode.
[-wait|-nowait]

If you specify a mode, the command runs in the specified mode. The command runs
whether or not you enter the optional parameter.

If you do not specify a mode, pmemd runs the command in the default nowait
mode.
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Convention Description

< <x|y> | <alb> > When a set contains subsets, the superset is indicated with bold brackets < > .
A bold pipe symbol ( | ) separates the subsets.

(text) In pmrep, parentheses surround descriptive text, such as the list of the possible
values for an argument or an explanation for an option that does not take an
argument.

Running Commands in a Secure Domain

If the Informatica domain has secure communication enabled, you must set environment variables on the
machine that hosts the command line programs to run the commands securely. You must set the
environment variables before you run the infacmd, pmrep, mmemd, mmRepoCmd, and pmemd commands.

Set the following environment variables before you run the commands:
INFA_TRUSTSTORE

Set the INFA_TRUSTSTORE environment variable with the directory that contains the truststore files for
the SSL certificates. The directory must contain truststore files named infa_truststore.jks and
infa_truststore.pem. You must set the INFA_TRUSTSTORE variable whether you use the default SSL
certificate from Informatica or you specify a SSL certificate.

INFA_TRUSTSTORE_PASSWORD

If you specify the SSL certificate to enable secure communication in the domain, set the
INFA_TRUSTSTORE_PASSWORD environment variable with the password for the infa_truststore.jks that
contains the SSL certificate. You do not need to set this variable if you use the default SSL certificate
from Informatica.

Note: The password must be encrypted. Use the command line program pmpasswd to encrypt the
password with encryption type CRYPT_SYSTEM. For more information, see “Encrypting Passwords” on

page 56.

Running Commands on UNIX with Kerberos
Authentication

If the Informatica domain uses Kerberos authentication, set the Kerberos configuration environment variable
before you run the command line programs. If you run the command line programs with single sign-on, you
must generate a credential cache file and specify the path and file name in an environment variable.

You must set the environment variables before you run the infacmd, pmrep, mmcmd, mmRepoCmd, and
pmcmd commands on UNIX.
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Running Commands on UNIX with Single Sign-On

If you run the command line programs with single sign-on, you must generate a credentials cache file to
authenticate the user account running the commands on the Kerberos network. Use the kinit utility to
generate the credentials cache file.

If you have a credentials cache file, you can run the commands without the user name and password options.
To run commands on UNIX with single sign-on, perform the following tasks:

1. Set the Kerberos environment variables.

2. Download the kinit utility and generate a credentials cache file.

Setting the Kerberos Environment Variables

On the machine that hosts the command line programs, specify the location of the credential cache and
configuration file in the Kerberos environment variables.

Set the following environment variables:
KRB5CCNAME

Stores the default path and filename for the Kerberos credentials cache. When you run the kinit utility to
generate the user credential cache, kinit stores the credential cache in the default file that you set in the
KRB5CCNAME environment variable.

KRB5_CONFIG

Stores the path and file name of the Kerberos configuration file. The name of the Kerberos configuration
file is krb5.conf. For information about the contents of the krb5.conf file, see the Informatica Security
Guide.

Generating the Credentials Cache File

Use the Kerberos kinit utility to generate the credentials cache file for the user account that runs the
command line programs. The utility is available with the MIT Kerberos V5 download package.

To generate the credentials cache file, perform the following tasks:

1. Download and install MIT Kerberos V5.

You can download MIT Kerberos V5 from the following website:
http://web.mit.edu/Kerberos/dist/#krb5-1.12

2. Run the kinit utility and specify the user principal name.

When you create the user credentials cache, you must use the forwardable (-f) or proxiable (-p) option.
On Solaris 10, use the proxiable option. On other UNIX platforms, use the forwardable option. You can
use the following command syntax:

Solaris 10

kinit -p <principal name>
Other UNIX platforms
kinit -f <principal name>

The format for the principal name is <username>@<realmname.com>. Enter the realm name in
uppercase letters.

Note: If you set the KRB5CCNAME environment variable before you run the kinit utility, kinit stores the
credentials cache in the location specified in the environment variable.

3. Enter the password for the user account.
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Running Commands on UNIX Without Single Sign-On

To run commands on UNIX without single sign-on, set the KRB5_CONFIG environment variable to the path and
file name of the Kerberos configuration file. Include the user name and password when you run the command
or set the user name and password in environment variables.

The commands determine the user credentials based on how you specify the user name and password. The
commands check the credentials in the following order:

1. Command options. If you include the user name option (-un) and the password option (-pd) in the
command, the command uses the user name and password specified for the options.

2. Environment variables. If you do not include the user name and password options in the command, the
command uses the user name and password specified in the environment variables
INFA_DEFAULT_DOMAIN_USER and INFA_DEFAULT_DOMAIN_PASSWORD.

Note: If you do not set the credentials in the command options or environment variables, the command
checks for a credential cache file. If a credential cache is available, the command runs with single sign-on.

Running Commands on Windows with Kerberos
Authentication

On Windows, the infacmd, pmrep, mmcmd, mmRepoCmd, and pmcmd commands use the logged in
credentials for single sign-on. You do not have to generate a credential cache file.

If you do not use single sign-on on Windows, set the KRB5_CONFIG environment variable to the path and file
name of the Kerberos configuration file. The name of the configuration file is krb5.conf.

The commands determine the user credentials based on how you specify the user name and password. The
commands check the credentials in the following order:

1. Command options. If you include the user name option (-un) and the password option (-pd) in the
command, the command uses the user name and password specified for the options.

2. Environment variables. If you do not include the user name and password options in the command, the
command uses the user name and password specified in the environment variables
INFA_DEFAULT_DOMAIN_USER and INFA_DEFAULT_DOMAIN_PASSWORD.

Note: If you do not set the credentials in the command options or environment variables, the command uses
the logged-in credentials and runs the command with single sign-on.
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This chapter includes the following topics:

Environment Variables for Command Line Programs Overview, 41
ICMD_JAVA_OPTS, 42
INFA_CLIENT_RESILIENCE_TIMEOUT, 43
INFA_CODEPAGENAME, 44
INFA_DEFAULT_DATABASE_PASSWORD, 44
INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD, 45
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Environment Variables for Command Line Programs
Overview

You can configure optional environment variables for the command line programs. For example, you can set
environment variables to encrypt passwords, configure time and date display options, or store the default
login information for a domain.

If you are run pmemd or pmrep in interactive mode, you must exit the command line program and then
reconnect to use changed environment variables.
On Windows, you can configure these environment variables as either user or system variables. For

information about setting environment variables on Windows, see the Windows documentation.

Note: The environment variables that you configure apply to command line programs that run on the node. To
apply changes, restart the node.

The following table describes environment variables you can configure to use with the command line

programs:
Environment Variable Command Line | Description
Programs
ICMD_JAVA_OPTS infacmd Sets Java options.
INFA_CLIENT_RESILIENCE_TIMEOUT infacmd Limits the number of seconds you want the
pmemd command line programs to spend establishing a
connection to the domain or service.
pmrep
INFA_CODEPAGENAME pmcmd Configures the character set pmemd and pmrep
pmrep use.
INFA_DEFAULT_CONNECTION_PASSWORD infacmd Stores the database truststore file password for
the secure database.
INFA_DEFAULT_DATABASE_PASSWORD infasetup Stores the default user name password for the
domain configuration database.
INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD | infasetup Stores the database truststore password.
INFA_DEFAULT_DOMAIN infacmd Stores the default domain name.
pmemd
pmrep
INFA_DEFAULT_DOMAIN_PASSWORD infacmd Stores the default user name password for the
domain.
INFA_DEFAULT_DOMAIN_USER infacmd Stores the default user name for the domain.
INFA_DEFAULT_PWX_OSEPASSWORD infacmd pwx Stores an encrypted password for the operating
system.
INFA_DEFAULT_PWX_OSPASSWORD infacmd pwx Stores a plain text password for the operating
system.
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Environment Variable Command Line | Description
Programs
INFA_DEFAULT_SECURITY_DOMAIN infacmd Stores the security domain for LDAP
authentication.
INFA_JAVA_CMD_OPTS infasetup Sets Java options.
INFA_NODE_KEYSTORE_PASSWORD infasetup Stores the password for the infa_keystore.jks file.
INFA_NODE_TRUSTSTORE_PASSWORD infasetup Stores the password for the infa_truststore.jks
file.
INFA_PASSWORD infacmd Stores the default password for the user.
INFA_REPCNX_INFO pmrep Stores the name of the repository connection file.
INFA_REPOSITORY_PASSWORD infacmd Stores the default PowerCenter Repository
password for the user.
INFATOOL_DATEFORMAT pmcmd Configures the way pmcmd displays the date and
time.
<Password_Environment_Variable> pmemd Encrypts and stores the password.
pmrep
<User_Name_Environment_Variable> pmcmd Stores the user name.
pmrep

RELATED TOPICS:

e “Encrypting Passwords” on page 56

e “Setting the User Name” on page 57

ICMD_JAVA_OPTS

ICMD_JAVA_OPTS environment variable applies to the infacmd command line program.

You can configure the environment variable ICMD_JAVA_OPTS to set the Java options such as -Xmx values
and system properties. To set a system property, pass the value in the following format:

-Dproperty.name=property.value

For example, you might want to increase the system memory used by infacmd. The default system memory
for infacmd is 512 MB. To configure 1024 MB of system memory in a UNIX C shell environment, type:

setenv ICMD_JAVA OPTS "-Xmx1024m"
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Configuring ICMD_JAVA_OPTS on UNIX

To configure ICMD_JAVA_OPTS on UNIX:

» Ina UNIX C shell environment, type:
setenv ICMD JAVA OPTS <Java Options>
In a UNIX Bourne shell environment, type:

ICMD JAVA OPTS = <Java Options>
export ICMD JAVA OPTS

Configuring ICMD_JAVA_OPTS on Windows

To configure ICMD_JAVA_OPTS on Windows:

» Enter the environment variable ICMD_JAVA_OPTS, and set the Java options such as the -Xmx values and
system properties.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_CLIENT_RESILIENCE_TIMEOUT

INFA_CLIENT_RESILIENCE_TIMEOUT environment variable applies to the infacmd, pmcmd, and pmrep
command line programs.

You can set the environment variable INFA_CLIENT_RESILIENCE_TIMEOUT to limit the number of seconds
the command line programs spend establishing connections to the domain or service. The default time is
180 seconds if you do not set this environment variable.

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX

To configure INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA CLIENT RESILIENCE TIMEOUT <number of seconds>
In a UNIX Bourne shell environment, type:

INFA CLIENT RESILIENCE TIMEOUT = <number of seconds>
export INFA CLIENT RESILIENCE TIMEOUT

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on Windows

To configure INFA_CLIENT_RESILIENCE_TIMEOUT on Windows:

» Enter the environment variable INFA_CLIENT_RESILIENCE_TIMEOUT, and set the value to the number of
seconds you want the command line programs to spend establishing a connection to the domain or
service.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_CODEPAGENAME

INFA_CODEPAGENAME environment variable applies to the pmcmd and pmrep command line programs.

pmcemd and pmrep send commands in Unicode and use the code page of the host machine unless you set the
code page environment variable, INFA_CODEPAGENAME, to override it. If you set INFA_CODEPAGENAME for
pmcmd, the code page must be compatible with the Integration Service code page. If you set
INFA_CODEPAGENAME for pmrep, the code page name must be compatible with the repository code page. If
you set INFA_CODEPAGENAME on the machine where you run pmemd and pmrep, the code page must be
compatible with the Integration Service and the repository code pages.

If the code pages are not compatible, the command might fail.

Configuring INFA_CODEPAGENAME on UNIX

To configure INFA_CODEPAGENAME on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA CODEPAGENAME <code page name>
In a UNIX Bourne shell environment, type:

INFA CODEPAGENAME = <code page name>
export INFA CODEPAGENAME

Configuring INFA_CODEPAGENAME on Windows

To configure INFA_CODEPAGENAME on Windows:

» Enter the environment variable INFA_CODEPAGENAME, and set the value to the code page name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DATABASE_PASSWORD
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INFA_DEFAULT_DATABASE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands require a domain configuration database password. You can provide this
password as an option with infasetup, or you can store it as the environment variable
INFA_DEFAULT_DATABASE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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RELATED TOPICS:

e “Encrypting Passwords” on page 56

Configuring INFA_DEFAULT_DATABASE_PASSWORD on UNIX

To configure INFA_LDEFAULT_DATABASE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT DATABASE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DATABASE PASSWORD = <encrypted password>
export INFA DEFAULT DATABASE PASSWORD

Configuring INFA_DEFAULT_DATABASE_PASSWORD on Windows

To configure INFA_LDEFAULT_DATABASE_PASSWORD on Windows:

1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DATABASE_PASSWORD, and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD

INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the database truststore file for the secure database as an option with infasetup, or you can store it as the
environment variable INFA_DEFAULT_DB_TRUSTSTORE_DATABASE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on
UNIX

To configure INFA_LDEFAULT_DB_TRUSTSTORE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA DEFAULT DB TRUSTSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DB TRUSTSTORE PASSWORD = <encrypted password>
export INFA DEFAULT DB TRUSTSTORE PASSWORD

Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on
Windows

To configure INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on Windows:
1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD, and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DOMAIN

INFA_DEFAULT_DOMAIN environment variable applies to the infacmd, pmcmd, and pmrep command line
programs.

The command line programs require a domain name. You can provide the domain name as an option with the
command line programs, or you can store it as the environment variable INFA_DEFAULT_DOMAIN. If you have
more than one domain, choose a default domain.

Configuring INFA_DEFAULT_DOMAIN on UNIX

To configure INFA_DEFAULT_DOMAIN on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT DOMAIN <domain name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN = <domain name>
export INFA DEFAULT DOMAIN
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Configuring INFA_DEFAULT_DOMAIN on Windows

To configure INFA_LDEFAULT_DOMAIN on Windows:

» Enter the environment variable INFA_DEFAULT_DOMAIN, and set the value to the domain name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DOMAIN_PASSWORD

INFA_DEFAULT_DOMAIN_PASSWORD environment variable applies to the infacmd command line program.

Most infacmd commands require a user password. You can provide a user password as an option with
infacmd, or you can store it as the environment variable INFA_LDEFAULT_DOMAIN_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED TOPICS:

e “Encrypting Passwords” on page 56

Configuring INFA_DEFAULT_DOMAIN_PASSWORD on UNIX

To configure INFA_LDEFAULT_DOMAIN_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT_ DOMAIN PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN PASSWORD = <encrypted password>
export INFA DEFAULT DOMAIN PASSWORD

Configuring INFA_DEFAULT_DOMAIN_PASSWORD on Windows

To configure INFA_DEFAULT_DOMAIN_PASSWORD on Windows:
1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DOMAIN_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_DEFAULT_DOMAIN_USER

INFA_DEFAULT_DOMAIN_USER environment variable applies to the infacmd command line program.

Most infacmd commands require a user name. You can provide a user name as an option with infacmd, or
you can store it as the environment variable INFA_DEFAULT_DOMAIN_USER.

Configuring INFA_DEFAULT_DOMAIN_USER on UNIX

To configure INFA_DEFAULT_DOMAIN_USER on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT DOMAIN USER <user name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN USER = <user name>
export INFA DEFAULT DOMAIN USER

Configuring INFA_DEFAULT_DOMAIN_USER on Windows

To configure INFA_DEFAULT_DOMAIN_USER on Windows:

» Enter the environment variable INFA_DEFAULT_DOMAIN_USER, and set the value to the default user
name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_PWX_OSEPASSWORD

INFA_DEFAULT_PWX_OSEPASSWORD environment variable applies to the infacmd pwx command line
program.

Some infacmd pwx commands require an operating system password. You can provide an encrypted
password as an option with infacmd pwx, or you can store it as the environment variable
INFA_DEFAULT_PWX_OSEPASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. To encrypt the password, use the pmpasswd command line program.

The pmpasswd program generates and displays the encrypted password. For example, if you enter the
password “monday,” it encrypts to f/wRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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RELATED TOPICS:

e “Encrypting Passwords” on page 56

Configuring INFA_DEFAULT_PWX_OSEPASSWORD on UNIX

To configure INFA_LDEFAULT_PWX_OSEPASSWORD on UNIX:

1. At the command line, type:
pmpasswd password
The pmpasswd program returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT PWX OSEPASSWORD encrypted password
In a UNIX Bourne shell environment, type:

INFA_DEFAULT PWX_ OSEPASSWORD = encrypted password
export INFA DEFAULT PWX OSEPASSWORD

Configuring INFA_DEFAULT_PWX_OSEPASSWORD on Windows

To configure INFA_LDEFAULT_PWX_OSEPASSWORD on Windows:

1. At the command line, type:
pmpasswd password
The pmpasswd program returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_PWX_OSEPASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, see the Windows documentation.

INFA_DEFAULT_PWX_OSPASSWORD

INFA_DEFAULT_PWX_OSPASSWORD environment variable applies to the infacmd pwx command line
program.

Some infacmd pwx commands require an operating system password. You can provide a plain text password
as an option with infacmd pwx, or you can store it as the environment variable
INFA_DEFAULT_PWX_OSPASSWORD.

Configuring INFA_DEFAULT_PWX_OSPASSWORD on UNIX

To configure INFA_LDEFAULT_PWX_OSPASSWORD on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT PWX OSPASSWORD password
In a UNIX Bourne shell environment, type:

INFA DEFAULT PWX OSPASSWORD = password
export INFA DEFAULT PWX OSPASSWORD

Configuring INFA_DEFAULT_PWX_OSPASSWORD on Windows

To configure INFA_DEFAULT_PWX_OSPASSWORD on Windows, set the value to the plain text password.
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INFA_

For information about setting environment variables on Windows, see the Windows documentation.

DEFAULT_SECURITY_DOMAIN

INFA_DEFAULT_SECURITY_DOMAIN environment variable applies to the infacmd command line program.

The infacmd commands require a security domain if you use LDAP authentication and you specify an
Informatica user. You can set the environment variable INFA_DEFAULT_SECURITY_DOMAIN to the native
security domain or to an LDAP security domain name.

Configuring INFA_DEFAULT_SECURITY_DOMAIN on UNIX

To configure INFA_LDEFAULT_SECURITY_DOMAIN on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT SECURITY DOMAIN <security domain name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT SECURITY DOMAIN = <security domain name>
export INFA DEFAULT SECURITY DOMAIN

Configuring INFA_DEFAULT_SECURITY_DOMAIN on Windows

INFA_

To configure INFA_DEFAULT_SECURITY_DOMAIN on Windows:

» Enter the environment variable INFA_DEFAULT_SECURITY_DOMAIN and set the value to the name of the
security domain.

For information about setting environment variables on Windows, consult the Windows documentation.

JAVA_CMD_OPTS

INFA_JAVA_CMD_OPTS environment variable applies to the infasetup command line program.

You can configure the environment variable INFA_JAVA_CMD_OPTS to set the Java options such as -Xmx
values and system properties. To set a system property, pass the value in the following format:

-Dproperty.name=property.value

For example, you might want to increase the system memory used by infasetup. The default system memory
for infasetup is 512 MB. To configure 1024 MB of system memory in a UNIX C shell environment, type:

setenv INFA JAVA CMD OPTS "-Xmx1024m"

Configuring INFA_JAVA_CMD_OPTS on UNIX

To configure INFA_LJAVA_CMD_OPTS on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA JAVA CMD OPTS <Java Options>
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In a UNIX Bourne shell environment, type:

INFA JAVA CMD OPTS = <Java Options>
export INFA JAVA CMD OPTS

Configuring INFA_LJAVA_CMD_OPTS on Windows

To configure INFA_JAVA_CMD_OPTS on Windows:

» Enter the environment variable INFA_LJAVA_CMD_OPTS, and set the Java options such as the -Xmx
values and system properties.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_PASSWORD

INFA_PASSWORD environment variable applies to the infacmd and infasetup command line programs.

Some infacmd and infasetup commands require a user password. You can provide a user password as an
option with these commands, or you can store it as the environment variable INFA_PASSWORD.

You can use the INFA_PASSWORD environment variable to store different types of passwords. For example in
the infasetup DefineDomain command, you can use the variable to set the keystore password. In the infacmd
isp SetLDAPConnectivity command, you can use the variable to set the LDAP credential password. You may
need to change the value of this variable based on the commands that you run.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED ToOPICS:

e “Encrypting Passwords” on page 56

Configuring INFA_PASSWORD on UNIX

To configure INFA_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA PASSWORD = <encrypted password>
export INFA PASSWORD
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Configuring INFA_PASSWORD on Windows

To configure INFA_PASSWORD on Windows:

1. At the command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Enter the environment variable INFA_PASSWORD, and set the value to the encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_NODE_KEYSTORE_PASSWORD

The INFA_NODE_KEYSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the informatica Java Keystore (JKS) file as an option with infasetup, or you can store it as the
environment variable INFA_NODE_KEYSTORE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring INFA_NODE_KEYSTORE_PASSWORD on UNIX

To configure INFA_NODE_KEYSTORE_PASSWORD on UNIX:

1. At the command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA NODE KEYSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA NODE KEYSTORE PASSWORD = <encrypted password>
export INFA NODE KEYSTORE PASSWORD

Configuring INFA_NODE_KEYSTORE_PASSWORD on Windows

To configure INFA_NODE_KEYSTORE_PASSWORD on Windows:

1. At the command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_NODE_KEYSTORE_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_NODE_TRUSTSTORE_PASSWORD

The INFA_NODE_TRUSTSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the infa_truststore.jks file as an option with infasetup, or you can store it as the environment variable
INFA_NODE_TRUSTSTORE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring INFA_NODE_TRUSTSTORE_PASSWORD on UNIX

To configure INFA_NODE_TRUSTSTORE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA NODE TRUSTSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA NODE TRUSTSTORE PASSWORD = <encrypted password>
export INFA NODE TRUSTSTORE PASSWORD

Configuring INFA_NODE_TRUSTSTORE_PASSWORD on Windows

To configure INFA_NODE_TRUSTSTORE_PASSWORD on Windows:
1. At the command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_NODE_TRUSTSTORE_PASSWORD , and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_REPCNX_INFO

The INFA_LREPCNX_INFO environment variable applies to the pmrep command line program.

When you run pmrep in command line mode or from a script, it stores repository connection information in a
file, pmrep.cnx. pmrep uses the information in this file to reconnect to the repository. The
INFA_REPCNX_INFO environment variable stores the file name and file path for the repository connection file.
Each time you run pmrep connect, the command deletes the pmrep.cnx file. If the pmrep connect command
succeeds, the command replaces the pmrep.cnx file with the repository connection information.
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Use this variable when scripts that issue pmrep commands run simultaneously, and the scripts connect to
different repositories. In each shell, specify a different repository connection file. This prevents a script from
overwriting the connection information used by another script.

If you do not set this environment variable, pmrep stores connection information in pmrep.cnx in the home
directory. If you want to set the pmrep.cnx file in another location, specify the file path using the
INFA_REPCNX_INFO environment variable.

Configuring INFA_REPCNX_INFO on UNIX

To configure INFA_REPCNX_INFO on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA REPCNX INFO <file name>
In a UNIX Bourne shell environment, type:

INFA REPCNX INFO = <file name>
export INFA REPCNX INFO

Configuring INFA_REPCNX_INFO on Windows

To configure INFA_REPCNX_INFO on Windows:

» InaDOS shell, type:
set INFA REPCNX INFO = <file name>

Note: If you run multiple pmrep scripts, set this environment variable for the DOS shell, not for the
machine.

INFA_REPOSITORY_PASSWORD
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INFA_REPOSITORY_PASSWORD environment variable applies to the infacmd command line program.

Some infacmd commands require a PowerCenter repository password. You can provide a user password as
an option with infacmd, or you can store it as the environment variable INFA_REPOSITORY_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/WRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED TOPICS:

e “Encrypting Passwords” on page 56

Configuring INFA_REPOSITORY_PASSWORD on UNIX

To configure INFA_REPOSITORY_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>

pmpasswd returns the encrypted password.

Chapter 4: Environment Variables for Command Line Programs



2. Ina UNIX C shell environment, type:
setenv INFA REPOSITORY PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA REPOSITORY PASSWORD = <encrypted password>
export INFA REPOSITORY PASSWORD

Configuring INFA_REPOSITORY_PASSWORD on Windows

To configure INFA_REPOSITORY_PASSWORD on Windows:

1. Atthe command line, type:
pmpasswd <repository password>
pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_REPOSITORY_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFATOOL_DATEFORMAT

INFATOOL_DATEFORMAT environment variable applies to the pmcmd command line program.

Use this environment variable to customize the way pmemd displays the date and time. Enter the date format
string in DY MON DD HH24:MI:SS YYYY format. pmcmd verifies that the string is a valid format. If the format
string is not valid, the Integration Service generates a warning message and displays the date in the format
DY MON DD HH24:MI:SS YYYY.

Configuring INFATOOL_DATEFORMAT on UNIX

To configure INFATOOL_DATEFORMAT on UNIX:

» Ina UNIX C shell environment, type:
setenv INFATOOL DATEFORMAT <date/time format string>
In a UNIX Bourne shell environment, type:

INFATOOL DATEFORMAT = <date/time format string>
export INFATOOL DATEFORMAT

Configuring INFATOOL_DATEFORMAT on Windows

To configure INFATOOL_DATEFORMAT on Windows:

» Enter the environment variable INFATOOL_DATEFORMAT, and set the value to the display format string.

For information about setting environment variables on Windows, consult the Windows documentation.
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Encrypting Passwords

56

You can encrypt passwords to create an environment variable to use with infacmd, infasetup, pmcmd, and
pmrep or to define a password in a parameter file.

For example, you can encrypt the repository and database passwords for pmrep to maintain security when
using pmrep in scripts. Then you can create an environment variable to store the encrypted password. Or, you
can define a password for a relational database connection object in a parameter file.

Use the command line program pmpasswd to encrypt passwords. The pmpasswd utility installs in the
following directory:

<InformaticaInstallationDir>/server/bin
The pmpasswd utility uses the following syntax:
pmpasswd <password> [-e (CRYPT DATA | CRYPT SYSTEM)]

The following table describes pmpasswd options and arguments:

Option Argument Description
password Required. The password to encrypt.
-e CRYPT_DATA, Optional. Encryption type:
CRYPT_SYSTEM - CRYPT_DATA. Use to encrypt connection object passwords

that you define in a parameter file.
- CRYPT_SYSTEM. Use for all other passwords.

Default is CRYPT_SYSTEM.

Using a Password as an Environment Variable

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” the password encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring a Password as an Environment Variable on UNIX
To configure a password as an environment variable on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv <Password Environment Variable> <encrypted password>
In a UNIX Bourne shell environment, type:

<Password Environment Variable> = <encrypted password>
export <Password Environment Variable>

You can assign the environment variable any valid UNIX name.
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Configuring a Password as an Environment Variable on Windows
To configure a password as an environment variable on Windows:

1. At the command line, type:
pmpasswd <password>

pmpasswd returns the encrypted password.

2. Enter the password environment variable in the Variable field. Enter the encrypted password in the Value
field.

For information about setting environment variables on Windows, consult the Windows documentation.

Setting the User Name

For pmemd and pmrep, you can create an environment variable to store the user name.

Configuring a User Name as an Environment Variable on UNIX

To configure a user name as an environment variable on UNIX:

» In a UNIX C shell environment, type:
setenv <User Name Environment Variable> <user name>
In a UNIX Bourne shell environment, type:

<User Name Environment Variable> = <user name>
export <User Name Environment Variable>

You can assign the environment variable any valid UNIX name.

Configuring a User Name as an Environment Variable on Windows

To configure a user name as an environment variable on Windows:

» Enter the user name environment variable in the Variable field. Enter the user name in the Value field.

For information about setting environment variables on Windows, consult the Windows documentation.
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CHAPTER 5

Using infacmd

Using

58

This chapter includes the following topics:

Using infacmd Overview, 58

infacmd ListPlugins, 59

Running Commands, 59

infacmd Return Codes, 60

infacmd Overview

infacmd is a command line program that allows you to administer domains, users, and services. Use infacmd
to administer the following objects and services:

Application services and processes. Create, enable, disable, remove, and get the status of application
services and the associated service processes. Ping services. List services and the nodes that run them.
Update service processes and service process options. You cannot use infacmd to create services of a
previous version.

Domain gateway. Update the gateway node connectivity information.

Domains. Link domains and remove domain links. Change the domain administrator password. Update
domain options. Add and remove service levels.

Folders. Create, move, list, update, and remove folders. Move objects between folders.
Grids. Create and remove grids. List nodes in a grid.
Licenses. Add, remove, assign, unassign, and list licenses. Show license information.

Log events. Get and purge log events. Get session and workflow logs. Convert log files from binary to text
format.

Nodes. Update, ping, shut down, and remove nodes. List node names and options. Update the node role.
Add, enable, list, disable, and remove node resources. Change a node from a gateway node to a worker
node or from a worker node to a gateway node. Calculate the CPU profile for a node.

Users. Create and remove users. Reset user passwords. Subscribe to and unsubscribe users from alerts.
Assign users permission on objects. Enable user account lockout and unlock user accounts.



infacmd ListPlugins

Each infacmd program has a plugin identifier. When you run the program, you include the plugin ID as part of
the program name.

For example, dis is the plugin ID for the Data Integration Services infacmd program.

For example, to run a command that lists deployed applications, run the infacmd dis ListApplications
command:

infacmd dis ListApplications -dn domain name -un user name -d password -sn

Data Integration Service Name

To list the plugin IDs, enter the following command:

infacmd (.sh) ListPlugins

To list the valid commands for a plugin, enter the following command:
infacmd(.sh) plugin ID Help

To display help for one command, enter the following command:

infacmd(.sh) plugin ID CommandName Help

Running Commands

Invoke infacmd from the command line. You can issue commands directly or from a script, batch file, or
other program.

To run infacmd commands:

1. At the command prompt, switch to the directory where the infacmd executable is located.

By default, infacmd installs in the following directory of the Informatica services installation:
<Informatica installation directory>/isp/bin

You can also install infacmd from the Informatica Installation DVD.

2. Enter infacmd on Windows or infacmd.sh on UNIX followed by the plugin ID, the command name, and
the required options and arguments. The command names are not case sensitive.

For example:
infacmd(.sh) plugin ID CommandName [-optionl] argument 1 [-option2]
argument 2...Command Options
When you run infacmd, you enter options for each command, followed by the required arguments. For
example, most commands require that you enter the domain name, user name, and password using
command options. Command options are preceded with a hyphen and are not case sensitive. Arguments
follow the option.

To enter an argument that is preceded with a hyphen, enclose the argument in quotation marks using the
backslash (\) as an escape character before each quotation mark. For example, the following command
writes the log for the mapping run with the job ID "-qnLI7G_TEeW90lHBkc9hoA" to the file "MyLog.log" within
the infacmd directory on Windows:
infacmd ms GetRequestLog -dn MyDomain -sn MyDIS -un AdminUser -pd password -id \"-
qnLI7G TEeW90lHBkcOhoA\" -f MyLog.log
If you omit or incorrectly enter one of the required options, the command fails and infacmd returns an error
message.
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You can use environment variables for some command options with infacmd. For example, you can store the
default user name and password for a domain as environment variables so that you do not have to enter
them using command options. Configure these variables before you use infacmd.

infacmd Return Codes

The infacmd program indicates the success or failure of a command with the following return codes:
¢ 0 indicates that the command succeeded.
e -1 indicates that the command failed.

Use the DOS or UNIX echo command immediately after running an infacmd command to see the return code
for the command:

e InaDOS shell: echo $ERRORLEVEL%
e Ina UNIX Bourne or Korn shell: echo $?

e InaUNIX C shell: echo $status
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CHAPTER 6

infacmd as Command Reference

This chapter includes the following topics:

o CreateExceptionAuditTables, 61

e C(CreateService, 63

o DeleteExceptionAuditTables, 67

e ListServiceOptions, 68

e ListServiceProcessOptions, 70

e UpdateServiceOptions, 71

e UpdateServiceProcessOptions, 73

CreateExceptionAuditTables

Creates tables that can contain audit trail data for the work that Analyst tool users perform in exception
management tasks.

The infacmd as CreateExceptionAuditTables command uses the following syntax:

CreateExceptionAuditTables
<-DomainName | -dn> domain_name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]



The following table describes infacmd as CreateExceptionAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Analyst Service name.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Rules and Guidelines for Exception Management Audit Tables

Before you create tables to store audit data for exception management tasks, review the following rules and
guidelines:

e The Analyst Service writes audit data for the exception management tasks that a Data Integration Service
creates when it runs a workflow that contains a Human task. Each exception management task is an
instance of a Human task in a workflow.

The HumanTaskDatalntegrationService option on the infacmd as createService help command identifies
the Data Integration Service that creates the exception management tasks.

o Before you create the exception Management audit tables, identify a database and a schema for the
tables. To identify the database and schema, run the infacmd as updateServiceOptions command.

When you run infacmd as updateServiceOptions, set the following options:
-0 HumanTaskDatalntegrationService.exceptionDbName
-0 HumanTaskDatalntegrationService.exceptionSchemaName

¢ The audit tables contain all audit trail data for the work that users perform in the Analyst tool that the
Analyst Service specifies. If you do not create the audit tables, the Analyst Service creates audit tables for
each exception management task in the database that contains the task data.

CreateService

Creates an Analyst Service in a domain. Also associates a Model Repository Service, Data Integration
Services, and Metadata Manager Service with the Analyst Service.

The infacmd as CreateService command uses the following syntax:

CreateService

<-DomainName|-dn> domain name

<-NodeName | -nn> node name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
[<-RepositoryService|-rs> model repository service name]
[<-DataIntegrationService|-ds> data integration service name]
[<-HumanTaskDataIntegrationService|-htds> human task data integration service name]
[<-MetadataManagerService|-mm> metadata manager service name]
[<-FlatFileCacheLocation|-ffl> flat file location]
[<-CatalogService|-cs> catalog service name]
[<-CatalogServiceUserName|-csau> catalog service user name]

[<-CatalogServiceSecurityDomain|-cssdn> catalog service security domain]
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[<-CatalogServicePassword|-csap> catalog service password]

[<-RepositoryUsername|-au> model repository user name]

[<-RepositorySecurityDomain|-rssdn> model repository security domain]

[<-RepositoryPassword|-ap> model repository password]

[<-BusinessGlossaryExportFileDirectory|-bgefd> business glossary export file directory]

<-HttpPort> http port

The following table describes infacmd as CreateService options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain.

-dn You can set the domain name with the -dn
option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-NodeName node_name Required. Name of the node where the

-nn Analyst Service will run.

-ServiceName
-sn

service_name

Required. Name of the Analyst Service.

The name is not case sensitive and must be
unique within the domain. The characters
must be compatible with the code page of the
associated repository. The name cannot
exceed 230 characters, have leading or
trailing spaces, or contain carriage returns,
tabs, or the following characters:

/<>

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the
domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name.
Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can
set a security domain with the -sdn option or
the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both
methods, the -sdn option takes precedence.
The security domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option
or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set a the resilience timeout period with both
methods, the -re option takes precedence.
Default is 180 seconds.

-RepositoryService
-rs

model_repository_service_name

Optional. Name of the Model Repository
Service.

The name is not case sensitive and must be
unique within the domain. The characters
must be compatible with the code page of the
associated repository. The name cannot
exceed 230 characters, have leading or
trailing spaces, or contain carriage returns,
tabs, or the following characters:

/o <>

-DatalntegrationService
-ds

data_integration_service_name

Optional. Data Integration Service name
associated with the Analyst Service.

HumanTaskDatalntegrationServic
e

-htds

human_task_data_integration_s
ervice_name

Optional. Data Integration Service that runs
workflows.

When a workflow contains a Human task,
users log in to the Analyst Service URL to
work on the Human task instances.

-MetadataManagerService
-mm

metadata_manager_service_na
me

Optional. Metadata Manager Service name
associated with the Analyst Service.
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Option

Argument

Description

-FlatFileCacheLocation
-ffl

flat_file_location

Optional. Full path, excluding the domain
name, to the folder in which you want to
cache the flat files. Must be in the following
format:

/parent_folder/child_folder

-CatalogService
-CcS

catalog_service_name

Optional. Name of the Catalog Service that
you want to associate with the Analyst
Service.

-CatalogServiceUserName
-csau

catalog_service_user_name

Optional. Required if you specify Catalog
Service. Administrator user name to connect
to the Catalog Service.

-CatalogServiceSecurityDomain
-cssdn

catalog_service_security_domai
n

Required if you use LDAP authentication.
Name of the security domain to which the
Administrator user belongs.

-CatalogServicePassword
-csap

catalog_service_password

Required if you specify a Catalog Service.
User password for the Catalog Service.

-RepositoryUserName
-au

model_repository_user_name

Required if you specify a Model Repository
Service. User name to connect to the Model
repository.

If you enter a user name that contains a
space or other non-alphanumeric character,
enclose the name in quotation marks.

-RepositorySecurityDomain
-rssdn

model_repository_security_dom
ain

Required if you use LDAP authentication.
Name of the security domain to which the
Administrator user belongs.

-RepositoryPassword
.ap

model_repository_password

Required if you specify a Model Repository
Service. User password for the Model
Repository Service.

BusinessGlossaryExportFileDirect
ory

-bgefd

business_glossary_export_file_
directory

Optional. Location of the directory to export
business glossary files.

-HttpPort

http_port

Required. Port number for the Analyst
Service.
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DeleteExceptionAuditTables

Deletes tables that can contain audit trail data for the work that Analyst tool users perform in exception

management tasks.

The infacmd as DeleteExceptionAuditTables command uses the following syntax:

DeleteExceptionAuditTables

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd as DeleteExceptionAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Analyst Service name.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

ListServiceOptions

68

Lists Analyst Service options. Lists the values for each Analyst Service option.

The infacmd as ListServiceOptions command uses the following syntax:

ListServiceOptions
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user_name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd as ListServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Analyst Service. The name is not
case sensitive.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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ListServiceProcessOptions

70

Lists the Analyst Service process options.

The infacmd as ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

The following table describes infacmd as ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Analyst Service. The name is not
-sn case sensitive.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re -ResilienceTimeout
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-NodeName node_name Required. Node where the Analyst Service process runs.

-nn

UpdateServiceOptions

Updates Analyst Service options. To view current option values, run infacmd as ListServiceOptions.

Enter connection options in the following format:

. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd as UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

[<-Options |-0> options]
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The following table describes infacmd as UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Analyst Service.
The name is not case sensitive.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Options
-0

options

Optional. List of options to configure. Separate each
option with a space. To view options, run the infacmd as
ListServiceOptions command.
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UpdateServiceProcessOptions

Updates options for the Analyst Service process. To view options, run the infacmd as
ListServiceProcessOptions command.

Enter connection options in the following format:

. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric

character, enclose the value in quotation marks.

The infacmd as UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name

<-Options|-o0> options

The following table describes infacmd as UpdateServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Analyst Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-ResilienceTimeout

timeout_period_in_seco
nds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can

-re
set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set a the resilience timeout period with both methods, the -
re option takes precedence.

-NodeName node_name Required. Node where the Analyst Service process runs.

-nn

-Options options Required. List of options to configure. Separate each option

-0 with a space. To view options, run the infacmd as

ListServiceProcessOptions command.
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CHAPTER 7

infacmd aud Command Reference

This chapter includes the following topics:

e getDomainObjectPermissions, 75

e getPrivilegeAssociation, 77

e getUserGroupAssociation, 79

e getUserGroupAssociationForRoles, 81

e getUsersPersonalinfo, 83

getDomainObjectPermissions

Gets the list of domain objects to which the specified users or groups have permission. You can generate
reports for the specified users or groups.

Users with the administrator role can run this command.

The infacmd aud getDomainObjectPermissions command uses the following syntax:

getDomainObjectPermissions

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<<-ExistingUserNames|-eu> existing user names|
<-ExistingGroupNames|-eg> existing group names>
[<-ExistingSecurityDomain|-esd> existing security domain]
[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getDomainObjectPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Name of the security domain that you want to create to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

You can specify a value for -sdn or use the default based

on the authentication mode:

- Required if the domain uses LDAP authentication.
Default is Native. To work with LDAP authentication,
you need to specify the value for -sdn.

- Optional if the domain uses native authentication or
Kerberos authentication. Default is native for native
authentication. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of the
security domain is the same as the user realm
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. Specify the host names
and port numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Option

Argument

Description

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.

-ExistingGroupNames
.eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain

existing_security_domain

Required if you use LDAP authentication. Security

-esd domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSV
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getPrivilegeAssociation

Gets privileges assigned to the users or groups. You can select the users or groups for which you want to

generate report.

Users with the administrator role can run this command.

The infacmd aud getPrivilegeAssociation command uses the following syntax:

getPrivilegeAssociation

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<<-ExistingUserNames|-eu> existing user names|

<-ExistingGroupNames|-eg> existing group names>

[<-ExistingSecurityDomain|-esd> existing security domain]

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getPrivilegeAssociation options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -
pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu). Name
of the group or a list of groups to run the reports. For
multiple groups, separate each group by a comma at the
command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security domain
to which the user or group belongs. Default is Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getUserGroupAssociation

Gets list of users that belong to the group or a list of groups associated with specified users. You can select
the users or groups for which you want to generate report.

Users with the administrator role can run this command.

The infacmd aud getUserGroupAssociation command uses the following syntax:

getUserGroupAssociation

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<<-ExistingUserNames|-eu> existing user names|

<-ExistingGroupNames|-eg> existing group names>

[<-ExistingSecurityDomain|-esd> existing security domain]

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUserGroupAssociation options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security
domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo

If you do not specify an output file name, infacmd
displays the log events on the screen.

getUserGroupAssociationForRoles

Gets list of roles assigned to users and groups. You can select the roles for which you want to generate
report.

Users with the administrator role can run this command.

The infacmd aud getUserGroupAssociationForRoles command uses the following syntax:

getUserGroupAssociationForRoles

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-RoleNames|-en> role names

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUserGroupAssociationForRoles options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-RoleNames
-en

role_names

Required. Name of the role assigned for users or groups
in the domain for which you want to generate the report.
For multiple roles, separate each role by a comma at the
command line.
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Option Argument Description

-Format format_TEXT_CSV Optional. Output file format. Valid types include:
-m - Text
- CSV

If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd
displays the log events on the screen.

getUsersPersonallnfo

Gets user information in the domain. The report displays the full name, security domain, description, contact
details, and user status. If you run the report for users, the report displays the user information for the
specified users. If you run the report for groups, the report organizes user information for all users in the
specified group. The report displays nested groups separately.

Users with the administrator role can run this command.

The infacmd aud getUsersPersonallnfo command uses the following syntax:

getUsersPersonallInfo

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<<-ExistingUserNames|-eu> existing user names|
<-ExistingGroupNames|-eg> existing group names>
[<-ExistingSecurityDomain|-esd> existing security domain]
[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUsersPersonalinfo options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security
domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getUsersPersonallnfo
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CHAPTER 8

infacmd autotune Command
Reference

This chapter includes the following topic:

e Autotune, 86

Autotune

86

Configures services and connections with recommended settings based on the deployment type. Changes
take effect after you recycle the services.

For each specified service, the changes to the service take effect on all nodes that are currently configured to
run the service, and the changes affect all service processes.

The infacmd autotune Autotune command uses the following syntax:

Autotune

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Size|-s> tuning size name

[<-ServiceNames|-sn> service names]
[<-BlazeConnectionNames|-bcn> connection names]
[<-SparkConnectionNames|-scn> connection names]

[<-All|-a> yes or no]



The following table describes infacmd autotune Autotune options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security domain
is the same as the user realm specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOQUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Size

tuning_size_name

Required. The deployment type that represents big data
processing requirements based on concurrency and volume.

You can enter Sandbox, Basic, Standard, or Advanced.
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Option

Argument

Description

-ServiceNames
-sn

service_names

Optional. List of services configured in the Informatica
domain. Separate each service name with a comma.

You can tune the following services:
- Analyst Service

- Content Management Service

- Data Integration Service

- Model Repository Service

- Resource Manager Service

- Search Service

Default is none.

-BlazeConnectionNames
-ben

connection_names

Optional. List of Hadoop connections configured in the
Informatica domain. For each Hadoop connection, the
command tunes Blaze configuration properties in the
Hadoop connection.

Separate each Hadoop connection name with a comma.

Default is none.

-SparkConnectionNames

connection_names

Optional. List of Hadoop connections configured in the
Informatica domain. For each Hadoop connection, the

-scn
command tunes Spark configuration properties in the
Hadoop connection.
Separate each Hadoop connection name with a comma.
Default is none.

-All yes_or_no Optional. Enter yes to apply recommended settings to all

-a Analyst Services, Content Management Services, Data

Integration Services, Model Repository Services, Resource
Manager Services, Search Services, and Hadoop
connections in the Informatica domain.

Enter no to apply the recommended settings only to the
services and Hadoop connections that you specify.

Default is no.

Chapter 8: infacmd autotune Command Reference




CHAPTER 9

Infacmd bg Command Reference

This chapter includes the following topics:
e upgradeRepository, 89

o listGlossary, 90
e exportGlossary, 91

e importGlossary, 95

upgradeRepository

Upgrades the business glossary data in the Model repository. Run this command after you upgrade the
domain and Model Repository Service.

The infacmd bg upgradeRepository command uses the following syntax:
upgradeRepository
<-DomainName | -dn> domain_name
<-UserName|-un> user name
<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name

The following table describes infacmd bg upgradeRepository options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Kerberos, Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

89



Option Argument Description

-Password Password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Optional if the domain uses LDAP authentication, Native
-sdn authentication or Kerberos authentication. Name of the
security domain to which the domain user belongs. You
can set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

installation.
AtServiceName Analyst_service_name Required. Name of the Analyst Service.
-atn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

J x>

listGlossary

90

Displays a list of the business glossaries available in the Analyst tool as a standard output. Each glossary
name is displayed as a separate line.

The infacmd bg listGlossary command uses the following syntax:

listGlossary

<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]

<-AtServiceName|-atn> Analyst service name
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The following table describes infacmd bg upgradeRepository options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set

-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Kerberos, Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

-Password Password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Optional if the domain uses LDAP authentication, Native
authentication or Kerberos authentication. Name of the
security domain to which the domain user belongs. You
can set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses Kerberos, Native or LDAP
authentication, the default is Native. The name of the
security domain is the same as the user realm specified
during installation.

AtServiceName
-atn

Analyst_service_name

Required. Name of the Analyst Service.

The name is not case sensitive and must be unique
within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

/2>

exportGlossary

Exports the business glossaries available in the Analyst tool. The Analyst tool exports business glossary data
in the .xIsx or .zip format based on the options that you specify.

The infacmd bg exportGlossary command uses the following syntax:

exportGlossary

<-DomainName|-dn> domain name
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<-UserName|-un> user name

<-Password|-pd> Password

[<-SecurityDomain|-sdn> security domain]

<-AtServiceName|-atn> Analyst service name

[<-GlossaryList|-gl> Glossary list]

[<-Delimiter|-dl> Glossary name delimiter]
[<-IncludeCrossGlossaryLinks|-cgl> Include cross glossary links true false]
[<-IncludeAuditHistory|-ah> Include audit history true false]
[<-IncludeAttachment|-att> Include attachments true false]
[<-IncludeOnlyTemplate|-tem> Include templates only true false]
[<-ExportasPlainTextOnly|-ept> Export richtext as plain text true false]
[<-status|-s> Status_of assets]

[<-phase|-p> Phase of assets]

<-ExportFilePath|-ep> Export path

The following table describes infacmd bg exportGlossary options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica
-dn domain. You can set the domain

name with the -dn option or the
environment variable
INFA_DEFAULT_DOMAIN. If you set
a domain name with both methods,
the -dn option takes precedence.

-UserName user_name Required if the domain uses

-un Kerberos, Native or LDAP
authentication. User name to
connect to the domain. You can set
the user name with the -un option or
the environment variable
INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both
methods, the -un option takes

precedence.
-Password Password Required if you specify the user
-pd name. Password for the user name.

The password is case sensitive.
You can set a password with the -pd
option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWOR
D. If you set a password with both
methods, the password set with the
-pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Optional if the domain uses LDAP
authentication, Native
authentication or Kerberos
authentication. Name of the
security domain to which the
domain user belongs. You can set a
security domain with the -sdn
option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN
. If you set a security domain name
with both methods, the -sdn option
takes precedence. The security
domain name is case sensitive.

If the domain uses Kerberos, Native
or LDAP authentication, the default
is Native. The name of the security
domain is the same as the user

realm specified during installation.

AtServiceName
-atn

Analyst_service_name

Required. Name of the Analyst
Service.

The name is not case sensitive and
must be unique within the domain.
The characters must be compatible
with the code page of the
associated repository. The name
cannot exceed 230 characters, have
leading or trailing spaces, or
contain carriage returns, tabs, or
the following characters:

/x>

-GlossaryList
.g|

Glossary_list

Optional. The names of one or more
glossaries that you want to export
and that you have access to, as
determined by the permissions and
privileges defined in the Analyst
tool. Separate the names of
multiple glossaries by the user
defined delimiter character.

If you do not specify the names of
glossaries, the Analyst tool exports
all the glossaries that you have
permission to access as determined
by the permissions and privileges
defined in the Analyst tool.
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Option

Argument

Description

-Delimiter
-dl

Glossary_name_delimiter

Optional. Specify a custom
delimiter if you are exporting
multiple glossaries and one of them
has a standard delimiter character
as part of the glossary name. The
standard delimiter is a comma.

Define a custom delimiter of
maximum one special character.
Use the custom delimiter to
separate the names of multiple
glossaries.

-IncludeCrossGlossaryLinks
-cgl

Include_cross_glossary_links_true_false

Optional. Enter one of the following

values:

- True to include cross glossary
links in the export file.
False to skip cross glossary
links in the export file.

Default is true.

-IncludeAuditHistory
-ah

Include_audit_history_true_false

Optional. Enter one of the following

values:

- True to include audit trail history
in the export file.
False to skip the audit trail
history in the export file.

Default is false.

-IncludeAttachments
-att

Include_attachments_true_false

Optional. Enter one of the following

values:

- True to include attachments in
the export file.

- Specify False to skip
attachments in the export file.

Default is false.

-IncludeOnlyTemplates
-tem

Include_only_templates_true_false

Optional. Enter one of the following

values:

- True to include only templates in
the export file.
False to include both templates
and glossary data in the export
file.

Default is false.

-ExportasPlainTextOnly
-ept

Export_richtext_as_plain_text_true_false

Optional. Enter one of the following

values:

- True to export formatted rich
text content as plain text.
False to export formatted rich
text content as rich text.

Default is false.
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Option Argument

Description

-status Status_of_assets
-S

Optional. Enter one or all of the
following values, separated by a
comma:
- Active to export assets that are
active.
Inactive to export assets that
are inactive.
The Analyst tool exports assets that
are both active and inactive if you
do not specify any value.

-phase Phase_of_assets

Optional. Enter one or all of the
following values, separated by a
comma:

- Draft to export assets that are
in the draft phase.

In Review to export assets that
are in the In Review phase.
Published to export assets that
are in the Published phase.

- Rejected to export assets that
are in the Rejected phase.
Pending publish to export
assets that are in the Pending
Publish phase.

The Analyst tool exports assets that
are in all phases if you do not
specify any value.

-ExportFilePath Export_path
.ep

Required.

Specify the path where the
command line program must store
the exported files.

importGlossary

Imports business glossaries from .xIsx or .zip files that were exported from the Analyst tool.

The infacmd bg importGlossary command uses the following syntax:

importGlossary

<-DomainName | -dn> domain name
<-UserName|-un> user name

<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name
[<-GlossaryList|-gl> Glossary list]

[<-Delimiter|-dl> Glossary name delimiter]
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[<-IncludeCrossGlossaryLinks|-cgl> Include cross glossary links true false]

[<-IncludeAuditHistory|-ah> Include audit history true false]
[<-IncludeAttachment|-att> Include attachments true false]
[<-IncludeOnlyTemplate|-tem> Include templates only true false]

[<-IncludeRichTextContentforConflictingAssets|-irt>
Include_richtextcontent conflicting assets true false]

<-ImportFilePath|-ip> Import path

[<-ResolutionOnMatchByName |-rmn> Copy or replace or skip assets by name]

[<-ResolutionOnMatchById|-rmi> Copy or replace or skip assets by id]

The following table describes infacmd bg importGlossary options and arguments:

Option Argument

Description

-DomainName domain_name
-dn

Required. Name of the
Informatica domain. You can
set the domain name with the -
dn option or the environment
variable
INFA_DEFAULT_DOMAIN. If
you set a domain name with
both methods, the -dn option
takes precedence.

-UserName user_name
-un

Required if the domain uses
Kerberos, Native or LDAP
authentication. User name to
connect to the domain. You
can set the user name with the
-un option or the environment
variable
INFA_DEFAULT_DOMAIN_USER
. If you set a user name with
both methods, the -un option
takes precedence.

-Password Password
.pd

Required if you specify the
user name. Password for the
user name. The password is
case sensitive. You can set a
password with the -pd option
or the environment variable
INFA_DEFAULT_DOMAIN_PASS
WORD. If you set a password
with both methods, the
password set with the -pd
option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Optional if the domain uses
-sdn LDAP authentication, Native
authentication or Kerberos
authentication. Name of the
security domain to which the
domain user belongs. You can
set a security domain with the
-sdn option or the environment
variable
INFA_DEFAULT_SECURITY_DO
MAIN. If you set a security
domain name with both
methods, the -sdn option takes
precedence. The security
domain name is case
sensitive.

If the domain uses Kerberos,
Native or LDAP authentication,
the default is Native. The name
of the security domain is the
same as the user realm
specified during installation.

AtServiceName Analyst_service_name Required. Name of the Analyst
-atn Service.

The name is not case sensitive
and must be unique within the
domain. The characters must
be compatible with the code
page of the associated
repository. The name cannot
exceed 230 characters, have
leading or trailing spaces, or
contain carriage returns, tabs,
or the following characters:

/<>
GlossaryList Glossary_list Optional. The names of one or
gl more glossaries that you want

to import, and that you have
access to as determined by the
permissions and privileges
defined in the Analyst tool. The
glossaries must be present in
the .xIsx file. Separate the
names of multiple glossaries
by the user defined delimiter
character.

If you do not specify the
names of glossaries, the
Analyst tool imports all the
glossaries that you have
permission to access as
determined by the permissions
and privileges defined in the
Analyst tool.
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Option Argument Description
-Delimiter Glossary_name_delimiter Optional. Specify a custom
dl delimiter if you are importing

multiple glossaries and one of
them has a standard delimiter
character as part of the
glossary name. The standard
delimiter is a comma.

Define a custom delimiter of
maximum one special
character. Use the custom
delimiter to separate the
names of multiple glossaries.

IncludeCrossGlossaryLinks
-cgl

Include_cross_glossary_links_true_false

Optional. Enter one of the

following values:

- True to import cross
glossary links from the
export file.

False to skip the import of
cross glossary links from
the export file.

Default is true.

-IncludeAuditHistory
-ah

Include_audit_history_true_false

Optional. Enter one of the
foIIowmg values:
True to import audit trail
history from the export file.
False to skip the import of
the audit trail history from
the export file.

Default is false.

-IncludeAttachments
-att

Include_attachments_true_false

Optional. Enter one of the
foIIowmg values:
True to include
attachments when importing
business glossaries.
False toinclude both
templates and glossary data
when importing business
glossaries

Default is true.

-IncludeOnlyTemplates
-tem

Include_only_templates_true_false

Required. Enter one of the
foIIowmg values:
True to include only
templates when importing
business glossaries.
False toinclude both
templates and glossary data
when importing business
glossaries.

Default is false.
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Option

Argument

Description

IncludeRichTextContentfor
ConflictingAssets

-irt

Include_richtextcontent_conflicting_assets_true_fals
e

Optional. Enter one of the
foIIowmg values:
True when you want to
import rich text content for
conflicting assets.
False when you do not
want to import rich text
content for conflicting
assets.

Default is true.

-ImportFilePath
.|p

Import_path

Required. Specify the path and
filename where the import file
is available.

ResolutionOnMatchByNam
e

-rmn

Copy_or_replace_or_skip_assets_by_name

Optional. Enter one of the

foIIowmg values:

Copy to copy all assets
when there is a conflict
based on the name.

- Replace to replace all
assets when there is a
conflict based on the name.
This is the default value.
Skip to skip all assets when
there is a conflict based on
the name.

-ResolutionOnMatchByld
-rmi

Copy_or_replace_or_skip_assets_by_id

Optional. Enter one of the

foIIowmg values:

Copy to copy all assets
when there is a conflict
based on the asset ID.

- Replace toreplace all
assets when there is a
conflict based on the asset
ID. This is the default value.
Skip to skip all assets when
there is a conflict based on
the asset ID.
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CHAPTER 10

infacmd ccps Command
Reference

This chapter includes the following topics:

o deleteClusters, 100

e listClusters, 102
e updateADLSCertificate, 103

deleteClusters

Deletes clusters created by the cluster workflow from the cloud platform.

The infacmd ccps deleteClusters command uses the following syntax:

deleteClusters

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_name

<-Password|-pd> password

<-CloudProvisioningConfigurationID|-cpcid> cloud provisioning configuration id
<-ClusterIDs|-cids> cluster ids

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

Note: When you use this command to delete clusters on the Azure cloud platform, the process blocks any
other command through the command shell until the Azure cloud platform completes the process to release
cluster resources. This process could take several minutes. If you try to kill the command using CTRL-C, and
then re-run the command, the same time delay and block apply.
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The following table describes infacmd ccps deleteClusters options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

CloudProvisioningConfigur
ationlD

cloud_provisioning_configu
ration_id

Required. ID of the cloud provisioning configuration.

-cpcid
-ClusterIDs cluster_ids Required. Comma-separated list of clusters to delete.
-cids The cluster ID is the same as the cluster ID listed on the

cloud platform site.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option

Argument

Description

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-DeleteConnections
-dc

delete_associated_connecti
on

Optional. Deletes the connections that the cluster
configuration created. Use one of the following values:
- TRUE

- FALSE

Default is FALSE.

listClusters

Lists clusters that the cluster workflow creates and that exist on the cloud platform.

The infacmd ccps listClusters command uses the following syntax:

listClusters

<-DomainName | -dn> domain name
<-ServiceName|-sn> service_name
<-UserName|-un> user name
<-Password|-pd> password
<-CloudProvisioningConfigurationID|-cpcid> cloud provisioning configuration id
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd ccps listClusters options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

102 Chapter 10: infacmd ccps Command Reference




Option

Argument

Description

CloudProvisioningConfigur
ationID

-cpcid

cloud_provisioning_configu
ration_id

Required. ID of the cloud provisioning configuration.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

updateADLSCertificate

Updates the Azure Data Lake Service Principal certificate path in a cloud provisioning configuration.

The infacmd ccps updateADLSCertificate command uses the following syntax:

updateADLSCertificate
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
<-CloudProvisioningConfigurationID|-cpcid> cloud provisioning configuration id
<-CertificateFilePath|-certPath> certificate file path

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd ccps updateADLSCertificate options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

CloudProvisioningConfigur
ationlD

-cpcid

cloud_provisioning_configu
ration_id

Required. ID of the cloud provisioning configuration to
update with the certificate file path.

-CertificateFilePath
-certPath

certificate_file_path

Required. Path to the ADLS Service Principal certificate
on the Data Integration Service machine.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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CHAPTER 11

infacmd cluster Command
Reference

This chapter includes the following topics:

createConfiguration, 105

o deleteConfiguration, 107

e clearConfigurationProperties, 109

o exportConfiguration, 111

e listAssociatedConnections, 112

o listConfigurationGroupPermissions, 114

e listConfigurationSets, 115

e listConfigurationProperties, 117

e listConfigurations, 118

e listConfigurationUserPermissions, 119

o refreshConfiguration, 121

e setConfigurationPermissions, 123

e setConfigurationProperties, 125

e updateConfiguration, 127

createConfiguration

Imports cluster information directly from a cluster or from a cluster archive file.

The cluster configuration is an object in the domain that contains configuration information about the
Hadoop cluster.

The infacmd cluster createConfiguration command uses the following syntax:

createConfiguration

<-DomainName | -dn> domain_ name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-DistributionType|-dt> CDH|EMR | HDI | HDP | MAPR]
[<-DistributionVersion|-dv> distribution version]
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[<-ClusterManagerUri|-uri> cluster_manager_uri]
[<-ClusterManagerUser|-cmu> cluster manager user]
[<-ClusterManagerPassword|-cmp> cluster manager password]
[<-ClusterName|-cln> cluster name]
[<-FilePath|-path> file path]

The following table describes infacmd cluster createConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication or if you import properties directly from
the cluster. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option

Argument

Description

-ConfigurationName
-cn

Name of the cluster
configuration

Required. The cluster configuration name must meet the
following requirements:
- Unique within the domain
- Cannot exceed 128 characters
- Cannot contain white spaces or the following special
characters:
S ISR ()= ([N e > 2

Values are not case sensitive.

-DistributionType
-distType

Hadoop distribution

Required. One of the following Hadoop distribution
types:

- CDH. Cloudera CDH.

- EMR. Amazon EMR.

- HDI. Azure HDInsight.

- HDP. Hortonworks HDP.

- MAPR

Values are not case sensitive.

-DistributionVersion
-dv

Hadoop distribution version

Optional. Specify a distribution version other than the
default version.

Each Hadoop distribution has a default version. Use the -
dv option to specify a different supported Hadoop
version to apply to the cluster configuration.

Default is the most recent distribution version that Big
Data Management supports.

-ClusterManagerUri
-uri

Cluster manager URI

Required to import directly from the cluster. URI of the
cluster configuration web interface.

-ClusterManagerUser
-cmu

Cluster Manager user

Required to import directly from the cluster. User name
of the account to log in to the cluster configuration web
interface.

-ClusterManagerPassword
-cmp

Cluster Manager password

Required to import directly from the cluster. Password of
the account to log in to the cluster configuration web
interface.

-ClusterName

Cluster name

Required if the cluster manager manages multiple
clusters. If you do not provide a cluster name, the wizard

-cln

imports information based on the default cluster.
-FilePath Path and filename to the Required to import cluster information from a file. Path
-path location of the archive file. | and file name of the archive file that contains cluster *-

site.xml configuration files.

deleteConfiguration

Deletes a cluster configuration from the domain.

You cannot delete a cluster configuration that is used by any connection object.
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The infacmd cluster deleteConfiguration command uses the following syntax:

deleteConfiguration

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-DeleteConnections|-dc> delete associated connections]

The following table describes infacmd cluster deleteConfiguration options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-re
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Option

Argument

Description

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-DeleteConnections
-dc

delete_associated_connecti
on

Optional. Set to TRUE to delete all of the connections
that are associated with the cluster configuration.

Default is FALSE.

clearConfigurationProperties

Clears overridden property values in the cluster configuration set.

The command clears overridden values of imported properties and restores the value that was imported. The
command deletes user-defined properties from a configuration set. To delete an imported property, use the -

del option.

Note: When you delete an imported property, the refresh operation restores the property if it exists on the

cluster.

For example, the following command deletes the user-defined properties "foo.bar" and "biz.baz" from the

core-site.xml set of the CDH1 cluster configuration:

infacmd cluster clearConfigurationProperties -cn CDH1 -cs core-site.xml -pn foo.bar

biz.baz

The infacmd cluster clearConfigurationProperties command uses the following syntax:

clearConfigurationProperties
<-DomainName | -dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

<-ConfigurationSet|-cs> configuration set
<-PropertyNames|-pn> list of property names separated by space

[<-DeleteProperties|-del> delete properties]
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The following table describes infacmd cluster clearConfigurationProperties options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CcS

Configuration set

Name of the configuration set.

Enter the xml configuration file name. For example, hdfs-
site.xml. When you enter an .xml file name, the
command returns the properties and values in that
configuration set.
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Option

Argument

Description

-PropertyNames
-pn

property_name

Properties to run the command against. When you
include an imported property, the command clears an
override value. When you include a user-defined
property, the command deletes the property.

To edit more than one property, separate property names
with spaces.

When the property is not a user-defined property, use the
-del option.

-DeleteProperties
-del

delete_properties

Optional. When you set the option to TRUE, deletes an
imported property.
Default is FALSE.

exportConfiguration

Exports a cluster configuration to an archive file containing .xml files or a combined .xml file.

Export the properties that a cluster configuration object contains to a compressed file in a path that you

specify.

When you export the cluster configuration file, you create a .zip archive.

The infacmd cluster exportConfiguration command uses the following syntax:

exportConfiguration

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<-FilePath|-path> file path

[<-IncludeSensitive|-is> include sensitive properties]

The following table describes infacmd cluster exportConfiguration options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-FilePath
-path

Path and file name to the
location of the file to
create.

Required. Path and file name of the compressed file to
be created as an archive of the cluster configuration.
You can specify an absolute path or a relative path to the
file name. Include a . zip or . tar suffix.

-IncludeSensitive
-is

include_sensitive_propertie
s

Optional.

Set to TRUE to export sensitive properties. You must
have write permission on the cluster configuration to
include them in the export.

Default is FALSE.

listAssociatedConnections

Lists connections by type that are associated with the specified cluster configuration.

The command lists results by connection type.

The infacmd cluster listAssociatedConnections command uses the following syntax:

listAssociatedConnections
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
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[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

The following table describes infacmd cluster listAssociatedConnections options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
-pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.
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listConfigurationGroupPermissions
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Lists the permissions that a group has for a cluster configuration.
Command output includes group permissons and the security domain that the group is a member of.

The infacmd cluster listConfigurationGroupPermissions command uses the following syntax:

listConfigurationGroupPermissions

<-DomainName | -dn> domain_ name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfiqurationName|-cn> configuration name
[<-Direct> direct]

[<-GroupFilter|-groups> group filter]

The following table describes infacmd cluster listConfigurationGroupPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName Name of the cluster Required. Name of the cluster configuration on the

-en configuration domain. Values are not case sensitive.

-Direct Whether to list direct or Optional. Determines whether you list permissions that
effective permissons. the administrator has directly granted to the cluster

configuration. Specify one of these values:

- Direct. The permissions that the administrator directly
granted to the group.

- Effective. All of the permissions that the group has,
including direct and inherited permissions.

Default is effective.

GroupFilter Group filter Optional. List the group or groups to show results for. If

-groups you do not specify a group, the command displays
results for all groups by default. Separate group names
with spaces.

listConfigurationSets

Lists the configuration sets that a cluster configuration contains.

The infacmd cluster listConfigurationSets command uses the following syntax:

listConfigurationSets

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
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The following table describes infacmd cluster listConfigurationSets options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.
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listConfigurationProperties

Lists properties and active values for a configuration set.

The infacmd cluster listConfigurationProperties command uses the following syntax:

listConfigurationProperties

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<-ConfigurationSet|-cs> configuration set

The following table describes infacmd cluster listConfigurationProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.
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Option

Argument

Description

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CcS

configuration set

Name of the configuration set.

Enter one of the following configuration set options:

- general. When you enter this option, the command
returns the property values under the General category
of cluster configuration options:

Description

Distribution type

Distribution version
- Last refreshed time

- .xml configuration file name. For example, hdfs-

site.xml. When you enter an .xml file name, the
command returns the properties and values in that
configuration set.

Lists the cluster configurations in the domain.

The infacmd cluster listConfigurations command uses the following syntax:

listConfigurations

<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cluster listConfigurations options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

listConfigurationUserPermissions

Lists the permissions that a user has for a cluster configuration.

The infacmd cluster listConfigurationUserPermissions command uses the following syntax:

listConfigurationUserPermissions
<-DomainName|-dn> domain name
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<-UserName|-un> user_name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name
[<-Direct> direct]
[<-UserFilter|-users> user filter]

The following table describes infacmd cluster listConfigurationUserPermissions options and arguments:

Option Argument

Description

-DomainName domain_name

-dn

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName Name of the cluster
-en configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

Chapter 11: infacmd cluster Command Reference




Option Argument

Description

Whether to list direct or
effective permissons.

-Direct

Optional. Determines whether you list permissions that

the administrator has directly granted to the cluster

configuration. Specify one of these values:

- Direct. The permissions that the administrator directly
granted to the group.

- Effective. All of the permissions that the group has,
including direct and inherited permissions.

Default is effective.

UserFilter user_filter

-users

Optional. List the user or users to show results for. If
you do not specify a user, the command displays results
for all users by default.

Values are not case sensitive.

refreshConfiguration

Refreshes a cluster configuration from a cluster archive file or from a remote cluster manager. Changes take

effect after you restart the Data Integration Service.

Updates the cluster configuration properties from a cluster or from a cluster archive file. The
refreshConfiguration command updates the configuration values that you imported. It does not affect the

overrides that you configured.

The infacmd cluster refreshConfiguration command uses the following syntax:

refreshConfiqguration

<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

[<-ClusterManagerUri|-uri> cluster manager uri]
[<-ClusterManagerUser|-cmu> cluster manager user]
[<-ClusterManagerPassword|-cmp> cluster manager password]

[<-ClusterManagerName|-cmn> cluster name]

[<-FilePath|-path> file path]
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The following table describes infacmd cluster refreshConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ClusterManagerUri
-uri

Cluster manager URI

Required to import directly from the cluster. URI of the
cluster configuration web interface.

-ClusterManagerUser
-cmu

Cluster Manager user

Required to import directly from the cluster. User name
of the account to log in to the cluster configuration web
interface.
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Option Argument Description

-ClusterManagerPassword | Cluster Manager password Required to import directly from the cluster. Password of

-cmp the account to log in to the cluster configuration web
interface.

-ClusterName Cluster name Required if the cluster manager manages multiple

-cln clusters. If you do not provide a cluster name, the wizard

imports information based on the default cluster.

-FilePa ath and filename to the equired to import cluster information from a file. Pa
FilePath Path and fil to th Required to import cluster information f file. Path
-path location of the archive file. | and file name of the archive file that contains cluster *-
site.xml configuration files.

setConfigurationPermissions

Sets permissions on cluster configuration to a user or a group after removing previous permissions.

Allows you to add, change or delete cluster configuration permissions for a user or a group. Removes
previous permissions on the user or group.

Use either the -RecipientUserName or the -RecipientGroupName option.

You can grant multiple permissions from the following set in a single command: READ, WRITE, EXECUTE,
GRANT. You can grant only ALL or NONE separately.

The infacmd cluster setConfigurationPermissions command uses the following syntax:

setConfigurationPermissions

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<<-RecipientUserName|-run> recipient user name | <-RecipientGroupName|-rgn>
recipient group name>>

[<-RecipientSecurityDomain|-rsd> recipient security domain]
<-Permissions|-p> READ WRITE EXECUTE GRANT |ALL|NONE
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The following table describes infacmd cluster setConfigurationPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-RecipientUserName
-run

recipient_user_name

Required if you do not use the RecipientGroupName
option. Name of the user to grant permission to.

-RecipientGroupName
-rgn

recipient_group_name

Required if you do not use the RecipientUserName
option. Name of the group to grant permission to.
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Option Argument Description
-RecipientSecurityDomain recipient_security_domain Security domain that the user or group is a member of.
-rsd
-Permissions READ | WRITE | EXECUTE | Permission or permissions to grant. To enter more than
-p GRANT one permission, separate permissions with a space.
ALL
NONE

setConfigurationProperties

Adds user-defined properties or overrides imported property values.
The infacmd cluster setConfigurationProperties command uses the following syntax:

setConfigurationProperties

<-DomainName | -dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration_name
<-ConfigurationSet|-cs> configuration set
<-UserProperties|-up> user properties separated by &:

The following table describes infacmd cluster setConfigurationProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName Name of the cluster Required. Name of the cluster configuration on the

-en configuration domain. Values are not case sensitive.
-ConfigurationSet configuration set Name of the configuration set.

-CS Enter the xml configuration file name. For example, hdfs-

site.xml. When you enter an .xml file name, the
command returns the properties and values in that
configuration set.

-UserProperties User properties to set Property name-value pairs. Use the equals (=) character
-up to delimit property-value pairs. Use the characters &: to
separate each pair.

-UserProperties Examples

The following examples show how to add a single user property, multiple property-value pairs, or how to
overwrite a user property:

Add a single user property

To add a single user property, use the equals (=) character to delimit property-value pairs. For example,
the following command adds the property foo.bar to the core-site.xml namespace of the cluster
configuration, and assigns foo.bar a value of 1:

infacmd cluster setConfigurationProperties -cn cdh -cs core-site.xml -up 'foo.bar=1"'
Add multiple property-value pairs

Use the equals (=) character to delimit property-value pairs, and use &: to separate pairs. For example,
the following command adds the property foo.bar to the core-site.xml namespace of the cluster
configuration and assigns foo.bar a value of 1. It then adds the property start.interval to the same
namespace and assigns start.interval a value of 5:

infacmd cluster setConfigurationProperties -cn cdh -cs core-site.xml -up
'foo.bar=1&:start.interval=5"
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Overwrite a user property

To overwrite the value of a user property, specify the property-value pair with another value. For example,
the following command edits the existing property fs.trash.interval in the core-site.xml namespace of the
cluster configuration. The command overrides the existing value and assigns a value of 2:

infacmd cluster setConfigurationProperties -cn cdh -cs core-site.xml -up
'fs.trash.interval=2"

updateConfiguration

Updates the Hadoop distribution version of a cluster configuration.

Use the -dv option to change the distribution version of the Hadoop distribution of a cluster configuration.

The infacmd cluster updateConfiguration command uses the following syntax:

updateConfiguration

<-DomainName | -dn> domain name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

<-DistributionVersion|-dv> distribution version

The following table describes infacmd cluster updateConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-DistributionVersion
-dv

Distribution version to
change to.

Required. Specify a different distribution version for a
cluster configuration. For example, if the default
supported version of the Hadoop distribution is 5.13 but
the cluster is version 5.12, specify 5.12.
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CHAPTER 12

infacmd cms Command
Reference

This chapter includes the following topics:

e CreateAuditTables, 129

e CreateService, 131

o DeleteAuditTables, 133

e ListServiceOptions, 135

e ListServiceProcessOptions, 136
e Purge, 138

e RemoveService, 139

e ResyncData, 141
e UpdateServiceOptions, 143

e UpdateServiceProcessOptions, 145

e Upgrade, 147

CreateAuditTables

Creates audit tables that contain audit trail log events for reference tables managed by the specified Content
Management Service.

The infacmd cms CreateAuditTables command uses the following syntax:

CreateAuditTables

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cms CreateAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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CreateService

Creates a Content Management Service in a domain.

The infacmd cms CreateService command uses the following syntax:

CreateService

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

<-DataServer|-ds> data service name
<-RepositoryService|-rs> repository service name
<-RepositoryUsername|-rsu> repository user name
<-RepositoryPassword|-rsp> repository password
[<-RepositorySecurityDomain|-rssd> repository security domain]
<-ReferenceDatalLocation|-rdl> reference data location
[<-HttpPort> http port]

[<-HttpsPort> https port]

[<-KeystoreFile|-kf> keystore file location]
[<-KeystorePassword|-kp> keystore password]

The following table describes infacmd cms CreateService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Content Management Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 128 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

/x> "
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set a the
resilience timeout period with both methods, the -re
option takes precedence. Default is 180 seconds.

-NodeName node_name Required. Name of the node where the Content

-An Management Service will run.

-DataServer data_service_name Required. Data Integration Service name associated with

-ds the Content Management Service.

-RepositoryService
S

repository_service_name

Required. Model Repository Service to associate with the
Content Management Service.
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Option

Argument

Description

-RepositoryUsername
-rsu

repository_user_name

Required. User name to connect to the Model Repository
Service.

To perform reference table management tasks in the
Model repository, the user identified in the property must
have the Model Repository Service Administrator role.
The reference table management tasks include purge
operations on orphaned reference tables.

-RepositoryPassword
-rsp

repository_password

Required. Password to connect to the Model Repository
Service.

-RepositorySecurityDomain
-rssd

repository_security_domai
n

Required if you use LDAP authentication. Name of the
security domain that the user belongs to. Security
domain is case sensitive. Default is Native.

-ReferenceDatalocation
-rdl

reference_data_location

Required. Connection name for the database that stores
data values for the reference tables defined in the Model
repository. The specified database stores reference data
values. The Model repository stores metadata for the
reference tables.

-HttpPort http_port Required. Unique HTTP port number for the Content
Management Service.
-HttpsPort https_port Optional. HTTPS port number that the service runs on

when you enable the Transport Layer Security (TLS)
protocol.

-KeystoreFile

keystore_file_location

Path and file name of the keystore file that contains the

«f keys and certificates required if you enable TLS and use
the HTTPS protocol for the service.

-KeystorePassword> keystore_password Required if you enable TLS and use HTTPS connections

-kp for the service. A plain-text password for the keystore

file.

DeleteAuditTables

Deletes the audit trail tables for the specified Content Management Service.

The infacmd cms DeleteAuditTables command uses the following syntax:

DeleteAuditTables

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cms DeleteAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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ListServiceOptions

Lists the options for a Content Management Service.

The infacmd cms ListServiceOptions command uses the following syntax:

ListServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms ListServiceOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Content Management Service.
-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

ListServiceProcessOptions

136

Lists the options for a Content Management Service process.

The infacmd cms ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name
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The following table describes cms ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Content Management Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName
-nn

node_name

Required. Name of the node where the service process
runs.
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Purge

Deletes from the reference data warehouse any reference table that is no longer associated with a reference
table object in the Model repository.

When you run infacmd cms Purge, the Content Management Service identifies the tables that store data for
reference table objects in the associated Model repository. The Content Management Service deletes all
other tables from the warehouse and generates a list of the deleted tables. Run infacmd cms Purge on the
master Content Management Service for the Model repository.

Note: To prevent accidental data loss, the purge operation does not delete tables if the Model repository does
not contain a reference table object.

Before you run infacmd cms Purge, verify the following prerequisites:

e The user name that you specify in the command has the Manage Service privilege on the domain.

o The Model repository user that the Content Management Service specifies has the Administrator role on
the Model Repository Service.

« All Data Integration Services associated with the Model repository are available.

e There are no data operations in progress on the reference data warehouse.

e The reference data warehouse stores data for the reference table objects in a single Model repository.
The infacmd cms Purge command uses the following syntax:

Purge

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms Purge options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Content Management Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 128 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

J x>
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set a the
resilience timeout period with both methods, the -re
option takes precedence. Default is 180 seconds.

RemoveService

Removes the Content Management Service from the domain. Before you remove the service, you must

disable it.

The infacmd cms RemoveService command uses the following syntax:

RemoveService

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name
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<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms RemoveService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the service you want to remove. To enter a
name that contains a space or other non-alphanumeric character,

-sn
enclose the name in quotation marks.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name of
the security domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.
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ResyncData

Synchronizes probabilistic model files or classifier model files between a specified Content Management
Service machine and the master Content Management Service machine in the domain. The ResyncData
command updates the files on the Content Management Service machine that you specify with the files from
the master Content Management Service machine.

The command synchronizes any file saved on the master Content Management Service machine after a time
and date that you specify. You run the ResyncData command for a single type of model file. To synchronize
probabilistic model files and classifier model files, you must run the command twice.

When you run infacmd cms ResyncData, you must have access permissions on both Content Management
Service machines. Informatica Administrator sets the access permissions on the services.

The infacmd cms ResyncData command uses the following syntax:

ResyncData

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Type|-t> type

<-StartTime|-st> start time

The following table describes infacmd cms resyncData options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.

-ServiceName service_name Required. Name of the Content Management Service.

-sn The command copies files to the machine that hosts the
service.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Type

type

Required. Identifies the type of data file to copy from the
master Content Management Service machine. Enter one
of the following options:

- NER. Specifies probabilistic model data files.

- Classifier. Specifies classifier model data files.

-StartTime
-st

start_time

Required. Identifies the files to copy from the master
Content Management Service machine to the Content
Management Service machine that you specify in the
ServiceName property. The command does not copy any
file with a time stamp earlier than the StartTime value.
The command uses the system clock on the master
Content Management Service machine to determine the
time.

Enter the date in the default locale format.
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UpdateServiceOptions

Updates the Content Management Service with options that are introduced in the current release. To view
current options, run the infacmd cms ListServiceOptions command.

The infacmd cms UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Options|-o0> options

The following table describes infacmd cms UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

-sdn

installation.
-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
-re attempts to establish or re-establish a connection to the

domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Options options Required. Enter each option and value to update.

-0 Separate each option by a space. To view application
options, run the infacmd cms ListServiceOptions
command.

Username and Password Options

You can use the UpdateServiceOptions -0 option to update the user name and password that the Content
Management Service uses to connect to the Model Repository Service.

Use the DataServiceOptions.RepositoryUsername and DataServiceOptions.RepositoryPassword options to
update the user name and password values. You can also set the options in Informatica Administrator.

Reference Data Options

You can use the UpdateServiceOptions -0 option to update the following directory and database settings for
reference data:

e Use the FileTransferOptions.TempLocation option to identify the reference data staging directory. The
Content Management Service uses the directory to stage data that it adds to a reference table.

e Use the DataServiceOptions.ReferenceDatalocation option to identify the connection to the reference
data database. The reference data database stores the values for the reference tables that you can select
in the Model repository.

e Use the DataServiceOptions.RefDatalLocationSchema option to specify the schema that identifies the
reference data tables in the reference data database.

If you do not specify a reference table schema on the Content Management Service, the service uses the
schema that the database connection specifies. If you do not specify a schema on the Content
Management Service or on the database connection, the service uses the default database schema.

You can also set the options in Informatica Administrator.

Note: Establish the database and the schema that the Content Management Service will use for reference
data before you create a managed reference table.
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UpdateServiceProcessOptions

Updates options for a Content Management Service process. To view current options, run the infacmd cms
ListServiceProcessOptions command.

The infacmd cms UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

<-Options|-o> options

The following table describes infacmd cms UpdateServiceProcessOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Content Management Service.
-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

-sdn

installation.
-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
-re attempts to establish or re-establish a connection to the

domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName node_name Required. Name of the node where the service process

-n runs.

-Options options Required. Enter each option and value to update.

0 Separate each option by a space. To view application
options, run the infacmd cms ListServiceProcessOptions
command.

Identity Match Analysis Options

You can use the UpdateServiceProcessOptions -o option to update the following properties for identity match
analysis:

* IdentityOptions.ldentityReferenceDatalocation. Specifies the location of identity population files.

¢ |dentityOptions.IdentityCacheDir. Specifies the location of the cache directory used in identity match
analysis.

« IdentityOptions.ldentitylndexDir. Specifies the location of the index key directory used in identity match
analysis.

You can also set the properties in Informatica Administrator.
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Upgrade

Upgrades the Content Management Service configuration. Run infacmd cms Upgrade when you upgrade to
the current version of Informatica Data Quality.

The infacmd cms Upgrade command uses the following syntax:
Upgrade
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user_ name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The infacmd cms Upgrade command checks the service configuration on the domain and verifies the
following service options:

Master Content Management Service

The Upgrade command verifies that the Model repository in the domain uses a master Content
Management Service. If the Model Repository Service does not specify a master Content Management
Service, the Upgrade command sets the current service as the master Content Management Service . By

default, the first Content Management Service to connect to a Model Repository Service becomes the
master Content Management Service.

Model Repository Service

The Upgrade command uses the Data Integration Service associated with the Content Management
Service to identify the Model Repository Service in the domain.

The Upgrade command verifies that the Content Management Service has a valid username, password,
and security domain to connect to the Model Repository Service. If these options are not set, the
Upgrade command uses the username, password, and security domain values on the associated Data
Integration Service to connect to the Model Repository Service.

Reference Data Location

The Upgrade command verifies that the Content Management Service specifies a reference data
location. If the service does not specify a reference data location, the Upgrade command sets the
location to the staging database defined on the Analyst Service.

The following table describes infacmd cms Upgrade options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Content Management Service.
-sn
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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CHAPTER 13

infacmd dis Command Reference

This chapter includes the following topics:

e AddParameterSetEntries, 150

e BackupApplication, 152
e CancelDataObjectCacheRefresh, 153

e (CreateService, 155

e DeleteParameterSetEntries, 158

o DeployApplication, 160

e disableMappingValidationEnvironment, 161

e enableMappingValidationEnvironment, 164

e ListApplicationObjectPermissions, 166

e ListApplicationObjects, 168

e ListApplicationOptions, 170

e ListApplicationPermissions, 171

e ListApplications, 173

e ListComputeOptions, 174
e ListDataObjectOptions, 176

e ListMappingEngines, 177

e ListParameterSetEntries, 180

e ListParameterSetObjects, 181

e ListParameterSets, 183

e ListSequenceObjectProperties, 184

e ListSequenceObjects, 186

e ListServiceOptions, 188

e ListServiceProcessOptions, 189

e PurgeDataObjectCache, 191

e PurgeResultSetCache, 193
o RefreshDataObjectCache, 194

e RenameApplication, 196

e replaceMappingHadoopRuntimeConnections, 198

e RestoreApplication, 200

e SetApplicationPermissions, 201

149



e SetApplicationObjectPermissions, 203

e setMappingExecutionEnvironment, 205

e SetSequenceState, 207

e StartApplication, 209

e StopApplication, 211

e stopBlazeService, 212

e UndeployApplication, 215

e UpdateApplication, 216

e UpdateApplicationOptions, 217

e UpdateComputeOptions, 219

e UpdateDataObjectOptions, 221

e UpdateParameterSetEntries, 223

e UpdateServiceOptions, 225

e UpdateServiceProcessOptions, 236

AddParameterSetEntries

Adds entries to a parameter set. Run this command to add parameters from a mapping or workflow that has
been deployed as an application.

The infacmd dis AddParameterSetEntries command uses the following syntax:

AddParameterSetEntries

<-DomainName | -dn> domain_name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters. For a
mapping, M1, in project Pl and folder Fl, the path is P1/Fl/mapping/Ml.

<-paramNameValues|-pnv> parameter name-value pairs, separated by space
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The following table describes infacmd dis AddParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the

-a parameter set.

parametersetname parameterset name Required. Parameter set name.

- ps
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Option

Argument

Description

-projectScope project scope Required. Path to the mapping or workflow that contains the

-prs parameters. For a mapping, M1, in project P1 and folder F1,
the path is P1/F1/mapping/M1.

-paramNames parameter names Required. Parameter name-value pairs separated by space.

-pnv Enclose name-value pairs in double quotes. Enclose each

value in single quotes. Use the following syntax:
"parml="valueA'" "parm2='valueB'" "parm3='value
c" . You caninclude spaces in a parameter value. You can

include an apostrophe (') or a colon (:) in the value if you
escape the character with a backslash (\). 'C:
\directory"

BackupApplication

152

Backs up a deployed application from a Data Integration Service to an XML file.

The backup file contains all the properties settings for the application. You can restore the application to
another Data Integration Service. You must stop the application before you back it up.

The infacmd dis BackupApplication command uses the following syntax:

BackupApplication

<-DomainName | -dn>

domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a>

application

<-FileName|-f> file name

The following table describes infacmd dis BackupApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name of
the security domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can set
the resilience timeout period with the -re option or the environment
variable INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option takes
precedence.

-Application application Required. Name of the application to back up.

-a

Filename file_name Required. Name and file path of the application backup file.
-f

CancelDataObjectCacheRefresh

Stops the last request to refresh the logical data object cache. If the cache mapping is running, the command
stops the current request to refresh the logical data object cache. Future periodic requests to refresh the
logical data object cache are not affected.

The infacmd dis CancelDataObjectCacheRefresh command uses the following syntax:

CancelDataObjectCacheRefresh

<-DomainName|-dn> domain name
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<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

The following table describes infacmd dis CancelDataObjectCacheRefresh options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option Argument

Description

-ResilienceTimeout timeout_period_in_seconds

-re

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName service_name

Required. Name of the Data Integration Service.

-sn

Application application Required. Name of the application.

-a

-Folder folder Folder in the application that contains the data object.
-f

-DataObject data_model.data_object Required. Name of the logical data object. The name
-do must be in the following syntax:

<data model>.<data object>

CreateService

Creates a Data Integration Service. By default, the Data Integration Service is enabled when you create it.

The infacmd dis CreateService command uses the following syntax:

CreateService

<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name | <-GridName|-gn> grid name

[<-BackupNodes|-bn> node namel,node nameZ2, ..

-]

<-RepositoryService|-rs> model repository service name

<-RepositoryUserName|-rsun> model repository user name

<-RepositoryPassword|-rspd> model repository password

[<-RepositorySecurityDomain|-rssdn> model repository security domain]

[<-HttpPort> http port]
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[<-HttpsPort> https port]

[<-KeystoreFile|-kf> keystore file location]

[<-KeystorePassword|-kp> keystore password]

[<-httpProtocolType|-pt> http protocol type]

The following table describes infacmd dis CreateService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

The name is not case sensitive and must be unique within the
domain. The characters must be compatible with the code page
of the associated repository. The name cannot exceed 230
characters, have leading or trailing spaces, or contain carriage
returns, tabs, or the following characters:

/2>

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.
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Option

Argument

Description

-ResilienceTimeout

timeout_period_in
_seconds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can

-re
set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -re
option takes precedence.

-NodeName node_name Required if you do not specify grid name. Node where the Data

-n Integration Service runs. You can run the Data Integration
Service on a node or grid.

-GridName grid_name Required if you do not specify node name. Grid where the Data

-gn Integration Service runs. You can run the Data Integration
Service on a node or grid.

-BackupNodes node_name1l,node | Optional. Nodes on which the service can run if the primary

-bn _name2,... node is unavailable. You can configure backup nodes if you

have high availability.

-RepositoryService
s

model_repository_
service_name

Model Repository Service that stores run-time metadata
required to run the mappings and SQL data services.

-RepositoryUserName
-rsun

model_repository_
user_name

User name to access the Model Repository Service.

-RepositoryPassword
-rspd

model_repository_
password

User password to access the Model Repository Service.

-RepositorySecurityDomain
-rssdn

model_repository_
security_domain

Required if you use LDAP authentication. Name of the security
domain that the Model repository user belongs to.

-HttpPort

http_port

Required if you do not specify an HTTPS port. Unique HTTP
port number used for each Data Integration Service process.
After you create the service, you can define different port
numbers for each Data Integration Service process.

Default is 8095.

-HttpsPort

https_port

Required if you do not specify an HTTP port. Unique HTTPS
port number used for each Data Integration Service process.
After you create the service, you can define different port
numbers for each Data Integration Service process.

-KeystoreFile
-kf

keystore_file_loca
tion

Path and file name of the keystore file that contains the keys
and certificates required if you use the HTTPS protocol for the
Data Integration Service. You can create a keystore file with a
keytool. keytool is a utility that generates and stores private or
public key pairs and associated certificates in a keystore file.
You can use the self-signed certificate or use a certificate
signed by a certificate authority.

If you run the Data Integration Service on a grid, the keystore
file on each node in the grid must contain the same keys.
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Option Argument Description

-KeystorePassword keystore_passwor | Password for the keystore file.

_kp

-httpProtocolType http_protocol_typ Security protocol that the Data Integration Service uses. Enter
-pt e one of the following values:

HTTP. Requests to the service must use an HTTP URL.
HTTPS. Requests to the service must use an HTTPS URL.
Both. Requests to the service can use either an HTTP or an
HTTPS URL.

When you set the HTTP protocol type to HTTPS or Both, you
enable Transport Layer Security (TLS) for the service.

You can also enable TLS for each web service deployed to an
application. When you enable HTTPS for the Data Integration
Service and enable TLS for the web service, the web service
uses an HTTPS URL. When you enable HTTPS for the Data
Integration Service and do not enable TLS for the web service,
the web service can use an HTTP URL or an HTTPS URL. If you
enable TLS for a web service and do not enable HTTPS for the
Data Integration Service, the web service does not start.

Default is HTTP.

DeleteParameterSetEntries

Deletes entries from a parameter set. Run this command to delete parameter set entries for a mapping or
workflow that has been deployed as an application. You can delete specific parameter set entries or you can
delete all of the parameter set entries.

If any parameter that you want to delete does not exist in the parameter set, the infacmd returns a warning
message. The message indicates the parameter is not deleted because it is not in the parameter set.

The infacmd dis DeleteParameterSetEntries command uses the following syntax:

DeleteParameterSetEntries

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters

<-paramNames | -pnv> parameter names to delete, separated by spaces. For a mapping, M1, in
project Pl and folder F1, the path is P1/Fl/mapping/M1.
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<-all|> Delete all the parameters in the project scope.

The following table describes infacmd dis DeleteParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the
-a parameter set.

parametersetname parameterset name Required. Parameter set name.

- ps
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Option Argument Description

-projectScope project scope Required. Path to the mapping or workflow that contains the
-prs parameters. For a mapping, M1, in project P1 and folder F1,
the path is P1/F1/mapping/M1.

-paramNames parameter names Required. Parameter set entry names to delete, separated by
-pnv spaces. To delete all the parameters, use the -all option
instead of this option.

-all all Delete all of the parameters in the parameter set.

DeployApplication

160

Deploys an application to a Data Integration Service.

The infacmd dis DeployApplication command uses the following syntax:
DeployApplication
<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-FileName|-f> file name
<-Application|-a> application

The following table describes infacmd dis DeployApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the
-sn application is deployed to.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

Filename file_name Required. Name of the application file.

-f

-Application application Required. Name of the application to deploy. If there is a

-a name conflict, the deploy fails.

disableMappingValidationEnvironment

Disables the mapping validation environment for mappings that are deployed to the Data Integration Service.

Use the ValidationEnvironment parameter to disable a validation environment for a mapping. Repeat the

command for each environment you want to remove.
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Use filters to specify one or more mappings in an application. If you do not include filters, the command
updates all mappings that are deployed to the Data Integration Service. A mapping must match all specified
filters to be modified.

Changes take effect after you recycle the Data Integration Service.

The infacmd dis disableMappingValidationEnvironment uses the following syntax:

disableMappingValidationEnvironment

<-DomainName|-dn> domain name

[<-SecurityDomain|-sdn> security domain]

<-UserName|-un> user name

<-Password|-pd> password

<-ServiceName|-sn> service name

[<-Application|-a> application name]
[<-MappingNamesFilter|-mnf> mapping names]
[<—ExecutionEnvironmentFilter\—eef>_execution_environment_name]

<-ValidationEnvironment|-ve> validation environment name
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes the disableMappingValidationEnvironment options and arguments:

Option Argument Description
DomainName domain_name Required. Name of the Informatica domain. You can
-dn set the domain name with the -dn option or the

environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER.
If you set a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set the
user name. If you set the user name, the command
runs without single sign-on.
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Option Argument Description
Password password Required if you specify the user name. Password for
-pd the user name. The password is case sensitive. You

can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.

ServiceName

service_name

Required. Name of the Data Integration Service.

-sn
Application application_name Optional. Name of the application that contains one or
-a more mappings. If you do not specify the application,

the command updates all applications that are
deployed to the Data Integration Service.

MappingNamesFilter
-mnf

mapping names

Optional. The names of mappings that you want to
disable the validation environment for. Separate
mapping names with commas.

Default is all mappings that are deployed to the Data
Integration Service.

ExecutionEnvironmentFilter
-eef

execution_environment_name

Optional. Specify the execution environment to filter
on. Choose either native or hadoop.

For example, when you specify the native execution
environment, the command disables the validation

environment for mappings that are set to run in the
native environment.

Default is all mappings that are deployed to the Data
Integration Service.

ValidationEnvironment
-ve

validation_environment_name

Required. Name of the validation environment to
remove from a mapping. Choose one of the following
values:

native
- blaze
- spark
- hive
Run the command for each validation environment to
remove.

ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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enableMappingValidationEnvironment

Enables a mapping validation environment for mappings that are deployed to the Data Integration Service.

Use the ValidationEnvironment parameterto specify a validation environment to enable on a mapping. Repeat
the command and specify a different validation environment to enable an additional validation environment

for the mapping.

Use filters to specify one or more mappings in an application or all applications that are deployed to a Data
Integration Service. If you do not include filters, the command updates all mappings that are deployed to the

Data Integration Service. A mapping must match all specified filters to be modified.
Changes take effect after you recycle the Data Integration Service.

The infacmd dis enableMappingValidationEnvironment uses the following syntax:

enableMappingValidationEnvironment
<-DomainName | -dn> domain_ name
[<-SecurityDomain|-sdn> security domain]
<-UserName|-un> user name

<-Password|-pd> password
<-ServiceName|-sn> service name
[<-Application|-a> application name]
<-ConnectionName|-cn> connection name]
<-MappingNamesFilter|-mnf> mapping names]

164

-ValidationEnvironment|-ve> validation environment name

[

[

[<-ExecutionEnvironmentFilter|-eef> execution environment name]
. _ _

[

<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes the enableMappingValidationEnvironment options and arguments:

Option Argument

Description

DomainName domain_name

-dn

Required. Name of the Informatica domain. You can
set the domain name with the -dn option or the
environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option

Argument

Description

UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER.
If you set a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set the
user name. If you set the user name, the command
runs without single sign-on.

Password
.pd

password

Required if you specify the user name. Password for
the user name. The password is case sensitive. You
can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.

ServiceName

service_name

Required. Name of the Data Integration Service.

-sn
Application application_name Optional. Name of the application that contains one or
-a more mappings. If you do not specify the application,

the command updates all applications that are
deployed to the Data Integration Service.

ConnectionName
-cn

connection_name

Name of the connection for the mapping validation
environment to use. The connection overwrites an
existing connection or connection parameter that was
set for the environment.

Required to enable the Blaze, Spark or Hive
environments if no connection is present in the
specified mapping. Optional to enable the native
environment or if a connection is already present.

MappingNamesFilter
-mnf

mapping names

Optional. The names of mappings that you want to
enable the validation environment for. Separate
mapping hames with commas.

Default is all mappings that are deployed to the Data
Integration Service.

ExecutionEnvironmentFilter
-eef

execution_environment_name

Optional. Identify the execution environment to filter
on. Choose either native or hadoop.

For example, when you specify the native execution
environment, the command enables the validation
environment for mappings that are set to run in the
native environment.
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Option

Argument

Description

ValidationEnvironment
-ve

validation_environment_name

Required. Name of the validation environment to
enable on a mapping. Choose one of the following
values:

- native

- blaze

- spark

- hive

Run the command for each validation environment to
enable.

ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

ListApplicationObjectPermissions

Lists the permissions that a user or group has for an application object such as mapping or workflow.

The infacmd dis ListApplicationObjectPermissions command uses the following syntax:

ListApplicationObjectPermissions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application name

<-ApplicationObjectType|-t> application object type Mapping Workflow

<-ApplicationObject|-ao> application _object name

<<-Direct> direct permission only|<-Effective> effective permission only>
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The following table describes infacmd dis ListApplicationObjectPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -
re option takes precedence.

-Application application_name Required. Name of the application.

-a

-ApplicationObjectType
-t

application_object_type

Required. Type of the application object type.

Enter one of the following values:

- Mapping
- Workflow
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Option

Argument

Description

-ApplicationObject

application_object_name

Required. Name of the application object.

-a0
-Direct | direct | effective Required. Level of permissions to list. Direct permissions are
-Effective permissions assigned directly to the user or group. Effective

permissions include direct permissions and inherited
permissions.

ListApplicationObjects

Lists the objects that an application contains.

When you use the -ListObjectTypes option, the command also lists the type of each object.

The infacmd dis ListApplicationObjects command uses the following syntax:

ListApplicationObjects
[<-DomainName|-dn> domain name]
[<-DomainAddress|-da> domain address. syntax - host:port]
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
[<-ObjectType|-t> object type]

[<-ListObjectType|-1t> list object type]

[<-PageSize|-ps> page size]
[<-PageIndex|-pi> page index]

The following table describes infacmd dis ListApplicationObjects options and arguments:

Option Argument Description
-DomainName domain_name Optional. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-DomainAddress
-da

domain_address

Optional. Address of the Informatica domain.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

-ObjectType object_type Optional. Type of object that you want to list.

-t You can use this option to filter the results by object
type.

-ListObjectType true | false Optional. Enter one of the following values:

-It

- true
- false
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Option Argument Description

-PageSize page_size Required when you specify the Pagelndex option. The
-ps number of results to display in each group. When you
specify a page size, you organize command results in
groups. For example, if you specify -PageSize 5, then
the command returns results in groups of five or fewer.

-Pagelndex page_index Optional. Starting with zero, the number of page results
-pi to display. For example, if you specify -pPageSize 5 -
PageIndex 0,then the command returns the first page
of five results, results one through five.

If you omit this option, the command returns the first
PageSize of results. Default is zero.

ListApplicationOptions
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Lists the properties for an application.

The infacmd dis ListApplicationOptions command uses the following syntax:

ListApplicationOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application

The following table describes infacmd dis ListApplicationOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Data Integration Service that the
-sn application is deployed to.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

ListApplicationPermissions

Lists the permissions that a user or group has for an application.

The infacmd dis ListApplicationPermissions command uses the following syntax:

ListApplicationPermissions

<-DomainName | -dn> domain_name
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<-ServiceName|-sn> service_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application name

<<-Direct> direct permission only|<-Effective> effective permission only>

The following table describes infacmd dis ListApplicationPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can set
the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both methods, the -re
option takes precedence.
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Option

Argument

Description

-Application application_name Required. Name of the application.

-a

-Direct | direct | effective Required. Level of permissions to list. Direct permissions are
-Effective permissions assigned directly to the user or group. Effective

permissions include direct permissions and inherited
permissions.

ListApplications

Lists the applications that are deployed to a Data Integration Service.

The infacmd dis ListApplications command uses the following syntax:

ListApplications

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

The following table describes infacmd dis ListApplications options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set

-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -
pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service for which
to list applications.

ListComputeOptions
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List Data Integration Service properties for a node with the compute role.

The infacmd dis ListComputeOptions command uses the following syntax:

ListComputeOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName | -nn> node name
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The following table describes infacmd dis ListComputeOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName
-nn

node_name

Required. Node with the compute role that is assigned to
the Data Integration Service or to the Data Integration
Service grid.
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ListDataObjectOptions

Lists properties of a data object.

The infacmd dis ListDataObjectOptions command uses the following syntax:

ListDataObjectOptions
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

The following table describes infacmd dis ListDataObjectOptions options and arguments:

Option Argument

Description

-dn

-DomainName domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-Sn

-ServiceName service_name

Required. Name of the Data Integration Service.

-UserName user_name
-un

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password
.pd

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

-Folder folder Required. Repository folder that contains the data

f object.

DataObject data_model.data_object Required. Data object name.

-do

ListMappingEngines

Lists the execution engines of the deployed mappings on a Data Integration Service. You can filter the results
based on the application, validation environment, execution environment, and execution environment
parameters. If you do not specify any filters, the command lists the execution engines of all deployed

mappings.

The infacmd dis listMappingEngines command uses the following syntax:

ListMappingEngines

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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[<-Application|-a> application name]

[<-ValidationEnvironmentFilter|-vef> validation environment name]
[<-ExecutionEnvironmentFilter|-eef> execution environment name]
[<-ExecutionEnvironmentParamNameFilter|-pnf> execution environment parameter name]

The following table describes infacmd dis listMappingEngines options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica
-dn domain. You can set the domain

name with the -dn option or the
environment variable
INFA_DEFAULT_DOMAIN. If you set a
domain name with both methods, the
-dn option takes precedence.

-ServiceName service_name Required. Name of the Data

-sn Integration Service.

-UserName user_name Required if the domain uses Native or
-un LDAP authentication. User name to

connect to the domain. You can set
the user name with the -un option or
the environment variable
INFA_DEFAULT_DOMAIN_USER. If you
set a user name with both methods,
the -un option takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command
with single sign-on, do not set the
user name. If you set the user name,
the command runs without single

sign-on.
-Password password Required if you specify the user
-pd name. Password for the user name.

The password is case sensitive. You
can set a password with the -pd
option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD.
If you set a password with both
methods, the password set with the -
pd option takes precedence.
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Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain
uses native authentication or
Kerberos authentication. Name of the
security domain to which the domain
user belongs. You can set a security
domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN.
If you set a security domain name
with both methods, the -sdn option
takes precedence. The security
domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native.
If the domain uses Kerberos
authentication, the default is the
LDAP security domain created during
installation. The name of the security
domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds
that infacmd attempts to establish or
reestablish a connection to the
domain. You can set the resilience
timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT.
If you set the resilience timeout
period with both methods, the -re
option takes precedence.

Application
-a

application_name

Optional. Filters the mappings by the
deployed application that contains
the mappings. Enter the name of the
deployed application.

ValidationEnvironmentFilter
-vef

validation_environment_name

Optional. Filters the mappings by the
validation environment where the
mapping definition is validated. You
can enter one of the following values:
- Native
- Blaze
- Spark

Hive

ExecutionEnvironmentFilter
-eef

execution_environment_name

Optional. Filters the mappings by the
execution environment where the
mappings run. You can enter Native
or Hadoop.

ExecutionEnvironmentParamNameFilter
-pnf

execution_environment_parameter_name

Optional. Filters the mappings by the
execution environment parameter.
Enter the name of the execution
environment parameter.

ListMappingEngines 179




ListParameterSetEntries

Lists the entries in a parameter set.

The infacmd dis ListParameterSetEntries command uses the following syntax:

ListParameterSetEntries
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters. For a
mapping, M1, in project Pl and folder F1, the path is P1/F1/mapping/MI.

The following table describes infacmd dis ListParameterSetEntries options and arguments:

Option Argument

Description

-DomainName domain_name

-dn

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.
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Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the

- parameter set.

parametersetname parameterset name Required. Parameter set name.

-ps

-projectScope project scope Required. Path to the mapping or workflow that contains the

-prs parameters. For a mapping, M1, in project P1 and folder F1,

the path is P1/F1/mapping/M1.

ListParameterSetObjects

List the objects in a specific parameter set.

The infacmd dis ListParameterSetObjects command uses the following syntax:

ListParameterSetObjects

<-DomainName | -dn> domain_name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Password|-ps> parameter set

<-Application]|-a> application that contains the parameter set

ListParameterSetObjects 181




The following table describes infacmd dis ListParameterSetObjects options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the

-sn application is deployed to.

-UserName user_name Required if the domain uses Native or LDAP authentication.
-un User name to connect to the domain. You can set the user

name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single

sign-on.
-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if
-sdn the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout timeout_period_in_sec Optional. Amount of time in seconds that infacmd attempts
-re onds to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-parameterset parameter set Required. The name of the parameter set that you want to
-ps view.

-Application application Required. Name of the application that contains the

-3 parameter set.
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ListParameterSets

List the parameter sets in an

application.

The infacmd dis ListParameterSets command uses the following syntax:

ListParameterSets

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user

name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

The following table describes infacmd dis ListParameterSets options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

e can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the

- parameter sets.

ListSequenceObjectProperties
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Lists the properties for a sequence data object.

The infacmd dis listsequenceobjectproperties command uses the following syntax:

ListSequenceObjectProperties
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user_name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
<-SequenceObjectPath|-sop> sequence object path

Chapter 13: infacmd dis Command Reference




The following table describes infacmd dis ListSequenceObjectProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Integration Service.

The name is not case sensitive and must be unique
within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters: / * 2 < >"|

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Option Argument Description

-Application application Required. Name of the application.

-a

-SequenceObjectPath sequence object path Required. Path to the sequence data object. The path
-sop must include the following objects, in order, and where

applicable:

- Project

- Folders

- SQL data service or web service

- Mapping

- Sequence Generator transformation
- Sequence data object

If the sequence data object is in a mapping, SQL data
service, or web service, you must use a prefix before the
mapping name, SQL data service name, or web service
name. Use the following prefixes with options in the
command:

- Mapping:<mapping name>

- SQLDS:<SQL data service name>

- WS:<web service name>

Separate the options with a slash (/). For example:
<project name>/<folder>/SQLDS:<SQL Data
Service Name>/Mapping:<virtual table
mapping>/<Sequence Generator
transformation>/<sequence data object name>

ListSequenceObjects
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Lists the sequence data objects deployed to an application.

The infacmd dis ListSequenceObjects command uses the following syntax:

ListSequenceObjects

<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application]|-a> application
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The following table describes infacmd dis ListSequenceObjects options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Integration Service.

The name is not case sensitive and must be unique
within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters: / * 2 < >"|

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

ListServiceOptions

188

Lists the properties for a Data Integration Service.

The infacmd dis ListServiceOptions command uses the following syntax:

ListServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd dis ListServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

ListServiceProcessOptions

Lists the properties of a Data Integration Service process.

The infacmd dis ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_name
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<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName | -nn> node name

The following table describes infacmd dis ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-NodeName node_name Required. Name of node where the service process runs.

-nn

PurgeDataObjectCache

Purges the cache for a logical data object. If caching for logical data objects is enabled, this command
deletes all cache for a logical data object except the latest cache run. If the latest cache run is older than the
time set in the Cache Refresh Period property, the latest cache run is also deleted. If caching for logical data
objects is not enabled, this command deletes all cache for the logical data object.

You must disable the application for a logical data object before you purge the data object cache.

The infacmd dis PurgeDataObjectCache command uses the following syntax:

PurgeDataObjectCache

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

[<-PurgeAll|-pa> true|false]

PurgeDataObjectCache

191



The following table describes infacmd dis PurgeDataObjectCache options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

Application application Name of the application that contains the data object.
-a

Folder folder Name of the folder that contains the data object model.
-f
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Option Argument Description

DataObject data_model.data_object Name of the data object with the cache you need to
-do purge.

-PurgeAll true | false Optional. Deletes all cache for a logical data object.
.pa

PurgeResultSetCache

Purges the result set caches for an application. You can purge the cache for an application when you do not
need the existing result set caches for the SQL data services and the web services in the application.

The infacmd dis PurgeResultSetCache command uses the following syntax:

PurgeResultSetCache

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application]|-a> application

The following table describes infacmd dis PurgeResultSetCache options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set

-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn
Application application Name of the application that you want to purge the result
-a set cache for.

RefreshDataObjectCache

Refreshes a data object cache.

194

The infacmd dis RefreshDataObjectCache command uses the following syntax:

RefreshDataObjectCache

<-DomainName |-dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name
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<-Application]|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

The following table describes infacmd dis RefreshDataObjectCache options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that you
want to list the applications for.
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Option Argument Description

-Application application Required. Name of the application that contains the data
-a object.

-Folder folder Required. Name of the folder that contains the data

f object.

-DataObject data_model.data_object Required. Name of the data object that has cache to

-do refresh.

RenameApplication
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Renames a deployed application. Before you rename an application, run infacmd dis StopApplication to stop

it.

The infacmd dis RenameApplication command uses the following syntax:

RenameApplication

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application]|-a> application

<-NewName | -n> new_name
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The following table describes infacmd dis RenameApplication options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where
the application is deployed.

-sn

-Application application Required. Current application name.

-a

-NewName new_name Required. New name for the application.
-n
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replaceMappingHadoopRuntimeConnections
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Replaces the Hadoop connection of all mappings in deployed applications with another Hadoop connection.
The Data Integration Service uses the Hadoop connection to connect to the Hadoop cluster to run mappings
in the Hadoop environment.

The command does not modify Hadoop connections in the transformations. You can specify the application
name to replace the Hadoop connection of an application.

The infacmd dis replaceMappingHadoopRuntimeConnections uses the following syntax:

replaceMappingHadoopRuntimeConnections

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
[<-ApplicationName|-an> application name]

<-OldConnectionName|-oc> connection name of old connection to replace
<-NewConnectionName|-nc> connection name of new connection

The following table describes the replaceMappingHadoopRuntimeConnections options and arguments:

Option Argument Description
DomainName domain_name Required. Name of the Informatica
-dn domain. You can set the domain name

with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods,
the -dn option takes precedence.

ServiceName service_name Required. Name of the Data Integration
-sn Service.

UserName user_name Required if the domain uses Native or
-un LDAP authentication. User name to

connect to the domain. You can set the
user name with the -un option or the
environment variable
INFA_DEFAULT_DOMAIN_USER. If you set
a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name.
If you set the user name, the command
runs without single sign-on.
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Option Argument Description

Password password Required if you specify the user name.
-pd Password for the user name. The
password is case sensitive. You can set a
password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If
you set a password with both methods,
the password set with the -pd option
takes precedence.

SecurityDomain security_domain Required if the domain uses LDAP

-sdn authentication. Optional if the domain
uses native authentication or Kerberos
authentication. Name of the security
domain to which the domain user
belongs. You can set a security domain
with the -sdn option or the environment
variable
INFA_DEFAULT_SECURITY_DOMAIN. If
you set a security domain name with both
methods, the -sdn option takes
precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain
created during installation. The name of
the security domain is the same as the
user realm specified during installation.

ResilienceTimeout timeout_period_in_seconds Optional. Amount of time in seconds that
-re infacmd attempts to establish or re-
establish a connection to the domain. If
you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT
environment variable. If no value is
specified in the environment variable, the
default of 180 seconds is used.

ApplicationName application_name Optional. Name of the application that
contains the mapping. If you specify this
option, the command replaces the Hadoop
connection only for the application.

-an

OldConnectionName | connection_name_of_old_connection_to_replace | Required. Name of the Hadoop

-oc connection that you want to replace.
NewConnectionName | connection_name_of_new_connection Required. Name of the Hadoop
-ne connection that the Data Integration

Service must use to connect to Hadoop
cluster to run mappings in the Hadoop
environment.
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RestoreApplication

Restores an application from a backup file. When you deploy a restored application, the application state
depends on the default deployment mode. The application properties are retained in the restored application.

The infacmd dis RestoreApplication command uses the following syntax:

RestoreApplication

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-FileName|-f> file name

[<-Application|-a> application]

The following table describes infacmd dis RestoreApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Data Integration Service to
-sn restore the application to.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-FileName file_name Required. Name of the application backup file.

-f

-Application application Optional. Name of the application after after you deploy

-3 it. If there is a name conflict, the deploy fails.

SetApplicationPermissions

Assigns or denies permissions on an application to a user or a group.

You can allow or deny permissions to users with the -ap or -dp options of the SetApplicationPermissions
command. If you do not explicitly allow or deny permissions using one of the options, all permissions on the

application are revoked.

The infacmd dis SetApplicationPermissions command uses the following syntax:

SetApplicationPermissions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application name
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<<-GranteeUserName|-gun> grantee user name|<-GranteeGroupName|-ggn> grantee group name>

[<-GranteeSecurityDomain|-gsdn> grantee security domain]

[<-AllowedPermissions|-ap> allowed permissions]

[<-DeniedPermissions|-dp> denied permissions]

The following table describes infacmd dis SetApplicationPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -pd
option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.
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Option

Argument

Description

-Application application_name Required. Name of the application.
-a
-GranteeUserName| grantee_user_name| Required. User name or group name to set or deny
GranteeGroupName T permissions for.
grantee_group_name
-gun|-ggn

-GranteeSecurityDomain
-gsdn

grantee_security_domain

Required if you use LDAP authentication and you are
granting user permissions. Name of the security domain
that the user belongs to.

-AllowedPermissions
.ap

allowed_permissions

Optional. List of permissions to allow. Enter any of the

following permissions separated by spaces:

- View. Users can view application.

- Grant. Users can grant and revoke permissions on the
application.

- Execute. Users can run application.

-DeniedPermissions
_dp

denied_permissions

Optional. List of permissions to deny users. Separate each

parameter by a space. Enter any of the following

permissions separated by spaces:

- View. Users can view application.

- Grant. Users cannot grant and revoke permissions on the
application.

- Execute. Users cannot run application.

SetApplicationObjectPermissions

Assigns or denies permissions on an application object such as mapping or workflow to a user or a group.

You can allow or deny permissions to users with the -ap or -dp options of the
SetApplicationObjectPermissions command. If you do not explicitly allow or deny permissions using one of
the options, the user inherits the application-level permission on the mapping or the workflow.

The infacmd dis SetApplicationObjectPermissions command uses the following syntax:

SetApplicationObjectPermissions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application name

<-ApplicationObjectType|-t> application object type Mapping Workflow

<-ApplicationObject|-ao> application object name
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<<-GranteeUserName|-gun> grantee user name|<-GranteeGroupName|-ggn> grantee group name>

[<-GranteeSecurityDomain|-gsdn> grantee security domain]

[<-AllowedPermissions|-ap> allowed permissions]

[<-DeniedPermissions|-dp> denied permissions]

The following table describes infacmd dis SetApplicationObjectPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs without
single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -pd
option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain.
You can set the resilience timeout period with the -re
option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOQUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.
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Option

Argument

Description

-Application
-a

application_name

Required. Name of the application.

-ApplicationObjectType
-t

application_object_type

Required. Type of the application object type.
Enter one of the following values:

Mapping
- Workflow

-ApplicationObject
-a0

application_object_name

Required. Name of the application object.

-GranteeUserName|
GranteeGroupName

-gun|-ggn

grantee_user_name|
grantee_group_name

Required. User name or group name to set or deny
permissions for.

-GranteeSecurityDomain
-gsdn

grantee_security_domain

Required if you use LDAP authentication and you are
granting user permissions. Name of the security domain
that the user belongs to.

-AllowedPermissions
.ap

allowed_permissions

Optional. List of permissions to allow. Enter any of the
following permissions separated by spaces:
- View. Users can view application.
- Grant. Users can grant and revoke permissions on the
application.
Execute. Users can run application.

-DeniedPermissions
_dp

denied_permissions

Optional. List of permissions to deny users. Separate each
parameter by a space. Enter any of the following
permissions separated by spaces:
- View. Users can view application.
- Grant. Users cannot grant and revoke permissions on the
application.
Execute. Users cannot run application.

setMappingExecutionEnvironment

Specifies the mapping execution environment for mappings that are deployed to the Data Integration Service.

Use filters to specify a list of mappings, all mappings in an application, or all applications that are deployed
to a Data Integration Service. If you do not include filters, the command updates all mappings that are
deployed to the Data Integration Service. A mapping must match all specified filters to be modified.

Changes take effect after you recycle the Data Integration Service.

The infacmd dis setMappingExecutionEnvironment uses the following syntax:

setMappingExecutionEnvironment
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user_name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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[<-Application|-a> application name]
[<-MappingNamesFilter|-mnf> mapping names]

<-ExecutionEnvironment|-ee> execution environment name

The following table describes the setMappingExecutionEnvironment options and arguments:

Option Argument

Description

DomainName domain_name
-dn

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

SecurityDomain security_domain
-sdn

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security domain
is the same as the user realm specified during installation.

UserName user_name
-un

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

Password password
.pd

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

Application application_name
-a

Optional. Name of the application that contains one or more
mappings.

MappingNamesFilter mapping names
-mnf

Optional. The names of mappings that you want to set the
execution environment for. Separate mapping names with
commas.

Default is all mappings that are deployed to the Data
Integration Service.
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Option Argument

Description

ExecutionEnvironment | execution_environment_name

-ee

Required. Identify the execution environment to set. Choose
either native or hadoop.

ResilienceTimeout timeout_period_in_seconds

-re

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. If
you omit this option, infacmd uses the timeout value
specified in the INFA_CLIENT_RESILIENCE_TIMEOUT
environment variable. If no value is specified in the
environment variable, the default of 180 seconds is used.

SetSequenceState

Updates the current value of a sequence data object.

The infacmd dis setsequencestate command uses the following syntax:

SetSequenceState

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-SequenceObjectPath|-sop> sequence object path

<-SequenceValue|-sv> sequence value

The following table describes infacmd dis SetSequenceState options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name

-sn

Required. Name of the Integration Service.

The name is not case sensitive and must be unique
within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters: / *?<>"|

SetSequenceState
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a
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Option Argument Description

-SequenceObjectPath sequence object path Required. Path to the sequence data object. The path
must include the following objects, in order, and where
applicable:

- Project

- Folders

- SQL data service or web service

- Mapping

- Sequence Generator transformation

- Sequence data object

If the sequence data object is in a mapping, SQL data
service, or web service, you must use a prefix before the
mapping name, SQL data service name, or web service
name. Use the following prefixes with options in the
command:

- Mapping:<mapping name>

- SQLDS:<SQL data service name>

- WS:<web service name>

Separate the options with a slash (/). For example:
<project name>/<folder>/SQLDS:<SQL Data
Service Name>/Mapping:<virtual table
mapping>/<Sequence Generator
transformation>/<sequence data object name>

-s0p

-SequenceValue sequence_value Required. The new value for sequence data object. Enter
a value that is greater than or equal to the start value of
the sequence data object and less than or equal to the
end value.

-SV

StartApplication

Starts a deployed application. You must enable the application before you can start it. The Data Integration
Service must be running.

The infacmd dis StartApplication command uses the following syntax:

StartApplication

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application
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The following table describes infacmd dis StartApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application to start.

-a
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StopApplication

Stops an application from running. You might stop an application if you need to back it up or if you want to
prevent users from accessing it.

The infacmd dis StopApplication command uses the following syntax:
StopApplication
<-DomainName|-dn> domain name
<-UserName | -un> user_name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ServiceName|-sn> service name
<-Application|-a> application

The following table describes infacmd dis StopApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

installation.
-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
-re attempts to establish or re-establish a connection to the

domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service where
-sn the application is deployed.

-Application application Required. Name of the application to stop.

-a

stopBlazeService

Stops the components of the Blaze engine from running. You might stop the Blaze engine components from
running if you want to perform maintenance on the Hadoop cluster such as cleaning up resources or applying
software patches.

The infacmd dis stopBlazeService command uses the following syntax:

stopBlazeService

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-HadoopConnection|-hc> Hadoop Cluster Connection Name
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The following table describes infacmd dis stopBlazeService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the
-dn Informatica domain. You can

set the domain name with
the -dn option or the
environment variable
INFA_DEFAULT_DOMAIN. If
you set a domain name with
both methods, the -dn option
takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data
Integration Service where the
application is deployed.

-UserName
-un

user_name

Required if the domain uses
Native or LDAP
authentication. User name to
connect to the domain. You
can set the user name with
the -un option or the
environment variable
INFA_DEFAULT_DOMAIN_US
ER. If you set a user name
with both methods, the -un
option takes precedence.

Optional if the domain uses
Kerberos authentication. To
run the command with single
sign-on, do not set the user
name. If you set the user
name, the command runs
without single sign-on.

-Password
_pd

password

Required if you specify the
user name. Password for the
user name. The password is
case sensitive. You can set a
password with the -pd option
or the environment variable
INFA_DEFAULT_DOMAIN_PA
SSWORD. If you set a
password with both
methods, the password set
with the -pd option takes
precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses
-sdn LDAP authentication.
Optional if the domain uses
native authentication or
Kerberos authentication.
Name of the security domain
to which the domain user
belongs. You can set a
security domain with the -
sdn option or the
environment variable
INFA_DEFAULT_SECURITY_D
OMAIN. If you set a security
domain name with both
methods, the -sdn option
takes precedence. The
security domain name is
case sensitive.

If the domain uses native or
LDAP authentication, the
default is Native. If the
domain uses Kerberos
authentication, the default is
the LDAP security domain
created during installation.
The name of the security
domain is the same as the
user realm specified during

installation.
-ResilienceTimeout timeout_period_in_seconds Optional. Amount of time in
-re seconds that infacmd

attempts to establish or re-
establish a connection to the
domain. You can set the
resilience timeout period
with the -re option or the
environment variable
INFA_CLIENT_RESILIENCE_TI
MEOUT. If you set the
resilience timeout period
with both methods, the -re
option takes precedence.

-HadoopConnection Hadoop_Cluster_Connection_Name Required. Name of the

-he Hadoop connection that the
Data Integration Service
uses to run the mapping on
the Blaze engine.

Note: When you run the stopBlazeService command, some component logs might not be written to aggregate
log files on HDFS. You can view the logs in the directory configured for the Blaze engine logs based on the
following Blaze advanced property in the Hadoop connection: infagrid.node.local.root.log.dir
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UndeployApplication

Removes an application from a Data Integration Service.

The infacmd dis UndeployApplication command uses the following syntax:

UndeployApplication

<-DomainName |-dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application|-a> application

The following table describes infacmd dis UndeployApplication options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name. If
you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.
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Option

Argument

Description

-ResilienceTimeout
-re

timeout_period_in_secon
ds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -
re option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service to remove the
application from.

-sn
-Application application Required. Name of the application to remove from the Data
-a Integration Service.

UpdateApplication
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Updates an application from an application file and maintains the configuration. The application must be
deployed to a Data Integration Service. End users can access the latest version of the application.

The infacmd dis UpdateApplication command uses the following syntax:

UpdateApplication

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-FileName|-f> file name

[<-Application|-a> application]

The following table describes infacmd dis UpdateApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service where
the application is deployed.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-FileName file_name Required. Name and path of the application file to

£ update the deployed application with.

-Application application Optional. Name of the deployed application.

-a

UpdateApplicationOptions

Updates application properties.

Separate each option and value with a space. To view current properties, run infacmd dis

ListApplicationOptions.
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Enter connection options in the following format:
. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd dis UpdateApplicationOptions command uses the following syntax:

UpdateApplicationOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application

<-Options|-o0> options

The following table describes infacmd dis UpdateApplicationOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the

-sn application is deployed to.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application to update.

-a

-Options options Required. Enter each option and value to update.

0 Separate each option by a space. To view application

options, run the infacmd dis ListApplicationOptions
command.

UpdateComputeOptions

Updates Data Integration Service properties for a node with the compute role. Use the command to override
Data Integration Service properties for a specific compute node.

Enter options in the following format:

. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd dis UpdateComputeOptions command uses the following syntax:

UpdateComputeOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
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[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name
<-Options|-o0> options

The following table describes infacmd dis UpdateComputeOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Data Integration Service.
-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Option Argument Description

NodeName node_name Required. Node with the compute role that is assigned to

-nn the Data Integration Service or to the Data Integration
Service grid.

-Options options Required. Enter each option separated by a space. To

0 view the options, run the infacmd dis

ListComputeOptions command.

You can update the following Data Integration Service
options:

- ExecutionOptions.TemporaryDirectories

- ExecutionOptions.DISHomeDirectory

- ExecutionOptions.CacheDirectory

- ExecutionOptions.SourceDirectory

- ExecutionOptions.TargetDirectory

- ExecutionOptions.RejectFilesDirectory

UpdateDataObjectOptions

Updates data object properties. To view the current options, run the infacmd dis ListDataObjectOptions

command.

Enter connection options in the following format:

. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric

character, enclose the value in quotation marks.

The infacmd dis UpdateDataObjectOptions command uses the following syntax:

UpdateDataObjectOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-Folder|-f> folder
<-DataObject|-do> data model.data object

<-Options|-o0> options
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The following table describes infacmd dis UpdateDataObjectOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Application that contains the data object.

-a

-Folder Folder Required. Name of the folder that contains the data

£ object model.
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Option Argument Description

-DataObject data_model.data_object Required. Name of the data object that you want to

-do update.

-Options options Required. Enter options and values separated by spaces.

-0 To view the current options, run the infacmd dis
ListDataObjectOptions command.

Data Object Options

Use the data object options to configure caching for a logical data object. Use the data object options with
the infacmd dis UpdateDataObjectOptions command.

Enter data object options in the following format:

. -0 option type.option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes data object options:

Option

Description

DataObjectOptions.CachingEnabled

Cache the logical data object in the data object cache database. True or
false. Default is true.

DataObjectOptions.CacheRefreshPeriod

Number of minutes between cache refreshes. Default is zero.

DataObjectOptions.CacheTableName

The name of the user-managed table from which the Data Integration
Service accesses the logical data object cache. A user-managed cache
table is a table in the data object cache database that you create, populate,
and manually refresh when needed.

If you specify a cache table name, the Data Object Cache Manager does not
manage the cache for the object and ignores the cache refresh period. If
you do not specify a cache table name, the Data Object Cache Manager
manages the cache for the object.

UpdateParameterSetEntries

Updates entries from a parameter set. Run this command to update the values in parameter set entries for a

mapping or workflow in an application.

The infacmd dis UpdateParameterSetEntries command uses the following syntax:

UpdateParameterSetEntries

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password
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[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application]|-a> application

<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters. For a
mapping, M1, in project Pl and folder Fl, the path is P1/Fl/mapping/M1.

<-paramNames |-pnv> parameter name-value pairs, separated by double quotes

The following table describes infacmd dis UpdateParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_sec Optional. Amount of time in seconds that infacmd attempts

-re onds to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOQUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the

-a parameter set.

parametersetname parameterset name Required. Parameter set name.

- ps

-projectScope project scope Required. Path to the mapping or workflow that contains the

-prs parameters. For a mapping, M1, in project P1 and folder F1,
the path is P1/F1/mapping/M1.

-paramNames parameter names Required.Required. Parameter name-value pairs separated

-pnv by space. Enclose name-value pairs in double quotes.
Enclose each value in single quotes. Use the following
syntax: "parml="valueA'" "parm2='valueB'" "parm3=
"valueC'" . You can include spaces in a parameter value.
You can include an apostrophe (') or a colon (:) in the value
if you escape the character with a backslash (\). 'c:
\directory"

UpdateServiceOptions

Updates Data Integration Service properties. To view current properties run the infacmd dis
ListServiceOptions command.

You can change the properties while the service is running, but you must recycle the service for the changed

properties to take effect.

The infacmd dis UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

[<-Options|-0> options]

[<-NodeName |-nn> node name | <-GridName|-gn> grid name]

[<-BackupNodes|-bn> node namel,node nameZ2, ...]
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The following table describes infacmd dis UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Options
-0

options

Optional. Enter each option separated by a space. To
view options, run the infacmd dis ListServiceOptions
command.
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Option Argument Description

-NodeName node_name Optional. Enter the node or grid where the Data

-n grid_name Integration Service will run. The Data Integration Service
) can run on a node or grid.

-GridName

.gn

-BackupNodes node_name1,node_name2,. | Optional. Nodes on which the service can run if the

-bn primary node is unavailable. You can configure backup

nodes if you have high availability.

Data Integration Service Options

Use the Data Integration Service options with the infacmd dis UpdateServiceOptions command.

Enter Data Integration Service options in the following format:

. -0 option type.option name=value

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Data Integration Service options:

Option

Description

AdvancedProfilingServiceOptions.ColumnsPerMapping

Limits the number of columns that can be profiled in a single
mapping due to save memory and disk space. Default is 5. If
you profile a source with over 100 million rows decrease the
value to as low as 1.

AdvancedProfilingServiceOptions.ExecutionPoolSize

Maximum number of threads to run mappings.

AdvancedProfilingServiceOptions.MaxMemPerRequest

Maximum amount of memory, in bytes, that the Data Integration
Service can allocate for each mapping run for a single profile
request.

Default is 536,870,912.

AdvancedProfilingServiceOptions.MaxNumericPrecision

Maximum number of digits for a numeric value.

AdvancedProfilingServiceOptions.MaxParallelColumnBatches

Number of threads that can run mappings at the same time.
Defaultis 1.

AdvancedProfilingServiceOptions.MaxStringLength

Maximum length of a string that the profiling service can
process.

AdvancedProfilingServiceOptions.MaxValueFrequencyPairs

Maximum number of value/frequency pairs to store in the
profiling warehouse. Default is 16,000.

AdvancedProfilingServiceOptions.MinPatternFrequency

Minimum number of patterns to display for a profile.

AdvancedProfilingServiceOptions.ReservedThreads

Number of threads of the Maximum Execution Pool Size that are
for priority requests. Default is 1.

AdvancedProfilingServiceOptions.ValueFrequencyMemSize

Amount of memory to allow for value-frequency pairs. Default is
64 megabytes.
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Option

Description

DataObjectCacheOptions.CacheConnection

The database connection name for the database that stores the
data object cache. Enter a valid connection object name.

DataObjectCacheOptions.CacheRemovalTime

The number of milliseconds the Data Integration Service waits
before cleaning up cache storage after a refresh. Default is
3,600,000.

DeploymentOptions.DefaultDeploymentMode

Determines whether to enable and start each application after
you deploy it to a Data Integration Service.

Enter one of the following options:

- EnableandStart. Enable the application and start the
application.

- EnableOnly. Enable the application but do not start the
application.

- Disable. Do not enable the application.

DataObjectCacheOptions.EnableNestedLDOCache

Indicates that the Data Integration Service can use cache data
for a logical data object used as a source or a lookup in another
logical data object during a cache refresh. If false, the Data
Integration Service accesses the source resources even if you
enabled caching for the logical data object used as a source or
a lookup.

For example, logical data object LDO3 joins data from logical
data objects LDO1 and LDO2. A developer creates a mapping
that uses LDO3 as the input and includes the mapping in an
application. You enable caching for LDO1, LD0O2, and LDO3. If
you enable nested logical data object caching, the Data
Integration Service uses cache data for LDO1 and LDO2 when it
refreshes the cache table for LDO3. If you do not enable nested
logical data object caching, the Data Integration Service
accesses the source resources for LDO1 and LDO2 when it
refreshes the cache table for LDO3.

Default is false.

DataObjectCacheOptions.MaxConcurrentRefreshRequests

Maximum number of cache refreshes that can occur at the
same time.

ExecutionOptions.CacheDirectory

Directory for index and data cache files for transformations.
Default is <home directory>/cache.

Enter a list of directories separated by semicolons to increase
performance during cache partitioning for Aggregator, Joiner, or
Rank transformations.

You cannot use the following characters in the directory path:

X2 <>

ExecutionOptions.DisHadoopKeytab

The file path to the Kerberos keytab file on the machine on
which the Data Integration Service runs.

ExecutionOptions.DisHadoopPrincipal

Service Principal Name (SPN) of the Data Integration Service to
connect to a Hadoop cluster that uses Kerberos authentication.
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Option

Description

ExecutionOptions.DISHomeDirectory

Root directory accessible by the node. This is the root directory
for other service directories. Default is <Informatica
installation directory>/tomcat/bin. If you change the
default value, verify that the directory exists.

You cannot use the following characters in the directory path:

X2 <>

ExecutionOptions.EnableOSProfile

Indicates that the Data Integration Service can use operating
system profiles for mapping execution. You can enable
operating system profiles if the Data Integration Service runs on
UNIX or Linux.

Default is false.

ExecutionOptions.HadoopDistributionDir

The directory containing a collection of Hive and Hadoop JARS
on the cluster from the RPM Install locations. The directory
contains the minimum set of JARS required to process
Informatica mappings in a Hadoop environment. Type /
<PowerCenterBigDataEditionInstallationDirectory>/
Informatica/services/shared/hadoop/

[Hadoop distribution name].

ExecutionOptions.HadoopInfaHomeDir

The PowerCenter Big Data Edition home directory on every data
node created by the Hadoop RPM install. Type /
<PowerCenterBigDataEditionInstallationDirectory>/
Informatica.

ExecutionOptions.JdkHomePath

The JDK installation directory on the machine that runs the Data
Integration Service.

Required if you configure Sqoop on the Spark engine or use a
Java transformation in a mapping.

Default is blank.

ExecutionOptions.MaxHadoopBatchExecutionPoolSize

Maximum number of deployed jobs that can run concurrently in
the Hadoop environment. The Data Integration Service moves
Hadoop jobs from the queue to the Hadoop job pool when
enough resources are available. Default is 100.

ExecutionOptions.MaxMappingParallelism

Maximum number of parallel threads that process a single
mapping pipeline stage.

When you set the value greater than one, the Data Integration
Service enables partitioning for mappings and for mappings
converted from profiles. The service dynamically scales the
number of partitions for a mapping pipeline at run time.
Increase the value based on the number of CPUs available on
the nodes where mappings run.

In the Developer tool, developers can change the maximum
parallelism value for each mapping. When maximum parallelism
is set for both the Data Integration Service and the mapping, the
Data Integration Service uses the minimum value when it runs
the mapping.

Default is 1. Maximum is 64.
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ExecutionOptions.MaxMemorySize

Maximum amount of memory, in bytes, that the Data Integration
Service can allocate for running all requests concurrently when
the service runs jobs in the Data Integration Service process.
When the Data Integration Service runs jobs in separate local or
remote processes, the service ignores this value. If you do not
want to limit the amount of memory the Data Integration Service
can allocate, set this property to 0.

If the value is greater than 0, the Data Integration Service uses
the property to calculate the maximum total memory allowed for
running all requests concurrently. The Data Integration Service
calculates the maximum total memory as follows:

Maximum Memory Size + Maximum Heap Size + memory
required for loading program components
Default is 0.

Note: If you run profiles or data quality mappings, set this
property to 0.

ExecutionOptions.MaxNativeBatchExecutionPoolSize

Maximum number of deployed jobs that can run concurrently in
the native environment. The Data Integration Service moves
native mapping jobs from the queue to the native job pool when
enough resources are available. Default is 10.

ExecutionOptions.MaxOnDemandExecutionPoolSize

Maximum number of on-demand jobs that can run concurrently.
Jobs include data previews, profiling jobs, REST and SQL
queries, web service requests, and mappings run from the
Developer tool. All jobs that the Data Integration Service
receives contribute to the on-demand pool size. The Data
Integration Service immediately runs on-demand jobs if enough
resources are available. Otherwise, the Data Integration Service
rejects the job. Default is 10.

ExecutionOptions.OutOfProcessExecution

Runs jobs in the Data Integration Service process, in separate
DTM processes on the local node, or in separate DTM processes
on remote nodes. Configure the property based on whether the
Data Integration Service runs on a single node or a grid and
based on the types of jobs that the service runs.

Enter one of the following options:

- IN_PROCESS. Runs jobs in the Data Integration Service
process. Configure when you run SQL data service and web
service jobs on a single node or on a grid where each node
has both the service and compute roles.

- OUT_OF_PROCESS. Runs jobs in separate DTM processes on
the local node. Configure when you run mapping, profile, and
workflow jobs on a single node or on a grid where each node
has both the service and compute roles.

- OUT_OF_PROCESS_REMOTE. Runs jobs in separate DTM
processes on remote nodes. Configure when you run
mapping, profile, and workflow jobs on a grid where nodes
can have a different combination of roles. If you configure
this option when the Data Integration Service runs on a single
node, then the service runs jobs in separate local processes.

Default is OUT_OF_PROCESS.
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ExecutionOptions.RejectFilesDirectory

Directory for reject files. Reject files contain rows that were
rejected when running a mapping. Default is <home
directory>/reject.

You cannot use the following characters in the directory path:

2> "

ExecutionOptions.SourceDirectory

Directory for source flat files used in a mapping. Default is
<home directory>/source.

If the Data Integration Service runs on a grid, you can use a
shared directory to create one directory for source files. If you
configure a different directory for each node with the compute
role, ensure that the source files are consistent among all
source directories.

You cannot use the following characters in the directory path:

x>

ExecutionOptions.TargetDirectory

Default directory for target flat files used in a mapping. Default
is <home directory>/target.

Enter a list of directories separated by semicolons to increase
performance when multiple partitions write to the flat file
target.

If the Data Integration Service runs on a grid, you can use a
shared directory to create one directory for target files. If you
configure a different directory for each node with the compute
role, ensure that the target files are consistent among all target
directories.

You cannot use the following characters in the directory path:

X2 <>

ExecutionOptions.TemporaryDirectories

Directory for temporary files created when jobs are run. Default
is <home directory>/disTemp.

Enter a list of directories separated by semicolons to optimize
performance during profile operations and during cache
partitioning for Sorter transformations.

You cannot use the following characters in the directory path:

rra>" o, ]

HttpConfigurationOptions.AllowedHostNames

List of constants or Java regular expression patterns compared
to the host name of the requesting machine. The host names
are case sensitive. Use a space to separate multiple constants
or expressions.

If you configure this property, the Data Integration Service
accepts requests from host names that match the allowed host
name pattern. If you do not configure this property, the Data
Integration Service uses the Denied Host Names property to
determine which clients can send requests.
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HttpConfigurationOptions.AllowedIPAddresses

List of constants or Java regular expression patterns compared
to the IP address of the requesting machine. Use a space to
separate multiple constants or expressions.

If you configure this property, the Data Integration Service
accepts requests from IP addresses that match the allowed
address pattern. If you do not configure this property, the Data
Integration Service uses the Denied IP Addresses property to
determine which clients can send requests.

HttpConfigurationOptions.DeniedHostNames

List of constants or Java regular expression patterns compared
to the host name of the requesting machine. The host names
are case sensitive. Use a space to separate multiple constants
or expressions.

If you configure this property, the Data Integration Service
accepts requests from host names that do not match the denied
host name pattern. If you do not configure this property, the
Data Integration Service uses the Allowed Host Names property
to determine which clients can send requests.

HttpConfigurationOptions.DeniedIPAddresses

List of constants or Java regular expression patterns compared
to the IP address of the requesting machine. Use a space to
separate multiple constants or expressions.

If you configure this property, the Data Integration Service
accepts requests from IP addresses that do not match the
denied IP address pattern. If you do not configure this property,
the Data Integration Service uses the Allowed IP Addresses
property to determine which clients can send requests.

HttpConfigurationOptions.HTTPProtocolType

Security protocol that the Data Integration Service uses. Enter

one of the following values:

- HTTP. Requests to the service must use an HTTP URL.

- HTTPS. Requests to the service must use an HTTPS URL.

- Both. Requests to the service can use either an HTTP or an
HTTPS URL.

When you set the HTTP protocol type to HTTPS or Both, you
enable Transport Layer Security (TLS) for the service.

You can also enable TLS for each web service deployed to an
application. When you enable HTTPS for the Data Integration
Service and enable TLS for the web service, the web service
uses an HTTPS URL. When you enable HTTPS for the Data
Integration Service and do not enable TLS for the web service,
the web service can use an HTTP URL or an HTTPS URL. If you
enable TLS for a web service and do not enable HTTPS for the
Data Integration Service, the web service does not start.

Default is HTTP.

HttpProxyServerOptions.HttpProxyServerDomain

Domain for authentication.

HttpProxyServerOptions.HttpProxyServerHost

Name of the HTTP proxy server.

HttpProxyServerOptions.HttpProxyServerPassword

Password for the authenticated user. The Service Manager
encrypts the password. This is required if the proxy server
requires authentication.

HttpProxyServerOptions.HttpProxyServerPort

Port number of the HTTP proxy server.
Default is 8080.
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HttpProxyServerOptions.HttpServerUser

Authenticated user name for the HTTP proxy server. This is
required if the proxy server requires authentication.

LoggingOptions.LogLevel

Level of error messages that the Data Integration Service writes
to the Service log. Choose one of the following message levels:
Fatal, Error, Warning, Info, Trace, or Debug.

MappingServiceOptions.MaxMemPerRequest

The behavior of Maximum Memory Per Request depends on the
following Data Integration Service configurations:

- The service runs jobs in separate local or remote processes,
or the service property Maximum Memory Size is 0 (default).

In this case, Maximum Memory Per Request is the maximum
amount of memory, in bytes, that the Data Integration Service
can allocate to all transformations that use auto cache mode
in a single request. The service allocates memory separately
to transformations that have a specific cache size. The total
memory used by the request can exceed the value of
Maximum Memory Per Request.

- The service runs jobs in the Data Integration Service process,
and the service property Maximum Memory Size is greater
than 0.

In this case, Maximum Memory Per Request is the maximum
amount of memory, in bytes, that the Data Integration Service
can allocate to a single request. The total memory used by
the request cannot exceed the value of Maximum Memory Per
Request.

Default is 536,870,912.

MappingServiceOptions.MaxNotificationThreadPoolSize

Allocates the number of threads that send notifications to the
client.

Modules.MappingService

Enter false to disable the module that runs mappings and
previews. Default is true.

Modules.ProfilingService

Enter false to disable the module that runs profiles and
generates scorecards. Default is true.

Modules.RESTService

Enter false to disable the module that runs the REST web
service. Default is true.

Modules.SQLService

Enter false to disable the module that runs SQL queries against
an SQL data service. Default is true.

Modules.WebService

Enter false to disable the module that runs web service
operation mappings. Default is true.

Modules.WorkflowOrchestrationService

Enter false to disable the module that runs workflows. Default is
true.

PassThroughSecurityOptions.AllowCaching

Allows data object caching for all pass-through connections in
the Data Integration Service. Populates data object cache using
the credentials in the connection object.

Note: When you enable data object caching with pass-through
security, you might allow unauthorized access to some data.
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ProfilingServiceOptions.ExportPath

Location to export profile results. Enter the file system path.
Default is ./ProfileExport.

ProfilingServiceOptions.MaxExecutionConnections

Maximum number of database connections for each profiling
job.

ProfilingServiceOptions.MaxPatterns

Maximum number of patterns to display for a profile.

ProfilingServiceOptions.MaxProfileExecutionPoolSize

Maximum number of threads to run profiling.

ProfilingServiceOptions.MaxRanks

Number of minimum and maximum values to display for a
profile. Default is 5. Default is 10.

ProfilingServiceOptions.ProfileWarehouseConnectionName

Connection object name for the connection to the profiling
warehouse.

RepositoryOptions.RepositoryPassword

User password to access the Model repository.

RepositoryOptions.RepositorySecurityDomain

LDAP security domain name if you are using LDAP. If you are
not using LDAP the default domain is native.

RepositoryOptions.RepositoryServiceName

Service that stores run-time metadata required to run mappings
and SQL data services.

RepositoryOptions.RepositoryUserName

User name to access the Model repository. The user must have
the Create Project privilege for the Model Repository Service.

ResultSetCacheOptions.EnableEncryption

Indicates whether result set cache files are encrypted using
128-bit AES encryption. Valid values are true or false. Default is
true.

ResultSetCacheOptions.FileNamePrefix

The prefix for the names of all result set cache files stored on
disk. Default is RSCACHE.

SQLServiceOptions.DTMKeepAliveTime

Number of milliseconds that the DTM process stays open after
it completes the last request. Identical SQL queries can reuse
the open process.

Use the keepalive time to increase performance when the time
required to process the SQL query is small compared to the
initialization time for the DTM process. If the query fails, the
DTM process terminates. Must be greater than or equal to 0. 0
means that the Data Integration Service does not keep the DTM
process in memory. Default is 0.

You can also set this property for each SQL data service that is

deployed to the Data Integration Service. If you set this property
for a deployed SQL data service, the value for the deployed SQL
data service overrides the value you set for the Data Integration
Service.
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SQLServiceOptions.MaxMemPerRequest

The behavior of Maximum Memory Per Request depends on the
following Data Integration Service configurations:

- The service runs jobs in separate local or remote processes,
or the service property Maximum Memory Size is 0 (default).

In this case, Maximum Memory Per Request is the maximum
amount of memory, in bytes, that the Data Integration Service
can allocate to all transformations that use auto cache mode
in a single request. The service allocates memory separately
to transformations that have a specific cache size. The total
memory used by the request can exceed the value of
Maximum Memory Per Request.

- The service runs jobs in the Data Integration Service process,
and the service property Maximum Memory Size is greater
than 0.

In this case, Maximum Memory Per Request is the maximum
amount of memory, in bytes, that the Data Integration Service
can allocate to a single request. The total memory used by
the request cannot exceed the value of Maximum Memory Per
Request.

Default is 50,000,000.

SQLServiceOptions.SkipLogFiles

Prevents the Data Integration Service from generating log files
when the SQL data service request completes successfully and
the tracing level is set to INFO or higher. Default is false.

SQLServiceOptions.TableStorageConnection

Relational database connection that stores temporary tables for
SQL data services. By default, no connection is selected.

WorkflowOrchestrationServiceOptions.DBName

Connection name of the database that stores run-time metadata
for workflows.

WorkflowOrchestrationServiceOptions.MaxWorkerThreads

The maximum number of threads that the Data Integration
Service can use to run parallel tasks between a pair of inclusive
gateways in a workflow. The default value is 10.

If the number of tasks between the inclusive gateways is
greater than the maximum value, the Data Integration Service
runs the tasks in batches that the value specifies. For example,
if the Maximum Worker Threads value is 10, the Data Integration
Service runs the tasks in batches of ten.

WSServiceOptions.DTMKeepAliveTime

Number of milliseconds that the DTM process stays open after
it completes the last request. Web service requests that are
issued against the same operation can reuse the open process.

Use the keepalive time to increase performance when the time
required to process the request is small compared to the
initialization time for the DTM process. If the request fails, the
DTM process terminates. Must be greater than or equal to 0. 0
means that the Data Integration Service does not keep the DTM
process in memory. Default is 5000.

You can also set this property for each web service that is
deployed to the Data Integration Service. If you set this property
for a deployed web service, the value for the deployed web
service overrides the value you set for the Data Integration
Service.
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WSServiceOptions.MaxMemPerRequest

The behavior of Maximum Memory Per Request depends on the
following Data Integration Service configurations:

- The service runs jobs in separate local or remote processes,
or the service property Maximum Memory Size is 0 (default).

In this case, Maximum Memory Per Request is the maximum
amount of memory, in bytes, that the Data Integration Service
can allocate to all transformations that use auto cache mode
in a single request. The service allocates memory separately
to transformations that have a specific cache size. The total
memory used by the request can exceed the value of
Maximum Memory Per Request.

- The service runs jobs in the Data Integration Service process,
and the service property Maximum Memory Size is greater
than 0.

In this case, Maximum Memory Per Request is the maximum
amount of memory, in bytes, that the Data Integration Service
can allocate to a single request. The total memory used by
the request cannot exceed the value of Maximum Memory Per
Request.

Default is 50,000,000.

WSServiceOptions.SkipLogFiles

Prevents the Data Integration Service from generating log files
when the web service request completes successfully and the
tracing level is set to INFO or higher. Default is false.

WSServiceOptions.WSDLLogicalURL

Prefix for the WSDL URL if you use an external HTTP load
balancer. For example,

http://loadbalancer:8080
The Data Integration Service requires an external HTTP load
balancer to run a web service on a grid. If you run the Data

Integration Service on a single node, you do not need to specify
the logical URL.

Updates properties for a Data Integration Service process. To view current properties, run the infacmd dis

ListServiceProcessOptions command.

Enter options in the following format:

. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric

character, enclose the value in quotation marks.

The infacmd dis UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions
<-DomainName | -dn> domain name
<-ServiceName|-sn> service name

<-UserName|-un> user name
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<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name

<-Options|-o0> options

The following table describes infacmd dis UpdateServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName node_name Required. Node where the Data Integration Service runs.

-nn

-Options options Required. Enter each option separated by a space. To

-0 view the options, run the infacmd dis
ListServiceProcessOptions command.

Data Integration Service Process Options

Use the Data Integration Service process options with the infacmd dis UpdateServiceProcessOptions

command.

Enter Data Integration Service process options in the following format:

. -0 option type.option name=value

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Data Integration Service process options:

Option

Description

GeneralOptions.JVMOptions

Java Virtual Machine (JVM) command line options to run Java-
based programs. When you configure the JVM options, you must
set the Java SDK classpath, Java SDK minimum memory, and
Java SDK maximum memory properties.

GeneralOptions.HttpPort

Unique HTTP port number for the Data Integration Service
process when the service uses the HTTP protocol.

GeneralOptions.HttpsPort

Unique HTTPS port number for the Data Integration Service
process when the service uses the HTTPS protocol.

LoggingOptions.LogDirectory

Directory for Data Integration Service node process logs. Default
is <INFA_HOME>\logs\dislogs.

If the Data Integration Service runs on a grid, use a shared
directory to create one directory for log files. Use a shared
directory to ensure that if the master service process fails over
to another node, the new master service process can access
previous log files.

ResultSetCacheOptions.MaxTotalDiskSize

Maximum number of bytes allowed for the total result set cache
file storage. Default is 0.

ResultSetCacheOptions.MaxPerCacheMemorySize

Maximum number of bytes allocated for a single result set
cache instance in memory. Default is 0.
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ResultSetCacheOptions.MaxTotalMemorySize

Maximum number of bytes allocated for the total result set
cache storage in memory. Default is 0.

ResultSetCacheOptions.MaxNumCaches

Maximum number of result set cache instances allowed for this
Data Integration Service process. Default is 0.

HttpConfigurationOptions.MaxConcurrentRequests

Maximum number of HTTP or HTTPS connections that can be
made to this Data Integration Service process. Minimum is 4.
Default is 200.

HttpConfigurationOptions.MaxBacklogRequests

Maximum number of HTTP or HTTPS connections that can wait
in a queue for this Data Integration Service process. Default is
100.

HttpConfigurationOptions.KeyStoreFile

Path and file name of the keystore file that contains the keys
and certificates required if you use the HTTPS protocol for the
Data Integration Service. You can create a keystore file with a
keytool. keytool is a utility that generates and stores private or
public key pairs and associated certificates in a keystore file.
You can use the self-signed certificate or use a certificate
signed by a certificate authority.

If you run the Data Integration Service on a grid, the keystore file
on each node in the grid must contain the same keys.

HttpConfigurationOptions.KeyStorePassword

Password for the keystore file.

HttpConfigurationOptions.TrustStoreFile

Path and file name of the truststore file that contains
authentication certificates trusted by the Data Integration
Service.

If you run the Data Integration Service on a grid, the truststore
file on each node in the grid must contain the same keys.

HttpConfigurationOptions.TrustStorePassword

Password for the truststore file.

HttpConfigurationOptions.SSLProtocol

Secure Sockets Layer protocol to use. Default is TLS.

SQLServiceOptions.MaxConcurrentConnections

Limits the number of database connections that the Data
Integration Service can make for SQL data services. Default is
100.
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CHAPTER 14

infacmd dps Command Reference

This chapter includes the following topics:

e createRepository, 240

e createService, 242

e updateService, 246

e upgradeRepository, 249

createRepository

Creates a Data Preparation repository.

The infacmd dps createRepository command uses the following syntax:

createRepository

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name
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The following table describes infacmd dps createRepository options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain.
-dn You can set the domain name with the -dn

option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the

domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name.

-pd Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.

-SecurityDomain security_domain Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can set
a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set
a security domain name with both methods,
the -sdn option takes precedence. The security
domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.

-sdn
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-ResilienceTimeout timeout_period_in_seconds Optional. Amount of time in seconds that

-re infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both
methods, the -re option takes precedence.

-ServiceName service_name Required. Name of the Data Preparation
-sn Service associated with the Data Preparation
repository.

createService

Creates a Data Preparation Service.

The infacmd dps createService command uses the following syntax:

createService

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service_name

<-NodeName |-nn> node name | <-GridName|-gn> grid name

[<-BackupNodes|-bn> node namel,node nameZ2,...]

<-ServiceOptions|-so> option name=value
(HDFSConnection*,HiveConnection*, HadoopConnection*, HDFSSystemDirectory*,HiveTableStorageF
ormat (DefaultFormat |Parquet|ORC (default DefaultFormat)),LogLevel (FATAL|ERROR|WARNING |
INFO|TRACE|DEBUG (default INFO)),customLogDirectory,SecurityMode (nonsecure|kerberos
(default nonsecure)),IDLKerberosPrincipal (Principal Name for User

Impersonation), IDLKerberosKeyTabFileName (SPN Keytab File for User Impersonation),
LogAuditEvents (true|false (default

false)),JDBCPort, ZeppelinURL,MaxFileUploadSize (default=512MB), DownloadRowsSize (default=10
00000) ,MaxRecommendations (default=10),MaxSampleSize (default=50000),SampleSize (default=500
00) ,hiveExecutionEngine (MR|Spark|Tez|Cluster-Default (default=Cluster-
Default),LocalSystemDirectory*,SolrJVMOptions, IndexDir)

[<-LicenseName|-1n> license name]

<-RepositoryServiceName |-rs> repository service name

<-RepositoryUser|-rsun> repository user

[<-RepositoryPassword|-rspd> repository password]

[<-RepositorySecurityDomain|-rssdn> model repository security domain]
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<-DISServiceName|-dsn> dis_service name

<<-HttpPort|-hp> http port|<-HttpsPort|-hsp> https port>
[<-KeystoreFile|-kf> keystore file location]
[<-KeystorePassword|-kp> keystore password]
[<-TruststoreFile|-tsf> truststore file location]
[<-TruststorePassword|-tsp> truststore password]
[<-RulesServerPort|-rpo> RulesServerPort]
[<-SolrPort|-spo> SolrPort]

<-maxHeapSize|-mxhs> maxHeapSize]

[<-FolderPath|-fp> full folder path]

The following table describes infacmd dps createService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain.
-dn You can set the domain name with the -dn

option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the

domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name.

-pd Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.
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Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can set
a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set
a security domain name with both methods,
the -sdn option takes precedence. The security
domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both
methods, the -re option takes precedence.

-ServiceName

service_name

Required. Name of the Data Preparation
Service.

-sn
You cannot change the name of the service
after you create it. The name is not case
sensitive and must be unique within the
domain. It cannot exceed 128 characters or
begin with @. It also cannot contain spaces or
the following special characters:
T %Ak E =3\, <> 1)

-NodeName node_name Required if you do not specify grid name.

-nn Node where the service runs.

-BackupNodes node_name1,node_name2,... Optional. Nodes on which the service can run

-bn if the primary node is unavailable. You can

configure backup nodes if you have high
availability.

-ServiceOptions
-S0

option_name=value ...

Optional. Service properties that define how
the Data Preparation Service runs.

-LicenseName
-In

license_name

Optional. License object that allows the use of
the service.

244 Chapter 14: infacmd dps Command Reference




Option

Argument

Description

-RepositoryServiceName
s

repository_service_name

Optional. Name of the Model Repository
Service that manages the Model repository
that contains rule objects and metadata. Set
this property if rules are used during data
preparation.

-RepositoryUser
-rsun

-repository_username

Optional. User account to use to log in to the
Model Repository Service.

-RepositoryPassword
-rspd

-repository_password

Optional. Password for the Model Repository
Service user account.

-RepositorySecurityDomain
-rssdn

model_repository_security_domain

Optional. Security domain to which the Model
Repository Service user account belongs.

-DISServiceName

dis_service_name

Optional. Name of the Data Integration Service
that runs rules during data preparation. Set

-dsn
this property if rules are used during data
preparation.

-HttpPort http_port Required if you do not specify an HTTPS port.

-hp Unique HTTP port number used for each Data
Integration Service process. After you create
the service, you can define different port
numbers for each service process.

-HttpsPort https_port Required if you do not specify an HTTP port.

-hsp Unique HTTPS port number used for each Data

Integration Service process. After you create
the service, you can define different port
numbers for each service process.

-KeystoreFile
-kf

keystore_file_location

Optional. Path and file name of the keystore
file that contains the keys and certificates
required if you use the HTTPS protocol for the
service. You can create a keystore file with a
keytool. keytool is a utility that generates and
stores private or public key pairs and
associated certificates in a keystore file. You
can use the self-signed certificate or use a
certificate signed by a certificate authority.

-KeystorePassword
.kp

keystore_password

Optional. Password for the keystore file.

-TruststoreFile

truststore_file_location

Optional. Path and the file name of the
truststore file that contains authentication

-tsf

certificates for the HTTPS connection.
-TruststorePassword truststore_password Optional. Password for the truststore file.
-tsp
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Option

Argument

Description

-RulesServerPort

RulesServerPort

Optional. Port used by the rules server
managed by the Data Preparation Service. Set

-rpo
P the value to an available port on the node
where the Data Preparation Service runs.
-SolrPort SolrPort Optional. Port number for the Apache Solr
-spo server used to provide data preparation

recommendations.

-maxHeapSize

maxHeapSize

Optional. Heap size to allocate to the service.

-mxhs
-FolderPath full_folder_path Optional. Full path, excluding the domain
fp name, to the folder in which you want to

create the service. Must be in the following
format:

/parent folder/child folder

updateService
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Updates Data Preparation Service properties.

The infacmd dps updateService command uses the following syntax:

updateService

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-ServiceOptions|-so> option name=value
(HDFSConnection*,HiveConnection*,HadoopConnection*, HDFSSystemDirectory*,HiveTableStorageF
ormat (DefaultFormat|Parquet |ORC (default DefaultFormat)),LogLevel (FATAL|ERROR|WARNING |
INFO|TRACE | DEBUG (default INFO)),customLogDirectory,SecurityMode (nonsecure|kerberos
(default nonsecure)),IDLKerberosPrincipal (Principal Name for User

Impersonation), IDLKerberosKeyTabFileName (SPN Keytab File for User Impersonation),
LogAuditEvents (true|false (default

false)),JDBCPort, ZeppelinURL,MaxFileUploadSize (default=512MB), DownloadRowsSize (default=10
00000) ,MaxRecommendations (default=10),MaxSampleSize (default=50000),SampleSize (default=500
00) ,hiveExecutionEngine (MR|Spark|Tez|Cluster-Default (default=Cluster-
Default),LocalSystemDirectory*,SolrJVMOptions, IndexDir)

<-RepositoryServiceName |-rs> repository service name

<-RepositoryUser|-rsun> repository user

[<-RepositoryPassword|-rspd> repository password]

[<-RepositorySecurityDomain|-rssdn> model repository security domain]
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<-DISServiceName|-dsn> dis_service name

[<-NodeName | -nn> node name]

[<-BackupNodes|-bn> node namel,node name2,...]

[<-ServiceProcessOptions|-po> option name=value ..

. (HttpPort, HttpsPort, KeystoreFile,

KeystorePassword, TruststoreFile, TrﬁststorePassword, RulesServerPort, SolrPort,

maxHeapSize ...

The following table describes infacmd dps updateService options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain.
You can set the domain name with the -dn
option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the
domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name.
Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can set
a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set
a security domain name with both methods,
the -sdn option takes precedence. The security
domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both
methods, the -re option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Preparation
Service.

You cannot change the name of the service
after you create it. The name is not case
sensitive and must be unique within the
domain. It cannot exceed 128 characters or
begin with @. It also cannot contain spaces or
the following special characters:

e %AFE={IN; /2, <> V()]

-ServiceOptions
-S0

option_name=value ...

Optional. Service properties that define how
the Data Preparation Service runs.

-RepositoryServiceName
-rs

repository_service_name

Optional. Name of the Model Repository
Service that manages the Model repository
that contains rule objects and metadata. Set
this property if rules are used during data
preparation.

-RepositoryUser
-rsun

-repository_username

Optional. User account to use to log in to the
Model Repository Service.

-RepositoryPassword
-rspd

-repository_password

Optional. Password for the Model Repository
Service user account.

-RepositorySecurityDomain
-rssdn

model_repository_security_domain

Optional. Security domain to which the Model
Repository Service user account belongs.
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Option

Argument

Description

-DISServiceName

dis_service_name

Optional. Name of the Data Integration Service

-dsn that runs rules during data preparation. Set
this property if rules are used during data
preparation.

-NodeName node_name Required if you do not specify grid name.

-n Node where the service runs.

-BackupNodes node_name1,node_name2,... Optional. Nodes on which the service can run

-bn if the primary node is unavailable. You can

configure backup nodes if you have high
availability.

-ServiceProcessOptions
.po

option_name=value ...

Optional. Service process properties for the
service. In a multi-node environment, infacmd
applies these properties to the primary node
and backup node.

upgradeRepository

Upgrades the contents of a Data Preparation repository.

The infacmd dps upgradeRepository command uses the following syntax:

upgradeRepository

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name
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The following table describes infacmd dps upgradeRepository options and arguments:

Option Argument

Description

-DomainName domain_name
-dn

Required. Name of the Informatica domain.
You can set the domain name with the -dn
option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name
-un

Required if the domain uses Native or LDAP
authentication. User name to connect to the
domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password password
.pd

Required if you specify the user name.
Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.

-SecurityDomain security_domain
-sdn

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can set
a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set
a security domain name with both methods,
the -sdn option takes precedence. The security
domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.
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Option

Argument

Description

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both
methods, the -re option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Preparation
Service associated with the Data Preparation
repository.

upgradeRepository 251




CHAPTER 15

infacmd edl Command Reference

This chapter includes the following topics:

createService, 252

updateService, 256

upgradeService, 259

createService

252

Creates an Enterprise Data Lake Service.

The infacmd edl| createService command uses the following syntax:

createService

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

[<-Description|-des> description]

<-NodeName | -nn> node name | <-GridName|-gn> grid name

[<-BackupNodes|-bn> node namel,node nameZ2, ...]

<-ServiceOptions|-so> option name=value
(HDFSConnection*,HiveConnection*,HadoopConnection*, HDFSSystemDirectory*,HiveTableStorageF
ormat (DefaultFormat|Parquet|ORC (default DefaultFormat)),LogLevel (FATAL|ERROR|WARNING |
INFO|TRACE | DEBUG (default INFO)),customLogDirectory,SecurityMode (nonsecure|kerberos
(default nonsecure)),IDLKerberosPrincipal (Principal Name for User

Impersonation), IDLKerberosKeyTabFileName (SPN Keytab File for User Impersonation),
LogAuditEvents (true|false (default

false)),JDBCPort, ZeppelinURL,MaxFileUploadSize (default=512MB), DownloadRowsSize (default=10
00000) ,MaxRecommendations (default=10),MaxSampleSize (default=50000),SampleSize (default=500
00) ,hiveExecutionEngine (MR|Spark|Tez|Cluster-Default (default=Cluster-
Default),LocalSystemDirectory*,SolrJVMOptions, IndexDir)

[<-LicenseName|-1n> license name]

[<-HttpPort|-hp> http port]



[<-HttpsPort|-hsp> https port]

[<-KeystoreFile|-kf> keystore file location]
[<-KeystorePassword|-kp> keystore password]
[<-TruststoreFile|-tf> truststore file location]
[<-TruststorePassword|-tp> truststore password]
[<-FolderPath|-fp> full folder path]

<-RepositoryService|-rs> repository service name
<-RepositoryUser|-rsun> repository user
[<-RepositoryPassword|-rspd> repository password]
[<-RepositorySecurityDomain|-rssdn> model repository security domain]
<-DataPreparationServiceName|-dpsn> data preparation service name
<-DISServiceName|-dsn> dis_ service name

<-CatalogService|-ct> catalog service name
<-CatalogServiceUser|-ctun> catalogservi