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Preface

The Informatica Command Reference is written for Informatica administrators and developers who manage
the repositories and administer the domain and services. This guide assumes you have knowledge of the
operating systems in your environment. This guide also assumes you are familiar with the interface
requirements for the supporting applications.

Informatica Resources

24

Informatica Network

Informatica Network hosts Informatica Global Customer Support, the Informatica Knowledge Base, and other
product resources. To access Informatica Network, visit https://network.informatica.com.

As a member, you can:

o Access all of your Informatica resources in one place.

e Search the Knowledge Base for product resources, including documentation, FAQs, and best practices.
¢ View product availability information.

¢ Review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to search Informatica Network for product resources such as
documentation, how-to articles, best practices, and PAMs.

To access the Knowledge Base, visit https://kb.informatica.com. If you have questions, comments, or ideas
about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

To get the latest documentation for your product, browse the Informatica Knowledge Base at
https://kb.informatica.com/_layouts/ProductDocumentation/Page/ProductDocumentSearch.aspx.

If you have questions, comments, or ideas about this documentation, contact the Informatica Documentation
team through email at infa_documentation@informatica.com.
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Informatica Product Availability Matrixes

Product Availability Matrixes (PAMSs) indicate the versions of operating systems, databases, and other types
of data sources and targets that a product release supports. If you are an Informatica Network member, you
can access PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional
Services. Developed from the real-world experience of hundreds of data management projects, Informatica
Velocity represents the collective knowledge of our consultants who have worked with organizations from
around the world to plan, develop, deploy, and maintain successful data management solutions.

If you are an Informatica Network member, you can access Informatica Velocity resources at
http://velocity.informatica.com.

If you have questions, comments, or ideas about Informatica Velocity, contact Informatica Professional
Services at ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that augment, extend, or enhance your
Informatica implementations. By leveraging any of the hundreds of solutions from Informatica developers
and partners, you can improve your productivity and speed up time to implementation on your projects. You
can access Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

You can contact a Global Support Center by telephone or through Online Support on Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
http://www.informatica.com/us/services-and-training/support-services/global-support-centers.

If you are an Informatica Network member, you can use Online Support at http://network.informatica.com.
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CHAPTER 1

Command Line Programs and
Utilities

This chapter includes the following topic:

e Command Line Programs and Utilities Overview, 26

Command Line Programs and Utilities Overview

The Informatica installation includes customer support tools and command line programs and utilities. Use
the command line programs and utilities to manage the Informatica domain, application services, and

objects. You can run the command line programs and utilities on any machine that can access the
Informatica domain.

When you install the Informatica services or the Informatica clients, the command line programs and utilities

are installed by default. You can also install and run the programs and utilities on other machines by
installing the Informatica utilities.

The following table describes the Informatica utilities:

Command Line Description
Program
infacmd Administer the Informatica domain and application services and processes, including the

repository and integration services. You can also use infacmd to access and administer
licenses and log events and export and import objects and user accounts.

infasetup Administer domains and nodes.
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The following table describes the PowerCenter® utilities:

Command Line

Description

Program

pmcmd Manage workflows. Use pmemd to start, stop, schedule, and monitor workflows.
pmpasswd Encrypt passwords to use with pmemd and pmrep environment variables.

pmrep Performs repository administration tasks. Use pmrep to list repository objects, create and

edit groups, and restore and delete repositories.

The following table describes the Metadata Manager utilities:

Command Line Description
Program
mmcmd Load and manage resources. Import and export models and custom resources.

mmLineageMigrator

Migrate data lineage linking information after you upgrade from Metadata Manager 9.6.x
to the current version.

Note: Because this program runs automatically, do not run this program unless the
migration fails and you fix the error or unless you are directed to run this program by
Informatica Global Customer Support.

mmRepoCmd

Create, delete, back up, and restore Metadata Manager repository contents. Restore a
PowerCenter repository back-up file that contains Metadata Manager objects to the
PowerCenter repository database.

mmXConPluginUtil

Generate the image mapping information or the plug-in for a universal XConnect.

rmu

Migrate resources from a previous version of Metadata Manager to the current version.

rcfmu

Migrate a resource configuration file from a previous version of Metadata Manager to the
current version.

Command Line Programs and Utilities Overview
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CHAPTER 2

Installing and Configuring
Command Line Utilities

This chapter includes the following topics:

¢ Installing and Configuring Command Line Utilities Overview, 28

¢ |Installing the Command Line Utilities, 29

e Configuring the Command Line Utilities, 30

e Security Configuration for Informatica Utilities , 32

Installing and Configuring Command Line Utilities
Overview

When you install the Informatica services or the Informatica clients, the command line utilities are installed
by default. You can also install and run the command line utilities on any machine without installing the
Informatica products.

To install and configure the command line utilities on a machine that does not have the Informatica products
installed, complete the following tasks:

¢ Install the command line utilities.
e Configure the command line utilities.

Before you run the command line programs, you must configure the environment variables for the
command line programs. You must also grant run permission on the utility files to user accounts that run
the commands.

e Configure security for the command line utitilities.

If secure communication is enabled for the domain or if the domain uses Kerberos authentication,
perform security configuration on the machines where you installed the command line utilities.
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Installing the Command Line Utilities

Informatica provides a separate zip file to install the command line utilities on a machine that does not have
the Informatica products installed.

1. Contact Informatica Global Customer Support to get the command line utilities zip file.
2. Extract the files to the machine where you want to run the command line utilities.

3. On Windows, install the Microsoft Visual Studio 2013 redistributable package included in the extracted
files. Run the 32-bit or 64-bit file located in the following directory:

<Utilities installation directory>/PowerCenter/server/VS2013

Informatica products on Windows require the Microsoft Visual Studio 2013 redistributable package.
When you install the Informatica services or the Informatica clients, the installer installs the
redistributable package for you. When you install the standalone command line utilities, the
redistributable package is included in the extracted files, and you must manually install the package.

Installation Directories

The installation directories of the command line utilities vary based on whether the utilities are installed with
Informatica services installation, Informatica client installation, or standalone command line utilities
installation.

Informatica Services Installation

The Informatica utilities are installed in the following directory:

<Informatica installation directory>/isp/bin

The PowerCenter utilities are installed in the following directory:

<Informatica installation directory>/server/bin

The Metadata Manager utilities are installed in the following directory:

<Informatica installation directory>/services/MetadataManagerService/utilities
Informatica Client Installation

When you install the Developer tool, the Informatica utilities are installed in the following directory:

<Informatica installation directory>/clients/DeveloperClient/infacmd

When you install the PowerCenter client, the PowerCenter utilities are installed in the following directory:

<Informatica installation directory>/clients/PowerCenterClient/CommandLineUtilities/PC/
server/bin

When you install the PowerCenter client, the Metadata Manager utilities are installed in the following
directory:

<Informatica installation directory>/clients/PowerCenterClient/CommandLineUtilities/MM
Command Line Utilities Installation

The Informatica utilities are installed in the following directory:

<Utilities installation directory>/PowerCenter/isp/bin

The PowerCenter utilities are installed in the following directory:

<Utilities installation directory>/PowerCenter/server/bin
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The Metadata Manager utilities are installed in the following directory:

<Utilities installation directory>/MetadataManager/utilities

Configuring the Command Line Utilities

Configure the path and environment variables as required by the command line utilities. Grant execute
permission on the utility files to user accounts that run the commands.

Configure the Informatica Utilities

Configure the environment variables required for the infacmd and infasetup command line programs.
To run infacmd, set the ICMD_JAVA_OPTS environment variable.

To run infasetup, set the INFA_LJAVA_CMD_OPTS environment variable.

Configure the PowerCenter Utilities

Before you run the PowerCenter utilities, use the following guidelines to configure the program files and
variables:

e To run pmrep, pmcmd, and pmpasswd, copy the domains.infa file for the Informatica domain to the
utilities directory.

e To run pmrep, pmcmd, and pmpasswd on UNIX, set the INFA_LHOME, PATH, and library path environment
variables to the location of the utilities.

For example, if the command line utilities are installed in the /data/Informatica cmd utilities/ folder,
then the PowerCenter utilities are located in the /data/Informatica cmd utilities/PowerCenter/

server/bin folder. On Linux, you can set the environment variables at the command prompt as follows:
setenv INFA HOME /data/Informatica cmd utilities/PowerCenter/
setenv PATH .:/data/Informatica cmd utilities/PowerCenter/server/bin:$PATH
setenv LD LIBRARY PATH .:/data/Informatica cmd utilities/PowerCenter/server/bin:
$LD LIBRARY PATH

Note: Restart the machine after you configure the INFA_HOME or library path environment variable.

Configure the Metadata Manager Utilities

To configure the Metadata Manager utilities, configure environment variables that specify the location of the
Java Virtual Machine and the Informatica root directory. You must also verify the shared library location for
Solaris.

If the domain uses Kerberos authentication, create the domains.infa file. Metadata Manager command line
programs use the domains.infa file to get gateway connectivity information for the domain.

Configure the following environment variables:
JAVA_HOME

Specifies the location of the Java Virtual Machine. Set JAVA_HOME to the PowerCenter Java directory in
the command line utilities installation. For example:

<Utilities installation directory>\PowerCenter\java
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Set this environment variable in each Metadata Manager command line program as follows:

1. Open the batch file or shell script with a text editor.

2. Find the line that sets JAVA_HOME to @INFA JDK_HOMEQ.

3. Replace the string @INFA_JDK_HOME® with the PowerCenter Java directory. For example:
set JAVA HOME=C:\InfaUtilities\PowerCenter\java

4. Save and close the batch file or shell script.

INFA_HOME

Specifies the Informatica root directory so that any Informatica application or service can find the other
Informatica components that it needs to run. Set INFA_HOME to the PowerCenter directory in the
command line utilities installation. For example:

<Utilities installation directory>\PowerCenter
Set this environment variable on each machine where you installed the Informatica utilities.
LD_LIBRARY_PATH

Required for Solaris. Specifies the shared library location. Verify that the LD_LIBRARY_PATH
environment variable contains the following directories:

${JAVA HOME}/jre/lib/sparcv9/server:${JAVA HOME}/jre/lib/sparcv9/jli
Set this environment variable on each machine where you installed the Informatica utilities.

Note: Restart the machine after you configure the INFA_HOME or LD_LIBRARY_PATH environment variable.

Create the domains.infa File

The domains.infa file contains the gateway connectivity information for the domain. When the domain uses
Kerberos authentication, create the domains.infa file so that the command line programs can get the
gateway connectivity information for the domain.

If the domain uses Kerberos authentication, you must enter domain connectivity information when you run
the command line program commands. You enter domain connectivity information through the -
domainName option or the --gateway option. To use the --domainName option, the domains.infa file must
contain the domain gateway connectivity information. If the domains.infa file does not exist or the
information in the file is out of date, you must use the --gateway option when you run any command that
connects to the domain.

When you install Informatica services, the domains.infa file is available in the INFA_HOME directory. For any
other installation, create the file and verify that it is available on the machine from which you want to run the
commands.

To create the domains.infa file, run the infacmd isp UpdateGatewaylnfo command. The command creates or
updates the domains.infa file in the PowerCenter directory in the command line utilities installation, for
example, <Utilities installation directory>\PowerCenter
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Security Configuration for Informatica Utilities

32

When you install Informatica utilities, you might need to configure the machines based on the domain
security configuration. If you do not configure the machines correctly, the command line programs might not
be able to authenticate users with the domain.

Configure the machines where you installed the Informatica utilities when the domain uses the following
security configurations:

Secure communication

If secure communication is enabled for the domain, you might need to configure the machines to use the
truststore file. If you use a custom truststore file, you must configure environment variables that specify
the truststore file directory and the truststore password.

Kerberos authentication

If the domain uses Kerberos authentication, you must copy the Kerberos configuration file to the
machines where you installed the Informatica utilities. You must also configure the machines to locate
the Kerberos configuration file for the domain.

RELATED TOPICS:

e “Running Commands in a Secure Domain” on page 36

e “Running Commands on UNIX with Kerberos Authentication” on page 36

e “Running Commands on Windows with Kerberos Authentication” on page 38
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CHAPTER 3

Using the Command Line
Programs

This chapter includes the following topics:

Using the Command Line Programs Overview, 33

Entering Options and Arguments, 34

Syntax Notation, 35

Running Commands in a Secure Domain, 36

Running Commands on UNIX with Kerberos Authentication, 36

Running Commands on Windows with Kerberos Authentication, 38

Using the Command Line Programs Overview

Informatica includes command line programs that you use to complete tasks from any machine in the
Informatica environment. The command line programs allow you to run a subset of tasks that you can
complete in Informatica Administrator.

For example, you can enable or disable a Repository Service from the Administrator tool or the infacmd
command line program.

Informatica includes the following command line programs:

infacmd. Use infacmd to access the Informatica application services.
infasetup. Use infasetup to complete installation tasks such as defining a node or a domain.

pmecmd. Use pmcmd to manage workflows. You can start, stop, schedule, and monitor workflows using
pmcmd.

pmrep. Use pmrep to complete repository administration tasks such as listing repository objects, creating
and editing groups, and restoring and deleting repositories.

mmemd. Use mmcmd to load and manage resources and to import and export models and custom
resources.

mmLineageMigrator. Use mmLineageMigrator to migrate data lineage linking information after you
upgrade from Metadata Manager 9.6.x to the current version.

Note: Because this program runs automatically, do not run this program unless the migration fails and you
fix the error or unless you are directed to run this program by Informatica Global Customer Support.
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mmRepoCmd. Use mmRepoCmd to create, delete, back up, and restore Metadata Manager repository
contents. You can also restore a PowerCenter repository back-up file that contains Metadata Manager
objects to the PowerCenter repository database.

mmXConPluginUtil. Use mmXConPluginUtil to generate the image mapping information or the plug-in for
a universal XConnect.

rcfmu. Use rcfmu to migrate a resource configuration file from a previous version of Metadata Manager to
the current version.

rmu. Use rmu to migrate resources from a previous version of Metadata Manager to the current version.

To run command line programs on UNIX, you may need to set the library path environment variable to the
location of the Informatica utilities.

For ease of use, you can configure environment variables that apply each time you run the command line
programs.

For example, you can set an environment variable for the default domain name, user, and password to avoid
typing the options at the command line.

Entering Options and Arguments

34

Each command line program requires a set of options and arguments. These include user name, password,
domain name, and connection information.

Use the following rules when you enter command options and arguments:

To enter options, type a hyphen followed by one letter, two letters, or a word, depending on the program
syntax for the command.
For example, the pmrep Connect command uses a single letter option for the repository name:

Connect -r <repository name>

Enter options in any order.

If any option that you specify from the command line contains spaces, enclose the option in double
quotes.

The first word after the option is the argument.

Most options require arguments.
You must separate options from arguments with a single space when using pmcmd or infacmd. You do
not have to separate options from arguments when using pmrep.

If any argument contains more than one word, enclose the argument in double quotes.
For pmrep and pmcmd, you can also use single quotes.

Unmatched quotes result in an error.
For infacmd or pmcmd, the command line programs ignore quotes that do not enclose an argument.

If an argument is in the format option name=value, and the value contains both a space and an equal
sign (=), then you must precede the equal sign with a backslash.

For example, an argument contains the option DatabaseUser, and the database user name is a#v%5~=! !.
Use the following format when you enter the argument: DBUser=a#v35~\=! !

For pmrep, you can use space characters in an argument. To specify an argument containing space
characters, enclose the argument with either single or double quote characters. When you use either
single or double quotation marks in the argument, you must precede the required quotation marks with a
backslash.
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Syntax Notation

The following table describes the notation used in this book to show the syntax for all Informatica command

line programs:

Convention

Description

Option placed before a argument. This designates the parameter you enter.

For example, to enter the user name for pmemd, type -u or -user followed by the
user name.

<X >

Required option. If you omit a required option, the command line program returns
an error message.

<x|y>

{x1y}

Select between required options. For the command to run, you must select from the
listed options. If you omit a required option, the command line program returns an
error message.

In pmrep, curly brackets denote groupings of required options, as in the following
example:

KillUserConnection
{-1 <connection id> |
-n <user name> |
-a (kill all)}

If a pipe symbol (|) separates options, you must specify exactly one option. If
options are not separated by pipe symbols, you must specify all the options.

[x]

Optional parameter. The command runs whether or not you enter optional
parameters. For example, the Help command has the following syntax:

Help [Command]

If you enter a command, the command line program returns information on that
command only. If you omit the command name, the command line program returns
a list of all commands.

[xly]

Select between optional parameters.

For example, many commands in pmcmd run in either the wait or nowait mode.
[-wait|-nowait]

If you specify a mode, the command runs in the specified mode. The command runs
whether or not you enter the optional parameter.

If you do not specify a mode, pmemd runs the command in the default nowait
mode.

< <x|y> | <alb>>

When a set contains subsets, the superset is indicated with bold brackets < > .
A bold pipe symbol ( | ) separates the subsets.

(text)

In pmrep, parentheses surround descriptive text, such as the list of the possible
values for an argument or an explanation for an option that does not take an
argument.
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Running Commands in a Secure Domain

If the Informatica domain has secure communication enabled, you must set environment variables on the
machine that hosts the command line programs to run the commands securely. You must set the
environment variables before you run the infacmd, pmrep, mmemd, mmRepoCmd, and pmemd commands.

Set the following environment variables before you run the commands:
INFA_TRUSTSTORE

Set the INFA_TRUSTSTORE environment variable with the directory that contains the truststore files for
the SSL certificates. The directory must contain truststore files named infa_truststore.jks and
infa_truststore.pem. You must set the INFA_TRUSTSTORE variable whether you use the default SSL
certificate from Informatica or you specify a SSL certificate.

INFA_TRUSTSTORE_PASSWORD

If you specify the SSL certificate to enable secure communication in the domain, set the
INFA_TRUSTSTORE_PASSWORD environment variable with the password for the infa_truststore.jks that
contains the SSL certificate. You do not need to set this variable if you use the default SSL certificate
from Informatica.

Note: The password must be encrypted. Use the command line program pmpasswd to encrypt the
password with encryption type CRYPT_SYSTEM. For more information, see “Encrypting Passwords” on

page 55.

Running Commands on UNIX with Kerberos
Authentication

36

If the Informatica domain uses Kerberos authentication, set the Kerberos configuration environment variable
before you run the command line programs. If you run the command line programs with single sign-on, you
must generate a credential cache file and specify the path and file name in an environment variable.

You must set the environment variables before you run the infacmd, pmrep, mmcmd, mmRepoCmd, and
pmcmd commands on UNIX.

Running Commands on UNIX with Single Sign-On

If you run the command line programs with single sign-on, you must generate a credentials cache file to
authenticate the user account running the commands on the Kerberos network. Use the kinit utility to
generate the credentials cache file.

If you have a credentials cache file, you can run the commands without the user name and password options.
To run commands on UNIX with single sign-on, perform the following tasks:

1. Set the Kerberos environment variables.

2. Download the kinit utility and generate a credentials cache file.
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Setting the Kerberos Environment Variables

On the machine that hosts the command line programs, specify the location of the credential cache and
configuration file in the Kerberos environment variables.

Set the following environment variables:
KRB5CCNAME

Stores the default path and filename for the Kerberos credentials cache. When you run the kinit utility to
generate the user credential cache, kinit stores the credential cache in the default file that you set in the
KRB5CCNAME environment variable.

KRB5_CONFIG

Stores the path and file name of the Kerberos configuration file. The name of the Kerberos configuration
file is krb5.conf. For information about the contents of the krb5.conf file, see the Informatica Security
Guide.

Generating the Credentials Cache File

Use the Kerberos kinit utility to generate the credentials cache file for the user account that runs the
command line programs. The utility is available with the MIT Kerberos V5 download package.

To generate the credentials cache file, perform the following tasks:

1. Download and install MIT Kerberos V5.

You can download MIT Kerberos V5 from the following website:
http://web.mit.edu/Kerberos/dist/#krb5-1.12

2. Run the kinit utility and specify the user principal name.

When you create the user credentials cache, you must use the forwardable (-f) or proxiable (-p) option.
On Solaris 10, use the proxiable option. On other UNIX platforms, use the forwardable option. You can
use the following command syntax:

Solaris 10

kinit -p <principal name>
Other UNIX platforms
kinit -f <principal name>

The format for the principal name is <username>@<realmname.com>. Enter the realm name in
uppercase letters.

Note: If you set the KRB5CCNAME environment variable before you run the kinit utility, kinit stores the
credentials cache in the location specified in the environment variable.

3. Enter the password for the user account.

Running Commands on UNIX Without Single Sign-On

To run commands on UNIX without single sign-on, set the KRB5_CONFIG environment variable to the path and
file name of the Kerberos configuration file. Include the user name and password when you run the command
or set the user name and password in environment variables.

The commands determine the user credentials based on how you specify the user name and password. The
commands check the credentials in the following order:

1. Command options. If you include the user name option (-un) and the password option (-pd) in the
command, the command uses the user name and password specified for the options.
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2. Environment variables. If you do not include the user name and password options in the command, the
command uses the user name and password specified in the environment variables
INFA_DEFAULT_DOMAIN_USER and INFA_DEFAULT_DOMAIN_PASSWORD.

Note: If you do not set the credentials in the command options or environment variables, the command
checks for a credential cache file. If a credential cache is available, the command runs with single sign-on.

Running Commands on Windows with Kerberos
Authentication
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On Windows, the infacmd, pmrep, mmcmd, mmRepoCmd, and pmecmd commands use the logged in
credentials for single sign-on. You do not have to generate a credential cache file.

If you do not use single sign-on on Windows, set the KRB5_CONFIG environment variable to the path and file
name of the Kerberos configuration file. The name of the configuration file is krb5.conf.

The commands determine the user credentials based on how you specify the user name and password. The
commands check the credentials in the following order:

1. Command options. If you include the user name option (-un) and the password option (-pd) in the
command, the command uses the user name and password specified for the options.

2. Environment variables. If you do not include the user name and password options in the command, the
command uses the user name and password specified in the environment variables
INFA_DEFAULT_DOMAIN_USER and INFA_DEFAULT_DOMAIN_PASSWORD.

Note: If you do not set the credentials in the command options or environment variables, the command uses
the logged-in credentials and runs the command with single sign-on.
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Environment Variables for
Command Line Programs
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Environment Variables for Command Line Programs
Overview

You can configure optional environment variables for the command line programs. For example, you can set
environment variables to encrypt passwords, configure time and date display options, or store the default
login information for a domain.

If you are run pmemd or pmrep in interactive mode, you must exit the command line program and then
reconnect to use changed environment variables.
On Windows, you can configure these environment variables as either user or system variables. For

information about setting environment variables on Windows, see the Windows documentation.

Note: The environment variables that you configure apply to command line programs that run on the node. To
apply changes, restart the node.

The following table describes environment variables you can configure to use with the command line

programs:
Environment Variable Command Line | Description
Programs
ICMD_JAVA_OPTS infacmd Sets Java options.
INFA_CLIENT_RESILIENCE_TIMEOUT infacmd Limits the number of seconds you want the
pmemd command line programs to spend establishing a
connection to the domain or service.
pmrep
INFA_CODEPAGENAME pmcmd Configures the character set pmemd and pmrep
pmrep use.
INFA_DEFAULT_CONNECTION_PASSWORD infacmd Stores the database truststore file password for
the secure database.
INFA_DEFAULT_DATABASE_PASSWORD infasetup Stores the default user name password for the
domain configuration database.
INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD | infasetup Stores the database truststore password.
INFA_DEFAULT_DOMAIN infacmd Stores the default domain name.
pmemd
pmrep
INFA_DEFAULT_DOMAIN_PASSWORD infacmd Stores the default user name password for the
domain.
INFA_DEFAULT_DOMAIN_USER infacmd Stores the default user name for the domain.
INFA_DEFAULT_PWX_OSEPASSWORD infacmd pwx Stores an encrypted password for the operating
system.
INFA_DEFAULT_PWX_OSPASSWORD infacmd pwx Stores a plain text password for the operating
system.
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Environment Variable Command Line | Description
Programs
INFA_DEFAULT_SECURITY_DOMAIN infacmd Stores the security domain for LDAP
authentication.
INFA_JAVA_CMD_OPTS infasetup Sets Java options.
INFA_NODE_KEYSTORE_PASSWORD infasetup Stores the password for the infa_keystore.jks file.
INFA_NODE_TRUSTSTORE_PASSWORD infasetup Stores the password for the infa_truststore.jks
file.
INFA_PASSWORD infacmd Stores the default password for the user.
INFA_REPCNX_INFO pmrep Stores the name of the repository connection file.
INFA_REPOSITORY_PASSWORD infacmd Stores the default PowerCenter Repository
password for the user.
INFATOOL_DATEFORMAT pmcmd Configures the way pmcmd displays the date and
time.
<Password_Environment_Variable> pmemd Encrypts and stores the password.
pmrep
<User_Name_Environment_Variable> pmcmd Stores the user name.
pmrep

RELATED TOPICS:

e “Encrypting Passwords” on page 55

e “Setting the User Name” on page 56

ICMD_JAVA_OPTS

ICMD_JAVA_OPTS environment variable applies to the infacmd command line program.

You can configure the environment variable ICMD_JAVA_OPTS to set the Java options such as -Xmx values
and system properties. To set a system property, pass the value in the following format:

-Dproperty.name=property.value

For example, you might want to increase the system memory used by infacmd. The default system memory
for infacmd is 512 MB. To configure 1024 MB of system memory in a UNIX C shell environment, type:

setenv ICMD_JAVA OPTS "-Xmx1024m"
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Configuring ICMD_JAVA_OPTS on UNIX

To configure ICMD_JAVA_OPTS on UNIX:

» Ina UNIX C shell environment, type:
setenv ICMD JAVA OPTS <Java Options>
In a UNIX Bourne shell environment, type:

ICMD JAVA OPTS = <Java Options>
export ICMD JAVA OPTS

Configuring ICMD_JAVA_OPTS on Windows

To configure ICMD_JAVA_OPTS on Windows:

» Enter the environment variable ICMD_JAVA_OPTS, and set the Java options such as the -Xmx values and
system properties.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_CLIENT_RESILIENCE_TIMEOUT

INFA_CLIENT_RESILIENCE_TIMEOUT environment variable applies to the infacmd, pmcmd, and pmrep
command line programs.

You can set the environment variable INFA_CLIENT_RESILIENCE_TIMEOUT to limit the number of seconds
the command line programs spend establishing connections to the domain or service. The default time is
180 seconds if you do not set this environment variable.

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX

To configure INFA_CLIENT_RESILIENCE_TIMEOUT on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA CLIENT RESILIENCE TIMEOUT <number of seconds>
In a UNIX Bourne shell environment, type:

INFA CLIENT RESILIENCE TIMEOUT = <number of seconds>
export INFA CLIENT RESILIENCE TIMEOUT

Configuring INFA_CLIENT_RESILIENCE_TIMEOUT on Windows

To configure INFA_CLIENT_RESILIENCE_TIMEOUT on Windows:

» Enter the environment variable INFA_CLIENT_RESILIENCE_TIMEOUT, and set the value to the number of
seconds you want the command line programs to spend establishing a connection to the domain or
service.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_CODEPAGENAME

INFA_CODEPAGENAME environment variable applies to the pmcmd and pmrep command line programs.

pmcemd and pmrep send commands in Unicode and use the code page of the host machine unless you set the
code page environment variable, INFA_CODEPAGENAME, to override it. If you set INFA_CODEPAGENAME for
pmcmd, the code page must be compatible with the Integration Service code page. If you set
INFA_CODEPAGENAME for pmrep, the code page name must be compatible with the repository code page. If
you set INFA_CODEPAGENAME on the machine where you run pmemd and pmrep, the code page must be
compatible with the Integration Service and the repository code pages.

If the code pages are not compatible, the command might fail.

Configuring INFA_CODEPAGENAME on UNIX

To configure INFA_CODEPAGENAME on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA CODEPAGENAME <code page name>
In a UNIX Bourne shell environment, type:

INFA CODEPAGENAME = <code page name>
export INFA CODEPAGENAME

Configuring INFA_CODEPAGENAME on Windows

To configure INFA_CODEPAGENAME on Windows:

» Enter the environment variable INFA_CODEPAGENAME, and set the value to the code page name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DATABASE_PASSWORD

INFA_DEFAULT_DATABASE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands require a domain configuration database password. You can provide this
password as an option with infasetup, or you can store it as the environment variable
INFA_DEFAULT_DATABASE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_DEFAULT_DATABASE_PASSWORD on UNIX

To configure INFA_LDEFAULT_DATABASE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT DATABASE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DATABASE PASSWORD = <encrypted password>
export INFA DEFAULT DATABASE PASSWORD

Configuring INFA_DEFAULT_DATABASE_PASSWORD on Windows

To configure INFA_LDEFAULT_DATABASE_PASSWORD on Windows:

1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DATABASE_PASSWORD, and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD

INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the database truststore file for the secure database as an option with infasetup, or you can store it as the
environment variable INFA_DEFAULT_DB_TRUSTSTORE_DATABASE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.
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Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on
UNIX

To configure INFA_LDEFAULT_DB_TRUSTSTORE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA DEFAULT DB TRUSTSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DB TRUSTSTORE PASSWORD = <encrypted password>
export INFA DEFAULT DB TRUSTSTORE PASSWORD

Configuring INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on
Windows

To configure INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD on Windows:
1. Atthe command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DB_TRUSTSTORE_PASSWORD, and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DOMAIN

INFA_DEFAULT_DOMAIN environment variable applies to the infacmd, pmcmd, and pmrep command line
programs.

The command line programs require a domain name. You can provide the domain name as an option with the
command line programs, or you can store it as the environment variable INFA_DEFAULT_DOMAIN. If you have
more than one domain, choose a default domain.

Configuring INFA_DEFAULT_DOMAIN on UNIX

To configure INFA_DEFAULT_DOMAIN on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT DOMAIN <domain name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN = <domain name>
export INFA DEFAULT DOMAIN
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Configuring INFA_DEFAULT_DOMAIN on Windows

To configure INFA_LDEFAULT_DOMAIN on Windows:

» Enter the environment variable INFA_DEFAULT_DOMAIN, and set the value to the domain name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_DOMAIN_PASSWORD

INFA_DEFAULT_DOMAIN_PASSWORD environment variable applies to the infacmd command line program.

Most infacmd commands require a user password. You can provide a user password as an option with
infacmd, or you can store it as the environment variable INFA_LDEFAULT_DOMAIN_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_DEFAULT_DOMAIN_PASSWORD on UNIX

To configure INFA_LDEFAULT_DOMAIN_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT_ DOMAIN PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN PASSWORD = <encrypted password>
export INFA DEFAULT DOMAIN PASSWORD

Configuring INFA_DEFAULT_DOMAIN_PASSWORD on Windows

To configure INFA_DEFAULT_DOMAIN_PASSWORD on Windows:
1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_DOMAIN_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_DEFAULT_DOMAIN_USER

INFA_DEFAULT_DOMAIN_USER environment variable applies to the infacmd command line program.

Most infacmd commands require a user name. You can provide a user name as an option with infacmd, or
you can store it as the environment variable INFA_DEFAULT_DOMAIN_USER.

Configuring INFA_DEFAULT_DOMAIN_USER on UNIX

To configure INFA_DEFAULT_DOMAIN_USER on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT DOMAIN USER <user name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT DOMAIN USER = <user name>
export INFA DEFAULT DOMAIN USER

Configuring INFA_DEFAULT_DOMAIN_USER on Windows

To configure INFA_DEFAULT_DOMAIN_USER on Windows:

» Enter the environment variable INFA_DEFAULT_DOMAIN_USER, and set the value to the default user
name.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_DEFAULT_PWX_OSEPASSWORD

INFA_DEFAULT_PWX_OSEPASSWORD environment variable applies to the infacmd pwx command line
program.

Some infacmd pwx commands require an operating system password. You can provide an encrypted
password as an option with infacmd pwx, or you can store it as the environment variable
INFA_DEFAULT_PWX_OSEPASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. To encrypt the password, use the pmpasswd command line program.

The pmpasswd program generates and displays the encrypted password. For example, if you enter the
password “monday,” it encrypts to f/wRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

INFA_DEFAULT_DOMAIN_USER
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RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_DEFAULT_PWX_OSEPASSWORD on UNIX

To configure INFA_LDEFAULT_PWX_OSEPASSWORD on UNIX:

1. At the command line, type:
pmpasswd password
The pmpasswd program returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA DEFAULT PWX OSEPASSWORD encrypted password
In a UNIX Bourne shell environment, type:

INFA_DEFAULT PWX_ OSEPASSWORD = encrypted password
export INFA DEFAULT PWX OSEPASSWORD

Configuring INFA_DEFAULT_PWX_OSEPASSWORD on Windows

To configure INFA_LDEFAULT_PWX_OSEPASSWORD on Windows:

1. At the command line, type:
pmpasswd password
The pmpasswd program returns the encrypted password.

2. Enter the environment variable INFA_DEFAULT_PWX_OSEPASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, see the Windows documentation.

INFA_DEFAULT_PWX_OSPASSWORD

INFA_DEFAULT_PWX_OSPASSWORD environment variable applies to the infacmd pwx command line
program.

Some infacmd pwx commands require an operating system password. You can provide a plain text password
as an option with infacmd pwx, or you can store it as the environment variable
INFA_DEFAULT_PWX_OSPASSWORD.

Configuring INFA_DEFAULT_PWX_OSPASSWORD on UNIX

To configure INFA_LDEFAULT_PWX_OSPASSWORD on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT PWX OSPASSWORD password
In a UNIX Bourne shell environment, type:

INFA DEFAULT PWX OSPASSWORD = password
export INFA DEFAULT PWX OSPASSWORD

Configuring INFA_DEFAULT_PWX_OSPASSWORD on Windows

To configure INFA_DEFAULT_PWX_OSPASSWORD on Windows, set the value to the plain text password.
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INFA_

For information about setting environment variables on Windows, see the Windows documentation.

DEFAULT_SECURITY_DOMAIN

INFA_DEFAULT_SECURITY_DOMAIN environment variable applies to the infacmd command line program.

The infacmd commands require a security domain if you use LDAP authentication and you specify an
Informatica user. You can set the environment variable INFA_DEFAULT_SECURITY_DOMAIN to the native
security domain or to an LDAP security domain name.

Configuring INFA_DEFAULT_SECURITY_DOMAIN on UNIX

To configure INFA_LDEFAULT_SECURITY_DOMAIN on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA DEFAULT SECURITY DOMAIN <security domain name>
In a UNIX Bourne shell environment, type:

INFA DEFAULT SECURITY DOMAIN = <security domain name>
export INFA DEFAULT SECURITY DOMAIN

Configuring INFA_DEFAULT_SECURITY_DOMAIN on Windows

INFA_

To configure INFA_DEFAULT_SECURITY_DOMAIN on Windows:

» Enter the environment variable INFA_DEFAULT_SECURITY_DOMAIN and set the value to the name of the
security domain.

For information about setting environment variables on Windows, consult the Windows documentation.

JAVA_CMD_OPTS

INFA_JAVA_CMD_OPTS environment variable applies to the infasetup command line program.

You can configure the environment variable INFA_JAVA_CMD_OPTS to set the Java options such as -Xmx
values and system properties. To set a system property, pass the value in the following format:

-Dproperty.name=property.value

For example, you might want to increase the system memory used by infasetup. The default system memory
for infasetup is 512 MB. To configure 1024 MB of system memory in a UNIX C shell environment, type:

setenv INFA JAVA CMD OPTS "-Xmx1024m"

Configuring INFA_JAVA_CMD_OPTS on UNIX

To configure INFA_LJAVA_CMD_OPTS on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA JAVA CMD OPTS <Java Options>
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In a UNIX Bourne shell environment, type:

INFA JAVA CMD OPTS = <Java Options>
export INFA JAVA CMD OPTS

Configuring INFA_LJAVA_CMD_OPTS on Windows

To configure INFA_JAVA_CMD_OPTS on Windows:

» Enter the environment variable INFA_LJAVA_CMD_OPTS, and set the Java options such as the -Xmx
values and system properties.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_PASSWORD

INFA_PASSWORD environment variable applies to the infacmd and infasetup command line programs.

Some infacmd and infasetup commands require a user password. You can provide a user password as an
option with these commands, or you can store it as the environment variable INFA_PASSWORD.

You can use the INFA_PASSWORD environment variable to store different types of passwords. For example in
the infasetup DefineDomain command, you can use the variable to set the keystore password. In the infacmd
isp SetLDAPConnectivity command, you can use the variable to set the LDAP credential password. You may
need to change the value of this variable based on the commands that you run.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED ToOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_PASSWORD on UNIX

To configure INFA_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA PASSWORD = <encrypted password>
export INFA PASSWORD
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Configuring INFA_PASSWORD on Windows

To configure INFA_PASSWORD on Windows:

1. At the command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Enter the environment variable INFA_PASSWORD, and set the value to the encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_NODE_KEYSTORE_PASSWORD

The INFA_NODE_KEYSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the informatica Java Keystore (JKS) file as an option with infasetup, or you can store it as the
environment variable INFA_NODE_KEYSTORE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring INFA_NODE_KEYSTORE_PASSWORD on UNIX

To configure INFA_NODE_KEYSTORE_PASSWORD on UNIX:

1. At the command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv INFA NODE KEYSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA NODE KEYSTORE PASSWORD = <encrypted password>
export INFA NODE KEYSTORE PASSWORD

Configuring INFA_NODE_KEYSTORE_PASSWORD on Windows

To configure INFA_NODE_KEYSTORE_PASSWORD on Windows:

1. At the command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_NODE_KEYSTORE_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.
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INFA_NODE_TRUSTSTORE_PASSWORD

The INFA_NODE_TRUSTSTORE_PASSWORD environment variable applies to the infasetup command line
program.

Some infasetup commands configure secure communication for the domain. You can provide the password
for the infa_truststore.jks file as an option with infasetup, or you can store it as the environment variable
INFA_NODE_TRUSTSTORE_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the database user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring INFA_NODE_TRUSTSTORE_PASSWORD on UNIX

To configure INFA_NODE_TRUSTSTORE_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <database password>
pmpasswd returns the encrypted password.
2. In a UNIX C shell environment, type:
setenv INFA NODE TRUSTSTORE PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA NODE TRUSTSTORE PASSWORD = <encrypted password>
export INFA NODE TRUSTSTORE PASSWORD

Configuring INFA_NODE_TRUSTSTORE_PASSWORD on Windows

To configure INFA_NODE_TRUSTSTORE_PASSWORD on Windows:
1. At the command line, type:
pmpasswd <database password>

pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_NODE_TRUSTSTORE_PASSWORD , and set the value to the
encrypted password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFA_REPCNX_INFO

The INFA_LREPCNX_INFO environment variable applies to the pmrep command line program.

When you run pmrep in command line mode or from a script, it stores repository connection information in a
file, pmrep.cnx. pmrep uses the information in this file to reconnect to the repository. The
INFA_REPCNX_INFO environment variable stores the file name and file path for the repository connection file.
Each time you run pmrep connect, the command deletes the pmrep.cnx file. If the pmrep connect command
succeeds, the command replaces the pmrep.cnx file with the repository connection information.
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Use this variable when scripts that issue pmrep commands run simultaneously, and the scripts connect to
different repositories. In each shell, specify a different repository connection file. This prevents a script from
overwriting the connection information used by another script.

If you do not set this environment variable, pmrep stores connection information in pmrep.cnx in the home
directory. If you want to set the pmrep.cnx file in another location, specify the file path using the
INFA_REPCNX_INFO environment variable.

Configuring INFA_REPCNX_INFO on UNIX

To configure INFA_REPCNX_INFO on UNIX:

» Ina UNIX C shell environment, type:
setenv INFA REPCNX INFO <file name>
In a UNIX Bourne shell environment, type:

INFA REPCNX INFO = <file name>
export INFA REPCNX INFO

Configuring INFA_REPCNX_INFO on Windows

To configure INFA_REPCNX_INFO on Windows:

» InaDOS shell, type:
set INFA REPCNX INFO = <file name>

Note: If you run multiple pmrep scripts, set this environment variable for the DOS shell, not for the
machine.

INFA_REPOSITORY_PASSWORD

INFA_REPOSITORY_PASSWORD environment variable applies to the infacmd command line program.

Some infacmd commands require a PowerCenter repository password. You can provide a user password as
an option with infacmd, or you can store it as the environment variable INFA_REPOSITORY_PASSWORD.

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the user password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” it encrypts to f/WRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

RELATED TOPICS:

e “Encrypting Passwords” on page 55

Configuring INFA_REPOSITORY_PASSWORD on UNIX

To configure INFA_REPOSITORY_PASSWORD on UNIX:

1. Atthe command line, type:
pmpasswd <password>

pmpasswd returns the encrypted password.
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2. Ina UNIX C shell environment, type:
setenv INFA REPOSITORY PASSWORD <encrypted password>
In a UNIX Bourne shell environment, type:

INFA REPOSITORY PASSWORD = <encrypted password>
export INFA REPOSITORY PASSWORD

Configuring INFA_REPOSITORY_PASSWORD on Windows

To configure INFA_REPOSITORY_PASSWORD on Windows:

1. Atthe command line, type:
pmpasswd <repository password>
pmpasswd returns the encrypted password.

2. Enter the environment variable INFA_REPOSITORY_PASSWORD, and set the value to the encrypted
password.

For information about setting environment variables on Windows, consult the Windows documentation.

INFATOOL_DATEFORMAT

INFATOOL_DATEFORMAT environment variable applies to the pmcmd command line program.

Use this environment variable to customize the way pmemd displays the date and time. Enter the date format
string in DY MON DD HH24:MI:SS YYYY format. pmcmd verifies that the string is a valid format. If the format
string is not valid, the Integration Service generates a warning message and displays the date in the format
DY MON DD HH24:MI:SS YYYY.

Configuring INFATOOL_DATEFORMAT on UNIX

To configure INFATOOL_DATEFORMAT on UNIX:

» Ina UNIX C shell environment, type:
setenv INFATOOL DATEFORMAT <date/time format string>
In a UNIX Bourne shell environment, type:

INFATOOL DATEFORMAT = <date/time format string>
export INFATOOL DATEFORMAT

Configuring INFATOOL_DATEFORMAT on Windows

To configure INFATOOL_DATEFORMAT on Windows:

» Enter the environment variable INFATOOL_DATEFORMAT, and set the value to the display format string.

For information about setting environment variables on Windows, consult the Windows documentation.
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Encrypting Passwords

You can encrypt passwords to create an environment variable to use with infacmd, infasetup, pmcmd, and
pmrep or to define a password in a parameter file.

For example, you can encrypt the repository and database passwords for pmrep to maintain security when
using pmrep in scripts. Then you can create an environment variable to store the encrypted password. Or, you
can define a password for a relational database connection object in a parameter file.

Use the command line program pmpasswd to encrypt passwords. The pmpasswd utility installs in the
following directory:

<InformaticaInstallationDir>/server/bin
The pmpasswd utility uses the following syntax:
pmpasswd <password> [-e (CRYPT DATA | CRYPT SYSTEM)]

The following table describes pmpasswd options and arguments:

Option Argument Description
password Required. The password to encrypt.
-e CRYPT_DATA, Optional. Encryption type:
CRYPT_SYSTEM - CRYPT_DATA. Use to encrypt connection object passwords

that you define in a parameter file.
- CRYPT_SYSTEM. Use for all other passwords.

Default is CRYPT_SYSTEM.

Using a Password as an Environment Variable

Use the following steps as a guideline to use an encrypted password as an environment variable:

1. Use the command line program pmpasswd to encrypt the password.

pmpasswd generates and displays the encrypted password. For example, if you enter the password
“monday,” the password encrypts to f/wWRb5PZsZnqESTDPeos7Q==.

2. Configure the password environment variable to set the encrypted value.

Configuring a Password as an Environment Variable on UNIX
To configure a password as an environment variable on UNIX:

1. Atthe command line, type:
pmpasswd <password>
pmpasswd returns the encrypted password.
2. Ina UNIX C shell environment, type:
setenv <Password Environment Variable> <encrypted password>
In a UNIX Bourne shell environment, type:

<Password Environment Variable> = <encrypted password>
export <Password Environment Variable>

You can assign the environment variable any valid UNIX name.
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Configuring a Password as an Environment Variable on Windows
To configure a password as an environment variable on Windows:

1. At the command line, type:
pmpasswd <password>

pmpasswd returns the encrypted password.

2. Enter the password environment variable in the Variable field. Enter the encrypted password in the Value
field.

For information about setting environment variables on Windows, consult the Windows documentation.

Setting the User Name

For pmemd and pmrep, you can create an environment variable to store the user name.

Configuring a User Name as an Environment Variable on UNIX

To configure a user name as an environment variable on UNIX:

» In a UNIX C shell environment, type:
setenv <User Name Environment Variable> <user name>
In a UNIX Bourne shell environment, type:

<User Name Environment Variable> = <user name>
export <User Name Environment Variable>

You can assign the environment variable any valid UNIX name.

Configuring a User Name as an Environment Variable on Windows

To configure a user name as an environment variable on Windows:

» Enter the user name environment variable in the Variable field. Enter the user name in the Value field.

For information about setting environment variables on Windows, consult the Windows documentation.
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CHAPTER 5

Using infacmd

Using

This chapter includes the following topics:

Using infacmd Overview, 57

infacmd Command Programs, 58

Running Commands, 59

infacmd Return Codes, 59

infacmd UpdateGatewaylnfo, 60

infacmd Overview

infacmd is a command line program that allows you to administer domains, users, and services. Use infacmd
to administer the following objects and services:

Application services and processes. Create, enable, disable, remove, and get the status of application
services and the associated service processes. Ping services. List services and the nodes that run them.
Update service processes and service process options. You cannot use infacmd to create services of a
previous version.

Domain gateway. Update the gateway node connectivity information.

Domains. Link domains and remove domain links. Change the domain administrator password. Update
domain options. Add and remove service levels.

Folders. Create, move, list, update, and remove folders. Move objects between folders.
Grids. Create and remove grids. List nodes in a grid.
Licenses. Add, remove, assign, unassign, and list licenses. Show license information.

Log events. Get and purge log events. Get session and workflow logs. Convert log files from binary to text
format.

Nodes. Update, ping, shut down, and remove nodes. List node names and options. Update the node role.
Add, enable, list, disable, and remove node resources. Change a node from a gateway node to a worker
node or from a worker node to a gateway node. Calculate the CPU profile for a node.

Users. Create and remove users. Reset user passwords. Subscribe to and unsubscribe users from alerts.
Assign users permission on objects. Enable user account lockout and unlock user accounts.
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infacmd Command Programs

The infacmd program supports all Informatica application services. The Informatica domain has a separate
infacmd programs to support each application service.

The command line interface has the following infacmd programs:

¢ infacmd advanced manages advanced features like account lockout and plug-in validation.
¢ infacmd as manages Analyst Services.

¢ infacmd cms manages Content Management Services.

e infacmd csm manages the CSM diagnostics.

¢ infacmd dis manages Data Integration Services.

e infacmd ide migrates Data Explorer Legacy objects to Informatica Data Explorer.

¢ infacmd ipc exports mappings from the Model repository to the PowerCenter repository.

¢ infacmd isp administers the domain, security, and PowerCenter application services.

¢ infacmd mrs manages Model Repository Services.

e infacmd ms lists and runs deployed mappings.

¢ infacmd oie manages exporting objects from the Model repository and importing objects into the Model
repository.

¢ infacmd ps manages the profiling warehouse contents, profiles, and scorecards.

e infacmd pwx manages PowerExchange® Listener and Logger Services.

¢ infacmd rms manages the Resource Manager Service.

¢ infacmd rtm manages import and export operations for reference table data.

¢ infacmd sch manages the Scheduler Service.

¢ |Infacmd search manages the Search Service.

¢ infacmd sql manages SQL data services that you deploy to the Data Integration Service.
¢ infacmd wfs manages workflows that you deploy to the Data Integration Service.

* infacmd ws manages web services that you deploy to the Data Integration Service.

¢ infacmd xrf manages XML files exported from the Model repository.

infacmd ListPlugins

Each infacmd program has a plugin identifier. When you run the program, you include the plugin ID as part of
the program name.

For example, dis is the plugin ID for the Data Integration Services infacmd program.

For example, to run a command that lists deployed applications, run the infacmd dis ListApplications
command:

infacmd dis ListApplications -dn domain name -un user name -d password -sn
Data Integration Service Name

To list the plugin IDs, enter the following command:

infacmd (.sh) ListPlugins

To list the valid commands for a plugin, enter the following command:
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infacmd(.sh) plugin ID Help
To display help for one command, enter the following command:

infacmd(.sh) plugin ID CommandName Help

Running Commands

Invoke infacmd from the command line. You can issue commands directly or from a script, batch file, or
other program.

To run infacmd commands:

1. At the command prompt, switch to the directory where the infacmd executable is located.

By default, infacmd installs in the following directory of the Informatica services installation:
<Informatica installation directory>/isp/bin

You can also install infacmd from the Informatica Installation DVD.

2. Enter infacmd on Windows or infacmd.sh on UNIX followed by the plugin ID, the command name, and
the required options and arguments. The command names are not case sensitive.
For example:

infacmd(.sh) plugin ID CommandName [-optionl] argument 1 [-option2]
argument 2...Command Options

When you run infacmd, you enter options for each command, followed by the required arguments. For
example, most commands require that you enter the domain name, user name, and password using
command options. Command options are preceded with a hyphen and are not case sensitive. Arguments
follow the option.

To enter an argument that is preceded with a hyphen, enclose the argument in quotation marks using the
backslash (\) as an escape character before each quotation mark. For example, the following command
writes the log for the mapping run with the job ID "-qnLI7G_TEeW90lHBkc9hoA" to the file "MyLog.log" within
the infacmd directory on Windows:

infacmd ms GetRequestLog -dn MyDomain -sn MyDIS -un AdminUser -pd password -id \"-
qnLI7G_TEeW90lHBkc9hoR\" -f MyLog.log

If you omit or incorrectly enter one of the required options, the command fails and infacmd returns an error
message.

You can use environment variables for some command options with infacmd. For example, you can store the
default user name and password for a domain as environment variables so that you do not have to enter
them using command options. Configure these variables before you use infacmd.

infacmd Return Codes

The infacmd program indicates the success or failure of a command with the following return codes:

e 0 indicates that the command succeeded.

e -1 indicates that the command failed.
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Use the DOS or UNIX echo command immediately after running an infacmd command to see the return code
for the command:

e InaDOS shell: echo $ERRORLEVEL%
e In a UNIX Bourne or Korn shell: echo $?

e InaUNIX C shell: echo $status

infacmnd UpdateGatewaylinfo
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Updates the domain information file from the command line.

Run infacmd isp UpdateGatewaylInfo to create a domains.infa file or update a domains.infa file. The
domains.infa file contains the connectivity information for a gateway node in a domain along with the TLS
and Kerberos configuration of the domain. The connectivity information includes the domain name, domain
host name, and domain host HTTP port.

You might need to generate a domains.infa file to run infacmd oie commands on a client machine. To
generate the domains.infa file, run infacmd isp UpdateGatewaylInfo. The updateGatewaylnfo command
generates a domains.infa file in the DeveloperClient directory. Define the domain gateway host name and
port when you run the command.

The infacmd UpdateGatewayInfo command uses the following syntax:

UpdateGatewayInfo
<-DomainName | -dn> domain name
<-GatewayAddress|-dg> domain gateway host:port

[<-Force|-£f>]

The following table describes infacmd UpdateGatewayInfo options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-GatewayAddress domain_gateway_hos | Required. Enter the gateway address in the following
-dg t:port format:

domain gateway host:port

-Force - Optional. Updates or creates the domains.infa file even
f when the connection to the domain fails. The -Force
option sets the Kerberos and TLS enabled options as
false in the domains.infa file if the connection to domain
fails. If you do not specify the -Force option, the
command does not update the domains.infa file if the
connection to the domain fails.
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CHAPTER 6

infacmd as Command Reference

This chapter includes the following topics:

o CreateExceptionAuditTables, 61

e C(CreateService, 63

o DeleteExceptionAuditTables, 67

e ListServiceOptions, 68

e ListServiceProcessOptions, 70

e UpdateServiceOptions, 71

e UpdateServiceProcessOptions, 73

CreateExceptionAuditTables

Creates tables that can contain audit trail data for the work that Analyst tool users perform in exception
management tasks.

The infacmd as CreateExceptionAuditTables command uses the following syntax:

CreateExceptionAuditTables
<-DomainName | -dn> domain_name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]



The following table describes infacmd as CreateExceptionAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Analyst Service name.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Rules and Guidelines for Exception Management Audit Tables

Before you create tables to store audit data for exception management tasks, review the following rules and
guidelines:

e The Analyst Service writes audit data for the exception management tasks that a Data Integration Service
creates when it runs a workflow that contains a Human task. Each exception management task is an
instance of a Human task in a workflow.

The HumanTaskDatalntegrationService option on the infacmd as createService help command identifies
the Data Integration Service that creates the exception management tasks.

o Before you create the exception Management audit tables, identify a database and a schema for the
tables. To identify the database and schema, run the infacmd as updateServiceOptions command.

When you run infacmd as updateServiceOptions, set the following options:
-0 HumanTaskDatalntegrationService.exceptionDbName
-0 HumanTaskDatalntegrationService.exceptionSchemaName

¢ The audit tables contain all audit trail data for the work that users perform in the Analyst tool that the
Analyst Service specifies. If you do not create the audit tables, the Analyst Service creates audit tables for
each exception management task in the database that contains the task data.

CreateService

Creates an Analyst Service in a domain. Also associates a Model Repository Service, Data Integration
Services, and Metadata Manager Service with the Analyst Service.

The infacmd as CreateService command uses the following syntax:

CreateService

<-DomainName|-dn> domain name

<-NodeName | -nn> node name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
[<-RepositoryService|-rs> model repository service name]
[<-DataIntegrationService|-ds> data integration service name]
[<-HumanTaskDataIntegrationService|-htds> human task data integration service name]
[<-MetadataManagerService|-mm> metadata manager service name]
[<-FlatFileCacheLocation|-ffl> flat file location]
[<-CatalogService|-cs> catalog service name]
[<-CatalogServiceUserName|-csau> catalog service user name]

[<-CatalogServiceSecurityDomain|-cssdn> catalog service security domain]
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[<-CatalogServicePassword|-csap> catalog service password]

[<-RepositoryUsername|-au> model repository user name]

[<-RepositorySecurityDomain|-rssdn> model repository security domain]

[<-RepositoryPassword|-ap> model repository password]

[<-BusinessGlossaryExportFileDirectory|-bgefd> business glossary export file directory]

<-HttpPort> http port

The following table describes infacmd as CreateService options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain.

-dn You can set the domain name with the -dn
option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-NodeName node_name Required. Name of the node where the

-nn Analyst Service will run.

-ServiceName
-sn

service_name

Required. Name of the Analyst Service.

The name is not case sensitive and must be
unique within the domain. The characters
must be compatible with the code page of the
associated repository. The name cannot
exceed 230 characters, have leading or
trailing spaces, or contain carriage returns,
tabs, or the following characters:

/<>

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the
domain. You can set the user name with the -
un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a
user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name. If
you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name.
Password for the user name. The password is
case sensitive. You can set a password with
the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you
set a password with both methods, the
password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain uses
native authentication or Kerberos
authentication. Name of the security domain
to which the domain user belongs. You can
set a security domain with the -sdn option or
the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both
methods, the -sdn option takes precedence.
The security domain name is case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain created
during installation. The name of the security
domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-establish
a connection to the domain. You can set the
resilience timeout period with the -re option
or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set a the resilience timeout period with both
methods, the -re option takes precedence.
Default is 180 seconds.

-RepositoryService
-rs

model_repository_service_name

Optional. Name of the Model Repository
Service.

The name is not case sensitive and must be
unique within the domain. The characters
must be compatible with the code page of the
associated repository. The name cannot
exceed 230 characters, have leading or
trailing spaces, or contain carriage returns,
tabs, or the following characters:

/o <>

-DatalntegrationService
-ds

data_integration_service_name

Optional. Data Integration Service name
associated with the Analyst Service.

HumanTaskDatalntegrationServic
e

-htds

human_task_data_integration_s
ervice_name

Optional. Data Integration Service that runs
workflows.

When a workflow contains a Human task,
users log in to the Analyst Service URL to
work on the Human task instances.

-MetadataManagerService
-mm

metadata_manager_service_na
me

Optional. Metadata Manager Service name
associated with the Analyst Service.
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Option

Argument

Description

-FlatFileCacheLocation
-ffl

flat_file_location

Optional. Full path, excluding the domain
name, to the folder in which you want to
cache the flat files. Must be in the following
format:

/parent_folder/child_folder

-CatalogService
-CcS

catalog_service_name

Optional. Name of the Catalog Service that
you want to associate with the Analyst
Service.

-CatalogServiceUserName
-csau

catalog_service_user_name

Optional. Required if you specify Catalog
Service. Administrator user name to connect
to the Catalog Service.

-CatalogServiceSecurityDomain
-cssdn

catalog_service_security_domai
n

Required if you use LDAP authentication.
Name of the security domain to which the
Administrator user belongs.

-CatalogServicePassword
-csap

catalog_service_password

Required if you specify a Catalog Service.
User password for the Catalog Service.

-RepositoryUserName
-au

model_repository_user_name

Required if you specify a Model Repository
Service. User name to connect to the Model
repository.

If you enter a user name that contains a
space or other non-alphanumeric character,
enclose the name in quotation marks.

-RepositorySecurityDomain
-rssdn

model_repository_security_dom
ain

Required if you use LDAP authentication.
Name of the security domain to which the
Administrator user belongs.

-RepositoryPassword
.ap

model_repository_password

Required if you specify a Model Repository
Service. User password for the Model
Repository Service.

BusinessGlossaryExportFileDirect
ory

-bgefd

business_glossary_export_file_
directory

Optional. Location of the directory to export
business glossary files.

-HttpPort

http_port

Required. Port number for the Analyst
Service.
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DeleteExceptionAuditTables

Deletes tables that can contain audit trail data for the work that Analyst tool users perform in exception

management tasks.

The infacmd as DeleteExceptionAuditTables command uses the following syntax:

DeleteExceptionAuditTables

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd as DeleteExceptionAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Analyst Service name.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

ListServiceOptions
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Lists Analyst Service options. Lists the values for each Analyst Service option.

The infacmd as ListServiceOptions command uses the following syntax:

ListServiceOptions
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user_name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd as ListServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Analyst Service. The name is not
case sensitive.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Lists the Analyst Service process options.

The infacmd as ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

The following table describes infacmd as ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Analyst Service. The name is not
-sn case sensitive.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re -ResilienceTimeout
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-NodeName node_name Required. Node where the Analyst Service process runs.

-nn

UpdateServiceOptions

Updates Analyst Service options. To view current option values, run infacmd as ListServiceOptions.

Enter connection options in the following format:

. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd as UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

[<-Options |-0> options]
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The following table describes infacmd as UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Analyst Service.
The name is not case sensitive.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Options
-0

options

Optional. List of options to configure. Separate each
option with a space. To view options, run the infacmd as
ListServiceOptions command.
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UpdateServiceProcessOptions

Updates options for the Analyst Service process. To view options, run the infacmd as
ListServiceProcessOptions command.

Enter connection options in the following format:

. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric

character, enclose the value in quotation marks.

The infacmd as UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name

<-Options|-o0> options

The following table describes infacmd as UpdateServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Analyst Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-ResilienceTimeout

timeout_period_in_seco
nds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can

-re
set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set a the resilience timeout period with both methods, the -
re option takes precedence.

-NodeName node_name Required. Node where the Analyst Service process runs.

-nn

-Options options Required. List of options to configure. Separate each option

-0 with a space. To view options, run the infacmd as

ListServiceProcessOptions command.
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CHAPTER 7

infacmd aud Command Reference

This chapter includes the following topics:

e getDomainObjectPermissions, 75

e getPrivilegeAssociation, 77

e getUserGroupAssociation, 79

e getUserGroupAssociationForRoles, 81

e getUsersPersonalinfo, 83

getDomainObjectPermissions

Gets the list of domain objects to which the specified users or groups have permission. You can generate
reports for the specified users or groups.

Users with the administrator role can run this command.

The infacmd aud getDomainObjectPermissions command uses the following syntax:

getDomainObjectPermissions

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<<-ExistingUserNames|-eu> existing user names|
<-ExistingGroupNames|-eg> existing group names>
[<-ExistingSecurityDomain|-esd> existing security domain]
[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getDomainObjectPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Name of the security domain that you want to create to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

You can specify a value for -sdn or use the default based

on the authentication mode:

- Required if the domain uses LDAP authentication.
Default is Native. To work with LDAP authentication,
you need to specify the value for -sdn.

- Optional if the domain uses native authentication or
Kerberos authentication. Default is native for native
authentication. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of the
security domain is the same as the user realm
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. Specify the host names
and port numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Option

Argument

Description

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.

-ExistingGroupNames
.eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain

existing_security_domain

Required if you use LDAP authentication. Security

-esd domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSV
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getPrivilegeAssociation

Gets privileges assigned to the users or groups. You can select the users or groups for which you want to

generate report.

Users with the administrator role can run this command.

The infacmd aud getPrivilegeAssociation command uses the following syntax:

getPrivilegeAssociation

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<<-ExistingUserNames|-eu> existing user names|

<-ExistingGroupNames|-eg> existing group names>

[<-ExistingSecurityDomain|-esd> existing security domain]

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getPrivilegeAssociation options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -
pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu). Name
of the group or a list of groups to run the reports. For
multiple groups, separate each group by a comma at the
command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security domain
to which the user or group belongs. Default is Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getUserGroupAssociation

Gets list of users that belong to the group or a list of groups associated with specified users. You can select
the users or groups for which you want to generate report.

Users with the administrator role can run this command.

The infacmd aud getUserGroupAssociation command uses the following syntax:

getUserGroupAssociation

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<<-ExistingUserNames|-eu> existing user names|

<-ExistingGroupNames|-eg> existing group names>

[<-ExistingSecurityDomain|-esd> existing security domain]

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUserGroupAssociation options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security
domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo

If you do not specify an output file name, infacmd
displays the log events on the screen.

getUserGroupAssociationForRoles

Gets list of roles assigned to users and groups. You can select the roles for which you want to generate
report.

Users with the administrator role can run this command.

The infacmd aud getUserGroupAssociationForRoles command uses the following syntax:

getUserGroupAssociationForRoles

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-RoleNames|-en> role names

[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUserGroupAssociationForRoles options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-RoleNames
-en

role_names

Required. Name of the role assigned for users or groups
in the domain for which you want to generate the report.
For multiple roles, separate each role by a comma at the
command line.
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Option Argument Description

-Format format_TEXT_CSV Optional. Output file format. Valid types include:
-m - Text
- CSV

If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd
displays the log events on the screen.

getUsersPersonallnfo

Gets user information in the domain. The report displays the full name, security domain, description, contact
details, and user status. If you run the report for users, the report displays the user information for the
specified users. If you run the report for groups, the report organizes user information for all users in the
specified group. The report displays nested groups separately.

Users with the administrator role can run this command.

The infacmd aud getUsersPersonallnfo command uses the following syntax:

getUsersPersonallInfo

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<<-ExistingUserNames|-eu> existing user names|
<-ExistingGroupNames|-eg> existing group names>
[<-ExistingSecurityDomain|-esd> existing security domain]
[<-Format|-fm> format TEXT CSV]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd aud getUsersPersonalinfo options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm name
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ExistingUserNames
-eu

existing_user_names

Required if you do not use -ExistingGroupNames (-eg).
Name of the user or a list of users to run the reports. For
multiple users, separate each user by a comma at the
command line.
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Option

Argument

Description

-ExistingGroupNames
-eg

existing_group_names

Required if you do not use -ExistingUserName (-eu).
Name of the group or a list of groups to run the reports.
For multiple groups, separate each group by a comma at
the command line.

-ExistingSecurityDomain
-esd

existing_security_domain

Required if you use LDAP authentication. Security
domain to which the user or group belongs. Default is
Native.

-Format format_TEXT_CSV Optional. Output file format. Valid types include:

-m - Text
- CSv
If you do not specify a format, infacmd uses text format
with lines wrapped at 80 characters.

-OutputFile output_file_name Optional. Name and file path for the output file.

-lo If you do not specify an output file name, infacmd

displays the log events on the screen.

getUsersPersonallnfo
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CHAPTER 8

Infacmd bg Command Reference

This chapter includes the following topics:
e upgradeRepository, 86

e listGlossary, 87
e exportGlossary, 88

e importGlossary, 92

upgradeRepository

86

Upgrades the business glossary data in the Model repository. Run this command after you upgrade the
domain and Model Repository Service.

The infacmd bg upgradeRepository command uses the following syntax:
upgradeRepository
<-DomainName | -dn> domain_name
<-UserName|-un> user name
<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name

The following table describes infacmd bg upgradeRepository options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Kerberos, Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option

takes precedence.




Option Argument Description

-Password Password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Optional if the domain uses LDAP authentication, Native
-sdn authentication or Kerberos authentication. Name of the
security domain to which the domain user belongs. You
can set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

precedence. The security domain name is case sensitive.

installation.
AtServiceName Analyst_service_name Required. Name of the Analyst Service.
-atn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

J x>

listGlossary

Displays a list of the business glossaries available in the Analyst tool as a standard output. Each glossary
name is displayed as a separate line.

The infacmd bg listGlossary command uses the following syntax:

listGlossary

<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]

<-AtServiceName|-atn> Analyst service name

listGlossary
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The following table describes infacmd bg upgradeRepository options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Kerberos, Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

-Password Password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Optional if the domain uses LDAP authentication, Native
-sdn authentication or Kerberos authentication. Name of the
security domain to which the domain user belongs. You
can set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses Kerberos, Native or LDAP
authentication, the default is Native. The name of the
security domain is the same as the user realm specified
during installation.

AtServiceName Analyst_service_name Required. Name of the Analyst Service.

-atn The name is not case sensitive and must be unique
within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

/2>

exportGlossary

Exports the business glossaries available in the Analyst tool. The Analyst tool exports business glossary data
in the .xIsx or .zip format based on the options that you specify.

The infacmd bg exportGlossary command uses the following syntax:

exportGlossary

<-DomainName|-dn> domain name
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<-UserName|-un> user name

<-Password|-pd> Password

[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name
[<-GlossaryList|-gl> Glossary list]

[<-Delimiter|-dl> Glossary name delimiter]

[<-IncludeCrossGlossaryLinks|-cgl> Include cross glossary links true false]

[<-IncludeAuditHistory|-ah> Include audit history true false]

[<-IncludeAttachment|-att> Include attachments true false]

[<-IncludeOnlyTemplate|-tem> Include templates only true false]

[<-ExportasPlainTextOnly|-ept> Export richtext as plain text true false]

[<-status|-s> Status_of assets]

[<-phase|-p> Phase of assets]

<-ExportFilePath|-ep> Export path

The following table describes infacmd bg exportGlossary options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica
domain. You can set the domain
name with the -dn option or the
environment variable
INFA_DEFAULT_DOMAIN. If you set
a domain name with both methods,
the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses
Kerberos, Native or LDAP
authentication. User name to
connect to the domain. You can set
the user name with the -un option or
the environment variable
INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both
methods, the -un option takes
precedence.

-Password
_pd

Password

Required if you specify the user
name. Password for the user name.
The password is case sensitive.
You can set a password with the -pd
option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWOR
D. If you set a password with both
methods, the password set with the
-pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Optional if the domain uses LDAP
authentication, Native
authentication or Kerberos
authentication. Name of the
security domain to which the
domain user belongs. You can set a
security domain with the -sdn
option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN
. If you set a security domain name
with both methods, the -sdn option
takes precedence. The security
domain name is case sensitive.

If the domain uses Kerberos, Native
or LDAP authentication, the default
is Native. The name of the security
domain is the same as the user

realm specified during installation.

AtServiceName
-atn

Analyst_service_name

Required. Name of the Analyst
Service.

The name is not case sensitive and
must be unique within the domain.
The characters must be compatible
with the code page of the
associated repository. The name
cannot exceed 230 characters, have
leading or trailing spaces, or
contain carriage returns, tabs, or
the following characters:

/x>

-GlossaryList
.g|

Glossary_list

Optional. The names of one or more
glossaries that you want to export
and that you have access to, as
determined by the permissions and
privileges defined in the Analyst
tool. Separate the names of
multiple glossaries by the user
defined delimiter character.

If you do not specify the names of
glossaries, the Analyst tool exports
all the glossaries that you have
permission to access as determined
by the permissions and privileges
defined in the Analyst tool.
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Option

Argument

Description

-Delimiter
-dl

Glossary_name_delimiter

Optional. Specify a custom
delimiter if you are exporting
multiple glossaries and one of them
has a standard delimiter character
as part of the glossary name. The
standard delimiter is a comma.

Define a custom delimiter of
maximum one special character.
Use the custom delimiter to
separate the names of multiple
glossaries.

-IncludeCrossGlossaryLinks
-cgl

Include_cross_glossary_links_true_false

Optional. Enter one of the following

values:

- True to include cross glossary
links in the export file.
False to skip cross glossary
links in the export file.

Default is true.

-IncludeAuditHistory
-ah

Include_audit_history_true_false

Optional. Enter one of the following

values:

- True to include audit trail history
in the export file.
False to skip the audit trail
history in the export file.

Default is false.

-IncludeAttachments
-att

Include_attachments_true_false

Optional. Enter one of the following

values:

- True to include attachments in
the export file.

- Specify False to skip
attachments in the export file.

Default is false.

-IncludeOnlyTemplates
-tem

Include_only_templates_true_false

Optional. Enter one of the following

values:

- True to include only templates in
the export file.
False to include both templates
and glossary data in the export
file.

Default is false.

-ExportasPlainTextOnly
-ept

Export_richtext_as_plain_text_true_false

Optional. Enter one of the following

values:

- True to export formatted rich
text content as plain text.
False to export formatted rich
text content as rich text.

Default is false.

exportGlossary 91




Option Argument

Description

-status Status_of_assets
-S

Optional. Enter one or all of the
following values, separated by a
comma:
- Active to export assets that are
active.
Inactive to export assets that
are inactive.
The Analyst tool exports assets that
are both active and inactive if you
do not specify any value.

-phase Phase_of_assets

Optional. Enter one or all of the
following values, separated by a
comma:

- Draft to export assets that are
in the draft phase.

In Review to export assets that
are in the In Review phase.
Published to export assets that
are in the Published phase.

- Rejected to export assets that
are in the Rejected phase.
Pending publish to export
assets that are in the Pending
Publish phase.

The Analyst tool exports assets that
are in all phases if you do not
specify any value.

-ExportFilePath Export_path
.ep

Required.

Specify the path where the
command line program must store
the exported files.

importGlossary

Imports business glossaries from .xIsx or .zip files that were exported from the Analyst tool.

The infacmd bg importGlossary command uses the following syntax:

importGlossary

<-DomainName | -dn> domain name
<-UserName|-un> user name

<-Password|-pd> Password
[<-SecurityDomain|-sdn> security domain]
<-AtServiceName|-atn> Analyst service name
[<-GlossaryList|-gl> Glossary list]

[<-Delimiter|-dl> Glossary name delimiter]
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[<-IncludeCrossGlossaryLinks|-cgl> Include cross glossary links true false]

[<-IncludeAuditHistory|-ah> Include audit history true false]
[<-IncludeAttachment|-att> Include attachments true false]
[<-IncludeOnlyTemplate|-tem> Include templates only true false]

[<-IncludeRichTextContentforConflictingAssets|-irt>
Include_richtextcontent conflicting assets true false]

<-ImportFilePath|-ip> Import path

[<-ResolutionOnMatchByName |-rmn> Copy or replace or skip assets by name]

[<-ResolutionOnMatchById|-rmi> Copy or replace or skip assets by id]

The following table describes infacmd bg importGlossary options and arguments:

Option Argument

Description

-DomainName Argument
-dn

Description

-UserName domain_name
-un

Required. Name of the
Informatica domain. You can
set the domain name with the -
dn option or the environment
variable
INFA_DEFAULT_DOMAIN. If
you set a domain name with
both methods, the -dn option
takes precedence.

-Password Password
_pd

Required if you specify the
user name. Password for the
user name. The password is
case sensitive. You can set a
password with the -pd option
or the environment variable
INFA_DEFAULT_DOMAIN_PASS
WORD. If you set a password
with both methods, the
password set with the -pd
option takes precedence.

importGlossary
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Optional if the domain uses
LDAP authentication, Native
authentication or Kerberos
authentication. Name of the
security domain to which the
domain user belongs. You can
set a security domain with the
-sdn option or the environment
variable
INFA_DEFAULT_SECURITY_DO
MAIN. If you set a security
domain name with both
methods, the -sdn option takes
precedence. The security
domain name is case
sensitive.

If the domain uses Kerberos,
Native or LDAP authentication,
the default is Native. The name
of the security domain is the
same as the user realm
specified during installation.

AtServiceName
-atn

Analyst_service_name

Required. Name of the Analyst
Service.

The name is not case sensitive
and must be unique within the
domain. The characters must
be compatible with the code
page of the associated
repository. The name cannot
exceed 230 characters, have
leading or trailing spaces, or
contain carriage returns, tabs,
or the following characters:

/xR <>

GlossaryList
.gl

Glossary_list

Optional. The names of one or
more glossaries that you want
to import, and that you have
access to as determined by the
permissions and privileges
defined in the Analyst tool. The
glossaries must be present in
the .xIsx file. Separate the
names of multiple glossaries
by the user defined delimiter
character.

If you do not specify the
names of glossaries, the
Analyst tool imports all the
glossaries that you have
permission to access as
determined by the permissions
and privileges defined in the
Analyst tool.
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Option Argument Description
-Delimiter Glossary_name_delimiter Optional. Specify a custom
dl delimiter if you are importing

multiple glossaries and one of
them has a standard delimiter
character as part of the
glossary name. The standard
delimiter is a comma.

Define a custom delimiter of
maximum one special
character. Use the custom
delimiter to separate the
names of multiple glossaries.

IncludeCrossGlossaryLinks
-cgl

Include_cross_glossary_links_true_false

Optional. Enter one of the

following values:

- True to import cross
glossary links from the
export file.

False to skip the import of
cross glossary links from
the export file.

Default is true.

-IncludeAuditHistory
-ah

Include_audit_history_true_false

Optional. Enter one of the
foIIowmg values:
True to import audit trail
history from the export file.
False to skip the import of
the audit trail history from
the export file.

Default is false.

-IncludeAttachments
-att

Include_attachments_true_false

Optional. Enter one of the
foIIowmg values:
True to include
attachments when importing
business glossaries.
False toinclude both
templates and glossary data
when importing business
glossaries

Default is true.

-IncludeOnlyTemplates
-tem

Include_only_templates_true_false

Required. Enter one of the
foIIowmg values:
True to include only
templates when importing
business glossaries.
False toinclude both
templates and glossary data
when importing business
glossaries.

Default is false.

importGlossary
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Option

Argument

Description

IncludeRichTextContentfor
ConflictingAssets

-irt

Include_richtextcontent_conflicting_assets_true_fals
e

Optional. Enter one of the
foIIowmg values:
True when you want to
import rich text content for
conflicting assets.
False when you do not
want to import rich text
content for conflicting
assets.

Default is true.

-ImportFilePath
.|p

Import_path

Required. Specify the path and
filename where the import file
is available.

ResolutionOnMatchByNam
e

-rmn

Copy_or_replace_or_skip_assets_by_name

Optional. Enter one of the

foIIowmg values:

Copy to copy all assets
when there is a conflict
based on the name.

- Replace to replace all
assets when there is a
conflict based on the name.
This is the default value.
Skip to skip all assets when
there is a conflict based on
the name.

-ResolutionOnMatchByld
-rmi

Copy_or_replace_or_skip_assets_by_id

Optional. Enter one of the

foIIowmg values:

Copy to copy all assets
when there is a conflict
based on the asset ID.

- Replace toreplace all
assets when there is a
conflict based on the asset
ID. This is the default value.
Skip to skip all assets when
there is a conflict based on
the asset ID.
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CHAPTER 9

infacmd cluster Command
Reference

This chapter includes the following topics:

createConfiguration, 97

o deleteConfiguration, 99

e clearConfigurationProperties, 101

o exportConfiguration, 102

e l|istAssociatedConnections, 104

o listConfigurationGroupPermissions, 105

e listConfigurationSets, 107

e listConfigurationProperties, 108

e listConfigurations, 110

e listConfigurationUserPermissions, 111

o refreshConfiguration, 112

e setConfigurationPermissions, 114

e setConfigurationProperties, 116

createConfiguration

Imports cluster information directly from a cluster or from a cluster archive file.

The cluster configuration is an object in the domain that contains configuration information about the

Hadoop cluster.

The infacmd cluster createConfiguration command uses the following syntax:

createConfiguration

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-DistributionType|-dt> BI|CDH|EMR|HDI|HDP|MAPR]
[<-ClusterManagerUri|-uri> cluster manager uri]
[<-ClusterManagerUser|-cmu> cluster manager user]
[<-ClusterManagerPassword|-cmp> cluster manager password]
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[<-ClusterName|-cln> cluster name]
[<-FilePath|-path> file path]

The following table describes infacmd cluster createConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication or if you import properties directly from
the cluster. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option

Argument

Description

-ConfigurationName
-cn

Name of the cluster
configuration

Required. The cluster configuration name must meet the
following requirements:
- Unique within the domain
- Cannot exceed 128 characters
- Cannot contain white spaces or the following special
characters:
-~ CIS %R ()= { TN e, 7

Values are not case sensitive.

-DistributionType
-distType

Hadoop distribution

Required. One of the following Hadoop distribution
types:
- BI. IBM Biglnsights

- CDH. Cloudera CDH.

- EMR. Amazon EMR.

- HDI. Azure HDInsight.

- HDP. Hortonworks HDP.
- MAPR

Values are not case sensitive.

-ClusterManagerUri
-uri

Cluster manager URI

Required to import directly from the cluster. URI of the
cluster configuration web interface.

-ClusterManagerUser
-cmu

Cluster Manager user

Required to import directly from the cluster. User name
of the account to log in to the cluster configuration web
interface.

-ClusterManagerPassword
-cmp

Cluster Manager password

Required to import directly from the cluster. Password of
the account to log in to the cluster configuration web
interface.

-ClusterName

Cluster name

Required if the cluster manager manages multiple
clusters. If you do not provide a cluster name, the wizard

-cIn

imports information based on the default cluster.
-FilePath Path and filename to the Required to import cluster information from a file. Path
-path location of the archive file. and file name of the archive file that contains cluster *-

site.xml configuration files.

deleteConfiguration

Deletes a cluster configuration from the domain.

You cannot delete a cluster configuration that is used by any connection object.

The infacmd cluster deleteConfiguration command uses the following syntax:

deleteConfiguration

<-DomainName | -dn> domain_name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

[<-DeleteConnections|-dc> delete associated connections]
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The following table describes infacmd cluster deleteConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-DeleteConnections
-dc

delete_associated_connecti
on

Optional. Set to TRUE to delete all of the connections
that are associated with the cluster configuration.

Default is FALSE.
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clearConfigurationProperties

Clears overridden property values in the cluster configuration set.

The command clears overridden values of imported properties and restores the value that was imported. The
command deletes user-defined properties from a configuration set. To delete an imported property, use the -
del option.

Note: When you delete an imported property, the refresh operation restores the property if it exists on the
cluster.

For example, the following command deletes the user-defined properties "foo.bar" and "biz.baz" from the
core-site.xml set of the CDH1 cluster configuration:

infacmd cluster clearConfigurationProperties -cn CDH1 -cs core-site.xml -pn foo.bar
biz.baz

The infacmd cluster clearConfigurationProperties command uses the following syntax:

clearConfigurationProperties

<-DomainName | -dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<-ConfigurationSet|-cs> configuration set

<-PropertyNames|-pn> list of property names separated by space
[<-DeleteProperties|-del> delete properties]

The following table describes infacmd cluster clearConfigurationProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CS

Configuration set

Name of the .xml configuration set. Values are not case
sensitive.

-PropertyNames
.pn

property_name

Properties to run the command against. When you
include an imported property, the command clears an
override value. When you include a user-defined
property, the command deletes the property.

To edit more than one property, separate property names
with spaces.

When the property is not a user-defined property, use the
-del option.

-DeleteProperties
-del

delete_properties

Optional. When you set the option to TRUE, deletes an
imported property.
Default is FALSE.

exportConfiguration
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Exports a cluster configuration to an archive file containing .xml files or a combined .xml file that you can
copy to the Developer tool machine.

Export the properties that a cluster configuration object contains to a compressed file in a path that you

specify.

When you export the cluster configuration file, you create a .zip archive. Copy the archive file to the machine
that hosts the Developer tool and extract the contents to the /conf folder.
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The infacmd cluster exportConfiguration command uses the following syntax:

exportConfiguration

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
<-FilePath|-path> file path

[<-IncludeSensitive|-is> include sensitive properties]

The following table describes infacmd cluster exportConfiguration options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option Argument Description

-ConfigurationName Name of the cluster Required. Name of the cluster configuration on the
-en configuration domain. Values are not case sensitive.
-FilePath Path and file name to the Required. Path and file name of the compressed file to
. location of the file to be created as an archive of the cluster configuration.
path i '
create. You can specify an absolute path or a relative path to the

file name. Include a . zip or . tar suffix.

-IncludeSensitive include_sensitive_propertie | Optional.

-is § Set to TRUE to export sensitive properties. You must
have write permission on the cluster configuration to
include them in the export.

Default is FALSE.

listAssociatedConnections

Lists connections by type that are associated with the specified cluster configuration.
The command lists results by connection type.

The infacmd cluster listAssociatedConnections command uses the following syntax:

listAssociatedConnections

<-DomainName |-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name

The following table describes infacmd cluster listAssociatedConnections options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

listConfigurationGroupPermissions

Lists the permissions that a group has for a cluster configuration.

Command output includes group permissons and the security domain that the group is a member of.

The infacmd cluster listConfigurationGroupPermissions command uses the following syntax:

listConfigurationGroupPermissions
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name
[<-Direct> direct]

[<-GroupFilter|-groups> group filter]
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The following table describes infacmd cluster listConfigurationGroupPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.
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Option

Argument

Description

-Direct

Whether to list direct or
effective permissons.

Optional. Determines whether you list permissions that

the administrator has directly granted to the cluster

configuration. Specify one of these values:

- Direct. The permissions that the administrator directly
granted to the group.

- Effective. All of the permissions that the group has,
including direct and inherited permissions.

Default is effective.

GroupFilter
-groups

Group filter

Optional. List the group or groups to show results for. If
you do not specify a group, the command displays
results for all groups by default. Separate group names
with spaces.

listConfigurationSets

Lists the configuration sets that a cluster configuration contains.

The infacmd cluster listConfigurationSets command uses the following syntax:

listConfigurationSets

<-DomainName | -dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration_name

The following table describes infacmd cluster listConfigurationSets options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set

-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

listConfigurationProperties
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Lists properties and active values for a configuration set.

The infacmd cluster listConfigurationProperties command uses the following syntax:

listConfigurationProperties
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

<-ConfiqurationSet|-cs> configuration set
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The following table describes infacmd cluster listConfigurationProperties options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CcS

configuration set

Name of the .xml file associated with the configuration
set.
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listConfigurations

Lists the cluster configurations in the domain.

The infacmd cluster listConfigurations command uses the following syntax:

listConfigurations

<-DomainName | -dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cluster listConfigurations options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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listConfigurationUserPermissions

Lists the permissions that a user has for a cluster configuration.

The infacmd cluster listConfigurationUserPermissions command uses the following syntax:

listConfigurationUserPermissions

<-DomainName | -dn> domain_ name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-Direct> direct]

[<-UserFilter|-users> user filter]

The following table describes infacmd cluster listConfigurationUserPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.

-sdn Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName Name of the cluster Required. Name of the cluster configuration on the

-en configuration domain. Values are not case sensitive.

-Direct Whether to list direct or Optional. Determines whether you list permissions that
effective permissons. the administrator has directly granted to the cluster

configuration. Specify one of these values:

- Direct. The permissions that the administrator directly
granted to the group.

- Effective. All of the permissions that the group has,
including direct and inherited permissions.

Default is effective.

UserFilter user_filter Optional. List the user or users to show results for. If
-users you do not specify a user, the command displays results
for all users by default.

Values are not case sensitive.

refreshConfiguration

Refreshes a cluster configuration from a cluster archive file or from a remote cluster manager. Changes take
effect after you restart the Data Integration Service.

Updates the cluster configuration properties from a cluster or from a cluster archive file. The
refreshConfiguration command updates the configuration values that you imported. It does not affect the
overrides that you configured.

The infacmd cluster refreshConfiguration command uses the following syntax:

refreshConfiguration

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration name
[<-ClusterManagerUri|-uri> cluster manager uri]
<-ClusterManagerUser|-cmu> cluster manager user]
<-ClusterManagerPassword|-cmp> cluster manager password]
<-ClusterManagerName|-cmn> cluster name]

[
[
[
[<-FilePath|-path> file path]
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The following table describes infacmd cluster refreshConfiguration options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ClusterManagerUri
-uri

Cluster manager URI

Required to import directly from the cluster. URI of the
cluster configuration web interface.

-ClusterManagerUser
-cmu

Cluster Manager user

Required to import directly from the cluster. User name
of the account to log in to the cluster configuration web
interface.
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setConfigurationPermissions
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Option

Argument

Description

-ClusterManagerPassword
-cmp

Cluster Manager password

Required to import directly from the cluster. Password of
the account to log in to the cluster configuration web
interface.

-ClusterName

Cluster name

Required if the cluster manager manages multiple
clusters. If you do not provide a cluster name, the wizard

-cln

imports information based on the default cluster.
-FilePath Path and filename to the Required to import cluster information from a file. Path
-path location of the archive file. | and file name of the archive file that contains cluster *-

site.xml configuration files.

Sets permissions on cluster configuration to a user or a group after removing previous permissions.

Allows you to add, change or delete cluster configuration permissions for a user or a group. Removes
previous permissions on the user or group.

Use either the -RecipientUserName or the -RecipientGroupName option.

You can grant multiple permissions from the following set in a single command: READ, WRITE, EXECUTE,
GRANT. You can grant only ALL or NONE separately.

The infacmd cluster setConfigurationPermissions command uses the following syntax:

setConfigurationPermissions
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConfigurationName|-cn> configuration name

<<-RecipientUserName|-run> recipient user name | <-RecipientGroupName|-rgn>
recipient group name>>
[<-RecipientSecurityDomain|-rsd> recipient security domain]
<-Permissions|-p> READ WRITE EXECUTE GRANT |ALL|NONE
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The following table describes infacmd cluster setConfigurationPermissions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-RecipientUserName
-run

recipient_user_name

Required if you do not use the RecipientGroupName
option. Name of the user to grant permission to.

-RecipientGroupName
-rgn

recipient_group_name

Required if you do not use the RecipientUserName
option. Name of the group to grant permission to.
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Option Argument Description
-RecipientSecurityDomain recipient_security_domain Security domain that the user or group is a member of.
-rsd
-Permissions READ | WRITE | EXECUTE | Permission or permissions to grant. To enter more than
-p GRANT one permission, separate permissions with a space.
ALL
NONE
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Adds user-defined properties or overrides imported property values.
The infacmd cluster setConfigurationProperties command uses the following syntax:

setConfigurationProperties

<-DomainName | -dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ConfigurationName|-cn> configuration_name
<-ConfigurationSet|-cs> configuration set
<-UserProperties|-up> user properties separated by &:

The following table describes infacmd cluster setConfigurationProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ConfigurationName
-cn

Name of the cluster
configuration

Required. Name of the cluster configuration on the
domain. Values are not case sensitive.

-ConfigurationSet
-CS

configuration set

Name of the .xml file associated with the configuration
set.

-UserProperties
.up

User properties to set

Property name-value pairs. Use the characters &: to
separate each pair.

-UserProperties Examples

Add a single property

Use the equals (=) character to delimit property-value pairs.

For example, the following command adds the property foo.bar to the core-site.xml namespace of the
cluster configuration, and assigns foo.bar a value of 1:

infacmd cluster setConfigurationProperties -cn cdh -ns core-site.xml -o 'foo.bar=1"'

Add multiple property-value pairs

Use the equals (=) character to delimit property-value pairs, and use «: to separate pairs.

For example, the following command adds the property foo.bar to the core-site.xml namespace of the
cluster configuration, assigns foo.bar a value of 1, then adds the property start.interval to the same

namespace and assigns start.interval a value of 5:

infacmd cluster setConfigurationProperties -cn cdh -ns core-site.xml -o
'foo.bar=1&:start.interval=5"

Edit an existing property

To override the value of a property, specify the property-value pair with another value.
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For example, the following command edits the existing property fs.trash.interval in the core-site.xml
namespace of the cluster configuration. The command overrides the existing value and assigns a value
of 2:

infacmd cluster setConfigurationProperties -cn cdh -ns core-site.xml -o
'fs.trash.interval=2"
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CHAPTER 10

infacmd cms Command
Reference

This chapter includes the following topics:

e CreateAuditTables, 119

e CreateService, 121

e DeleteAuditTables, 123

e ListServiceOptions, 125

e ListServiceProcessOptions, 126

e Purge, 128
e RemoveService, 129

e ResyncData, 131
e UpdateServiceOptions, 133

e UpdateServiceProcessOptions, 134

e Upgrade, 136

CreateAuditTables

Creates audit tables that contain audit trail log events for reference tables managed by the specified Content
Management Service.

The infacmd cms CreateAuditTables command uses the following syntax:

CreateAuditTables

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cms CreateAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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CreateService

Creates a Content Management Service in a domain.

The infacmd cms CreateService command uses the following syntax:

CreateService

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

<-DataServer|-ds> data service name
<-RepositoryService|-rs> repository service name
<-RepositoryUsername|-rsu> repository user name
<-RepositoryPassword|-rsp> repository password
[<-RepositorySecurityDomain|-rssd> repository security domain]
<-ReferenceDatalLocation|-rdl> reference data location
[<-HttpPort> http port]

[<-HttpsPort> https port]

[<-KeystoreFile|-kf> keystore file location]
[<-KeystorePassword|-kp> keystore password]

The following table describes infacmd cms CreateService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Content Management Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 128 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

/x> "
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set a the
resilience timeout period with both methods, the -re
option takes precedence. Default is 180 seconds.

-NodeName node_name Required. Name of the node where the Content

-An Management Service will run.

-DataServer data_service_name Required. Data Integration Service name associated with

-ds the Content Management Service.

-RepositoryService
S

repository_service_name

Required. Model Repository Service to associate with the
Content Management Service.
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Option

Argument

Description

-RepositoryUsername
-rsu

repository_user_name

Required. User name to connect to the Model Repository
Service.

To perform reference table management tasks in the
Model repository, the user identified in the property must
have the Model Repository Service Administrator role.
The reference table management tasks include purge
operations on orphaned reference tables.

-RepositoryPassword
-rsp

repository_password

Required. Password to connect to the Model Repository
Service.

-RepositorySecurityDomain
-rssd

repository_security_domai
n

Required if you use LDAP authentication. Name of the
security domain that the user belongs to. Security
domain is case sensitive. Default is Native.

-ReferenceDatalocation
-rdl

reference_data_location

Required. Connection name for the database that stores
data values for the reference tables defined in the Model
repository. The specified database stores reference data
values. The Model repository stores metadata for the
reference tables.

-HttpPort http_port Required. Unique HTTP port number for the Content
Management Service.
-HttpsPort https_port Optional. HTTPS port number that the service runs on

when you enable the Transport Layer Security (TLS)
protocol.

-KeystoreFile

keystore_file_location

Path and file name of the keystore file that contains the

«f keys and certificates required if you enable TLS and use
the HTTPS protocol for the service.

-KeystorePassword> keystore_password Required if you enable TLS and use HTTPS connections

-kp for the service. A plain-text password for the keystore

file.

DeleteAuditTables

Deletes the audit trail tables for the specified Content Management Service.

The infacmd cms DeleteAuditTables command uses the following syntax:

DeleteAuditTables

<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd cms DeleteAuditTables options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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ListServiceOptions

Lists the options for a Content Management Service.

The infacmd cms ListServiceOptions command uses the following syntax:

ListServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms ListServiceOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Content Management Service.
-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Lists the options for a Content Management Service process.

The infacmd cms ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name
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The following table describes cms ListServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Content Management Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName
-nn

node_name

Required. Name of the node where the service process
runs.
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Purge

Deletes from the reference data warehouse any reference table that is no longer associated with a reference
table object in the Model repository.

When you run infacmd cms Purge, the Content Management Service identifies the tables that store data for
reference table objects in the associated Model repository. The Content Management Service deletes all
other tables from the warehouse and generates a list of the deleted tables. Run infacmd cms Purge on the
master Content Management Service for the Model repository.

Note: To prevent accidental data loss, the purge operation does not delete tables if the Model repository does
not contain a reference table object.

Before you run infacmd cms Purge, verify the following prerequisites:

e The user name that you specify in the command has the Manage Service privilege on the domain.

o The Model repository user that the Content Management Service specifies has the Administrator role on
the Model Repository Service.

« All Data Integration Services associated with the Model repository are available.

e There are no data operations in progress on the reference data warehouse.

e The reference data warehouse stores data for the reference table objects in a single Model repository.
The infacmd cms Purge command uses the following syntax:

Purge

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms Purge options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Content Management Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 128 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters:

J x>
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set a the
resilience timeout period with both methods, the -re
option takes precedence. Default is 180 seconds.

RemoveService

Removes the Content Management Service from the domain. Before you remove the service, you must

disable it.

The infacmd cms RemoveService command uses the following syntax:

RemoveService

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name
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<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd cms RemoveService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the service you want to remove. To enter a
name that contains a space or other non-alphanumeric character,

-sn
enclose the name in quotation marks.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name of
the security domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.
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ResyncData

Synchronizes probabilistic model files or classifier model files between a specified Content Management
Service machine and the master Content Management Service machine in the domain. The ResyncData
command updates the files on the Content Management Service machine that you specify with the files from
the master Content Management Service machine.

The command synchronizes any file saved on the master Content Management Service machine after a time
and date that you specify. You run the ResyncData command for a single type of model file. To synchronize
probabilistic model files and classifier model files, you must run the command twice.

When you run infacmd cms ResyncData, you must have access permissions on both Content Management
Service machines. Informatica Administrator sets the access permissions on the services.

The infacmd cms ResyncData command uses the following syntax:

ResyncData

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Type|-t> type

<-StartTime|-st> start time

The following table describes infacmd cms resyncData options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.

-ServiceName service_name Required. Name of the Content Management Service.

-sn The command copies files to the machine that hosts the
service.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Type

type

Required. Identifies the type of data file to copy from the
master Content Management Service machine. Enter one
of the following options:

- NER. Specifies probabilistic model data files.

- Classifier. Specifies classifier model data files.

-StartTime
-st

start_time

Required. Identifies the files to copy from the master
Content Management Service machine to the Content
Management Service machine that you specify in the
ServiceName property. The command does not copy any
file with a time stamp earlier than the StartTime value.
The command uses the system clock on the master
Content Management Service machine to determine the
time.

Enter the date in the default locale format.
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UpdateServiceOptions

Updates the Content Management Service with options that are introduced in the current release. To view
current options, run the infacmd cms ListServiceOptions command.

The infacmd cms UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Options|-o0> options

The following table describes infacmd cms UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Content Management Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-sdn

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-re

-Options options Required. Enter each option and value to update.
Separate each option by a space. To view application
options, run the infacmd cms ListServiceOptions
command.

-0

Username and Password Options

You can use the UpdateServiceProcessOptions -0 option to update the user name and password that the
Content Management Service uses to connect to the Model Repository Service.

Use the DataServiceOptions.RepositoryUsername and DataServiceOptions.RepositoryPassword options to
update the user name and password values. You can also set the values in Informatica Administrator.

Reference Data Location Option

You can use the UpdateServiceProcessOptions -0 option to update the path to the reference data staging
directory. The Content Management Service uses the directory to stage data that it adds to a reference table.

Use the FileTransferOptions.TempLocation option to update the staging directory location. You can also set
the location in Informatica Administrator.

UpdateServiceProcessOptions

Updates options for a Content Management Service process. To view current options, run the infacmd cms
ListServiceProcessOptions command.

The infacmd cms UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions

<-DomainName|-dn> domain name
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<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName | -nn> node name

<-Options|-o0> options

The following table describes infacmd cms UpdateServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Content Management Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName node_name Required. Name of the node where the service process

-nn runs.

-Options options Required. Enter each option and value to update.

-0 Separate each option by a space. To view application
options, run the infacmd cms ListServiceProcessOptions
command.

Identity Match Analysis Options

You can use the UpdateServiceProcessOptions -o option to update the following properties for identity match
analysis:

* |dentityOptions.IdentityReferenceDatalLocation. Specifies the location of identity population files.

« IdentityOptions.ldentityCacheDir. Specifies the location of the cache directory used in identity match
analysis.

¢ |dentityOptions.IdentitylndexDir. Specifies the location of the index key directory used in identity match
analysis.

You can also set the properties in Informatica Administrator.

Upgrade

136

Upgrades the Content Management Service configuration. Run infacmd cms Upgrade when you upgrade to
the current version of Informatica Data Quality.

The infacmd cms Upgrade command uses the following syntax:
Upgrade
<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

The infacmd cms Upgrade command checks the service configuration on the domain and verifies the
following service options:
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Master Content Management Service

The Upgrade command verifies that the Model repository in the domain uses a master Content
Management Service. If the Model Repository Service does not specify a master Content Management
Service, the Upgrade command sets the current service as the master Content Management Service . By
default, the first Content Management Service to connect to a Model Repository Service becomes the

master Content Management Service.

Model Repository Service

The Upgrade command uses the Data Integration Service associated with the Content Management
Service to identify the Model Repository Service in the domain.

The Upgrade command verifies that the Content Management Service has a valid username, password,
and security domain to connect to the Model Repository Service. If these options are not set, the
Upgrade command uses the username, password, and security domain values on the associated Data
Integration Service to connect to the Model Repository Service.

Reference Data Location

The Upgrade command verifies that the Content Management Service specifies a reference data
location. If the service does not specify a reference data location, the Upgrade command sets the
location to the staging database defined on the Analyst Service.

The following table describes infacmd cms Upgrade options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Content Management Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence..
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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CHAPTER 11

infacmd dis Command Reference

This chapter includes the following topics:

e AddParameterSetEntries, 140

e BackupApplication, 142
e CancelDataObjectCacheRefresh, 143

e CreateService, 145

e DeleteParameterSetEntries, 148

o DeployApplication, 150

e disableMappingValidationEnvironment, 151

e enableMappingValidationEnvironment, 154

e ListApplicationObjectPermissions, 156

e ListApplicationObjects, 158

e ListApplicationOptions, 160

e ListApplicationPermissions, 161

e ListApplications, 163

e ListComputeOptions, 164
e ListDataObjectOptions, 166

e ListParameterSetEntries, 167

e ListParameterSetObjects, 169

e ListParameterSets, 170

e ListSequenceObjectProperties, 172

e ListSequenceObjects, 174

e ListServiceOptions, 175

e ListServiceProcessOptions, 177

e PurgeDataObjectCache, 178

e PurgeResultSetCache, 180
o RefreshDataObjectCache, 182

¢ RenameApplication, 183

o replaceMappingHadoopRuntimeConnections, 185

e RestoreApplication, 187

e SetApplicationPermissions, 189

e SetApplicationObjectPermissions, 191




e setMappingExecutionEnvironment, 193

e SetSequenceState, 195

e StartApplication, 197

e StopApplication, 198

o stopBlazeService, 200

e UndeployApplication, 202

o UpdateApplication, 204

e UpdateApplicationOptions, 205

e UpdateComputeOptions, 207
e UpdateDataObjectOptions, 209

e UpdateParameterSetEntries, 211

e UpdateServiceOptions, 213

o UpdateServiceProcessOptions, 224

AddParameterSetEntries

Adds entries to a parameter set. Run this command to add parameters from a mapping or workflow that has
been deployed as an application.

The infacmd dis AddParameterSetEntries command uses the following syntax:

AddParameterSetEntries

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters. For a
mapping, M1, in project Pl and folder Fl, the path is P1/F1/mapping/M1.

<-paramNameValues|-pnv> parameter name-value pairs, separated by space
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The following table describes infacmd dis AddParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the

-a parameter set.

parametersetname parameterset name Required. Parameter set name.

- ps
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Option

Argument

Description

-projectScope project scope Required. Path to the mapping or workflow that contains the

-prs parameters. For a mapping, M1, in project P1 and folder F1,
the path is P1/F1/mapping/M1.

-paramNames parameter names Required. Parameter name-value pairs separated by space.

-pnv Enclose name-value pairs in double quotes. Enclose each

value in single quotes. Use the following syntax:
"parml="valueA'" "parm2='valueB'" "parm3='value
c" . You caninclude spaces in a parameter value. You can

include an apostrophe (') or a colon (:) in the value if you
escape the character with a backslash (\). 'C:
\directory"

BackupApplication

142

Backs up a deployed application from a Data Integration Service to an XML file.

The backup file contains all the properties settings for the application. You can restore the application to
another Data Integration Service. You must stop the application before you back it up.

The infacmd dis BackupApplication command uses the following syntax:

BackupApplication

<-DomainName | -dn>

domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a>

application

<-FileName|-f> file name

The following table describes infacmd dis BackupApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.
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Option Argument Description

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name of
the security domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can set
the resilience timeout period with the -re option or the environment
variable INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option takes
precedence.

-Application application Required. Name of the application to back up.

-a

Filename file_name Required. Name and file path of the application backup file.
-f

CancelDataObjectCacheRefresh

Stops the last request to refresh the logical data object cache. If the cache mapping is running, the command
stops the current request to refresh the logical data object cache. Future periodic requests to refresh the
logical data object cache are not affected.

The infacmd dis CancelDataObjectCacheRefresh command uses the following syntax:

CancelDataObjectCacheRefresh

<-DomainName|-dn> domain name
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<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

The following table describes infacmd dis CancelDataObjectCacheRefresh options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option Argument

Description

-ResilienceTimeout timeout_period_in_seconds

-re

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName service_name

Required. Name of the Data Integration Service.

-sn

Application application Required. Name of the application.

-a

-Folder folder Folder in the application that contains the data object.
-f

-DataObject data_model.data_object Required. Name of the logical data object. The name
-do must be in the following syntax:

<data model>.<data object>

CreateService

Creates a Data Integration Service. By default, the Data Integration Service is enabled when you create it.

The infacmd dis CreateService command uses the following syntax:

CreateService

<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName |-nn> node name | <-GridName|-gn> grid name

[<-BackupNodes|-bn> node namel,node nameZ2, ..

-]

<-RepositoryService|-rs> model repository service name

<-RepositoryUserName|-rsun> model repository user name

<-RepositoryPassword|-rspd> model repository password

[<-RepositorySecurityDomain|-rssdn> model repository security domain]

[<-HttpPort> http port]
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[<-HttpsPort> https port]

[<-KeystoreFile|-kf> keystore file location]

[<-KeystorePassword|-kp> keystore password]

[<-httpProtocolType|-pt> http protocol type]

The following table describes infacmd dis CreateService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

The name is not case sensitive and must be unique within the
domain. The characters must be compatible with the code page
of the associated repository. The name cannot exceed 230
characters, have leading or trailing spaces, or contain carriage
returns, tabs, or the following characters:

/2>

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.
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Option

Argument

Description

-ResilienceTimeout

timeout_period_in
_seconds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can

-re
set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -re
option takes precedence.

-NodeName node_name Required if you do not specify grid name. Node where the Data

-n Integration Service runs. You can run the Data Integration
Service on a node or grid.

-GridName grid_name Required if you do not specify node name. Grid where the Data

-gn Integration Service runs. You can run the Data Integration
Service on a node or grid.

-BackupNodes node_name1l,node | Optional. Nodes on which the service can run if the primary

-bn _name2,... node is unavailable. You can configure backup nodes if you

have high availability.

-RepositoryService
s

model_repository_
service_name

Model Repository Service that stores run-time metadata
required to run the mappings and SQL data services.

-RepositoryUserName
-rsun

model_repository_
user_name

User name to access the Model Repository Service.

-RepositoryPassword
-rspd

model_repository_
password

User password to access the Model Repository Service.

-RepositorySecurityDomain
-rssdn

model_repository_
security_domain

Required if you use LDAP authentication. Name of the security
domain that the Model repository user belongs to.

-HttpPort

http_port

Required if you do not specify an HTTPS port. Unique HTTP
port number used for each Data Integration Service process.
After you create the service, you can define different port
numbers for each Data Integration Service process.

Default is 8095.

-HttpsPort

https_port

Required if you do not specify an HTTP port. Unique HTTPS
port number used for each Data Integration Service process.
After you create the service, you can define different port
numbers for each Data Integration Service process.

-KeystoreFile
-kf

keystore_file_loca
tion

Path and file name of the keystore file that contains the keys
and certificates required if you use the HTTPS protocol for the
Data Integration Service. You can create a keystore file with a
keytool. keytool is a utility that generates and stores private or
public key pairs and associated certificates in a keystore file.
You can use the self-signed certificate or use a certificate
signed by a certificate authority.

If you run the Data Integration Service on a grid, the keystore
file on each node in the grid must contain the same keys.

CreateService 147



Option Argument Description

-KeystorePassword keystore_passwor | Password for the keystore file.

_kp

-httpProtocolType http_protocol_typ Security protocol that the Data Integration Service uses. Enter
-pt e one of the following values:

HTTP. Requests to the service must use an HTTP URL.
HTTPS. Requests to the service must use an HTTPS URL.
Both. Requests to the service can use either an HTTP or an
HTTPS URL.

When you set the HTTP protocol type to HTTPS or Both, you
enable Transport Layer Security (TLS) for the service.

You can also enable TLS for each web service deployed to an
application. When you enable HTTPS for the Data Integration
Service and enable TLS for the web service, the web service
uses an HTTPS URL. When you enable HTTPS for the Data
Integration Service and do not enable TLS for the web service,
the web service can use an HTTP URL or an HTTPS URL. If you
enable TLS for a web service and do not enable HTTPS for the
Data Integration Service, the web service does not start.

Default is HTTP.

DeleteParameterSetEntries

Deletes entries from a parameter set. Run this command to delete parameter set entries for a mapping or
workflow that has been deployed as an application. You can delete specific parameter set entries or you can
delete all of the parameter set entries.

If any parameter that you want to delete does not exist in the parameter set, the infacmd returns a warning
message. The message indicates the parameter is not deleted because it is not in the parameter set.

The infacmd dis DeleteParameterSetEntries command uses the following syntax:

DeleteParameterSetEntries

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters

<-paramNames | -pnv> parameter names to delete, separated by spaces. For a mapping, M1, in
project Pl and folder F1, the path is P1/Fl/mapping/M1.
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<-all|> Delete all the parameters in the project scope.

The following table describes infacmd dis DeleteParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the
-a parameter set.

parametersetname parameterset name Required. Parameter set name.

- ps
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-projectScope project scope Required. Path to the mapping or workflow that contains the
-prs parameters. For a mapping, M1, in project P1 and folder F1,
the path is P1/F1/mapping/M1.

-paramNames parameter names Required. Parameter set entry names to delete, separated by
-pnv spaces. To delete all the parameters, use the -all option
instead of this option.

-all all Delete all of the parameters in the parameter set.

DeployApplication
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Deploys an application to a Data Integration Service.

The infacmd dis DeployApplication command uses the following syntax:
DeployApplication
<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-FileName|-f> file name
<-Application|-a> application

The following table describes infacmd dis DeployApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the
-sn application is deployed to.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

Filename file_name Required. Name of the application file.

-f

-Application application Required. Name of the application to deploy. If there is a

-a name conflict, the deploy fails.

disableMappingValidationEnvironment

Disables the mapping validation environment for mappings that are deployed to the Data Integration Service.

Use the ValidationEnvironment parameter to disable a validation environment for a mapping. Repeat the

command for each environment you want to remove.
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Use filters to specify one or more mappings in an application. If you do not include filters, the command
updates all mappings that are deployed to the Data Integration Service. A mapping must match all specified
filters to be modified.

Changes take effect after you recycle the Data Integration Service.

The infacmd dis disableMappingValidationEnvironment uses the following syntax:

disableMappingValidationEnvironment

<-DomainName|-dn> domain name

[<-SecurityDomain|-sdn> security domain]

<-UserName|-un> user name

<-Password|-pd> password

<-ServiceName|-sn> service name

[<-Application|-a> application name]
[<-MappingNamesFilter|-mnf> mapping names]
[<—ExecutionEnvironmentFilter\—eef>_execution_environment_name]

<-ValidationEnvironment|-ve> validation environment name
[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes the disableMappingValidationEnvironment options and arguments:

Option Argument Description
DomainName domain_name Required. Name of the Informatica domain. You can
-dn set the domain name with the -dn option or the

environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER.
If you set a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set the
user name. If you set the user name, the command
runs without single sign-on.
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Option Argument Description
Password password Required if you specify the user name. Password for
-pd the user name. The password is case sensitive. You

can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.

ServiceName

service_name

Required. Name of the Data Integration Service.

-sn
Application application_name Optional. Name of the application that contains one or
-a more mappings. If you do not specify the application,

the command updates all applications that are
deployed to the Data Integration Service.

MappingNamesFilter
-mnf

mapping names

Optional. The names of mappings that you want to
disable the validation environment for. Separate
mapping names with commas.

Default is all mappings that are deployed to the Data
Integration Service.

ExecutionEnvironmentFilter
-eef

execution_environment_name

Optional. Specify the execution environment to filter
on. Choose either native or hadoop.

For example, when you specify the native execution
environment, the command disables the validation

environment for mappings that are set to run in the
native environment.

Default is all mappings that are deployed to the Data
Integration Service.

ValidationEnvironment
-ve

validation_environment_name

Required. Name of the validation environment to
remove from a mapping. Choose one of the following
values:

native
- blaze
- spark
- hive
Run the command for each validation environment to
remove.

ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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enableMappingValidationEnvironment

Enables a mapping validation environment for mappings that are deployed to the Data Integration Service.

Use the ValidationEnvironment parameterto specify a validation environment to enable on a mapping. Repeat
the command and specify a different validation environment to enable an additional validation environment

for the mapping.

Use filters to specify one or more mappings in an application or all applications that are deployed to a Data
Integration Service. If you do not include filters, the command updates all mappings that are deployed to the

Data Integration Service. A mapping must match all specified filters to be modified.
Changes take effect after you recycle the Data Integration Service.

The infacmd dis enableMappingValidationEnvironment uses the following syntax:

enableMappingValidationEnvironment
<-DomainName | -dn> domain_ name
[<-SecurityDomain|-sdn> security domain]
<-UserName|-un> user name

<-Password|-pd> password
<-ServiceName|-sn> service name
[<-Application|-a> application name]
<-ConnectionName|-cn> connection name]
<-MappingNamesFilter|-mnf> mapping names]
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-ValidationEnvironment|-ve> validation environment name

[

[

[<-ExecutionEnvironmentFilter|-eef> execution environment name]
. _ _

[

<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes the enableMappingValidationEnvironment options and arguments:

Option Argument

Description

DomainName domain_name

-dn

Required. Name of the Informatica domain. You can
set the domain name with the -dn option or the
environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Argument

Description

UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER.
If you set a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set the
user name. If you set the user name, the command
runs without single sign-on.

Password
.pd

password

Required if you specify the user name. Password for
the user name. The password is case sensitive. You
can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.

ServiceName

service_name

Required. Name of the Data Integration Service.

-sn
Application application_name Optional. Name of the application that contains one or
-a more mappings. If you do not specify the application,

the command updates all applications that are
deployed to the Data Integration Service.

ConnectionName
-cn

connection_name

Name of the connection for the mapping validation
environment to use. The connection overwrites an
existing connection or connection parameter that was
set for the environment.

Required to enable the Blaze, Spark or Hive
environments if no connection is present in the
specified mapping. Optional to enable the native
environment or if a connection is already present.

MappingNamesFilter
-mnf

mapping names

Optional. The names of mappings that you want to
enable the validation environment for. Separate
mapping hames with commas.

Default is all mappings that are deployed to the Data
Integration Service.

ExecutionEnvironmentFilter
-eef

execution_environment_name

Optional. Identify the execution environment to filter
on. Choose either native or hadoop.

For example, when you specify the native execution
environment, the command enables the validation
environment for mappings that are set to run in the
native environment.
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Argument

Description

ValidationEnvironment
-ve

validation_environment_name

Required. Name of the validation environment to
enable on a mapping. Choose one of the following
values:

- native

- blaze

- spark

- hive

Run the command for each validation environment to
enable.

ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

ListApplicationObjectPermissions

Lists the permissions that a user or group has for an application object such as mapping or workflow.

The infacmd dis ListApplicationObjectPermissions command uses the following syntax:

ListApplicationObjectPermissions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application name

<-ApplicationObjectType|-t> application object type Mapping Workflow

<-ApplicationObject|-ao> application _object name

<<-Direct> direct permission only|<-Effective> effective permission only>
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The following table describes infacmd dis ListApplicationObjectPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -
re option takes precedence.

-Application application_name Required. Name of the application.

-a

-ApplicationObjectType
-t

application_object_type

Required. Type of the application object type.

Enter one of the following values:

- Mapping
- Workflow
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Argument

Description

-ApplicationObject

application_object_name

Required. Name of the application object.

-a0
-Direct | direct | effective Required. Level of permissions to list. Direct permissions are
-Effective permissions assigned directly to the user or group. Effective

permissions include direct permissions and inherited
permissions.

ListApplicationObjects

Lists the objects that an application contains.

When you use the -ListObjectTypes option, the command also lists the type of each object.

The infacmd dis ListApplicationObjects command uses the following syntax:

ListApplicationObjects
[<-DomainName|-dn> domain name]
[<-DomainAddress|-da> domain address. syntax - host:port]
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
[<-ObjectType|-t> object type]

[<-ListObjectType|-1t> list object type]

[<-PageSize|-ps> page size]
[<-PageIndex|-pi> page index]

The following table describes infacmd dis ListApplicationObjects options and arguments:

Option Argument Description
-DomainName domain_name Optional. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-DomainAddress
-da

domain_address

Optional. Address of the Informatica domain.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.
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Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

-ObjectType object_type Optional. Type of object that you want to list.

-t You can use this option to filter the results by object
type.

-ListObjectType true | false Optional. Enter one of the following values:

-It

- true
- false
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-PageSize page_size Required when you specify the Pagelndex option. The
-ps number of results to display in each group. When you
specify a page size, you organize command results in
groups. For example, if you specify -PageSize 5, then
the command returns results in groups of five or fewer.

-Pagelndex page_index Optional. Starting with zero, the number of page results
-pi to display. For example, if you specify -pPageSize 5 -
PageIndex 0,then the command returns the first page
of five results, results one through five.

If you omit this option, the command returns the first
PageSize of results. Default is zero.

ListApplicationOptions

160

Lists the properties for an application.

The infacmd dis ListApplicationOptions command uses the following syntax:

ListApplicationOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application

The following table describes infacmd dis ListApplicationOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Data Integration Service that the
-sn application is deployed to.
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Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

ListApplicationPermissions

Lists the permissions that a user or group has for an application.

The infacmd dis ListApplicationPermissions command uses the following syntax:

ListApplicationPermissions

<-DomainName | -dn> domain_name
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<-ServiceName|-sn> service_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application name

<<-Direct> direct permission only|<-Effective> effective permission only>

The following table describes infacmd dis ListApplicationPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. You can set
the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both methods, the -re
option takes precedence.
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Option

Argument

Description

-Application application_name Required. Name of the application.

-a

-Direct | direct | effective Required. Level of permissions to list. Direct permissions are
-Effective permissions assigned directly to the user or group. Effective

permissions include direct permissions and inherited
permissions.

ListApplications

Lists the applications that are deployed to a Data Integration Service.

The infacmd dis ListApplications command uses the following syntax:

ListApplications

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

The following table describes infacmd dis ListApplications options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set

-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -
pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service for which
to list applications.

ListComputeOptions
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List Data Integration Service properties for a node with the compute role.

The infacmd dis ListComputeOptions command uses the following syntax:

ListComputeOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName | -nn> node name
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The following table describes infacmd dis ListComputeOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName
-nn

node_name

Required. Node with the compute role that is assigned to
the Data Integration Service or to the Data Integration
Service grid.
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ListDataObjectOptions

Lists properties of a data object.

The infacmd dis ListDataObjectOptions command uses the following syntax:

ListDataObjectOptions
<-DomainName|-dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

The following table describes infacmd dis ListDataObjectOptions options and arguments:

Option Argument

Description

-dn

-DomainName domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-Sn

-ServiceName service_name

Required. Name of the Data Integration Service.

-UserName user_name
-un

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password
.pd

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

-Folder folder Required. Repository folder that contains the data

f object.

DataObject data_model.data_object Required. Data object name.

-do

ListParameterSetEntries

Lists the entries in a parameter set.

The infacmd dis ListParameterSetEntries command uses the following syntax:

ListParameterSetEntries

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-parameterSetName|-ps> parameter set name
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<-projectScope|-prs> path to the mapping or workflow that contains the parameters. For a
mapping, M1, in project Pl and folder F1, the path is P1/F1/mapping/MI.

The following table describes infacmd dis ListParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the

-sn application is deployed to.

-UserName user_name Required if the domain uses Native or LDAP authentication.
-un User name to connect to the domain. You can set the user

name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single

sign-on.
-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if
-sdn the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout timeout_period_in_sec Optional. Amount of time in seconds that infacmd attempts
-re onds to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the
- parameter set.

168 Chapter 11: infacmd dis Command Reference



Option Argument Description

parametersetname parameterset name Required. Parameter set name.

-ps

-projectScope project scope Required. Path to the mapping or workflow that contains the
-prs parameters. For a mapping, M1, in project P1 and folder F1,

the path is P1/F1/mapping/M1.

ListParameterSetObjects

List the objects in a specific parameter set.

The infacmd dis ListParameterSetObjects command uses the following syntax:

ListParameterSetObjects

<-DomainName | -dn> domain_ name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Password|-ps> parameter set

<-Application]|-a> application that contains the parameter set

The following table describes infacmd dis ListParameterSetObjects options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the

-sn application is deployed to.

-UserName user_name Required if the domain uses Native or LDAP authentication.
-un User name to connect to the domain. You can set the user

name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.
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ListParameterSets

170

Option Argument Description
-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-parameterset parameter set Required. The name of the parameter set that you want to

-ps view.

-Application application Required. Name of the application that contains the

-a parameter set.

List the parameter sets in an application.

The infacmd dis ListParameterSets command uses the following syntax:

ListParameterSets

<-DomainName | -dn> domain_name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

Chapter 11: infacmd dis Command Reference




<-Application|-a> application

The following table describes infacmd dis ListParameterSets options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application
-a

application

Required. Name of the application that contains the
parameter sets.
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ListSequenceObjectProperties

172

Lists the properties for a sequence data object.

The infacmd dis listsequenceobjectproperties command uses the following syntax:

ListSequenceObjectProperties

<-DomainName | -dn> domain_ name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
<-SequenceObjectPath|-sop> sequence object path

The following table describes infacmd dis ListSequenceObjectProperties options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Integration Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters: / *?<>"|

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

-sdn

installation.
-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
-re attempts to establish or re-establish a connection to the

domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.
-a
-SequenceObjectPath sequence object path Required. Path to the sequence data object. The path
-sop must include the following objects, in order, and where
applicable:
- Project
- Folders
- SQL data service or web service
- Mapping

- Sequence Generator transformation
- Sequence data object

If the sequence data object is in a mapping, SQL data
service, or web service, you must use a prefix before the
mapping name, SQL data service name, or web service
name. Use the following prefixes with options in the
command:

- Mapping:<mapping name>

- SQLDS:<SQL data service name>

- WS:<web service name>

Separate the options with a slash (/). For example:
<project name>/<folder>/SQLDS:<SQL Data
Service Name>/Mapping:<virtual table
mapping>/<Sequence Generator
transformation>/<sequence data object name>
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ListSequenceObjects

174

Lists the sequence data objects deployed to an application.

The infacmd dis ListSequenceObjects command uses the following syntax:

ListSequenceObjects

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application

The following table describes infacmd dis ListSequenceObjects options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Integration Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters: / * 2 < >"|

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument

Description

-SecurityDomain security_domain

-sdn

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

ListServiceOptions

Lists the properties for a Data Integration Service.

The infacmd dis ListServiceOptions command uses the following syntax:

ListServiceOptions
<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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The following table describes infacmd dis ListServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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ListServiceProcessOptions

Lists the properties of a Data Integration Service process.

The infacmd dis ListServiceProcessOptions command uses the following syntax:

ListServiceProcessOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName | -nn> node name

The following table describes infacmd dis ListServiceProcessOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Data Integration Service.
-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-sdn

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-re

-NodeName node_name Required. Name of node where the service process runs.
-nn

PurgeDataObjectCache

Purges the cache for a logical data object. If caching for logical data objects is enabled, this command
deletes all cache for a logical data object except the latest cache run. If the latest cache run is older than the
time set in the Cache Refresh Period property, the latest cache run is also deleted. If caching for logical data
objects is not enabled, this command deletes all cache for the logical data object.

You must disable the application for a logical data object before you purge the data object cache.

The infacmd dis PurgeDataObjectCache command uses the following syntax:

PurgeDataObjectCache

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ServiceName|-sn> service name

<-Application]|-a> application
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<-Folder|-f> folder

<-DataObject|-do> data model.data object

[<-PurgeAll|-pa> truelfalse]

The following table describes infacmd dis PurgeDataObjectCache options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.
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Option Argument Description

Application application Name of the application that contains the data object.
-a

Folder folder Name of the folder that contains the data object model.
-f

DataObject data_model.data_object Name of the data object with the cache you need to

-do purge.

-PurgeAll true | false Optional. Deletes all cache for a logical data object.

_pa

PurgeResultSetCache

Purges the result set caches for an application. You can purge the cache for an application when you do not
need the existing result set caches for the SQL data services and the web services in the application.

The infacmd dis PurgeResultSetCache command uses the following syntax:

PurgeResultSetCache

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ServiceName|-sn> service name

<-Application|-a> application
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The following table describes infacmd dis PurgeResultSetCache options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn
Application application Name of the application that you want to purge the result
-a set cache for.

PurgeResultSetCache 181




RefreshDataObjectCache
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Refreshes a data object cache.

The infacmd dis RefreshDataObjectCache command uses the following syntax:

RefreshDataObjectCache

<-DomainName |-dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ServiceName|-sn> service name

<-Application|-a> application

<-Folder|-f> folder

<-DataObject|-do> data model.data object

The following table describes infacmd dis RefreshDataObjectCache options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout timeout_period_in_seconds

-re

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName service_name

Required. Name of the Data Integration Service that you
want to list the applications for.

-sn

-Application application Required. Name of the application that contains the data
-3 object.

-Folder folder Required. Name of the folder that contains the data

-f object.

-DataObject data_model.data_object Required. Name of the data object that has cache to

-do refresh.

RenameApplication

Renames a deployed application. Before you rename an application, run infacmd dis StopApplication to stop
it.

The infacmd dis RenameApplication command uses the following syntax:

RenameApplication
<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password

<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
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<-ServiceName|-sn> service name

<-Application]|-a> application

<-NewName|-n> new name

The following table describes infacmd dis RenameApplication options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service where
the application is deployed.
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Option Argument Description

-Application application Required. Current application name.
-a
-NewName new_name Required. New name for the application.

-n

replaceMappingHadoopRuntimeConnections

Replaces the Hadoop connection of all mappings in deployed applications with another Hadoop connection.
The Data Integration Service uses the Hadoop connection to connect to the Hadoop cluster to run mappings

in the Hadoop environment.

The command does not modify Hadoop connections in the transformations. You can specify the application

name to replace the Hadoop connection of an application.

The infacmd dis replaceMappingHadoopRuntimeConnections uses the following syntax:

replaceMappingHadoopRuntimeConnections

<-DomainName|-dn> domain name

<-ServiceName|-sn> service_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
[<-ApplicationName|-an> application name]

<-0ldConnectionName|-oc> connection name of old connection to replace
<-NewConnectionName|-nc> connection name of new connection

The following table describes the replaceMappingHadoopRuntimeConnections options and arguments:

Option Argument Description
DomainName domain_name Required. Name of the Informatica
-dn domain. You can set the domain name

with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods,
the -dn option takes precedence.

ServiceName service_name Required. Name of the Data Integration
-sn Service.

replaceMappingHadoopRuntimeConnections
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Option

Argument

Description

UserName
-un

user_name

Required if the domain uses Native or
LDAP authentication. User name to
connect to the domain. You can set the
user name with the -un option or the
environment variable
INFA_DEFAULT_DOMAIN_USER. If you set
a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos
authentication. To run the command with
single sign-on, do not set the user name.
If you set the user name, the command
runs without single sign-on.

Password
.pd

password

Required if you specify the user name.
Password for the user name. The
password is case sensitive. You can set a
password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If
you set a password with both methods,
the password set with the -pd option
takes precedence.

SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP
authentication. Optional if the domain
uses native authentication or Kerberos
authentication. Name of the security
domain to which the domain user
belongs. You can set a security domain
with the -sdn option or the environment
variable
INFA_DEFAULT_SECURITY_DOMAIN. If
you set a security domain name with both
methods, the -sdn option takes
precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP
authentication, the default is Native. If the
domain uses Kerberos authentication, the
default is the LDAP security domain
created during installation. The name of
the security domain is the same as the
user realm specified during installation.

ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that
infacmd attempts to establish or re-
establish a connection to the domain. If
you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT
environment variable. If no value is
specified in the environment variable, the
default of 180 seconds is used.
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Option

Argument

Description

ApplicationName
-an

application_name

Optional. Name of the application that
contains the mapping. If you specify this
option, the command replaces the Hadoop
connection only for the application.

OldConnectionName
-0C

connection_name_of_old_connection_to_replace

Required. Name of the Hadoop
connection that you want to replace.

NewConnectionName
-nc

connection_name_of_new_connection

Required. Name of the Hadoop
connection that the Data Integration
Service must use to connect to Hadoop
cluster to run mappings in the Hadoop
environment.

RestoreApplication

Restores an application from a backup file. When you deploy a restored application, the application state
depends on the default deployment mode. The application properties are retained in the restored application.

The infacmd dis RestoreApplication command uses the following syntax:

RestoreApplication

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-FileName|-f> file name

[<-Application|-a> application]

The following table describes infacmd dis RestoreApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name Required. Name of the Data Integration Service to
restore the application to.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-FileName file_name Required. Name of the application backup file.

-f

-Application application Optional. Name of the application after after you deploy

-3 it. If there is a name conflict, the deploy fails.
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SetApplicationPermissions

Assigns or denies permissions on an application to a user or a group.

You can allow or deny permissions to users with the -ap or -dp options of the SetApplicationPermissions
command. If you do not explicitly allow or deny permissions using one of the options, all permissions on the
application are revoked.

The infacmd dis SetApplicationPermissions command uses the following syntax:

SetApplicationPermissions

<-DomainName |-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application name
<<-GranteeUserName|-gun> grantee user name|<-GranteeGroupName|-ggn> grantee group name>
[<-GranteeSecurityDomain|-gsdn> grantee security domain]
[<-AllowedPermissions|-ap> allowed permissions]
[<-DeniedPermissions|-dp> denied permissions]

The following table describes infacmd dis SetApplicationPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-ServiceName service_name Required. Name of the Data Integration Service where the
-sn application is deployed.

-UserName user_name Required if the domain uses Native or LDAP authentication.
-un User name to connect to the domain. You can set the user

name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single

sign-on.
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -pd
option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application_name Required. Name of the application.

-a

-GranteeUserName| grantee_user_name| Requireq. User name or group name to set or deny

GranteeGroupName permissions for.

grantee_group_name
-gunl-ggn

-GranteeSecurityDomain
-gsdn

grantee_security_domain

Required if you use LDAP authentication and you are
granting user permissions. Name of the security domain
that the user belongs to.

-AllowedPermissions
-ap

allowed_permissions

Optional. List of permissions to allow. Enter any of the

following permissions separated by spaces:

- View. Users can view application.

- Grant. Users can grant and revoke permissions on the
application.

- Execute. Users can run application.

-DeniedPermissions
.dp

denied_permissions

Optional. List of permissions to deny users. Separate each

parameter by a space. Enter any of the following

permissions separated by spaces:

- View. Users can view application.

- Grant. Users cannot grant and revoke permissions on the
application.

- Execute. Users cannot run application.

Chapter 11: infacmd dis Command Reference




SetApplicationObjectPermissions

Assigns or denies permissions on an application object such as mapping or workflow to a user or a group.

You can allow or deny permissions to users with the -ap or -dp options of the
SetApplicationObjectPermissions command. If you do not explicitly allow or deny permissions using one of
the options, the user inherits the application-level permission on the mapping or the workflow.

The infacmd dis SetApplicationObjectPermissions command uses the following syntax:

SetApplicationObjectPermissions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application name

<-ApplicationObjectType|-t> application object type Mapping Workflow
<-ApplicationObject|-ao> application object name
<<-GranteeUserName|-gun> grantee user name|<-GranteeGroupName|-ggn> grantee group name>
[<-GranteeSecurityDomain|-gsdn> grantee security domain]
[<-AllowedPermissions|-ap> allowed permissions]

[<-DeniedPermissions|-dp> denied permissions]

The following table describes infacmd dis SetApplicationObjectPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service where the
application is deployed.

-sn
-UserName user_name Required if the domain uses Native or LDAP authentication.
-un User name to connect to the domain. You can set the user

name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs without
single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with the -pd
option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain.
You can set the resilience timeout period with the -re
option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOQUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application
-a

application_name

Required. Name of the application.

-ApplicationObjectType
-t

application_object_type

Required. Type of the application object type.
Enter one of the following values:

- Mapping

- Workflow

-ApplicationObject
-a0

application_object_name

Required. Name of the application object.

-GranteeUserName|
GranteeGroupName

-gun|-ggn

grantee_user_name|
grantee_group_name

Required. User name or group name to set or deny
permissions for.

-GranteeSecurityDomain
-gsdn

grantee_security_domain

Required if you use LDAP authentication and you are
granting user permissions. Name of the security domain
that the user belongs to.
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Option

Argument

Description

-AllowedPermissions
-ap

allowed_permissions

Optional. List of permissions to allow. Enter any of the
following permissions separated by spaces:
- View. Users can view application.
- Grant. Users can grant and revoke permissions on the
application.
Execute. Users can run application.

-DeniedPermissions
.dp

denied_permissions

Optional. List of permissions to deny users. Separate each
parameter by a space. Enter any of the following
permissions separated by spaces:

- View. Users can view application.
- Grant. Users cannot grant and revoke permissions on the

application.
Execute. Users cannot run application.

setMappingExecutionEnvironment

Specifies the mapping execution environment for mappings that are deployed to the Data Integration Service.

Use filters to specify a list of mappings, all mappings in an application, or all applications that are deployed
to a Data Integration Service. If you do not include filters, the command updates all mappings that are
deployed to the Data Integration Service. A mapping must match all specified filters to be modified.

Changes take effect after you recycle the Data Integration Service.

The infacmd dis setMappingExecutionEnvironment uses the following syntax:

setMappingExecutionEnvironment
<-DomainName|-dn> domain name
<-ServiceName|-sn> service_name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

[<-Application|-a> application name]
[<-MappingNamesFilter|-mnf> mapping names]

<-ExecutionEnvironment|-ee> execution environment name
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The following table describes the setMappingExecutionEnvironment options and arguments:

Option Argument Description
DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional
if the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security domain
is the same as the user realm specified during installation.

UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

Application
-a

application_name

Optional. Name of the application that contains one or more
mappings.

MappingNamesFilter
-mnf

mapping names

Optional. The names of mappings that you want to set the
execution environment for. Separate mapping names with
commas.

Default is all mappings that are deployed to the Data
Integration Service.

ExecutionEnvironment
-ee

execution_environment_name

Required. Identify the execution environment to set. Choose
either native or hadoop.

ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. If
you omit this option, infacmd uses the timeout value
specified in the INFA_CLIENT_RESILIENCE_TIMEOUT
environment variable. If no value is specified in the
environment variable, the default of 180 seconds is used.
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SetSequenceState

Updates the current value of a sequence data object.

The infacmd dis setsequencestate command uses the following syntax:

SetSequenceState

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
<-SequenceObjectPath|-sop> sequence object path
<-SequenceValue|-sv> sequence value

The following table describes infacmd dis SetSequenceState options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Integration Service.
-sn The name is not case sensitive and must be unique

within the domain. The characters must be compatible
with the code page of the associated repository. The
name cannot exceed 230 characters, have leading or
trailing spaces, or contain carriage returns, tabs, or the
following characters: / * 2 < >"|

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application.

-a

-SequenceObjectPath sequence object path Required. Path to the sequence data object. The path

-sop must include the following objects, in order, and where
applicable:
- Project
- Folders
- SQL data service or web service
- Mapping

- Sequence Generator transformation
- Sequence data object

If the sequence data object is in a mapping, SQL data
service, or web service, you must use a prefix before the
mapping name, SQL data service name, or web service
name. Use the following prefixes with options in the
command:

- Mapping:<mapping name>

- SQLDS:<SQL data service name>

- WS:<web service name>

Separate the options with a slash (/). For example:
<project name>/<folder>/SQLDS:<SQL Data
Service Name>/Mapping:<virtual table
mapping>/<Sequence Generator
transformation>/<sequence data object name>

-SequenceValue
-SV

sequence_value

Required. The new value for sequence data object. Enter
a value that is greater than or equal to the start value of
the sequence data object and less than or equal to the
end value.
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StartApplication

Starts a deployed application. You must enable the application before you can start it. The Data Integration

Service must be running.

The infacmd dis StartApplication command uses the following syntax:

StartApplication

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

The following table describes infacmd dis StartApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.
Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Name of the application to start.

-a

Stops an application from running. You might stop an application if you need to back it up or if you want to
prevent users from accessing it.

The infacmd dis StopApplication command uses the following syntax:

StopApplication

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application]|-a> application
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The following table describes infacmd dis StopApplication options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service where
the application is deployed.

-Application
-a

application

Required. Name of the application to stop.

StopApplication 199



stopBlazeService

200

Stops the components of the Blaze engine from running. You might stop the Blaze engine components from
running if you want to perform maintenance on the Hadoop cluster such as cleaning up resources or applying
software patches.

The infacmd dis stopBlazeService command uses the following syntax:

stopBlazeService

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-HadoopConnection|-hc> Hadoop Cluster Connection Name

The following table describes infacmd dis stopBlazeService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the
-dn Informatica domain. You can

set the domain name with
the -dn option or the
environment variable
INFA_DEFAULT_DOMAIN. If
you set a domain name with
both methods, the -dn option
takes precedence.

-ServiceName service_name Required. Name of the Data
-sn Integration Service where the
application is deployed.

-UserName user_name Required if the domain uses
Native or LDAP
authentication. User name to
connect to the domain. You
can set the user name with
the -un option or the
environment variable
INFA_DEFAULT_DOMAIN_US
ER. If you set a user name
with both methods, the -un
option takes precedence.

Optional if the domain uses
Kerberos authentication. To
run the command with single
sign-on, do not set the user
name. If you set the user
name, the command runs
without single sign-on.

-un
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Option Argument Description
-Password password Required if you specify the
-pd user name. Password for the

user name. The password is
case sensitive. You can set a
password with the -pd option
or the environment variable
INFA_DEFAULT_DOMAIN_PA
SSWORD. If you set a
password with both
methods, the password set
with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses
LDAP authentication.
Optional if the domain uses
native authentication or
Kerberos authentication.
Name of the security domain
to which the domain user
belongs. You can set a
security domain with the -
sdn option or the
environment variable
INFA_DEFAULT_SECURITY_D
OMAIN. If you set a security
domain name with both
methods, the -sdn option
takes precedence. The
security domain name is
case sensitive.

If the domain uses native or
LDAP authentication, the
default is Native. If the
domain uses Kerberos
authentication, the default is
the LDAP security domain
created during installation.
The name of the security
domain is the same as the
user realm specified during
installation.

stopBlazeService 201




Option

Argument

Description

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in
seconds that infacmd
attempts to establish or re-
establish a connection to the
domain. You can set the
resilience timeout period
with the -re option or the
environment variable
INFA_CLIENT_RESILIENCE_TI
MEOUT. If you set the
resilience timeout period
with both methods, the -re
option takes precedence.

-HadoopConnection
-he

Hadoop_Cluster_Connection_Name

Required. Name of the
Hadoop connection that the
Data Integration Service
uses to run the mapping on
the Blaze engine.

Note: When you run the stopBlazeService command, some component logs might not be written to aggregate
log files on HDFS. You can view the logs in the directory configured for the Blaze engine logs based on the
following property in the hadoopEnv.properties file: infagrid.node.local.root.log.dir

UndeployApplication
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Removes an application from a Data Integration Service.

The infacmd dis UndeployApplication command uses the following syntax:

UndeployApplication

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceName|-sn> service name

<-Application|-a> application
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The following table describes infacmd dis UndeployApplication options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name. If
you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout
-re

timeout_period_in_secon
ds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You
can set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -
re option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service to remove the
application from.

-sn
-Application application Required. Name of the application to remove from the Data
-a Integration Service.
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Updates an application from an application file and maintains the configuration. The application must be
deployed to a Data Integration Service. End users can access the latest version of the application.

The infacmd dis UpdateApplication command uses the following syntax:

UpdateApplication

<-DomainName |-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-FileName|-f> file name

[<-Application|-a> application]

The following table describes infacmd dis UpdateApplication options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Data Integration Service where
-sn the application is deployed.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.
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Option Argument Description

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during

-sdn

installation.
-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd
-re attempts to establish or re-establish a connection to the

domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-FileName file_name Required. Name and path of the application file to
£ update the deployed application with.
-Application application Optional. Name of the deployed application.

-a

UpdateApplicationOptions

Updates application properties.

Separate each option and value with a space. To view current properties, run infacmd dis
ListApplicationOptions.

Enter connection options in the following format:
. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd dis UpdateApplicationOptions command uses the following syntax:
UpdateApplicationOptions
<-DomainName|-dn> domain name
<-ServiceName|-sn> service_name
<-UserName|-un> user_name

<-Password|-pd> password
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[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application

<-Options|-o> options

The following table describes infacmd dis UpdateApplicationOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Data Integration Service that the
-sn application is deployed to.

-UserName user_name Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-un

-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-sdn

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.
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Option Argument Description

-Application application Required. Name of the application to update.

-a

-Options options Required. Enter each option and value to update.

-0 Separate each option by a space. To view application
options, run the infacmd dis ListApplicationOptions
command.

UpdateComputeOptions

Updates Data Integration Service properties for a node with the compute role. Use the command to override
Data Integration Service properties for a specific compute node.

Enter options in the following format:
. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd dis UpdateComputeOptions command uses the following syntax:

UpdateComputeOptions

<-DomainName | -dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName |-nn> node name

<-Options|-o> options

The following table describes infacmd dis UpdateComputeOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName service_name Required. Name of the Data Integration Service.
-sn
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

e domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName node_name Required. Node with the compute role that is assigned to

-n the Data Integration Service or to the Data Integration
Service grid.

-Options options Required. Enter each option separated by a space. To

0 view the options, run the infacmd dis

ListComputeOptions command.

You can update the following Data Integration Service
options:

- ExecutionOptions.TemporaryDirectories

- ExecutionOptions.DISHomeDirectory

- ExecutionOptions.CacheDirectory

- ExecutionOptions.SourceDirectory

- ExecutionOptions.TargetDirectory

- ExecutionOptions.RejectFilesDirectory
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UpdateDataObjectOptions

Updates data object properties. To view the current options, run the infacmd dis ListDataObjectOptions
command.

Enter connection options in the following format:
. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The infacmd dis UpdateDataObjectOptions command uses the following syntax:

UpdateDataObjectOptions
<-DomainName | -dn> domain name
<-ServiceName|-sn> service name
<-UserName|-un> user name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-Application|-a> application
<-Folder|-f> folder

<-DataObject|-do> data model.data object
<-Options|-o0> options

The following table describes infacmd dis UpdateDataObjectOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes

precedence.
-ServiceName service_name Required. Name of the Data Integration Service that the
-sn application is deployed to.
-UserName user_name Required if the domain uses Native or LDAP
-un authentication. User name to connect to the domain. You

can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the
-pd user name. The password is case sensitive. You can set

a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Application application Required. Application that contains the data object.

-a

-Folder Folder Required. Name of the folder that contains the data

f object model.

-DataObject data_model.data_object Required. Name of the data object that you want to

-do update.

-Options options Required. Enter options and values separated by spaces.

-0 To view the current options, run the infacmd dis

ListDataObjectOptions command.

Data Object Options

Use the data object options to configure caching for a logical data object. Use the data object options with
the infacmd dis UpdateDataObjectOptions command.

Enter data object options in the following format:

. -o option type.option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes data object options:

Option

Description

DataObjectOptions.CachingEnabled

Cache the logical data object in the data object cache database. True or
false. Default is true.

DataObjectOptions.CacheRefreshPeriod

Number of minutes between cache refreshes. Default is zero.

DataObjectOptions.CacheTableName

The name of the user-managed table from which the Data Integration
Service accesses the logical data object cache. A user-managed cache
table is a table in the data object cache database that you create, populate,
and manually refresh when needed.

If you specify a cache table name, the Data Object Cache Manager does not
manage the cache for the object and ignores the cache refresh period. If
you do not specify a cache table name, the Data Object Cache Manager
manages the cache for the object.

UpdateParameterSetEntries

Updates entries from a parameter set. Run this command to update the values in parameter set entries for a

mapping or workflow in an application.

The infacmd dis UpdateParameterSetEntries command uses the following syntax:

UpdateParameterSetEntries

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-Application|-a> application

<-parameterSetName|-ps> parameter set name

<-projectScope|-prs> path to the mapping or workflow that contains the parameters. For a
mapping, M1, in project Pl and folder F1l, the path is P1/Fl/mapping/Ml.

<-paramNames |-pnv> parameter name-value pairs, separated by double quotes
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The following table describes infacmd dis UpdateParameterSetEntries options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-ServiceName

service_name

Required. Name of the Data Integration Service that the
application is deployed to.

-sn

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. You

-re
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-Application application Required. Name of the application that contains the

-a parameter set.

parametersetname parameterset name Required. Parameter set name.

- ps
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Option Argument Description

-projectScope project scope Required. Path to the mapping or workflow that contains the

-prs parameters. For a mapping, M1, in project P1 and folder F1,
the path is P1/F1/mapping/M1.

-paramNames parameter names Required.Required. Parameter name-value pairs separated

-pnv by space. Enclose name-value pairs in double quotes.

Enclose each value in single quotes. Use the following
syntax: "parml="valueA'" "parm2='valueB'" "parm3=
'valueC'" . You can include spaces in a parameter value.
You can include an apostrophe (') or a colon (:) in the value

if you escape the character with a backslash (\). 'c:
\directory'

UpdateServiceOptions

Updates Data Integration Service properties. To view current properties run the infacmd dis
ListServiceOptions command.

You can change the properties while the service is running, but you must recycle the service for the changed

properties to take effect.

The infacmd dis UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName|-dn> domain name

<-ServiceName|-sn> service name

<-UserName|-un> user_

name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

[<-Options|-0> options]

[<-NodeName|-nn> node name | <-GridName|-gn> grid name]

[<-BackupNodes|-bn> node namel,node name2,...]

The following table describes infacmd dis UpdateServiceOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service that the
application is deployed to.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-ResilienceTimeout

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the

-re
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

-Options options Optional. Enter each option separated by a space. To

-0 view options, run the infacmd dis ListServiceOptions
command.

-NodeName node_name Optional. Enter the node or grid where the Data

-nn grid_name Integration Service will un. The Data Integration Service

) can run on a node or grid.

-GridName

.gn

-BackupNodes node_name1,node_name2,. | Optional. Nodes on which the service can run if the

-bn primary node is unavailable. You can configure backup

nodes if you have high availability.
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Data Integration Service Options

Use the Data Integration Service options with the infacmd dis UpdateServiceOptions command.

Enter Data Integration Service options in the following format:

. -o option type.option name=value

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Data Integration Service options:

Option

Description

LoggingOptions.LogLevel

Level of error messages that the Data Integration Service writes
to the Service log. Choose one of the following message levels:
Fatal, Error, Warning, Info, Trace, or Debug.

ExecutionOptions.OutOfProcessExecution

Runs jobs in the Data Integration Service process, in separate
DTM processes on the local node, or in separate DTM processes
on remote nodes. Configure the property based on whether the
Data Integration Service runs on a single node or a grid and
based on the types of jobs that the service runs.

Enter one of the following options:

- IN_PROCESS. Runs jobs in the Data Integration Service
process. Configure when you run SQL data service and web
service jobs on a single node or on a grid where each node
has both the service and compute roles.

- OUT_OF_PROCESS. Runs jobs in separate DTM processes on
the local node. Configure when you run mapping, profile, and
workflow jobs on a single node or on a grid where each node
has both the service and compute roles.

- OUT_OF_PROCESS_REMOTE. Runs jobs in separate DTM
processes on remote nodes. Configure when you run
mapping, profile, and workflow jobs on a grid where nodes
can have a different combination of roles. If you configure
this option when the Data Integration Service runs on a single
node, then the service runs jobs in separate local processes.

Default is OUT_OF_PROCESS.

ExecutionOptions.MaxHadoopBatchExecutionPoolSize

Maximum number of deployed jobs that can run concurrently in
the Hadoop environment. The Data Integration Service moves
Hadoop jobs from the queue to the Hadoop job pool when
enough resources are available. Default is 100.

ExecutionOptions.MaxNativeBatchExecutionPoolSize

Maximum number of deployed jobs that can run concurrently in
the native environment. The Data Integration Service moves
native mapping jobs from the queue to the native job pool when
enough resources are available. Default is 10.

ExecutionOptions.MaxOnDemandExecutionPoolSize

Maximum number of on-demand jobs that can run concurrently.
Jobs include data previews, profiling jobs, REST and SQL
queries, web service requests, and mappings run from the
Developer tool. The Data Integration Service immediately runs
on-demand jobs if enough resources are available. Otherwise,
the Data Integration Service rejects the job. Default is 10.
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Option

Description

ExecutionOptions.MaxMemorySize

Maximum amount of memory, in bytes, that the Data Integration
Service can allocate for running all requests concurrently when
the service runs jobs in the Data Integration Service process.
When the Data Integration Service runs jobs in separate local or
remote processes, the service ignores this value. If you do not
want to limit the amount of memory the Data Integration Service
can allocate, set this property to 0.

If the value is greater than 0, the Data Integration Service uses
the property to calculate the maximum total memory allowed for
running all requests concurrently. The Data Integration Service
calculates the maximum total memory as follows:

Maximum Memory Size + Maximum Heap Size + memory
required for loading program components
Default is 0.

Note: If you run profiles or data quality mappings, set this
property to 0.

ExecutionOptions.MaxMappingParallelism

Maximum number of parallel threads that process a single
mapping pipeline stage.

When you set the value greater than one, the Data Integration
Service enables partitioning for mappings and for mappings
converted from profiles. The service dynamically scales the
number of partitions for a mapping pipeline at run time.
Increase the value based on the number of CPUs available on
the nodes where mappings run.

In the Developer tool, developers can change the maximum
parallelism value for each mapping. When maximum parallelism
is set for both the Data Integration Service and the mapping, the
Data Integration Service uses the minimum value when it runs
the mapping.

Default is 1. Maximum is 64.

ExecutionOptions.DisHadoopPrincipal

Service Principal Name (SPN) of the Data Integration Service to
connect to a Hadoop cluster that uses Kerberos authentication.

ExecutionOptions.DisHadoopKeytab

The file path to the Kerberos keytab file on the machine on
which the Data Integration Service runs.

ExecutionOptions.TemporaryDirectories

Directory for temporary files created when jobs are run. Default
is <home directory>/disTemp.

Enter a list of directories separated by semicolons to optimize
performance during profile operations and during cache
partitioning for Sorter transformations.

You cannot use the following characters in the directory path:

<>, 0]

ExecutionOptions.DISHomeDirectory

Root directory accessible by the node. This is the root directory
for other service directories. Default is <Informatica
installation directory>/tomcat/bin. If you change the
default value, verify that the directory exists.

You cannot use the following characters in the directory path:

X2 <>
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Option

Description

ExecutionOptions.CacheDirectory

Directory for index and data cache files for transformations.
Default is <home directory>/cache.

Enter a list of directories separated by semicolons to increase
performance during cache partitioning for Aggregator, Joiner, or
Rank transformations.

You cannot use the following characters in the directory path:

X2 <>

ExecutionOptions.SourceDirectory

Directory for source flat files used in a mapping. Default is
<home directory>/source.

If the Data Integration Service runs on a grid, you can use a
shared directory to create one directory for source files. If you
configure a different directory for each node with the compute
role, ensure that the source files are consistent among all
source directories.

You cannot use the following characters in the directory path:

X2 <>

ExecutionOptions.TargetDirectory

Default directory for target flat files used in a mapping. Default
is <home directory>/target.

Enter a list of directories separated by semicolons to increase
performance when multiple partitions write to the flat file
target.

If the Data Integration Service runs on a grid, you can use a
shared directory to create one directory for target files. If you
configure a different directory for each node with the compute
role, ensure that the target files are consistent among all target
directories.

You cannot use the following characters in the directory path:

x>

ExecutionOptions.RejectFilesDirectory

Directory for reject files. Reject files contain rows that were
rejected when running a mapping. Default is <home
directory>/reject.

You cannot use the following characters in the directory path:

X2 <>

ExecutionOptions.EnableOSProfile

Indicates that the Data Integration Service can use operating
system profiles for mapping execution. You can enable
operating system profiles if the Data Integration Service runs on
UNIX or Linux.

Default is false.

ExecutionOptions.HadoopInfaHomeDir

The PowerCenter Big Data Edition home directory on every data
node created by the Hadoop RPM install. Type /
<PowerCenterBigDataEditionInstallationDirectory>/
Informatica.
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Option

Description

ExecutionOptions.HadoopDistributionDir

The directory containing a collection of Hive and Hadoop JARS
on the cluster from the RPM Install locations. The directory
contains the minimum set of JARS required to process
Informatica mappings in a Hadoop environment. Type /
<PowerCenterBigDataEditionInstallationDirectory>/
Informatica/services/shared/hadoop/
[Hadoop_distribution_name].

ExecutionOptions.DisHadoopDistributionDir

The Hadoop distribution directory on the Data Integration
Service node. The contents of the Data Integration Service
Hadoop distribution directory must be identical to Hadoop
distribution directory on the data nodes. Type <Informatica
Installation directory/Informatica/services/
shared/hadoop/ [Hadoop distribution name].

RepositoryOptions.RepositoryServiceName

Service that stores run-time metadata required to run mappings
and SQL data services.

RepositoryOptions.RepositoryUserName

User name to access the Model repository. The user must have
the Create Project privilege for the Model Repository Service.

RepositoryOptions.RepositoryPassword

User password to access the Model repository.

RepositoryOptions.RepositorySecurityDomain

LDAP security domain name if you are using LDAP. If you are
not using LDAP the default domain is native.

DataObjectCacheOptions.CacheRemovalTime

The number of milliseconds the Data Integration Service waits
before cleaning up cache storage after a refresh. Default is
3,600,000.

DataObjectCacheOptions.CacheConnection

The database connection name for the database that stores the
data object cache. Enter a valid connection object name.

DataObjectCacheOptions.MaxConcurrentRefreshRequests

Maximum number of cache refreshes that can occur at the
same time.

DataObjectCacheOptions.EnableNestedLDOCache

Indicates that the Data Integration Service can use cache data
for a logical data object used as a source or a lookup in another
logical data object during a cache refresh. If false, the Data
Integration Service accesses the source resources even if you
enabled caching for the logical data object used as a source or
a lookup.

For example, logical data object LDO3 joins data from logical
data objects LDO1 and LDO2. A developer creates a mapping
that uses LDO3 as the input and includes the mapping in an
application. You enable caching for LDO1, LDO2, and LDO3. If
you enable nested logical data object caching, the Data
Integration Service uses cache data for LDO1 and LDO2 when it
refreshes the cache table for LDO3. If you do not enable nested
logical data object caching, the Data Integration Service
accesses the source resources for LDO1 and LDO2 when it
refreshes the cache table for LDO3.

Default is false.
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Option

Description

DeploymentOptions.DefaultDeploymentMode

Determines whether to enable and start each application after
you deploy it to a Data Integration Service.

Enter one of the following options:

- EnableandStart. Enable the application and start the
application.

- EnableOnly. Enable the application but do not start the
application.

- Disable. Do not enable the application.

PassThroughSecurityOptions.AllowCaching

Allows data object caching for all pass-through connections in
the Data Integration Service. Populates data object cache using
the credentials in the connection object.

Note: When you enable data object caching with pass-through
security, you might allow unauthorized access to some data.

HttpProxyServerOptions.HttpProxyServerHost

Name of the HTTP proxy server.

HttpProxyServerOptions.HttpProxyServerPort

Port number of the HTTP proxy server.
Default is 8080.

HttpProxyServerOptions.HttpServerUser

Authenticated user name for the HTTP proxy server. This is
required if the proxy server requires authentication.

HttpProxyServerOptions.HttpProxyServerPassword

Password for the authenticated user. The Service Manager
encrypts the password. This is required if the proxy server
requires authentication.

HttpProxyServerOptions.HttpProxyServerDomain

Domain for authentication.

HttpConfigurationOptions.AllowedIPAddresses

List of constants or Java regular expression patterns compared
to the IP address of the requesting machine. Use a space to
separate multiple constants or expressions.

If you configure this property, the Data Integration Service
accepts requests from IP addresses that match the allowed
address pattern. If you do not configure this property, the Data
Integration Service uses the Denied IP Addresses property to
determine which clients can send requests.

HttpConfigurationOptions.AllowedHostNames

List of constants or Java regular expression patterns compared
to the host name of the requesting machine. The host names
are case sensitive. Use a space to separate multiple constants
or expressions.

If you configure this property, the Data Integration Service
accepts requests from host names that match the allowed host
name pattern. If you do not configure this property, the Data
Integration Service uses the Denied Host Names property to
determine which clients can send requests.
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Option

Description

HttpConfigurationOptions.DeniedIPAddresses

List of constants or Java regular expression patterns compared
to the IP address of the requesting machine. Use a space to
separate multiple constants or expressions.

If you configure this property, the Data Integration Service
accepts requests from IP addresses that do not match the
denied IP address pattern. If you do not configure this property,
the Data Integration Service uses the Allowed IP Addresses
property to determine which clients can send requests.

HttpConfigurationOptions.DeniedHostNames

List of constants or Java regular expression patterns compared
to the host name of the requesting machine. The host names
are case sensitive. Use a space to separate multiple constants
or expressions.

If you configure this property, the Data Integration Service
accepts requests from host names that do not match the denied
host name pattern. If you do not configure this property, the
Data Integration Service uses the Allowed Host Names property
to determine which clients can send requests.

HttpConfigurationOptions.HTTPProtocolType

Security protocol that the Data Integration Service uses. Enter

one of the following values:

- HTTP. Requests to the service must use an HTTP URL.

- HTTPS. Requests to the service must use an HTTPS URL.

- Both. Requests to the service can use either an HTTP or an
HTTPS URL.

When you set the HTTP protocol type to HTTPS or Both, you
enable Transport Layer Security (TLS) for the service.

You can also enable TLS for each web service deployed to an
application. When you enable HTTPS for the Data Integration
Service and enable TLS for the web service, the web service
uses an HTTPS URL. When you enable HTTPS for the Data
Integration Service and do not enable TLS for the web service,
the web service can use an HTTP URL or an HTTPS URL. If you
enable TLS for a web service and do not enable HTTPS for the
Data Integration Service, the web service does not start.

Default is HTTP.

ResultSetCacheOptions.FileNamePrefix

The prefix for the names of all result set cache files stored on
disk. Default is RSCACHE.

ResultSetCacheOptions.EnableEncryption

Indicates whether result set cache files are encrypted using
128-bit AES encryption. Valid values are true or false. Default is
true.

MappingServiceOptions.MaxNotificationThreadPoolSize

Allocates the number of threads that send notifications to the
client.
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Option

Description

MappingServiceOptions.MaxMemPerRequest

The behavior of Maximum Memory Per Request depends on the
following Data Integration Service configurations:

- The service runs jobs in separate local or remote processes,
or the service property Maximum Memory Size is 0 (default).

Maximum Memory Per Request is the maximum amount of
memory, in bytes, that the Data Integration Service can
allocate to all transformations that use auto cache mode in a
single request. The service allocates memory separately to
transformations that have a specific cache size. The total
memory used by the request can exceed the value of
Maximum Memory Per Request.

- The service runs jobs in the Data Integration Service process,
and the service property Maximum Memory Size is greater
than 0.

Maximum Memory Per Request is the maximum amount of
memory, in bytes, that the Data Integration Service can
allocate to a single request. The total memory used by the
request cannot exceed the value of Maximum Memory Per
Request.

Default is 536,870,912.

ProfilingServiceOptions.ProfileWarehouseConnectionName

Connection object name for the connection to the profiling
warehouse.

ProfilingServiceOptions.MaxRanks

Number of minimum and maximum values to display for a
profile. Default is 5. Default is 10.

ProfilingServiceOptions.MaxPatterns

Maximum number of patterns to display for a profile.

ProfilingServiceOptions.MaxProfileExecutionPoolSize

Maximum number of threads to run profiling.

ProfilingServiceOptions.MaxExecutionConnections

Maximum number of database connections for each profiling
job.

ProfilingServiceOptions.ExportPath

Location to export profile results. Enter the file system path.
Default is ./ProfileExport.

AdvancedProfilingServiceOptions.MinPatternFrequency

Minimum number of patterns to display for a profile.

AdvancedProfilingServiceOptions.MaxValueFrequencyPairs

Maximum number of value/frequency pairs to store in the
profiling warehouse. Default is 16,000.

AdvancedProfilingServiceOptions.MaxStringLength

Maximum length of a string that the profiling service can
process.

AdvancedProfilingServiceOptions.MaxNumericPrecision

Maximum number of digits for a numeric value.

AdvancedProfilingServiceOptions.ExecutionPoolSize

Maximum number of threads to run mappings.

AdvancedProfilingServiceOptions.ColumnsPerMapping

Limits the number of columns that can be profiled in a single
mapping due to save memory and disk space. Default is 5. If
you profile a source with over 100 million rows decrease the
value to as low as 1.
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Option

Description

AdvancedProfilingServiceOptions.MaxParallelColumnBatches

Number of threads that can run mappings at the same time.
Defaultis 1.

AdvancedProfilingServiceOptions.ValueFrequencyMemSize

Amount of memory to allow for value-frequency pairs. Default is
64 megabytes.

AdvancedProfilingServiceOptions.ReservedThreads

Number of threads of the Maximum Execution Pool Size that are
for priority requests. Default is 1.

AdvancedProfilingServiceOptions.MaxMemPerRequest

Maximum amount of memory, in bytes, that the Data Integration
Service can allocate for each mapping run for a single profile
request.

Default is 536,870,912.

SQLServiceOptions.DTMKeepAliveTime

Number of milliseconds that the DTM process stays open after
it completes the last request. Identical SQL queries can reuse
the open process. Use the keepalive time to increase
performance when the time required to process the SQL query is
small compared to the initialization time for the DTM process. If
the query fails, the DTM process terminates. Must be greater
than or equal to 0. 0 means that the Data Integration Service
does not keep the DTM process in memory. Default is 0.

You can also set this property for each SQL data service that is

deployed to the Data Integration Service. If you set this property
for a deployed SQL data service, the value for the deployed SQL
data service overrides the value you set for the Data Integration
Service.

SQLServiceOptions.TableStorageConnection

Relational database connection that stores temporary tables for
SQL data services. By default, no connection is selected.

SQLServiceOptions.SkipLogFiles

Prevents the Data Integration Service from generating log files
when the SQL data service request completes successfully and
the tracing level is set to INFO or higher. Default is false.

SQLServiceOptions.MaxMemPerRequest

The behavior of Maximum Memory Per Request depends on the
following Data Integration Service configurations:

- The service runs jobs in separate local or remote processes,
or the service property Maximum Memory Size is 0 (default).

Maximum Memory Per Request is the maximum amount of
memory, in bytes, that the Data Integration Service can
allocate to all transformations that use auto cache mode in a
single request. The service allocates memory separately to
transformations that have a specific cache size. The total
memory used by the request can exceed the value of
Maximum Memory Per Request.

- The service runs jobs in the Data Integration Service process,
and the service property Maximum Memory Size is greater
than 0.

Maximum Memory Per Request is the maximum amount of
memory, in bytes, that the Data Integration Service can
allocate to a single request. The total memory used by the
request cannot exceed the value of Maximum Memory Per
Request.

Default is 50,000,000.
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Option

Description

WorkflowOrchestrationServiceOptions.DBName

Connection name of the database that stores run-time metadata
for workflows.

WorkflowQrchestrationServiceOptions.MaxWorkerThreads

The maximum number of threads that the Data Integration
Service can use to run parallel tasks between a pair of inclusive
gateways in a workflow. The default value is 10.

If the number of tasks between the inclusive gateways is
greater than the maximum value, the Data Integration Service
runs the tasks in batches that the value specifies. For example,
if the Maximum Worker Threads value is 10, the Data Integration
Service runs the tasks in batches of ten.

WSServiceOptions.DTMKeepAliveTime

Number of milliseconds that the DTM process stays open after
it completes the last request. Web service requests that are
issued against the same operation can reuse the open process.
Use the keepalive time to increase performance when the time
required to process the request is small compared to the
initialization time for the DTM process. If the request fails, the
DTM process terminates. Must be greater than or equal to 0. 0
means that the Data Integration Service does not keep the DTM
process in memory. Default is 5000.

You can also set this property for each web service that is
deployed to the Data Integration Service. If you set this property
for a deployed web service, the value for the deployed web
service overrides the value you set for the Data Integration
Service.

WSServiceOptions.WSDLLogicalURL

Prefix for the WSDL URL if you use an external HTTP load
balancer. For example,

http://loadbalancer:8080
The Data Integration Service requires an external HTTP load
balancer to run a web service on a grid. If you run the Data

Integration Service on a single node, you do not need to specify
the logical URL.

WSServiceOptions.SkipLogFiles

Prevents the Data Integration Service from generating log files
when the web service request completes successfully and the
tracing level is set to INFO or higher. Default is false.
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Description

WSServiceOptions.MaxMemPerRequest

The behavior of Maximum Memory Per Request depends on the
following Data Integration Service configurations:

- The service runs jobs in separate local or remote processes,
or the service property Maximum Memory Size is 0 (default).

Maximum Memory Per Request is the maximum amount of
memory, in bytes, that the Data Integration Service can
allocate to all transformations that use auto cache mode in a
single request. The service allocates memory separately to
transformations that have a specific cache size. The total
memory used by the request can exceed the value of
Maximum Memory Per Request.

- The service runs jobs in the Data Integration Service process,
and the service property Maximum Memory Size is greater
than 0.

Maximum Memory Per Request is the maximum amount of
memory, in bytes, that the Data Integration Service can
allocate to a single request. The total memory used by the
request cannot exceed the value of Maximum Memory Per
Request.

Default is 50,000,000.

Modules.MappingService

Enter false to disable the module that runs mappings and
previews. Default is true.

Modules.ProfilingService

Enter false to disable the module that runs profiles and
generates scorecards. Default is true.

Modules.SQLService

Enter false to disable the module that runs SQL queries against
a SQL data service. Default is true.

Modules.WebService

Enter false to disable the module that runs web service
operation mappings. Default is true.

Modules.WorkflowOrchestrationService

Enter false to disable the module that runs workflows. Default is
true.

Updates properties for a Data Integration Service process. To view current properties, run the infacmd dis

ListServiceProcessOptions command.

Enter options in the following format:

. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric

character, enclose the value in quotation marks.

The infacmd dis UpdateServiceProcessOptions command uses the following syntax:

UpdateServiceProcessOptions

<-DomainName | -dn> domain name
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<-ServiceName|-sn> service name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName | -nn> node name

<-Options|-o0> options

The following table describes infacmd dis UpdateServiceProcessOptions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set
-dn the domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-ServiceName
-sn

service_name

Required. Name of the Data Integration Service.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain. You
can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option Argument Description

-ResilienceTimeout timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd

-re attempts to establish or re-establish a connection to the
domain. You can set the resilience timeout period with
the -re option or the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re
option takes precedence.

NodeName node_name Required. Node where the Data Integration Service runs.

-nn

-Options options Required. Enter each option separated by a space. To

-0 view the options, run the infacmd dis
ListServiceProcessOptions command.

Data Integration Service Process Options

Use the Data Integration Service process options with the infacmd dis UpdateServiceProcessOptions

command.

Enter Data Integration Service process options in the following format:

. -0 option type.option name=value

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Data Integration Service process options:

Option

Description

GeneralOptions.JVMOptions

Java Virtual Machine (JVM) command line options to run Java-
based programs. When you configure the JVM options, you must
set the Java SDK classpath, Java SDK minimum memory, and
Java SDK maximum memory properties.

GeneralOptions.HttpPort

Unique HTTP port number for the Data Integration Service
process when the service uses the HTTP protocol.

GeneralOptions.HttpsPort

Unique HTTPS port number for the Data Integration Service
process when the service uses the HTTPS protocol.

LoggingOptions.LogDirectory

Directory for Data Integration Service node process logs. Default
is <INFA_HOME>\logs\dislogs.

If the Data Integration Service runs on a grid, use a shared
directory to create one directory for log files. Use a shared
directory to ensure that if the master service process fails over
to another node, the new master service process can access
previous log files.

ResultSetCacheOptions.MaxTotalDiskSize

Maximum number of bytes allowed for the total result set cache
file storage. Default is 0.

ResultSetCacheOptions.MaxPerCacheMemorySize

Maximum number of bytes allocated for a single result set
cache instance in memory. Default is 0.
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Description

ResultSetCacheOptions.MaxTotalMemorySize

Maximum number of bytes allocated for the total result set
cache storage in memory. Default is 0.

ResultSetCacheOptions.MaxNumCaches

Maximum number of result set cache instances allowed for this
Data Integration Service process. Default is 0.

HttpConfigurationOptions.MaxConcurrentRequests

Maximum number of HTTP or HTTPS connections that can be
made to this Data Integration Service process. Default is 200.

HttpConfigurationOptions.MaxBacklogRequests

Maximum number of HTTP or HTTPS connections that can wait
in a queue for this Data Integration Service process. Default is
100.

HttpConfigurationOptions.KeyStoreFile

Path and file name of the keystore file that contains the keys
and certificates required if you use the HTTPS protocol for the
Data Integration Service. You can create a keystore file with a
keytool. keytool is a utility that generates and stores private or
public key pairs and associated certificates in a keystore file.
You can use the self-signed certificate or use a certificate
signed by a certificate authority.

If you run the Data Integration Service on a grid, the keystore file
on each node in the grid must contain the same keys.

HttpConfigurationOptions.KeyStorePassword

Password for the keystore file.

HttpConfigurationOptions.TrustStoreFile

Path and file name of the truststore file that contains
authentication certificates trusted by the Data Integration
Service.

If you run the Data Integration Service on a grid, the truststore
file on each node in the grid must contain the same keys.

HttpConfigurationOptions.TrustStorePassword

Password for the truststore file.

HttpConfigurationOptions.SSLProtocol

Secure Sockets Layer protocol to use. Default is TLS.

SQLServiceOptions.MaxConcurrentConnections

Limits the number of database connections that the Data
Integration Service can make for SQL data services. Default is
100.
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CHAPTER 12

Infacmd es Command Reference

This chapter includes the following topics:

e ListServiceOptions, 228

e UpdateServiceOptions, 229
e UpdateSMTPOptions, 231

ListServiceOptions

Returns a list of properties that are configured for the Email Service. To configure Email Service properties,
run infacmd es updateServiceOptions. To configure Email Service email server properties, run infacmd es
updateSMTPOptions.

The infacmd es listServiceOptions command uses the following syntax:

ListServiceOptions

<-DomainName|-dn> domain name
[<-SecurityDomain|-sdn> security domain]
<-UserName|-un> user name
<-Password|-pd> password

[<-ServiceName|-sn> service name]
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[<-ResilienceTimeout|-re> timeout period in seconds]

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if the
-sdn domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-UserName user_name Required if the domain uses Native or LDAP authentication. User
-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-ServiceName service_name Optional. Enter Email_Service.
-sn

-ResilienceTimeout | timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd attempts to
-re establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

UpdateServiceOptions

Updates Email Service properties. Run this command to configure domain properties and nodes for the Email
Service. To view current Email Service properties, run infacmd es listServiceOptions.
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The infacmd es updateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName | -dn> domain_name
[<-SecurityDomain|-sdn> security domain]
<-UserName|-un> user name

<-Password|-pd> password

[<-ServiceName|-sn> service name]
[<-ResilienceTimeout|-re> timeout period in seconds]
[<-NodeName |[nn> primary node name]

[<-BackupNodes|-bn> backup node names]

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if the
-sdn domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-UserName user_name Required if the domain uses Native or LDAP authentication. User
-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-ServiceName service_name Optional. Enter Email_Service.
-sn
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Option Argument Description

-ResilienceTimeout | timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd attempts to
-re establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-Options options Enter options in the following format:
0 OptionGroupName.OptionName=OptionValue
OptionGroupName?2.0OptionName2=OptionValue?2

To view valid options, run infacmd isp ListServiceOptions.

-NodeName primary node name Optional. Primary node on which the service runs.

-nn

-BackupNodes backup node names Optional. Nodes on which the service can run if the primary node
-bn is unavailable.

UpdateSMTPOptions

Updates the SMTP properties for the Email Service. Business glossaries and workflows use the Email Service
SMTP configuration to email notifications.

The following notifications use the Email Service SMTP configuration to send emails:

e Business glossary notifications.
e Scorecard notifications.

o Workflow notifications. Workflow notifications include emails sent from Human tasks and Notification
tasks in workflows that the Data Integration Service runs.

The infacmd es updateSMTPOptions command uses the following syntax:

UpdateSMTPOptions

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ServiceName|-sn> service name]
[<-ResilienceTimeout|-re> timeout period in seconds]
[<-SMTPServerHostName|-sa> smtp host]
[<-SMTPUsername|-su> smtp email password]
[<-SMTPEmailPassword|-se> smtp email password]

[<-SMTPEmailAddress|-ss> smtp email address]
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[<-SMTPPort|-sp> smtp port]

[<-SMTPAuthEnabled|-sau> smtp auth enabled]

[<-SMTPTLSEnabled|-stls> smtp tls enabled]

[<-SMTPSSLEnabled|-sssl> smtp ssl enabled]

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ServiceName
-sn

service_name

Optional. Enter Email_Service.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. If you
omit this option, infacmd uses the timeout value specified in
the INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment variable,
the default of 180 seconds is used.

-SMTPServerHostName
-sa

smtp_host

Optional. The SMTP outbound mail server host name. For
example, enter the Microsoft Exchange Server for Microsoft
Outlook. Default is localhost.
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Option Argument Description
-SMTPUsername smtp_user Optional. User name for authentication upon sending.
-su

-SMTPEmailPassword
-se

smtp_email_password

Optional. Password for authentication upon sending, if
required by the outbound SMTP mail server.

-SMTPEmailAddress
-ss

smtp_email_address

Optional. Email address that the Email Service uses in the
From field when sending notification emails from a workflow.
Default is admin@example.com.

SMTPPort
.Sp

smtp_port

Optional. Port number used by the outbound SMTP mail
server. Valid values are from 1 to 65535. Default is 25.

-SMTPAuthEnabled
-sau

smtp_auth_enabled

Optional. Indicates that the SMTP server is enabled for
authentication. If true, the outbound mail server requires a
user name and password. If true, you must select whether the
server uses the Transport Layer Security (TLS) protocol or
the Secure Sockets Layer (SSL) protocol. Enter true or
false. Default is false.

-SMTPTLSEnabled
-stls

smtp_tls_enabled

Optional. Indicates that the SMTP server uses the TLS
protocol. If true, enter the TLS port number for the SMTP
server port property. Enter true or false. Default is false.

-SMTPSSLEnabled
-sssl

smtp_ssl_enabled

Optional. Indicates that the SMTP server uses the SSL
protocol. If true, enter the SSL port number for the SMTP
server port property. Enter true or false. Default is false.
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CHAPTER 13

infacmd ihs Command Reference

This chapter includes the following topics:

e createservice, 234

e ListServiceOptions, 238

e UpdateServiceOptions, 239

e UpgradeClusterService, 241

createservice

Creates an Informatica Cluster Service.

The infacmd ihs createService command uses the following syntax:

CreateService

<-DomainName | -dn> domain_name
<-NodeName | -nn> node name
[<-SecurityDomain|-sdn> security domain]
<-UserName|-un> user name

<-Password|-pd> password

<-ServiceName|-sn> service name
[<-ResilienceTimeout|-re> timeout period in seconds]
[<-HttpPort|-p> port name]

[<-HttpsPort|-sp> https port name]
[<-EnableTls|-tls> enable tls truel|false]
[<-KeystoreFile|-kf> keystore file location]
[<-KeystorePassword|-kp> keystore password]
[<-SSLProtocol|-sslp> ssl protocol]
<-HadoopGatewayHost |-hgh>
[<-HadoopGatewayPort |-hgp>]

<-HadoopNodes|-hn>
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[<-GatewayUser|-gu>]

[<-isOverridePwd|-opwd> Override default password true|false (default false)]
[<-ambariAdminPassword|-apwd> Ambari admin password ]
[<-isDomainSSLEnabled|-dssl> Is domain SSL enabled true|false]
[<-TrustStoreLocation|-tf>]

[<-TrustStorePassword|-tp>]

[<-EnableKerberos|-krb> enable kerberos true|false]
[<-KdcType|-kt> kdc_type mit-kdc|active-directory]
[<-KdcHost|-kh> kdc_host]

[<-AdminServerHost|-ah> kdc_host]

[<-Realm|-r> realm]

[<-LdapUrl|-lu> ldap_url]

[<-ContainerDn|-cd> container dn]

[<-AdminUserPrincipal |-au> admin principal]
[<-AdminPassword|-ap> admin password]

[<-OtherOptions|-00> other options]

The following table describes infacmd ihs CreateService options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment

variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-NodeName node_name Required. Informatica Domain node name.

-nn

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional
-sdn if the domain uses native authentication or Kerberos

authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option

Argument

Description

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password
_pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-ServiceName
-sn

service_name

Required. Informatica Cluster Service name.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts
to establish or reestablish a connection to the domain. You
can set the resilience timeout period with the -re option or
the environment variable
INFA_CLIENT_RESILIENCE_TIMEOUT. If you set the
resilience timeout period with both methods, the -re option
takes precedence.

-HttpPort port_name Optional. A unique HTTP port number used for Informatica
P Cluster Service.

-HttpsPort https_port_name Required if you enable Transport Layer Sercurity. Port

-sp number for the HTTPS connection.

-EnableTls enable_tls truelfalse Optional. Select this option to enable Transport Layer

tls Sercurity.

-KeystoreFile

keystore_file_location

Required if you select Enable Transport layer Security. Path

kf and file name of the keystore file. The keystore file
contains the keys and certificates required if you use the
SSL security protocol with Catalog® Administrator.

-KeystorePassword keystore_password Required if you select Enable Transport layer Security. The

-kp password for the keystore file.

-SSLProtocol ssl_protocol Optional. Secure Sockets Layer protocol to use.

-sslp

-HadoopGatewayHost Hadoop_Gateway_Host Required. Fully qualified host name of the node that serves

-hgh as the gateway to the Hadoop cluster.

-HadoopGatewayPort Hadoop_Gateway_Port Optional. Port number of the Hadoop gateway node. Default

-hgp is 8080.
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Option

Argument

Description

-HadoopNodes Hadoop_Nodes Required. Comma-separated list of fully qualified host

-hn names that host the Hadoop services.

-GatewayUser Gateway_User Optional. Username for the Hadoop Gateway Node. Enable
-gu a SSH connection from Informatica Domain to Hadoop

Gateway Host. Default is root.

-isOverridePwd
-opwd

Override_default_password

Required. Specify if you want to override the existing
Ambari administrator password.

-ambariAdminPassword

-apwd

Ambari_admin_password

Required. The Ambari administrator password to log into
the Ambari Service.

-isDomainSSLEnabled
-dssl

is_Domain_SSL_Enabled

Optional. Specify true to enable SSL domain. Default is
False.

-TrustStoreLocation
-tf

Trust_Store_Location

Required when the domain is SSL- enabled. Domain
truststore file location in the cluster.

-TrustStorePassword
_tp

Trust_Store_Password

Required when the domain is SSL- enabled. Truststore
domain password.

-EnableKerberos

Enable_Kerberos

Optional. Specify True to enable Kerberos. Default is False.

-krb

-KdcType kdc_type mit-kdc|active- Required when Kerberos is enabled. Type of Key

-kt directory Distribution Center that is configured, such as MIT KDC or
active directory.

-KdcHost kdc_host Required when Kerberos is enabled. Fully qualified domain

«h name for the Key Distribution Center host.

-AdminServerHost kdc_host Required when Kerberos is enabled. Fully qualified domain

-ah name for the KDC Kerberos administrative server host.

-Realm realm Required when Kerberos is enabled. Name of the Kerberos

T realm.

-LdapUrl Idap_url Required when Kerberos is enabled. URL to the active

u directory.

-ContainerDn
-cd

container_dn

Required when Kerberos is enabled. Name of the container
used to store service principals.

-AdminUserPrincipal
-au

admin_principal

Required when Kerberos is enabled. Administrator user
principal used to create principals and keytabs.
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Option

Argument

Description

-AdminPassword
-ap

admin_password

Required when Kerberos is enabled. Administrator
password for the administrator user principal.

-OtherOptions
-00

other options

Optional. Enter name-value pair separated by spaces. To
enter an option value that contains a space or other non-
alphanumeric character, enclose the value in quotation
marks.

ListServiceOptions

Lists options for the Informatica Cluster Service.

The infacmd ihs ListServiceOptions command uses the following syntax:

ListServiceOptions

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

<-ServiceName|-sn> service name

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

The following table describes infacmd ihs ListServiceOptions options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication. User
name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the

command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.
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Option Argument Description

-ServiceName service_name Required. Name of the Informatica Cluster Service.

-sn

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if the
-sdn domain uses native authentication or Kerberos authentication.

Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-ResilienceTimeout | timeout_period_in_seconds | Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. You can set
the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both methods, the -re
option takes precedence.

-re

UpdateServiceOptions

Updates options for the Informatica Cluster Service. Separate multiple options with a space. To enter a value
that contains a space or other non-alphanumeric character, enclose the value in quotation marks.

The infacmd ihs UpdateServiceOptions command uses the following syntax:

UpdateServiceOptions

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

<-ServiceName|-sn> service name
[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-Options|-o0> options
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The following table describes infacmd ihs UpdateServiceOptions options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-ServiceName service_name

-sn

Required. Name of the Informatica Cluster Service.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-ResilienceTimeout | timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. You can set

-re
the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If you
set the resilience timeout period with both methods, the -re
option takes precedence.

-Options options Required. Enter name-value pair separated by spaces.

-0
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UpgradeClusterService

Upgrades the Informatica Cluster Service configuration.

The infacmd ihs UpgradeClusterService command uses the following syntax:

UpgradeClusterService

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

<-ClusterServiceName|-csn> cluster_service_name

[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-InputFileName|-if> input file name

The following table describes infacmd ihs UpgradeClusterService options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user name
with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.

-ClusterServiceName | cluster_service_name Required. Refers to the name of the Informatica Cluster Service.

-csn
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.If the
domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. You can
set the resilience timeout period with the -re option or the
environment variable INFA_CLIENT_RESILIENCE_TIMEOUT. If
you set the resilience timeout period with both methods, the -re
option takes precedence.

-InputFileName
-if

input_file_name

Required. Complete path to the backup ZIP file on the local
machine. The upgrade process validates the backup ZIP file and
does not restore data.
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CHAPTER 14

infacmd ipc Command Reference

This chapter includes the following topics:

ExportToPC, 243
ImportFromPC, 246

genReuseReportFromPC, 247

ExportToPC

Exports objects from the Model repository or an export file and converts them to PowerCenter objects.

The ExportToPC command converts objects from the Model repository or from an XML file that you exported
from the Model repository. You must choose either a Model repository or a source file for export. If you
choose both options, the source file option takes precedence. Run ExportToPC command to create an XML
file that you can import into PowerCenter with the pmrep program.

The infacmd ipc ExportToPC command uses the following syntax:

ExportToPC

<-Release|-rel> release number

[<-SourceFile|-sf> source file]

[<-SourceRepository|-sr> source repository]
[<-SourceFolders|-f> folderl folder2|<-SourceObjects|-so> objectl object2]
[<-Recursive|-r>]

[<-TargetLocation|-tl> target location]

[<-TargetFolder|-tf> target folder name]

[<-CodePage|-cp> target code page]

[<-Check]|~-c>]

[<-ReferenceDatalLocation|-rdl> reference data output location]
[<-ConvertMappletTargets|-cmt>]
[<-ConvertMappingsToMapplets|-cmm>]

[<-NoValidation|-nv>]

[<-DSTErrorFormat |-def>]
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The following table describes infacmd ipc ExportToPC command options and arguments:

Option Argument Description

-Release release_number | Required. The PowerCenter release number.

-rel

-SourceFile source_file Optional. The full path to an XML file containing source objects that you
-sf exported with the Developer tool.

-SourceRepository
-Sr

source_reposito
ry

Optional. The Model repository that contains the objects to export to
PowerCenter.

To specify the gateway host and port to connect to the Model Repository
Service, use the following command syntax in a non-Kerberos domain:

<Model repository name>@<host>:<port>#<projectname>
2

user=<username> [ &namespace=<namespace>] &password=<password
>

To specify the domain name when you have multiple gateway nodes, use the
following command syntax to establish a resilient connection to the Model
Repository Service in a non-Kerberos domain:

<Model repository name>@<domainname>#<projectname>
?

user=<username> [ §namespace=<namespace>] &password=<password
>

To specify the domain name with the logged-in credentials, use the following
command syntax to run the command with single sign on:

<Model repository name>@<domainname>#<projectname>
?isloggedinuser=true[&namespace=<namespace>]

To specify the gateway host and port with the logged-in credentials, use the
following command syntax to run the command with single sign on:

<Model repository name>@<host>:<port>#<projectname>
?isloggedinuser=true[&namespace=<namespace>]

To specify the gateway host and port with the user credentials you specify
instead of the logged-in credentials, use the following command syntax in a
Kerberos domain:

<Model repository name>@<host>:<port>#<projectname>

2
iskerberos=true&user=<username>[&namespace=<namespace>]&pa
ssword=<password> &Kerberosrealm=<kerberosrealm>

To specify the domain name with the user credentials you specify instead of
the logged-in credentials, use the following command syntax in a Kerberos
domain:

<Model repository name>@<domainname>#<projectname>
?

iskerberos=true&user=<username>[&namespace=<namespace>]&pa
ssword=<password> &Kerberosrealm=<kerberosrealm>

The port parameter is the HTTP port. The &amespace parameter is optional.
The default namespace is native.

-SourceFolders
-f

source_folders

If you use -sr, you must use -f or -so.

List of source folders that you want to export from the Model repository. You
can export mapplets, mappings, and logical data object models from the
source folders to PowerCenter. If you export more than one object, you must
separate each object in the list with a space.
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Option

Argument

Description

SourceObjects
-S0

source_objects

If you use -sr, you must use -f or -so.

List of source objects that you want to export from the Model repository. You
can export mapplets, mappings, and logical data object models to
PowerCenter. You can describe the object as a name.

Use the following syntax:
name=/<path>/<objectname>[&type=<typename>]

You must include the full path of the object. If you export more than one
object, you must separate each object in the list with a space.

You can enter the following types:

- Mapping. Use to export mapping and mapplets.

- DataObjectModel. Use to export logical data object models.
The type is not case sensitive. Default is Mapping.

-Recursive
-

Optional. Exports all mappings and logical data object models from the
source folders. Exports each subfolder below the objects, and any subfolders
below that.

-TargetLocation
-tl

target_location

Optional. The full path to the target XML file.

-TargetFolder

target_folder_n

Optional. The PowerCenter folder to export the objects to. The ExportToPC

4f ame command places the folder name in the target XML file. If you do not
configure a folder name, the ExportToPC command creates a folder name.

-CodePage target_code_pa Optional. Code page of the PowerCenter repository. Default is UTF-8.

-cp ge

-Check Optional. Tests the conversion without creating a target file.

-C

- reference_data_ | Optional. Location where you want to save reference table data. The

ReferenceDataLoc | output_location | ExportToPC command saves the reference table data as one or more

ation dictionary .dic files.

-rd|

ConvertMappletTa
rgets

-cmt

Optional. Converts targets in mapplets to output transformations in the
PowerCenter mapplet.

PowerCenter mapplets cannot contain targets. If the export includes a
mapplet that contains a target and you do not select this option, the export
fails.

ConvertMappingst

Optional. Converts Developer tool mappings to PowerCenter mapplets. The
Developer tool converts sources and targets in the mappings to Input and

oMapplets Output transformations in a PowerCenter mapplet.

-cmm

-NoValidation Optional. The ExportToPC command does not validate source objects before
-nv converting them.

-DSTErrorFormat Optional. The error messages appear in a format that the Developer tool can
-def parse. The full path of each object displays in the error messages. Default is

to display errors in a user-friendly format.
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ImportFromPC

Converts a PowerCenter repository object XML file to a Model repository object XML file. Export PowerCenter
repository objects to an XML file. Run the importFromPC command to create a target XML file with objects
that you can import into a Model repository.

You can import the target XML file to a Model respository with the infacmd oie ImportObjects command or
from the Developer tool. If you use the command line to import the target XML file, ImportFromPC does not
assign connections to the Model repository objects in the target XML file. You can assign connections with
the infacmd oie ImportObjects command or from the Developer tool.

The infacmd ipc importFromPC command uses the following syntax:

importFromPC

<-Release|-rel> release number

[<-SourceFile|-sf> source file]

[<-TargetFile|-tf> target location]

[<-Check|-c>]

[<-Db2Type|-dt> default db2 type]

[<-Db2TypesFile|-df> db2 types file]
[<-DefaultLookUpConType|-dl> default lookup con type]
[<-LookUpConTypesFile|-1lcf> lookup connection types file]

[<-ConvertOverriddenProps|-orprops> recreate transformation with overridden properties
in mappings]

[<-LogFile|-1f> log file]

The following table describes infacmd ipc ImportFromPC command options and arguments:

Option Argument Description

-Release release_number | Required. The version of the Model repository.

-rel

-SourceFile source_file Required. The full path to a PowerCenter XML file containing the source

-sf objects.

-TargetFile target_location Required. The full path to a target XML file.

-tf

-Check - Optional. Tests the conversion without creating a target file.

-C When you test object conversion, you do not require target location.

-Db2Type default_db2_typ | Optional. The DB2 subsystem type used for conversion.

-dt € You can specify either Db2Type or Db2TypesFile, or both. If you specify both
Db2Type and Db2TypesFile for IBM DB2 objects, the DB2 source and target
that are not listed in the Db2TypesFile gets converted to the Db2Type.

If you do not specify a DB2 subsystem type, the default DB2 subsystem type
is used. Default is LUW.
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Option

Argument

Description

-Db2TypesFile
-df

db2_types_file

Optional. A property file that contains the PowerCenter DB2 source and Db2
subsystem type. You can use a Db2 types file if the Db2 source and target
are from different subsystems such as LUW, z/0S, or i/0S.

You can specify either Db2Type or Db2TypesFile, or both. If you specify both
Db2Type and Db2TypesFile for IBM DB2 objects, the DB2 source and target
that are not listed in the Db2TypesFile gets converted to the Db2Type.

If you do not specify the DB2 subsystem type, the default DB2 subsystem
type is used. Default is LUW.

DefaultLookUpCo
nType

-dl

default_lookup_
con_type

Optional. The lookup connection type used for conversion.

You can specify either DefaultLookUpConType or LookUpConTypesFile, or
both. If you specify both DefaultLookUpConType and LookUpConTypesFile
for the lookup objects, the Lookup transformations that are not listed in the
LookUpConTypesFile are converted to the DefaultLookUpConType.

If you do not specify the DefaultLookUpConType for a lookup object during
conversion, the default connection type is used. Default is ODBC.

LookUpConTypesF
ile
-lcf

lookup_connect
ion_type_file

Optional. A property file that contains the lookup source and the lookup
connection type. You can use a lookup connection type file if the lookup
objects are from different databases, such as Oracle or IBM DB2.

You can specify either DefaultLookUpConType or LookUpConTypesFile, or
both. If you specify both DefaultLookUpConType and LookUpConTypesFile
for the lookup objects, the Lookup transformations that are not listed in the
LookUpConTypesFile are converted to the DefaultLookUpConType.

If you do not specify the DefaultLookUpConType for a lookup object during
conversion, the default connection type is used. Default is ODBC.

ConvertOverridenp
rops

-orprops

True|False

Optional. Preserves override properties for reusable PowerCenter source,
target, and transformations during conversion.

The command creates nonreusable transformations for PowerCenter
transformations with override properties. It also creates reusable data
objects for PowerCenter sources and targets with override properties.

Valid values are True or False. Default is True.

-LogFile

log_file

Optional. Path and file name of the output log file. Default is STDOUT.

genReuseReportFromPC

Generates a report that estimates how many PowerCenter mappings can be reused in the Model repository
for a native or Hadoop environment. You can generate the report as a PDF or Excel file.

Note: If you generate the report as an Excel file, click Enable Content in the message bar to load all sheets.

Before you run the infacmd ipc genReuseReportFromPC command, verify that you complete the following

tasks:

e Configure the required environment variables for the pmrep command.

¢ If you use a Linux environment, grant the read, write, and execute permissions on each release folder
located in the following directory: <informatica server installation directory>/tools/pcutils
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The infacmd ipc genReuseReportFromPC command uses the following syntax:

genReuseReportFromPC

<-RepositoryName|-r> Pc_Repository Name
<-HostName|-h> Pc_Domain HostName

<-PortNumber|-o0> Pc _Domain PortNumber
[<-UserName|-n> Domain UserName]

[<-Password|-x> Domain Password]
[<-SecurityDomain|-s> Pc Repository Security domain]
<-folderNames|-£f> Pc _Folder Names
<-SrcRelease|-srel> Pc_Release version
[<-targetRelease|-trel> Target Release version]
[<-CodePage|-cp> Pc Repository code page]
<-targetDir|-td> Target Directory
<-authenticationType|-at> authentication Type
[<-LogFile|-1f> Log file Name]

[<-Font> Font to use for PDF]
[<-ExecutionEnvironment |-execMode> Execution Environment]
[<-BlockSize> Block Size]

The following table describes infacmd ipc genreusereportfrompc command options and arguments:

248

Option

Argument

Description

-RepositoryName
-

Pc_Repository_Na
me

Required. The PowerCenter repository name.

-HostName Pc_Domain_Host Required. The host name of the PowerCenter repository.

-h Name

-PortNumber Pc_Domain_PortN | Required. The port number of the gateway node.

-0 umber

-UserName Domain_UserNam | Optional. User name of the PowerCenter domain. If you do not enter a user

-n e name, the command uses the value in the INFA_DEFAULT_DOMAIN_USER
environment variable.

Password Domain_Passwor Optional. Password of the PowerCenter domain. If you do not enter a user

X d name, the command uses the value in the

INFA_DEFAULT_DOMAIN_PASSWORD environment variable.

-SecurityDomain
-S

Pc_Repository_Se
curity_domain

Required if you use LDAP authentication. Name of the security domain that
the user belongs to. If you do not enter a security domain, the command
uses the value in the INFA_DEFAULT_SECURITY_DOMAIN environment
variable.

You can use Native, LDAP, or SSO as the value. The default value is Native.
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Option

Argument

Description

-folderNames

Pc_Folder_Names

Required. PowerCenter folders that contain the objects to be reused. The

f folder names can contain expressions. The folder names can contain * as
expressions.
Note: If you use the Linux environment, you cannot use $ in the folder
name.

-SrcRelease Pc_Release_versi Required. The PowerCenter Repository Service major release version.

-srel on Enter the version in the following format:

9.6.x
For example, enter a version in the following format:

9.6.1

-targetRelease
-trel

Target_Release_v
ersion

Optional. The Big Data Management® release version. If you do not enter a
version, the command uses the product version. You can enter versions
from 10.0.0 and above.

Enter the version in the following format:
10.0.x

For example, enter a version in the following format:

10.0.0
-CodePage Pc_Repository_co | Optional. Code page of the PowerCenter repository. Default is UTF-8.
-cp de_page
-targetDir Target_Directory Required. Location of the target directory on the machine on which the
-td infacmd client and server runs. You must have the read, write, and execute

permissions on the target directory folder.
For example, enter the infacmd client location in the following format:

installed location_of_client\clients\DeveloperClient
\infacmd

For example, enter the infacmd server location in the following format:
installed location of server\isp\bin

Note: On a Linux machine, you cannot use § in the target directory name.

authenticationTyp
e

-at

authentication_Ty
pe

Required. The type of user authentication for the domain. Enter one of the
following values: LDAP, Native, or Kerberos Single Sign On.

-LogFile
-If

Log_file_Name

Optional. Name of the generated log file. If you do not enter a name, the
command prints the logs on the console. Uses the value of file_path/
file_name.

If you enter a file name, the log file with the same name appears in the
infacmd folder.

If you enter a directory path that is not valid, the log file with the path name
appears in the infacmd folder. For example, if you enter x as the directory
path, the log file named x appears in the infacmd folder.

-Font

Font_to_use_for_
PDF

Optional. The location for the font file to have Unicode characters in the
report.

genReuseReportFromPC 249




250

Option

Argument

Description

ExecutionEnviron

Execution_Environ
ment

Optional. The run-time engine in the Hadoop environment. The report
validates mappings based on the run-time engine that you choose. You can

ment use Blaze, Spark, or Hive as the value. If you do not enter a value, the

-execMode report will run against all engines and include only the engine with the
fewest errors.

-BlockSize Block_Size Optional. The number of mappings that you want to run the infacmd ipc

genReuseReportFromPC command against. If you do not enter a value, the
report runs and converts all the mappings within each folder at a time.
When the memory required to run the command is unavailable, use the
-BlockSize option to control the number of mappings instead of running the
command on all the mappings in the repository.
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CHAPTER 15

infacmd isp Command Reference

The infacmd isp program administers the Informatica domain, the security, and the PowerCenter application
services. You can enable and disable Informatica services with infacmd isp commands.

This chapter includes the commands that you can use with the infacmd isp program.

AddAlertUser

Subscribes a user to alert notification emails. Before you can subscribe any user to alerts, you must
configure SMTP settings for the outgoing mail server. You can run infacmd isp AddAlertUser for any user.

When you subscribe to alerts, you receive domain and service notification emails for the objects on which
you have permission.

The infacmd isp AddAlertUser command uses the following syntax:

AddAlertUser

<-DomainName | -dn> domain_name

<-UserName|-un> user name

[<-SecurityDomain|-sdn> security domain]

<-Password|-pd> password

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]

<-AlertUser|-au> user name
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The following table describes infacmd isp AddAlertUser options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

—dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

—un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date.The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout timeout_period_in_sec

Optional. Amount of time in seconds that infacmd attempts to

—re onds establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-AlertUser user_name Required. Name of user you want to subscribes to alerts.

-au
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RELATED TOPICS:

e “UpdateSMTPOptions” on page 633

AddConnectionPermissions

Assigns connection permissions to a user or group.

The infacmd isp AddConnectionPermissions command uses the following syntax:

AddConnectionPermissions

<-DomainName|-dn> domain name

<-UserName | -un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-ResilienceTimeout|-re> timeout period in seconds]

<<-RecipientUserName|-run> recipient user name|<RecipientGroupName|-rgn>
recipient group name>

<-RecipientSecurityDomain|-rsd> recipient security domain]
<-ConnectionName|-cn> connection name
[<-Permission|-p> permission READ|WRITE|EXECUTE|GRANT |ALL

The following table describes infacmd isp AddConnectionPermissions options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You
-dn can set the domain name with the -dn option or the

environment variable INFA_DEFAULT_DOMAIN. If
you set a domain name with both methods, the -dn
option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the
domain. You can set the user name with the -un
option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user
name with both methods, the -un option takes
precedence.

Optional if the domain uses Kerberos
authentication. To run the command with single
sign-on, do not set the user name. If you set the
user name, the command runs without single sign-
on.
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Option Argument Description
-Password password Required if you specify the user name. Password
-pd for the user name. The password is case sensitive.

You can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set
with the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication
or Kerberos authentication. Name of the security
domain to which the domain user belongs. You can
set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain
name is case sensitive.

If the domain uses native or LDAP authentication,
the default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of
the security domain is the same as the user realm
specified during installation.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection
to the domain. If you omit this option, infacmd
uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-RecipientUserName
-run

recipient_user_name

Required if you do not specify the recipient group
name. Name of the user to whom the connection
permission is assigned.

-RecipientGroupName
-rgn

recipient_group_name

Required if you do not specify the recipient user
name. Name of the group to whom the connection
permission is assigned.

-RecipientSecurityDomain
-rsd

recipient_security_domain
_name

Required if recipient belongs to an LDAP security
domain. Name of the security domain that the
recipient belongs to. Default is Native.

-ConnectionName

connection_name_security
_domain

Required. Name of the connection

-cn
-Permission permission Required. Type of permission to assign.
-p Enter one or more of the following values

separated by spaces:

- READ

- WRITE. Read and Write

- EXECUTE

- GRANT. Read and Grant

- ALL. Read, Write, Execute Grant
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AddDomainLink

Adds a link to a domain. records connection properties to a remote, or linked, domain so that you can
exchange repository metadata between the local domain and the linked domain.

You may want to add a link to a domain if you need to access a PowerCenter Repository Service in that
domain.

You can add a link to another Informatica domain when you register or unregister a local repository with a
global repository in another Informatica domain.

The infacmd isp AddDomainLink command uses the following syntax:

AddDomainLink

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-LinkedDomainName|-1d> linked domain name
<-DomainLink|-dl> domain hostl:port domain host2:port...

The following table describes infacmd isp AddDomainLink options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
—dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.
_un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name. If
you set the user name, the command runs without single sign-

on.
-Password password Required if you specify the user name. Password for the user
~pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the local domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the local domain. If
you omit this option, infacmd uses the timeout value specified
in the INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment variable,
the default of 180 seconds is used.

-LinkedDomainName
-Id

linked_domain_name

Required. Name of the domain that you want to establish a
connection with.

-DomainLink
-dl

gateway_host1:port
gateway_host2:port ...

Required. The host names and port numbers for the gateway
nodes in the linked domain.

AddDomainNode

Adds a node to the domain. Before you can start the node, you must define it by running infasetup
DefineGatewayNode or DefineWorkerNode on the node.

The infacmd isp AddDomainNode command uses the following syntax:

AddDomainNode

<-DomainName |-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NodeName | -nn> node name

[<-FolderPath|-fp> full folder path]
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[<-EnableServiceRole|-esr> truel|false]
[<-EnableComputeRole|-ecr> truel|false]

The following table describes infacmd isp AddDomainNode options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user name
with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes

precedence.
-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if
-sdn the domain uses native authentication or Kerberos

authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-Gateway gateway_host1:port Required if the gateway connectivity information in the
-hp gateway_host2:port ... domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout timeout_period_in_sec | Optional. Amount of time in seconds that infacmd attempts to
-re onds establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-NodeName node_name Required. Name of the node you want to add to the domain.
-nn
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Option

Argument

Description

-FolderPath
_fp

full_folder_path

Optional. Full path, excluding the domain name, to the folder in
which you want to add the node. Must be in the following
format:

/parent_folder/child folder

Default is “/" (the domain).

-esr

-EnableServiceRole true | false Optional. Enables the service role on the node. If true,

-esr application services can run on the node. If false, application
services cannot run on the node. Set to false only if the node is
assigned to a Data Integration Service grid and you want to
dedicate the node to running mappings.

Default is true.
-EnableComputeRole true | false Optional. Enables the compute role on the node. If true, the

node can perform computations requested by remote
application services. If false, the node cannot perform
computations requested by remote application services.

A node requires the compute role when the Data Integration
Service runs jobs on the node.

If the Data Integration Service does not run jobs on the node,
you can disable the compute role. However, enabling or
disabling the compute role does not have a performance
impact.

Default is true.

AddGroupPrivilege

Assigns a privilege to a group in the domain. You can assign privileges to a group for the domain. You can
also assign group privileges for each application service in the domain.

The infacmd isp AddGroupPrivilege command uses the following syntax:

AddGroupPrivilege

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

<-Gateway|-hp> gateway hostl:port gateway host2:port...

[<-ResilienceTimeout|-re> timeout period in seconds]
<-GroupName |-gn> group name
[<-GroupSecurityDomain|-gsf> group security domain]
<-ServiceName|-sn> service_name

<-PrivilegePath|-pp> path of privilege
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The following table describes infacmd isp AddGroupPrivilege options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain name
with both methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the

-pd user name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if you use LDAP authentication. Name of the
security domain that the user belongs to. You can set a
security domain with the -sdn option or the environment
variable INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn option
takes precedence. Security domain is case sensitive.
Default is Native.

-Gateway
.hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or reestablish a connection to the domain. If
you omit this option, infacmd uses the timeout value
specified in the INFA_CLIENT_RESILIENCE_TIMEOUT
environment variable. If no value is specified in the
environment variable, the default of 180 seconds is used.

-GroupName
.gn

group_name

Required. Name of the group to which you are assigning the
privilege. To enter a name that contains a space or other
non-alphanumeric character, enclose the name in quotation
marks.

-GroupSecurityDomain
-gsf

group_security_domain

Required if you use LDAP authentication. Name of the
security domain that the group to which you are assigning
the privilege belongs to. Default is Native.
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Option Argument Description

-ServiceName service_name Required. Domain or application service name for which you
-sn want to view privileges.

-PrivilegePath path_of_privilege Required. Fully-qualified name of the privilege you want to
-pp assign to the group. A fully-qualified name includes privilege

group name and privilege name. For example, a fully-
qualified privilege name for the Repository Service is folder/
create. If the privilege name includes spaces, enclose the
path in quotation marks as follows:

“Runtime Objects/Monitor/Execute/Manage
Execution”

If the privilege name includes the special character “/”, add
the escape character "\" before it as follows:

“Model/View Model/Export\/Import Models”

AddLicense
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Adds a license to the domain. After you add a license, you can assign it to an application service using the
AssignLicense command. You must assign a license to a service before you can use the service.

The infacmd isp AddLicense command uses the following syntax:

AddLicense

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> securitydomain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-LicenseName|-1n> license name

<-LicenseKeyFile|-1f> license key file

[<-FolderPath|-fp> full folder path]
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The following table describes infacmd isp AddLicense options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the domain

-dn name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with the
-un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user name.

-pd The password is case sensitive. You can set a password with the -

pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you set
a security domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name of
the security domain is the same as the user realm specified during
installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port numbers
for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-LicenseName
-In

license_name

Required. Name of the license. The name is not case sensitive and
must be unique within the domain. The name cannot exceed 79
characters, have leading or trailing spaces, or contain carriage
returns, tabs, or the following characters:

/*?<>u‘
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AddNamespace
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Option

Argument

Description

-LicenseKeyFile

license_key_file

Required. Path to the license key file.

-If
-FolderPath full_folder_path Optional. Full path, excluding the domain name, to the folder in
-fp which you want to add the license. Must be in the following format:

/parent_folder/child_folder
Default is “/" (the domain).

Creates an LDAP security domain and sets the filters to search for users or groups in the directory service.
Creates the LDAP security domain if the Informatica domain uses LDAP or Kerberos authentication.

The infacmd isp AddNamespace command uses the following syntax:

AddNamespace

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-NameSpace|-ns> namespace

[<-UserSearchBase|-usb> usersearchbase]

[<-UserFilter|-uf> userfilter]

[<-GroupSearchBase|-gsb> groupsearchbase]

[<-GroupFilter|-gf> groupfilter]
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The following table describes infacmd isp AddNamespace options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name. If
you set the user name, the command runs without single
sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Name of the security domain to which the domain user
belongs. You can set a security domain with the -sdn option
or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

You can specify a value for -sdn or use the default based on

the authentication mode:

- Required if the domain uses LDAP authentication. Default
is Native. To work with LDAP authentication, you need to
specify the value for -sdn.

- Optional if the domain uses native authentication or
Kerberos authentication. Default is native for native
authentication. If the domain uses Kerberos authentication,
the default is the LDAP security domain created during
installation. The name of the security domain is the same
as the user realm specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd tries to
establish a connection to the domain. If you omit this option,
infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If
you do not specify the environment variable, the default value
used is 180 seconds.
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Option

Argument

Description

-NameSpace
-ns

namespace

Required. Name of the LDAP or Kerberos security domain that
you want to add. The name is not case sensitive and must be
unique within the domain. The name cannot contain spaces
or any of the following special characters:

,H/<>@;\%7?
The name cannot exceed 128 characters. The name can

contain an ASCII space character except for the first and last
character. You cannot use any other space characters.

-UserSearchBase
-usb

usersearchbase

Distinguished name (DN) of the entry that serves as the
starting point to search for user names in the LDAP directory
service. The LDAP directory service searches for an object in
the directory according to the path in the distinguished name
of the object.

For example, in Microsoft Active Directory, the distinguished
name of a user object might be
cn=UserName,ou=0rganizationalUnit,dc=DomainName. The
series of relative distinguished names denoted by
dc=DomainName identifies the DNS domain of the object.

-UserFilter
-uf

userfilter

An LDAP query string that specifies the search criteria to
search for users in the directory service. The filter can
specify attribute types, assertion values, and matching
criteria.

For example: The filter (objectclass=*)searches all
objects. The filter (& (objectClass=user) (!

(cn=susan) ) ) searches all user objects except “susan.” For
more information about search filters, see the documentation
for the LDAP directory service.

-GroupSearchBase
-gsh

groupsearchbase

Distinguished name (DN) of the entry that serves as the
starting point to search for group names in the LDAP
directory service.

-GroupFilter
_gf

groupfilter

An LDAP query string that specifies the criteria for searching
for groups in the directory service.

AddNodeResource
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AddNodeResource

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password
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Adds a custom resource or a file directory resource to a node.

When a PowerCenter Integration Service runs on a grid, the Load Balancer can use resources to distribute
Session, Command, and predefined Event-Wait tasks. If the PowerCenter Integration Service is configured to
check resources, the Load Balancer distributes tasks to nodes where the resources are added and enabled.

The infacmd isp AddNodeResource command uses the following syntax:




[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-NodeName |-nn> node name

[<-ResourceCategory|-rc> resource category ("PCIS", "DIS")]
<-ResourceType|-rt> resource type("Custom", "File Directory")
<-ResourceName|-rn> resource name

[<-ResourceValue|-rv> resource value]

The following table describes infacmd isp AddNodeResource options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User
name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-un

-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a password
with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain security_domain Required if the domain uses LDAP authentication. Optional if the
-sdn domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-Gateway gateway_host1:port Required if the gateway connectivity information in the
-hp gateway_host2:port... | domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.
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Option Argument Description
-ResilienceTimeout timeout_period_in_sec | Optional. Amount of time in seconds that infacmd attempts to
-re onds establish or reestablish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.
-NodeName node_name Required. Name of the node where you want to add a resource.
-nn
-ResourceCategory resource_category Optional. Category of the resource. Valid categories include:
-rc - PCIS. Resource for the PowerCenter Integration Service.
- DIS. Reserved for future use.
Default is PCIS.
-ResourceType resource_type Required. Type of resource. Valid types include:
-t - Custom
- File Directory
-ResourceName resource_name Required. Name of the resource. The name cannot exceed 79
-m characters, have leading or trailing spaces, or contains carriage
returns, tabs, or the following characters:
N /r2>" )8
-ResourceValue resource_value Optional. Reserved for future use.
-Tv

AddRolePrivilege

Assigns a privilege to a role in the domain. You can assign privileges to a role for the domain. You can also
assign role privileges for each application service in the domain.

The infacmd isp AddRolePrivilege command uses the following syntax:

AddRolePrivilege
<-DomainName|-dn> domain name
<-UserName|-un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-RoleName|-rn> role name

<-ServiceType|-st> service type AS|CMS|LDM|MM|MRS|RS|TDM|TDW|DOMAIN

<-PrivilegePath|-pp> path of privilege
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The following table describes infacmd isp AddRolePrivilege options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.

-un User name to connect to the domain. You can set the user name
with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the -
sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-Gateway
.hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date.The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_secon
ds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-RoleName
-rn

role_name

Required. Name of the role to which you are assigning the
privilege. To enter a name that contains a space or other non-
alphanumeric character, enclose the name in quotation marks.
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AddServicelLevel

Adds a service level.
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Option Argument Description
-ServiceType service_type Required. Domain or application service type to which you
-st assign the privilege for the role.

Service types include:

- AS. Analyst Service

- CMS. Content Management Service
- LDM. Live Data Map

- MM. Metadata Manager Service

- MRS. Model Repository Service

- RS. PowerCenter Repository Service
- TDM. Test Data Manager Service

- TDW. Test Data Warehouse Service
- DOMAIN. Domain

-PrivilegePath
PP

path_of_privilege

Required. Fully-qualified name of the privilege you want to
assign to the group. A fully-qualified name includes privilege
group name and privilege name. For example, a fully-qualified
privilege name for the Repository Service is folder/create. If the
privilege name includes spaces, enclose the path in quotation
marks as follows:

“Runtime Objects/Monitor/Execute/Manage
Execution”

If the privilege name includes the special character “/”, add the
escape character “/"before it as follows:

“Model/View Model/Export\/Import Models”

Service levels establish priority among tasks that are waiting to be dispatched. You can create different
service levels that a task developer can assign to workflows.

Each service level you create has a name, dispatch priority, and maximum dispatch wait time. The dispatch
priority is a number that establishes the priority for dispatch. The Load Balancer dispatches high priority
tasks before low priority tasks. The maximum dispatch wait time specifies the amount of time the Load
Balancer waits before it changes the dispatch priority for a task to the highest priority.

The infacmd isp AddServiceLevel command uses the following syntax:

AddServicelevel

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> securitydomain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ServiceLevelName|-1n> service level name
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<-ServicelLevel|-sl> option name=value ...

The following table describes infacmd isp AddServicelLevel options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default
is the LDAP security domain created during installation. The
name of the security domain is the same as the user realm
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date.The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.
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Option Argument Description

-ServiceLevelName service_level_name Required. Name of the service level.

-In

-ServiceLevel option_name=value Required. The service level properties. You can set the following
-sl properties:

- DispatchPriority. The initial priority for dispatch. Smaller
numbers have higher priority. Priority 1 is the highest priority.
Default is 5.

- MaxDispatchWaitTime. The amount of time in seconds that
can elapse before the Load Balancer changes the dispatch
priority for a task to the highest priority. Default is 1800.

AddUserPrivilege

Assigns a privilege to a user in the domain. You can assign user privileges for each application in the domain.

The infacmd isp AddUserPrivilege command uses the following syntax:

AddUserPrivilege

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ExistingUserName|-eu> existing user Name
[<-ExistingUserSecurityDomain|-esd> existing user security domain]
<-ServiceName|-sn> service name

<-PrivilegePath|-pp> path of privilege
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The following table describes infacmd isp AddUserPrivilege options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You
can set the domain name with the -dn option or the
environment variable INFA_DEFAULT_DOMAIN. If
you set a domain name with both methods, the -dn
option takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the
domain. You can set the user name with the -un
option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user
name with both methods, the -un option takes
precedence.

Optional if the domain uses Kerberos
authentication. To run the command with single
sign-on, do not set the user name. If you set the
user name, the command runs without single sign-
on.

-Password
_pd

password

Required if you specify the user name. Password
for the user name. The password is case sensitive.
You can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set
with the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication
or Kerberos authentication. Name of the security
domain to which the domain user belongs. You can
set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain
name is case sensitive.

If the domain uses native or LDAP authentication,
the default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of
the security domain is the same as the user realm
specified during installation.

-Gateway
.hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in
the domains.infa file is out of date. The host
names and port numbers for the gateway nodes in
the domain.

-ResilienceTimeout
-re

timeout_period_in_secon
ds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection
to the domain. If you omit this option, infacmd uses
the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option Argument Description

-ExistingUserName existing_user_name Required. User account to which you are assigning

-eu the privilege. To enter a name that contains a
space or other non-alphanumeric character,
enclose the name in quotation marks.

-ExistingUserSecurityDomain existing_user_security_d | Required if you use LDAP authentication. Name of

-esd omain the security domain that the user to which you are
assigning the privilege belongs to. Default is
Native.

-ServiceName service_name Required. Domain or application service name for

-sn which you want to view privileges.

-PrivilegePath path_of_privilege Required. Fully-qualified name of the privilege you

-pp want to assign to the group. A fully-qualified name

includes privilege group name and privilege name.
For example, a fully-qualified privilege name for the
Repository Service is folder/create. If the privilege
name includes spaces, enclose the path in
quotation marks as follows:

“Runtime Objects/Monitor/Execute/
Manage Execution”

If the privilege name includes the special character
“/”, add the escape character "\" before it as
follows:

“Model/View Model/Export\ /Import
Models”

AddUserToGroup

Adds a native or LDAP user to a native group in the domain. The user inherits all permissions and privileges
associated with the group.

The infacmd isp AddUserToGroup command uses the following syntax:

AddUserToGroup

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ExistingUserName|-eu> existing user Name
[<-ExistingUserSecurityDomain|-esd> existing user security domain]

<-GroupName | -gn> group_name
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The following table describes infacmd isp AddUserToGroup options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can
set the domain name with the -dn option or the
environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER.
If you set a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set
the user name. If you set the user name, the command
runs without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for
the user name. The password is case sensitive. You
can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of the
security domain is the same as the user realm
specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port...

Required if the gateway connectivity information in
the domains.infa file is out of date. The host names
and port numbers for the gateway nodes in the
domain.

-ResilienceTimeout
-re

timeout_period_in_secon
ds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

AddUserToGroup 273



Option

Argument

Description

-ExistingUserName
-eu

existing_user_Name

Required. Name of the user you want to add.

-ExistingUserSecurityDomain

existing_user_security_d
omain

Required if you use LDAP authentication. Name of the

-esd security domain that the user you want to add belongs
to. Default is Native.

-GroupName group_name Required. Name of the group to which you want to add

-gn the user.

AssignDefaultOSProfile

Assigns a default operating system profile to a user or group.

The infacmd isp AssignDefaultOSProfile command uses the following syntax:

AssignDefaultOSProfile

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-OSProfileName|-on> OSProfile name

<-RecipientName|-nm> recipient name

<-RecipientSecurityDomain|-ns> security domain of recipient

<-RecipientType|-ty> recipient type
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The following table describes infacmd isp AssignDefaultOSProfile options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set
the domain name with the -dn option or the environment
variable INFA_DEFAULT_DOMAIN. If you set a domain
name with both methods, the -dn option takes
precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication. To
run the command with single sign-on, do not set the user
name. If you set the user name, the command runs
without single sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set
a password with the -pd option or the environment
variable INFA_DEFAULT_DOMAIN_PASSWORD. If you set
a password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain to
which the domain user belongs. You can set a security
domain with the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case
sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and
port numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seconds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to the
domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.
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Option

Argument

Description

-0SProfileName
-on

0SProfile_name

Required. Name of the operating system profile. The
operating system profile name can be up to 80
characters. It cannot include spaces or the following
special characters:

S+ \N /2 ; <>

-RecipientName
-nm

recipient_name

Required. User name or group name to assign default
operating system profile.

-RecipientSecurityDomain
-ns

security_domain_of_recipient

Required if you use LDAP authentication and you are
granting user permissions. Name of the security domain
that the user belongs to.

-RecipientType
-ty

recipient_type

Required. Specify whether to assign the default
operating system profile to a user or a group. Enter any
of the following values:

- Userldentity

- Groupldentity

AssignedTolicense
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Lists the services assigned to a license. You can list services currently assigned to a license.

The infacmd isp AssignedToLicense command uses the following syntax:

AssignedToLicense

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-LicenseName|-1n> license name
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The following table describes infacmd isp AssignedToLicense options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you set
the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name of
the security domain is the same as the user realm specified during
installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port numbers
for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or re-establish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEQUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-LicenseName
-In

license_name

Required. Name of the license.
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AssignGroupPermission

Assigns a group permission on an object.

Permissions allow a group to access objects in a domain. Objects include the domain, folders, nodes, grids,
licenses, and application services. For example, if you assign a group permission on a folder, the group
inherits permission on all objects in the folder.

The infacmd isp AssignGroupPermission command uses the following syntax:

AssignGroupPermission

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ExistingGroup|-eg> existing group name
[<-GroupSecurityDomain|-gsf> group security domain]
<-ObjectName|-on> object name

<-ObjectType|-ot> object type SERVICE LICENSE NODE GRID FOLDER OSPROFILE

The following table describes infacmd isp AssignGroupPermission options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You
-dn can set the domain name with the -dn option or the

environment variable INFA_DEFAULT_DOMAIN. If
you set a domain name with both methods, the -dn
option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the
domain. You can set the user name with the -un
option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user
name with both methods, the -un option takes
precedence.

Optional if the domain uses Kerberos
authentication. To run the command with single
sign-on, do not set the user name. If you set the
user name, the command runs without single sign-

on.
-Password password Required if you specify the user name. Password
-pd for the user name. The password is case sensitive.

You can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set
with the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication
or Kerberos authentication. Name of the security
domain to which the domain user belongs. You can
set a security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain
name is case sensitive.

If the domain uses native or LDAP authentication,
the default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of
the security domain is the same as the user realm
specified during installation.

-Gateway
.hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in
the domains.infa file is out of date. The host
names and port numbers for the gateway nodes in
the domain.

-ResilienceTimeout
-re

timeout_period_in_second
s

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection
to the domain. If you omit this option, infacmd
uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ExistingGroup
_eg

existing_group_name

Required. Name of the group to which you want to
assign a permission on an object.

-GroupSecurityDomain
-gsf

group_security_domain

Required if you use LDAP authentication. Name of
the security domain that the group to which you
want to assign a permission belongs to. Default is
Native.

R_OSPROFILE

-ObjectName object_name Required. Name of the object that you want to
-on assign the group access permission.
-ObjectType object_type_SERVICE_LIC Required. Type of object.

-ot ENSE_NODE_GRID_FOLDE

Enter one of the following values:
- Service

- License

- Node

- Grid

- Folder

- 0SProfile

AssignlSToMMService

Assigns the associated PowerCenter Integration Service for a Metadata Manager Service.
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The infacmd isp AssignISToMMService command uses the following syntax:

AssignISToMMService

<-DomainName | -dn> domain_name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> securitydomain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ServiceName|-sn> service name
<-IntegrationService|-is> integration service name
[<-RepositoryUserSecurityDomain|-rsdn> repository user security domain]
<-RepositoryUser|-ru> repository user
<-RepositoryPassword|-rp> repository password

The following table describes infacmd isp AssignlISToMMService options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.
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Option

Argument

Description

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEQUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.

-ServiceName
-sn

service_name

Required. Name of the Metadata Manager Service to which you
want to assign the Integration Service.

-IntegrationService
-is

integration_service_na
me

Required. Name of the PowerCenter Integration Service that you
want to associate with the Metadata Manager Service.

RepositoryUserSecurity
Domain

-rsdn

repository_user_securi
ty_domain

Required if the domain uses LDAP authentication or Kerberos
authentication. Optional if the domain uses native
authentication. Name of the security domain to which the
PowerCenter repository user belongs.

The security domain name is case sensitive.

If you do not specify this option, the command sets the
repository user security domain to the security domain you
specify in the -sdn option.

-RepositoryUser
-ru

repository_user

Required. Name of the PowerCenter repository user.

-RepositoryPassword
.rp

repository_password

Required. Password for the PowerCenter repository user. User
password. You can set a password with the -rp option or the
environment variable INFA_REPOSITORY_PASSWORD. If you set
a password with both methods, the password set with the -rp
option takes precedence.

AssignLicense

Assigns a license to an application service. You must assign a license to an application service before you
can enable the service.

Note: You cannot assign a license to a service if the service is assigned to another license. To assign a
different license to a service, use the RemoveLicense command to remove the existing license from the
service, and then assign the new license to the service.

The infacmd isp AssignLicense command uses the following syntax:

AssignLicense
<-DomainName|-dn> domain name
<-UserName|-un> user name

<-Password|-pd> password
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[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-LicenseName|-1n> license name

<-ServiceNames|-sn> servicel name service2 name ...

The following table describes infacmd isp AssignLicense options and arguments:

Option Argument Description

-DomainName domain_name Required. Name of the Informatica domain. You can set the

-dn domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication. User

-un name to connect to the domain. You can set the user name with
the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with both
methods, the -un option takes precedence.
Optional if the domain uses Kerberos authentication. To run the
command with single sign-on, do not set the user name. If you
set the user name, the command runs without single sign-on.

-Password password Required if you specify the user name. Password for the user

-pd name. The password is case sensitive. You can set a password

with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password with
both methods, the password set with the -pd option takes
precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if the
domain uses native authentication or Kerberos authentication.
Name of the security domain to which the domain user belongs.
You can set a security domain with the -sdn option or the
environment variable INFA_DEFAULT_SECURITY_DOMAIN. If you
set a security domain name with both methods, the -sdn option
takes precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default is
Native. If the domain uses Kerberos authentication, the default is
the LDAP security domain created during installation. The name
of the security domain is the same as the user realm specified
during installation.

-Gateway
.hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts to
establish or reestablish a connection to the domain. If you omit
this option, infacmd uses the timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment variable. If no
value is specified in the environment variable, the default of 180
seconds is used.
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Option Argument Description

-LicenseName license_name Required. Name of the license you want to assign to a service.
-In

-ServiceNames service_name1 Required. Names of the services for which you want to assign a
-sn service_name?2 ... license. To enter a name that contains a space or other non-

alphanumeric character, enclose the name in quotation marks.
Restart the service to apply changes.

AssignRoleToGroup

Assigns a role to a group for a domain or an application service.

The infacmd isp AssignRoleToGroup command uses the following syntax:

AssignRoleToGroup

<-DomainName|-dn> domain name

<-UserName|-un> user name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]
[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-GroupName |-gn> group name
[<-GroupSecurityDomain|-gsf> group security domain]
<-RoleName|-rn> role name

<-ServiceName|-sn> service name

The following table describes infacmd isp AssignRoleToGroup options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can set the
-dn domain name with the -dn option or the environment variable

INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName user_name Required if the domain uses Native or LDAP authentication.
-un User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name. If
you set the user name, the command runs without single
sign-on.
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Option Argument Description
-Password password Required if you specify the user name. Password for the user
-pd name. The password is case sensitive. You can set a

password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date.The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_sec
onds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. If you
omit this option, infacmd uses the timeout value specified in
the INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment variable,
the default of 180 seconds is used.

-GroupName
-gn

group_name

Required. Name of the group to which you are assigning the
role. To enter a name that contains a space or other non-
alphanumeric character, enclose the name in quotation
marks.

-GroupSecurityDomain
-gsf

group_security_domain

Required if you use LDAP authentication.Name of the security
domain that the group to which you are assigning the role
belongs to. Default is Native.

-RoleName
-rn

role_name

Required. Name of the role you want to assign to the group.

-ServiceName
-sn

service_name

Required. Domain or application service name for which you
want to assign the role. To enter a name that contains a
space or other non-alphanumeric character, enclose the name
in quotation marks.
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AssignRoleToUser

Assigns a role to a user for a domain or an application service.

The infacmd isp AssignRoleToUser command uses the following syntax:

AssignRoleToUser

<-DomainName|-dn> domain name

<-UserName | -un> user_name

<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]
[<-ResilienceTimeout|-re> timeout period in seconds]
<-ExistingUserName|-eu> existing user Name
[<-ExistingUserSecurityDomain|-esd> existing user security domain]
<-RoleName|-rn> role name

<-ServiceName|-sn> service name

The following table describes infacmd isp AssignRoleToUser options and arguments:

Option Argument Description
-DomainName domain_name Required. Name of the Informatica domain. You can
-dn set the domain name with the -dn option or the

environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

-UserName user_name Required if the domain uses Native or LDAP

-un authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER.
If you set a user name with both methods, the -un
option takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set
the user name. If you set the user name, the command
runs without single sign-on.

-Password password Required if you specify the user name. Password for
-pd the user name. The password is case sensitive. You
can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.
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Option

Argument

Description

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security
domain created during installation. The name of the
security domain is the same as the user realm
specified during installation.

-Gateway
.hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date.The host names and
port numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_secon
ds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment
variable, the default of 180 seconds is used.

-ExistingUserName
-eu

existing_user_Name

Required. User account to which you are assigning the
role. To enter a name that contains a space or other
non-alphanumeric character, enclose the name in
quotation marks.

-ExistingUserSecurityDomain

existing_user_security_d
omain

Required if you use LDAP authentication.Name of the

-esd security domain that the user to which you are
assigning the role belongs to. Default is Native.

-RoleName role_name Required. Name of the role you want to assign to the
user.

-rn

-ServiceName
-sn

service_name

Required. Domain or application service name for
which you want to assign the role. To enter a name
that contains a space or other non-alphanumeric
character, enclose the name in quotation marks.

AssignRSToWSHubService

Associates a PowerCenter repository with a Web Services Hub in the domain.

The infacmd isp AssignRSToWSHubService command uses the following syntax:

AssignRSToWSHubService
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<-DomainName|-dn> domain name
<-UserName|-un> user name
<-Password|-pd> password

[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...

[<-ResilienceTimeout|-re> timeout period in seconds]
<-ServiceName|-sn> service name

<-NodeName | -nn> node name

<-RepositoryService|-rs> repository service name
<-RepositoryUser|-ru> user

<-RepositoryPassword|-rp> password

The following table describes infacmd isp AssignRSToWSHubService options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with
both methods, the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name.
If you set the user name, the command runs without single
sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the
user name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication. Optional if
the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with
the -sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security domain
is the same as the user realm specified during installation.
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Option

Argument

Description

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date. The host names and port
numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seco
nds

Optional. Amount of time in seconds that infacmd attempts
to establish or re-establish a connection to the domain. If
you omit this option, infacmd uses the timeout value
specified in the INFA_CLIENT_RESILIENCE_TIMEOUT
environment variable. If no value is specified in the
environment variable, the default of 180 seconds is used.

-ServiceName

service_name

Required. Name of the Web Services Hub with which you
want to associate a repository.

-sn
-NodeName node_name Required. Name of the node where you want the Web
-nn Services Hub process to run. If the PowerCenter

environment is configured for high availability, this option
specifies the name of the primary node.

-RepositoryService
-s

repository_service_nam
e

Required. Name of the PowerCenter Repository Service that
the Web Services Hub depends on.

To enter a name that contains a space or other non-
alphanumeric character, enclose the name in quotation
marks.

-p

-RepositoryUser user Required. User name used to connect to the repository.

-ru To enter a name that contains a space or other non-
alphanumeric character, enclose the name in quotation
marks.

-RepositoryPassword password Required. User password. User password. You can set a

password with the -rp option or the environment variable
INFA_REPOSITORY_PASSWORD. If you set a password with
both methods, the password set with the -rp option takes
precedence.

AssignUserPermission

288

Assigns a user permission on an object.

Permissions allow a user to access objects in a domain. Objects include the domain, folders, nodes, grids,
licenses, and application services. For example, if you assign a user permission on a folder, the user inherits
permission on all objects in the folder.

The infacmd isp AssignUserPermission command uses the following syntax:

AssignUserPermission

<-DomainName | -dn> domain name

<-UserName|-un> user name

<-Password|-pd> password
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[<-SecurityDomain|-sdn> security domain]

[<-Gateway|-hp> gateway hostl:port gateway host2:port...]

[[<-ResilienceTimeout|-re> timeout period in seconds]

<-ExistingUserName|-eu> existing user name

[<-ExistingUserSecurityDomain|-esd> existing user security domain]

<-ObjectName|-on> object name

<-ObjectType|-ot> object type SERVICE LICENSE NODE GRID FOLDER OSPROFILE

The following table describes infacmd isp AssignUserPermission options and arguments:

Option Argument

Description

-DomainName domain_name

-dn

Required. Name of the Informatica domain. You can
set the domain name with the -dn option or the
environment variable INFA_DEFAULT_DOMAIN. If you
set a domain name with both methods, the -dn option
takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP
authentication. User name to connect to the domain.
You can set the user name with the -un option or the
environment variable INFA_DEFAULT_DOMAIN_USER. If
you set a user name with both methods, the -un option
takes precedence.

Optional if the domain uses Kerberos authentication.
To run the command with single sign-on, do not set the
user name. If you set the user name, the command
runs without single sign-on.

-Password
_pd

password

Required if you specify the user name. Password for
the user name. The password is case sensitive. You
can set a password with the -pd option or the
environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a
password with both methods, the password set with
the -pd option takes precedence.

-SecurityDomain
-sdn

security_domain

Required if the domain uses LDAP authentication.
Optional if the domain uses native authentication or
Kerberos authentication. Name of the security domain
to which the domain user belongs. You can set a
security domain with the -sdn option or the
environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a
security domain name with both methods, the -sdn
option takes precedence. The security domain name is
case sensitive.

If the domain uses native or LDAP authentication, the
default is Native. If the domain uses Kerberos
authentication, the default is the LDAP security domain
created during installation. The name of the security
domain is the same as the user realm specified during
installation.
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Option

Argument

Description

-Gateway
_hp

gateway_host1:port
gateway_host2:port ...

Required if the gateway connectivity information in the
domains.infa file is out of date.The host names and
port numbers for the gateway nodes in the domain.

-ResilienceTimeout
-re

timeout_period_in_seco
nds

Optional. Amount of time in seconds that infacmd
attempts to establish or re-establish a connection to
the domain. If you omit this option, infacmd uses the
timeout value specified in the
INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable.

-ExistingUserName
-eu

existing_user_name

Required. Name of the user to which you want to
assign a permission on an object.

-ExistingUserSecurityDomain

existing_user_security_d
omain

Required if you use LDAP authentication. Name of the

DER_OSPROFILE

-esd security domain that the user to which you want to
assign a permission belongs to. Default is Native.

-ObjectName object_name Required. Name of the object that you want to assign

-on the user access permission.

-ObjectType object_type_SERVICE_LI | Required. Type of object.

ot CENSE_NODE_GRID_FOL

Enter one of the following values:
- Service

- License

- Node

- Grid

- Folder

- 0SProfile

ConvertLogFile

Converts binary log files to text files, XML files, or readable text on the screen.

The infacmd isp ConvertLogFile command uses the following syntax:

ConvertLogFile

<-InputFile|-in> input file name

[<-Format|-fm> format TEXT XML]

[<-OutputFile|-lo> output file name]
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The following table describes infacmd isp ConvertLogFile options and arguments:

Option

Argument

Description

-InputFile
-in

input_file_name

Required. Name and path for the log file you want to convert.

By default, the Service Manager writes log files to the server\infa_shared
\log directory on the master gateway node.

-Format
-fm

format

Optional. Output file format. Valid types include:
- Text
- XML

If you do not specify a format, infacmd uses text format with lines
wrapped at 80 characters.

-OutputFile
-lo

output_file_name

Optional. Name and file path for the output file.

If you do not specify an output file name, infacmd displays the log events
on the screen.

convertUserActivityLogFile

Converts a binary user activity log file retrieved with the getUserActivityLog command to text or XML format.

The infacmd isp convertUserActivityLogFile command uses the following syntax:

convertUserActivityLogFile

<-InputFile|-in> input file name

[<-Format|-fm> format TEXT XML]

[<-OutputFile|-lo> output file name]

The following table describes infacmd isp convertUserActivityLogFile options and arguments:

Option

Argument

Description

-InputFile
-in

input_file_name

Required. Name of the log file to convert.

-Format
-fm

format_TEXT_XML

Optional. Output file format. Valid formats include:
- Text
- XML

Default is text.

-OutputFile
-lo

output_file_name

Optional. Name of the output file. If you do not specify an
output file name, the command displays the log on the
command line.
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CreateConnection

Defines a connection and the connection options.

To list connection options for an existing connection, run infacmd isp ListConnectionOptions.

The infacmd isp CreateConnection command uses the following syntax:

CreateConnection

<-DomainName|-dn> domain name

<-UserName | -un> user_name
<-Password|-pd> password
[<-SecurityDomain|-sdn> security domain]

[<-ResilienceTimeout|-re> timeout period in seconds]

<-ConnectionName|-cn> connection name

[<-ConnectionId|-cid> connection id]

<-ConnectionType|-ct> connection type

[<-ConnectionUserName|-cun> connection user name]

[<-ConnectionPassword|-cpd> connection password]

[<-VendorId|-vid> vendor id]

[-o options] (name-value pairs separated by space)

The following table describes infacmd isp CreateConnection options and arguments:

Option

Argument

Description

-DomainName
-dn

domain_name

Required. Name of the Informatica domain. You can set the
domain name with the -dn option or the environment variable
INFA_DEFAULT_DOMAIN. If you set a domain name with both
methods, the -dn option takes precedence.

-UserName
-un

user_name

Required if the domain uses Native or LDAP authentication.
User name to connect to the domain. You can set the user
name with the -un option or the environment variable
INFA_DEFAULT_DOMAIN_USER. If you set a user name with
both methods, the -un option takes precedence.

Optional if the domain uses Kerberos authentication. To run
the command with single sign-on, do not set the user name. If
you set the user name, the command runs without single
sign-on.

-Password
.pd

password

Required if you specify the user name. Password for the user
name. The password is case sensitive. You can set a
password with the -pd option or the environment variable
INFA_DEFAULT_DOMAIN_PASSWORD. If you set a password
with both methods, the password set with the -pd option
takes precedence.
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Option Argument Description

-SecurityDomain security_domai | Required if the domain uses LDAP authentication. Optional if
-sdn n the domain uses native authentication or Kerberos
authentication. Name of the security domain to which the
domain user belongs. You can set a security domain with the
-sdn option or the environment variable
INFA_DEFAULT_SECURITY_DOMAIN. If you set a security
domain name with both methods, the -sdn option takes
precedence. The security domain name is case sensitive.

If the domain uses native or LDAP authentication, the default
is Native. If the domain uses Kerberos authentication, the
default is the LDAP security domain created during
installation. The name of the security domain is the same as
the user realm specified during installation.

-ResilienceTimeout timeout_period | Optional. Amount of time in seconds that infacmd attempts
-re _in_seconds to establish or re-establish a connection to the domain. If you
omit this option, infacmd uses the timeout value specified in
the INFA_CLIENT_RESILIENCE_TIMEOUT environment
variable. If no value is specified in the environment variable,
the default of 180 seconds is used.

-ConnectionName connection_na Name of the connection. The name is not case sensitive and
-en me must be unique within the domain. It cannot exceed 128
characters, contain spaces, or contain the following special
characters:
~o s s e () -+ = (0PN
<, > .2/
- Connectionld connection_id String that the Data Integration Service uses to identify the
-cid connection. The ID is not case sensitive. It must be 255

characters or less and must be unique in the domain. You
cannot change this property after you create the connection.
Default value is the connection name.
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Option

Argument

Description

-ConnectionType
-ct

connection_typ
e

Required. Type of connection. Use one of the following
connection types:

- ADABAS

- DATASIFT

- DB2

- DB2I

- DB2Z

- FACEBOOK

- GreenplumPT

- HADOOP

- HadoopFileSystem
- HBASE

- HIVE

- IMS

- JDBC

- LINKEDIN

- 0DBC

- ORACLE

- SAP

- SEQ

- SFDC

- SQLSERVER

- TWITTER

- TWITTERSTREAMING
- VSAM

- WEBCONTENT - KAPOWKATALYST

You can use the infacmd isp ListConnections command to
view connection types.

ConnectionUserName
-cun

connection_us
er_name

Required. Database user name.
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Option Argument Description

-ConnectionPassword connection_pa Required. Password for the database user name. You can set
-cpd ssword a password with the -cpd option or the environment variable
INFA_DEFAULT_CONNECTION_PASSWORD, If you set the
password with both options, the -cpd option takes
precedence.

If you are creating an ADABAS, DB2I, DB2Z, IMS, SEQ, or
VSAM connection, you can enter a valid PowerExchange
passphrase instead of a password. Passphrases for access
to databases and data sets on z/0S can be from 9 to 128
characters in length. Passphrases for access to DB2 for
i5/0S can be up to 31 characters in length. Passphrases can
contain the following characters:

- Uppercase and lowercase letters
- The numbers 0 to 9

- Spaces

- The following special characters:
Te N, /s ()t} l<
> ?

Note: The first character is an apostrophe.

Passphrases cannot include single quotation marks (),
double quotation marks (“), or currency symbols.

If a passphrase contains spaces, you must enclose it with
double-quotation marks ("), for example, "This is an
example passphrase". If a passphrase contains special
characters, you must enclose it with triple double-quotation
characters ("""), for example, """This passphrase
contains special characters ! % & *.""".Ifa
passphrase contains only alphanumeric characters without
spaces, you can enter it without delimiters.

Note: On z/0S, a valid RACF passphrase can be up to 100
characters in length. PowerExchange truncates passphrases
longer than 100 characters when passing them to RACF for
validation.

To use passphrases, ensure that the PowerExchange Listener
runs with a security setting of SECURITY=(1,N) or higher in
the DBMOVER member. For more information, see "SECURITY
Statement" in the PowerExchange Reference Manual.

To use passphrases for IMS connections, ensure that the

foIIowmg additional requirements are met:

You must configure ODBA access to IMS as described in
the PowerExchange Navigator User Guide.

- You must use IMS data maps that specify IMS ODBA as the
access method. Do not use data maps that specify the
DL/1 BATCH access method because this access method
requires the use of netport jobs, which do not support
passphrases.

- The IMS database must be online in the IMS control region
to use ODBA access to IMS.

-Vendorld vendor_id Optional. ID of the external partner who built the adapter.
-vid

-Options options Required. Enter name-value pairs separated by spaces. The
-0 connection options are different for each connection type.
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Adabas Connection Options

Use connection options to define an Adabas connection.

Enter connection options in the following format:

. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Adabas connection options:

Option Description

CodePage Required. Code to read from or write to the database. Use the I1SO code page name, such as
IS0-8859-6. The code page name is not case sensitive.

ArraySize Optional. Determines the number of records in the storage array for the threads when the

worker threads value is greater than 0. Valid values are from 1 through 5000. Default is 25.

Compression

Optional. Compresses the data to decrease the amount of data Informatica applications write
over the network. True or false. Default is false.

EncryptionLevel

Optional. Level of encryption. If you specify AES for the EncryptionType option, specify one of
the following values to indicate the level of AES encryption:

- 1. Use a 128-hit encryption key.

- 2. Use a 192-bit encryption key.

- 3. Use a 256-bit encryption key.

Default is 1.

Note: If you specify None for encryption type, the Data Integration Service ignores the
encryption level value.

EncryptionType

Optional. Controls whether to use encryption. Specify one of the following values:
- None

- AES

Default is None.

InterpretAsRows Optional. If true, the pacing size value represents a number of rows. If false, the pacing size
represents kilobytes. Default is false.
Location Location of the PowerExchange Listener node that can connect to the database. The location

is defined in the first parameter of the NODE statement in the PowerExchange dbmover.cfg
configuration file.

OffLoadProcessing

Optional. Moves bulk data processing from the source machine to the Data Integration
Service machine.

Enter one of the following values:

- Auto. The Data Integration Service determines whether to use offload processing.
- Yes. Use offload processing.

- No. Do not use offload processing.

Default is Auto.

PacingSize

Optional. Slows the data transfer rate in order to reduce bottlenecks. The lower the value, the
greater the session performance. Minimum value is 0. Enter 0 for optimal performance.
Default is 0.
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Option

Description

WorkerThread Optional. Number of threads that the Data Integration Service uses to process bulk data when
offload processing is enabled. For optimal performance, this value should not exceed the
number of available processors on the Data Integration Service machine. Valid values are 1
through 64. Default is 0, which disables multithreading.

WriteMode Enter one of the following write modes:

CONFIRMWRITEON. Sends data to the PowerExchange Listener and waits for a success/no
success response before sending more data.

- CONFIRMWRITEOFF. Sends data to the PowerExchange Listerner without waiting for a
success/no success response. Use this option when the target table can be reloaded if an
error occurs.

- ASYNCHRONOUSWITHFAULTT. Sends data to the PowerExchangeListener asynchronously
with the ability to detect errors.

Default is CONFIRMWRITEON.

EnableConnectionPo
ol

Optional. Enables connection pooling. When you enable connection pooling, the connection
pool retains idle connection instances in memory. When you disable connection pooling, the
Data Integration Service stops all pooling activity. True or false. Default is false.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data Integration Service
maintains for a database connection. Set this value to be more than the minimum number of
idle connection instances. Default is 15.

ConnectionPoolMaxI
dleTime

Optional. Number of seconds that a connection exceeding the minimum number of
connection instances can remain idle before the connection pool drops it. The connection
pool ignores the idletime when it does not exceed the minimum number of idle connection
instances. Default is 120.

ConnectionPoolMinC
onnections

Optional. Minimum number of idle connection instances that the pool maintains for a
database connection. Set this value to be equal to or less than the idle connection pool size.
Default is 0.

RELATED TOPICS:

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

CreateConnection 297



298

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Amazon Redshift Connection Options

Use connection options to define an Amazon Redshift connection.

Enter connection options in the following format:

. -0 option name=value option name=value ...

For example,

./infacmd.sh createconnection -dn Domain AWS -un Administrator -pd Administrator -cn

AWS RS CLI-ct AMAZONREDSHIFT -o "Username=infagars Password=Ondemand 123 Schema=adpga
AWSAccessKeyID=abcd AWSSecretAccessKey=abcd MasterSymmetricKey='COJ9oRQW/UW1/wmjl
+GFFaWe8Qv6ovnr8XStgembe8kEY="' ClusterNodeType=dsl.xlarge NumberOfNodesinCluster=2
JDBCURL=jdbc:redshift://infa-rs-qga-cluster.ca8dsxvsd6sw.us-west-2.redshift.amazonaws.com:

5439/rsqga"

To enter multiple options, separate options with spaces. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the mandatory Amazon Redshift connection options for the infacmd isp
CreateConnection and UpdateConnection commands:

Property Description
Username User name of the Amazon Redshift account.
Password Password for the Amazon Redshift account.
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Property Description

ClusterNodeType Node type of the Amazon Redshift cluster.

You can select the following options:
- ds1.xlarge

- ds1.8xlarge

- dc1.large

- dc1.8xlarge

- ds2.xlarge

- ds2.8xlarge

For more information about nodes in the cluster, see the Amazon Redshift
documentation.

NumberOfNodesinCluster | Number of nodes in the Amazon Redshift cluster.

For more information about nodes in the cluster, see the Amazon Redshift
documentation.

JDBC URL Amazon Redshift connection URL.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon S3 Connection Options” on page 300

e “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352
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e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Amazon S3 Connection Options

Use connection options to define an Amazon S3.
Enter connection options in the following format:

. -0 option name=value option name=value ...
For example,

./infacmd.sh isp createconnection -dn Domain AWS UP2 -un Administrator -pd Administrator
-cn AWS S3 Reader -ct AmazonS3 -o "AccessKey=abcd SecretKey=abcd FolderPath=a-mercury-
singapore-sel/reader MasterSymmetricKey='COJ90RQW/UWl/wmjl+GFFWaae8Qvovnr8XStgembe8kEY="
regionName='Asia Pacific(Singapore)'"
To enter multiple options, separate options with spaces. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the mandatory Amazon S3 connection options for the infacmd isp
CreateConnection and UpdateConnection commands:

Property Description

FolderPath | The complete path to Amazon S3 objects. The path must include the bucket name and any folder name.

Do not use a slash at the end of the folder path. For example, <bucket name>/<my folder name>
Note: If you do not specify the region name when you create the Amazon S3 connection using command
line interface, the US East (N. Virginia) region name is taken as default in the RegionName property.

RELATED ToOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319
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e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

o “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

DataSift Connection Options

Use connection options to define a DataSift connection.

Enter connection options in the following format:

. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes DataSift connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description

userName DataSift username for the DataSift user account.

apiKey APl key. The Developer API key is displayed in the Dashboard or
Settings page in the DataSift account.
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RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

* “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

o “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373
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DB2 for i5/0S Connection Options

Use DB2I connection options to define the DB2 for i5/0S connection.
Enter connection options in the following format:
. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The following table describes DB2 for i5/0S connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option

Description

DatabaseName

Database instance name.

EnvironmentSQL

Optional. SQL commands to set the database environment when you connect to the
database. The Data Integration Service executes the connection environment SQL each
time it connects to the database.

Note: Enclose special characters in double quotes.

CodePage Required. Code page used to read from a source database or write to a target database
or file.
ArraySize Optional. Determines the number of records in the storage array for the threads when the

worker threads value is greater than 0. Valid values are from 1 through 5000. Default is
25.

Compression

Optional. Compresses the data to decrease the amount of data to write over the network.
Default is false.

EncryptionLevel

Optional. Level of encryption. If you specify AES for the EncryptionType option, specify
one of the following values to indicate the level of AES encryption:

- 1. Use a 128-bit encryption key.

- 2. Use a 192-bit encryption key.

- 3. Use a 256-bit encryption key.

Default is 1.

Note: If you specify None for encryption type, the Data Integration Service ignores the
encryption level value.

EncryptionType

Optional. Controls whether to use encryption. Specify one of the following values:
- None

- AES

Default is None.

InterpretAsRows Optional. Represent pacing size as a number of rows. If false, the pacing size represents
kilobytes. Default is false.

Location Location of the PowerExchange Listener node that can connect to the database. The
location is defined in the first parameter of the NODE statement in the PowerExchange
dbmover.cfg configuration file.

PacingSize Optional. Amount of data the source system can pass to the PowerExchange Listener.

Configure the pacing size if an external application, a database, or the Data Integration
Service node is a bottleneck. The lower the value, the faster the performance.

Minimum value is 0. Enter 0 for maximum performance. Default is 0.
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Option

Description

RejectFile Optional. Enter the reject file name and path. Reject files contain rows that were not
written to the database.
WriteMode Enter one of the following write modes:

CONFIRMWRITEON. Sends data to the PowerExchange Listener and waits for a
success/no success response before sending more data.

- CONFIRMWRITEOFF. Sends data to the PowerExchange Listener without waiting for a
success/no success response. Use this option when the target table can be reloaded if
an error occurs.

- ASYNCHRONOUSWITHFAULTT. Sends data to the PowerExchange Listener
asynchronously with the ability to detect errors.

Default is CONFIRMWRITEON.

DatabaseFileOverrides

Specifies the i5/0S database file override. The format is:
from file/to library/to file/to member
Where:

- from_file is the file to be overridden

- to_library is the new library to use

- to_file is the file in the new library to use

- to_member is optional and is the member in the new library and file to use. *FIRST is
used if nothing is specified.

You can specify up to 8 unique file overrides on a single connection. A single override
applies to a single source or target. When you specify more than one file override,
enclose the string of file overrides in double quotes and include a space between each
file override.

Note: If both LibraryList and DatabaseFileOverrides are specified and a table exists in
both, DatabaseFileOverrides takes precedence.

IsolationLevel

Commit scope of the transaction. Select one of the following values:
- None

- CS. Cursor stability.

- RR. Repeatable Read.

- CHG. Change.

- ALL

Default is CS.

LibraryList

List of libraries that PowerExchange searches to qualify the table name for Select, Insert,
Delete, or Update statements. PowerExchange searches the list if the table name is
unqualified.

Separate libraries with commas.
Note: If both LibraryList and DatabaseFileOverrides are specified and a table exists in
both, DatabaseFileOverrides takes precedence.

EnableConnectionPool

Optional. Enables parallel processing when loading data into a table in bulk mode. Used
for Oracle. True or false. Default is true.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data Integration
Service maintains for a database connection. Set this value to be more than the minimum
number of idle connection instances.
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Option

Description

ConnectionPoolMaxIdleTi
me

Optional. Number of seconds that a connection exceeding the minimum number of
connection instances can remain idle before the connection pool drops it. The
connection pool ignores the idletime when it does not exceed the minimum number of
idle connection instances.

ConnectionPoolMinConne
ctions

Optional. Minimum number of idle connection instances that the pool maintains for a
database connection. Set this value to be equal to or less than the idle connection pool
size. Default is 0.

RELATED ToOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

e “DataSift Connection Options” on page 301

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “0ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362
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e “Teradata Parallel Transporter Connection Options” on page 365

o “Twitter Connection Options” on page 368

o “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

DB2 for z/0OS Connection Options

Use DB2Z connection options to define the IBM for DB2 z/0S connection.

Enter connection options in the following format:

. -o option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The following table describes DB2Z connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option

Description

DataAccessConnectString

Connection string used to access data from the database.
<database name>

EnvironmentSQL

Optional. SQL commands to set the database environment when you connect to the
database. The Data Integration Service executes the connection environment SQL each
time it connects to the database.

Note: Enclose special characters in double quotes.

CodePage Required. Code page used to read from a source database or write to a target database
or file.
ArraySize Optional. Determines the number of records in the storage array for the threads when the

worker threads value is greater than 0. Valid values are from 1 through 5000. Default is
25.

Compression

Optional. Compresses the data to decrease the amount of data to write over the network.
Default is false.

CorrelationID

Optional. Label to apply to a DB2 task or query to allow DB2 for z/0S to account for the
resource. Enter up to 8 bytes of alphanumeric characters.

EncryptionLevel

Optional. Level of encryption. If you specify AES for the EncryptionType option, specify
one of the following values to indicate the level of AES encryption:

- 1. Use a 128-bit encryption key.

- 2. Use a 192-bit encryption key.

- 3. Use a 256-bit encryption key.

Default is 1.

Note: If you specify None for encryption type, the Data Integration Service ignores the
encryption level value.

EncryptionType

Optional. Controls whether to use encryption. Specify one of the following values:
- None

- AES

Default is None.
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Option Description

InterpretAsRows Optional. Represent pacing size as a number of rows. If false, the pacing size represents
kilobytes. Default is false.

Location Location of the PowerExchange listener node that can connect to the database. The node

is defined in the PowerExchange dbmover.cfg configuration file.

OffloadProcessing

Optional. Moves bulk data processing from the VSAM source to the Data Integration
Service machine.

Enter one of the following values:

- Auto. The Data Integration Service determines whether to use offload processing.
- Yes. Use offload processing.

- No. Do not use offload processing.

Default is Auto.

PacingSize

Optional. Amount of data the source system can pass to the PowerExchange Listener.
Configure the pacing size if an external application, a database, or the Data Integration
Service node is a bottleneck. The lower the value, the faster the performance.

Minimum value is 0. Enter 0 for maximum performance. Default is 0.

RejectFile

Optional. Enter the reject file name and path. Reject files contain rows that were not
written to the database.

WorkerThread

Optional. Number of threads that the Data Integration Service uses to process bulk data
when offload processing is enabled. For optimal performance, this value should not
exceed the number of available processors on the Data Integration Service machine.
Valid values are 1 through 64. Default is 0, which disables multithreading.

WriteMode

Enter one of the following write modes:

- CONFIRMWRITEON. Sends data to the PowerExchange Listener and waits for a
success/no success response before sending more data.

- CONFIRMWRITEOFF. Sends data to the PowerExchange Listener without waiting for a
success/no success response. Use this option when the target table can be reloaded if
an error occurs.

- ASYNCHRONOUSWITHFAULTT. Sends data to the PowerExchange Listener
asynchronously with the ability to detect errors.

Default is CONFIRMWRITEON.

EnableConnectionPool

Optional. Enables parallel processing when loading data into a table in bulk mode. Used
for Oracle. True or false. Default is true.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data Integration
Service maintains for a database connection. Set this value to be more than the minimum
number of idle connection instances.

ConnectionPoolMaxIdleTi
me

Optional. Number of seconds that a connection exceeding the minimum number of
connection instances can remain idle before the connection pool drops it. The
connection pool ignores the idletime when it does not exceed the minimum number of
idle connection instances.

ConnectionPoolMinConne
ctions

Optional. Minimum number of idle connection instances that the pool maintains for a
database connection. Set this value to be equal to or less than the idle connection pool
size. Default is 0.

RELATED TOPICS:

e “Adabas Connection Options” on page 296
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e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Facebook Connection Options

Use connection options to define a Facebook connection.

Enter connection options in the following format:

. -0 option name=value option name=value ...
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To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Facebook connection options for infacmd isp CreateConnection and

UpdateConnection commands:

Option Description

ConsumerKey The App ID that you get when you create the application in Facebook.
Facebook uses the key to identify the application.

ConsumerSecret The App Secret that you get when you create the application in
Facebook. Facebook uses the secret to establish ownership of the
consumer key.

AccessToken Access token that the OAuth Utility returns. Facebook uses this token
instead of the user credentials to access the protected resources.

AccessSecret Access secret is not required for Facebook connection.

Scope Permissions for the application. Enter the permissions you used to
configure OAuth.

RELATED TOPICS:

e “Adabas Connection Options” on page 29

6

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 31

2

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

* “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Option

s” on page 344

¢ “Microsoft Dynamics CRM Connection Options” on page 348

CreateConnection 309




e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “0ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

o “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Greenplum Connection Options

Use connection options to define a Greenplum connection.

Enter connection options in the following format:
... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the Greenplum connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description

UserName Required. User name with permissions to access the Greenplum database.
Password Required. Password to connect to the Greenplum database.

driverName Required. Name of the Greenplum JDBC driver.

For example:com.pivotal.jdbc.GreenplumDriver
For more information about the driver, see the Greenplum documentation.

connectionString Required. Greenplum JDBC connection URL.

For example: jdbc:pivotal:greenplum://
<hostname>:<port>;DatabaseName=<database name>

For more information about the connection URL, see the Greenplum documentation.

hostName Required. Host name or IP address of the Greenplum server.

portNumber Optional. Greenplum server port number.
If you enter 0, the gpload utility reads from the environment variable $PGPORT.
Default is 5432.

databaseName Required. Name of the database that you want to connect to.
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Option

Description

enableSSL Required. Set this option to true to establish secure communication between the gpload utility
and the Greenplum server over SSL.
SSLCertificatePath | Required if you enable SSL. Path where the SSL certificates for the Greenplum server are stored.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

e “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

* “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

¢ “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369
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e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Hadoop Connection Options

Use connection options to define a Hadoop connection.

Enter connection options in the following format:

. -0 option name='value' option name='value'

To enter multiple options, separate them with a space.

The following table describes Hadoop connection options for infacmd isp CreateConnection and
UpdateConnection commands that you configure when you want to use the Hadoop connection:

Option

Description

connectionld

String that the Data Integration Service uses to identify the connection. The ID is
not case sensitive. It must be 255 characters or less and must be unique in the
domain. You cannot change this property after you create the connection. Default
value is the connection name.

connectionType

Required. Type of connection is Hadoop.

name

The name of the connection. The name is not case sensitive and must be unique
within the domain. You can change this property after you create the connection.
The name cannot exceed 128 characters, contain spaces, or contain the following
special characters:

ST A T O B O A B R UL S S a4

blazeJobMonitorURL

The host name and port number for the Blaze Job Monitor.

Use the following format:

<hostname>:<port>

Where

- <hostname> is the host name or IP address of the Blaze Job Monitor server.

- <port> is the port on which the Blaze Job Monitor listens for remote procedure
calls (RPC).

For example, enter: myhostname: 9080

blazeYarnQueueName

The YARN scheduler queue name used by the Blaze engine that specifies available
resources on a cluster. The name is case sensitive.

blazeExecutionParameterList

Custom properties that are unique to the Blaze engine.

To enter multiple properties, separate each name-value pair with the following
text: &:.

Use Informatica custom properties only at the request of Informatica Global
Customer Support.

blazeMaxPort

The maximum value for the port number range for the Blaze engine.
Default value is 12600

blazeMinPort

The minimum value for the port number range for the Blaze engine.
Default value is 12300
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Option

Description

blazeUserName

The owner of the Blaze service and Blaze service logs.

When the Hadoop cluster uses Kerberos authentication, the default user is the
Data Integration Service SPN user. When the Hadoop cluster does not use
Kerberos authentication and the Blaze user is not configured, the default user is
the Data Integration Service user.

blazeStagingDirectory

The HDFS file path of the directory that the Blaze engine uses to store temporary
files. Verify that the directory exists. The YARN user, Blaze engine user, and
mapping impersonation user must have write permission on this directory.

Defaultis /blaze/workdir. If you clear this property, the staging files are written
to the Hadoop staging directory /tmp/blaze <user name>.

clusterConfigld

The cluster configuration ID associated with the Hadoop cluster. You must enter a
configuration ID to set up a Hadoop connection.

hiveStagingDatabaseName

Namespace for Hive staging tables. Use the name default for tables that do not
have a specified database name.

engineType

The engine that the Hadoop environment uses to run a mapping on the Hadoop
cluster. You can choose MRv2 or Tez. You can select Tez if it is configured for the
Hadoop cluster. Default is MRv2.

environmentSQL

SQL commands to set the Hadoop environment. The Data Integration Service
executes the environment SQL at the beginning of each Hive script generated in a
Hive execution plan.

The following rules and guidelines apply to the usage of environment SQL:
Use the environment SQL to specify Hive queries.

- Use the environment SQL to set the classpath for Hive user-defined functions
and then use environment SQL or PreSQL to specify the Hive user-defined
functions. You cannot use PreSQL in the data object properties to specify the
classpath. The path must be the fully qualified path to the JAR files used for
user-defined functions. Set the parameter hive.aux.jars.path with all the entries
in infapdo.aux.jars.path and the path to the JAR files for user-defined functions.

- You can use environment SQL to define Hadoop or Hive parameters that you
want to use in the PreSQL commands or in custom queries.

hadoopExecEnvExecutionParam
eterList

Custom properties that are unique to the Hadoop connection.
You can specify multiple properties.

Use the following format:
<propertyl>=<value>

To specify multiple properties use «: as the property separator.

If more than one Hadoop connection is associated with the same cluster
configuration, you can override configuration set property values.

Use Informatica custom properties only at the request of Informatica Global
Customer Support.

hadoopRejDir

The remote directory where the Data Integration Service moves reject files when
you run mappings.

Enable the reject directory using rejDirOnHadoop.
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Option

Description

impersonationUserName

Required if the Hadoop cluster uses Kerberos authentication. Hadoop
impersonation user. The user name that the Data Integration Service impersonates
to run mappings in the Hadoop environment.

The Data Integration Service runs mappings based on the user that is configured.
Refer the following order to determine which user the Data Integration Services
uses to run mappings:

1. Operating system profile user. The mapping runs with the operating system
profile user if the profile user is configured. If there is no operating system
profile user, the mapping runs with the Hadoop impersonation user.

2. Hadoop impersonation user. The mapping runs with the Hadoop impersonation
user if the operating system profile user is not configured. If the Hadoop
impersonation user is not configured, the Data Integration Service runs
mappings with the Data Integration Service user.

3. Data Integration Service user. The mapping runs with the Data Integration
Service user if the operating system profile user and the Hadoop impersonation
user are not configured.

hiveWarehouseDirectoryOnHDFS

Optional. The absolute HDFS file path of the default database for the warehouse
that is local to the cluster.

If you do not configure the Hive warehouse directory, the Hive engine first tries to
write to the directory specified in the cluster configuration property
hive.metastore.warehouse.dir. If the cluster configuration does not have
the property, the Hive engine writes to the default directory /user/hive/
warehouse.

metastoreDatabaseDriver

Driver class name for the JDBC data store. For example, the following class name
specifies a MySQL driver:
com.mysql.jdbc.Driver
You can get the value for the Metastore Database Driver from hive-site.xml. The
Metastore Database Driver appears as the following property in hive-site.xml:
<property>

<name>javax.jdo.option.ConnectionDriverName</name>

<value>com.mysql.jdbc.Driver</value>
</property>

metastoreDatabasePassword

The password for the metastore user name.

You can get the value for the Metastore Database Password from hive-site.xml.
The Metastore Database Password appears as the following property in hive-
site.xml:

<property>
<name>javax.jdo.option.ConnectionPassword</name>
<value>password</value>

</property>
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Option

Description

metastoreDatabaseURI

The JDBC connection URI used to access the data store in a local metastore
setup. Use the following connection URI:

jdbc:<datastore type>://<node name>:<port>/<database name>

where

- <node name> is the host name or IP address of the data store.

- <data store type> is the type of the data store.

- <port> is the port on which the data store listens for remote procedure calls
(RPC).

- <database name> is the name of the database.

For example, the following URI specifies a local metastore that uses MySQL as a

data store:

jdbc:mysqgl://hostname23:3306/metastore

You can get the value for the Metastore Database URI from hive-site.xml. The
Metastore Database URI appears as the following property in hive-site.xml:

<property>
<name>javax.jdo.option.ConnectionURL</name>
<value>jdbc:mysqgl://MYHOST/metastore</value>
</property>

metastoreDatabaseUserName

The metastore database user name.

You can get the value for the Metastore Database User Name from hive-site.xml.
The Metastore Database User Name appears as the following property in hive-
site.xml:

<property>
<name>javax.jdo.option.ConnectionUserName</name>
<value>hiveuser</value>

</property>

metastoreMode

Controls whether to connect to a remote metastore or a local metastore. By
default, local is selected. For a local metastore, you must specify the Metastore
Database URI, Metastore Database Driver, Username, and Password. For a remote
metastore, you must specify only the Remote Metastore URI.

You can get the value for the Metastore Execution Mode from hive-site.xml. The
Metastore Execution Mode appears as the following property in hive-site.xml:

<property>
<name>hive.metastore.local</name>
<value>true</true>

</property>

Note: The hive.metastore.local property is deprecated in hive-site.xml for
Hive server versions 0.9 and above. If the hive.metastore.local property does
not exist but the hive.metastore.uris property exists, and you know that the
Hive server has started, you can set the connection to a remote metastore.
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Option

Description

remoteMetastoreURI

The metastore URI used to access metadata in a remote metastore setup. For a
remote metastore, you must specify the Thrift server details.

Use the following connection URI:
thrift://<hostname>:<port>

Where
- <hostname> is name or IP address of the Thrift metastore server.
- <port> is the port on which the Thrift server is listening.

For example, enter: thrift://myhostname:9083/

You can get the value for the Remote Metastore URI from hive-site.xml. The
Remote Metastore URI appears as the following property in hive-site.xml:

<property>
<name>hive.metastore.uris</name>
<value>thrift://<n.n.n.n>:9083</value>
<description> IP address or fully-qualified domain name and
port of the metastore host</description>
</property>

rejDirOnHadoop

Enables hadoopRejDir. Used to specify a location to move reject files when you run
mappings.

If enabled, the Data Integration Service moves mapping files to the HDFS location
listed in hadoopRejDir.

By default, the Data Integration Service stores the mapping files based on the
RejectDir system parameter.

sparkEventLogDir

Optional. The HDFS file path of the directory that the Spark engine uses to log
events.

sparkExecutionParameterList

An optional list of configuration parameters to apply to the Spark engine. You can
change the default Spark configuration properties values, such as
spark.executor.memory Or spark.driver.cores.

Use the following format:
<propertyl>=<value>

To enter multiple properties, separate each name-value pair with the following
text: &:

sparkStagingDirectory

The HDFS file path of the directory that the Spark engine uses to store temporary
files for running jobs. The YARN user, Data Integration Service user, and mapping
impersonation user must have write permission on this directory.

By default, the temporary files are written to the Hadoop staging directory /tmp/
spark_<user name>.

sparkYarnQueueName

The YARN scheduler queue name used by the Spark engine that specifies available
resources on a cluster. The name is case sensitive.

stgDataCompressionCodecClas
s

Codec class name that enables data compression and improves performance on
temporary staging tables. The codec class name corresponds to the code type.

stgDataCompressionCodecType

Hadoop compression library for a compression codec class name.
You can choose None, Zlib, Gzip, Snappy, Bz2, LZO0, or Custom.
Default is None.

RELATED ToOPICS:

e “Adabas Connection Options” on page 296
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e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

* “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

HBase Connection Options

Use connection options to define an HBase connection. You can use an HBase connection to connect to an
HBase table or a MapR-DB table.

Enter connection options in the following format:

. -0 option name=value option name=value ...
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To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the HBase connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option

Description

DATABASETYPE

Required when you create an HBase connection for a MapR-DB table. Set the value to MapR-DB.
Default is HBase.

clusterConfigld

The cluster configuration ID associated with the Hadoop cluster. You must enter a configuration ID
to set up a Hadoop connection.

maprdbpath

Required if you create an HBase connection to connect to a MapR-DB table.

Set the value to the database path that contains the MapR-DB table that you want to connect to.
Enter a valid MapR cluster path. Enclose the value in single quotes.

When you create an HBase data object for MapR-DB, you can browse only tables that exist in the
path that you specify in this option. You cannot access tables that are available in sub-directories
in the specified path.

For example, if you specify the maprdbpath as /user/customers/, you can access the tables in
the customers directory. However, if the customers directory contains a sub-directory named
regions, you cannot access the tables in the following directory:

/user/customers/regions

RELATED TOPICS:

e “Adabas Connection Options” on page 296

“Amazon Redshift Connection Options” on page 298

“Amazon S3 Connection Options” on page 300

“DataSift Connection Options” on page 301

“DB2 for i5/0S Connection Options” on page 303

“ DB2 for z/0S Connection Options” on page 306

“Facebook Connection Options” on page 308

“Greenplum Connection Options” on page 310

“Hadoop Connection Options” on page 312

“"HDFS Connection Options” on page 319

“Hive Connection Options” on page 320

“IBM DB2 Connection Options” on page 325

“IMS Connection Options” on page 328

“JDBC Connection Options” on page 331

“JD Edwards EnterpriseOne Connection Options” on page 334

“LDAP Connection Options” on page 336

“LinkedIn Connection Options” on page 337

“MapR-DB Connection Options” on page 339

“Microsoft Azure Blob Storage Connection Options” on page 340

“Microsoft Azure Data Lake Store Connection Options” on page 341

“Microsoft Azure SQL Data Warehouse Connection Options” on page 343
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e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

o “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

HDFS Connection Options

Use connection options to define an HDFS connection.

Enter connection options in the following format:
. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-

alphanumeric character, enclose the value in quotation marks.

The following table describes the HDFS connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description
userName User name to access HDFS.
nameNodeURI The URI to access the storage system.

You can find the value for fs.defaultFs in the core-site.xml
configuration set of the cluster configuration.

clusterConfigld The cluster configuration ID associated with the Hadoop cluster. You
must enter a configuration ID to set up a Hadoop connection.

RELATED ToOPICS:

“Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

e “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308
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e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

* “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Hive Connection Options

Use connection options to define a Hive connection.
Enter connection options in the following format:
. -0 option name='value' option name='value'

To enter multiple options, separate them with a space.
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The following table describes Hive connection options for infacmd isp CreateConnection and
UpdateConnection commands that you configure when you want to use the Hive connection:

Option

Description

connectionType

Required. Type of connection is HIVE.

name

The name of the connection. The name is not case sensitive and must be unique
within the domain. You can change this property after you create the connection.
The name cannot exceed 128 characters, contain spaces, or contain the following
special characters:

~obs s e () -+ = (0TI, >0/

relationalSourceAndTarget

Hive connection mode. Set this option to true if you want to use the connection to
access the Hive data warehouse. If you want to access Hive target, you need to
enable the same connection or another Hive connection to run the mapping in the
Hadoop cluster.

If you enable relational source and target, you must provide the
metadataDatabaseString option.

pushDownMode

Hive connection mode. Set this option to true if you want to use the connection to
run mappings in the Hadoop cluster.

If you enable the connection for pushdown mode, you must provide the options to
run the Informatica mappings in the Hadoop cluster.

environmentSQL

SQL commands to set the Hadoop environment. In native environment type, the
Data Integration Service executes the environment SQL each time it creates a
connection to Hive metastore. If the Hive connection is used to run mappings in
the Hadoop cluster, the Data Integration Service executes the environment SQL at
the beginning of each Hive session.

The following rules and guidelines apply to the usage of environment SQL in both

the connection modes:

- Use the environment SQL to specify Hive queries.

- Use the environment SQL to set the classpath for Hive user-defined functions
and then use either environment SQL or PreSQL to specify the Hive user-defined
functions. You cannot use PreSQL in the data object properties to specify the
classpath. The path must be the fully qualified path to the JAR files used for
user-defined functions. Set the parameter hive.aux.jars.path with all the entries
in infapdo.aux.jars.path and the path to the JAR files for user-defined functions.

- You can also use environment SQL to define Hadoop or Hive parameters that
you intend to use in the PreSQL commands or in custom queries.

If the Hive connection is used to run mappings in the Hadoop cluster, only the
environment SQL of the Hive connection is executed. The different environment
SQL commands for the connections of the Hive source or target are not executed,
even if the Hive sources and targets are on different clusters.

quoteChar

The type of character used to identify special characters and reserved SQL
keywords, such as WHERE. The Data Integration Service places the selected
character around special characters and reserved SQL keywords. The Data
Integration Service also uses this character for the Support mixed-case identifiers

property.

clusterConfigld

The cluster configuration ID associated with the Hadoop cluster. You must enter a
configuration ID to set up a Hadoop connection.
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Properties to Access Hive as Source or Target

The following table describes the mandatory options for infacmd isp CreateConnection and
UpdateConnection commands that you configure when you want to use the Hive connection to access Hive

data:
Property Description
hiveJdbcDriverClassName Name of the JDBC driver class.
metadataConnString The JDBC connection URI used to access the metadata from the Hadoop server.

The connection string uses the following format:

jdbc:hive://<hostname>:<port>/<db>

Where

- hostname is name or IP address of the machine on which the Hive server is
running.

- port is the port on which the Hive server is listening.

- db is the database to which you want to connect. If you do not provide the
database details, the Data Integration Service uses the default database
details.

To connect to HiveServer 2, use the connection string format that Apache Hive

implements for that specific Hadoop Distribution. For more information about

Apache Hive connection string formats, see the Apache Hive documentation.

If the Hadoop cluster uses SSL or TLS authentication, you must add ssl=true to

the JDBC connection URI. For example: jdbc:hive2://

<hostname>:<port>/<db>;ssl=true

If you use self-signed certificate for SSL or TLS authentication, ensure that the

certificate file is available on the client machine and the Data Integration Service

machine. For more information, see the Informatica Big Data Management Cluster

Integration Guide.

bypassHiveJDBCServer JDBC driver mode. Enable this option to use the embedded JDBC driver

(embedded mode).

To use the JDBC embedded mode, perform the following tasks:

- Verify that Hive client and Informatica Services are installed on the same
machine.

- Configure the Hive connection properties to run mappings in the Hadoop
cluster.

If you choose the non-embedded mode, you must configure the Data Access

Connection String.

The JDBC embedded mode is preferred to the non-embedded mode.
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Property

Description

sqlAuthorized

When you select the option to observe fine-grained SQL authentication in a Hive

source, the mapping observes row and column-level restrictions on data access.
If you do not select the option, the Blaze run-time engine ignores the restrictions,
and results include restricted data.

Applicable to Hadoop clusters where Sentry or Ranger security modes are
enabled.

connectString

The connection string used to access data from the Hadoop data store. The non-
embedded JDBC mode connection string must be in the following format:

jdbc:hive://<hostname>:<port>/<db>

Where

- hostname is name or IP address of the machine on which the Hive server is
running.

- port is the port on which the Hive server is listening. Default is 10000.

- db is the database to which you want to connect. If you do not provide the
database details, the Data Integration Service uses the default database
details.

To connect to HiveServer 2, use the connection string format that Apache Hive
implements for that specific Hadoop Distribution. For more information about
Apache Hive connection string formats, see the Apache Hive documentation.

If the Hadoop cluster uses SSL or TLS authentication, you must add ssl=true to
the JDBC connection URI. For example: jdbc:hive2://
<hostname>:<port>/<db>;ssl=true

If you use self-signed certificate for SSL or TLS authentication, ensure that the
certificate file is available on the client machine and the Data Integration Service
machine. For more information, see the Informatica Big Data Management Cluster
Integration Guide.
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Properties to Run Mappings in the Hadoop Cluster

The following table describes the mandatory options for infacmd isp CreateConnection and
UpdateConnection commands that you configure when you want to use the Hive connection to run
Informatica mappings in the Hadoop cluster:

Property

Description

databaseName

Namespace for tables. Use the name default for tables that do not have a
specified database name.

customProperties

Configures or overrides Hive or Hadoop cluster properties in the hive-site.xml
configuration set on the machine on which the Data Integration Service runs.
You can specify multiple properties.

Select Edit to specify the name and value for the property. The property
appears in the following format:
<propertyl>=<value>

When you specify multiple properties, «: appears as the property separator.
The maximum length for the format is 1 MB.

If you enter a required property for a Hive connection, it overrides the property
that you configure in the Advanced Hive/Hadoop Properties.

The Data Integration Service adds or sets these properties for each map-
reduce job. You can verify these properties in the JobConf of each mapper
and reducer job. Access the JobConf of each job from the Jobtracker URL
under each map-reduce job.

The Data Integration Service writes messages for these properties to the Data
Integration Service logs. The Data Integration Service must have the log
tracing level set to log each row or have the log tracing level set to verbose
initialization tracing.

For example, specify the following properties to control and limit the number
of reducers to run a mapping job:

mapred.reduce.tasks=2&:hive.exec.reducers.max=10

stgDataCompressionCodecClass

Codec class name that enables data compression and improves performance
on temporary staging tables. The codec class name corresponds to the code

type.

stgDataCompressionCodecType

Hadoop compression library for a compression codec class name.
You can choose None, Zlib, Gzip, Snappy, Bz2, LZO0, or Custom.
Default is None.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312
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e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “0ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

* “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

IBM DB2 Connection Options

Use connection options to define the IBM DB2 connection.
Enter connection options in the following format:
. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.
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The following table describes IBM DB2 connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option

Description

PassThruEnabled

Optional. Enables pass-through security for the connection. When you enable pass-
through security for a connection, the domain uses the client user name and password to
log into the corresponding database, instead of the credentials defined in the connection
object.

MetadataAccessConnect
String

Required. JDBC connection URL used to access metadata from the database.

jdbc:informatica:db2://<host name>:<port>;DatabaseName=<database
name>

When you import a table from the Developer tool or Analyst tool, by default, all tables are
displayed under the default schema name. To view tables under a specific schema instead
of the default schema, you can specify the schema name from which you want to import
the table. Include the ischemaname parameter in the URL to specify the schema name. For
example, use the following syntax to import a table from a specific schema:

jdbc:informatica:db2://<host name>:<port>;DatabaseName=<database
name>; ischemaname=<schema name>

To search for a table in multiple schemas and import it, you can specify multiple schema
names in the ischemaname parameter. The schema name is case sensitive. You cannot
use special characters when you specify multiple schema names. Use the pipe (|)
character to separate multiple schema names. For example, use the following syntax to
search for a table in three schemas and import it:

jdbc:informatica:db2://<host name>:<port>;DatabaseName=<database
name>; ischemaname=<schema namel>|<schema name2>|<schema name3>

AdvancedJDBCSecurityO
ptions

Optional. Database parameters for metadata access to a secure database. Informatica
treats the value of the AdvancedJDBCSecurityOptions field as sensitive data and encrypts
the parameter string.

To connect to a secure database, include the following parameters:

- EncryptionMethod. Required. Indicates whether data is encrypted when transmitted over
the network. This parameter must be set to SSL.

- ValidateServerCertificate. Optional. Indicates whether Informatica validates the
certificate that is sent by the database server.

If this parameter is set to True, Informatica validates the certificate that is sent by the
database server. If you specify the HostNamelnCertificate parameter, Informatica also
validates the host name in the certificate.

If this parameter is set to false, Informatica does not validate the certificate that is sent
by the database server. Informatica ignores any truststore information that you specify.

- HostNamelnCertificate. Optional. Host name of the machine that hosts the secure
database. If you specify a host name, Informatica validates the host name included in
the connection string against the host name in the SSL certificate.

- TrustStore. Required. Path and file name of the truststore file that contains the SSL
certificate for the database.

TrustStorePassword. Required. Password for the truststore file for the secure database.
Note For a complete list of the secure JDBC parameters, see the DataDirect JDBC
documentation.

Informatica appends the secure JDBC parameters to the connection string. If you include
the secure JDBC parameters directly in the connection string, do not enter any parameters
in the AdvancedJDBCSecurityOptions field.

DataAccessConnectStrin
g

Connection string used to access data from the database.
Enter the connection string in the following format:

<database name>
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Option

Description

CodePage

Required. Code page used to read from a source database or write to a target database.

EnvironmentSQL

Optional. SQL commands to set the database environment when you connect to the
database. The Data Integration Service executes the connection environment SQL each
time it connects to the database.

For example, ALTER SESSION SET CURRENT SCHEMA=INFA USR;
Note: Enclose special characters in double quotes.

TransactionSQL

Optional. SQL commands to execute before each transaction. The Data Integration Service
executes the transaction SQL at the beginning of each transaction.

For example, SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
Note: Enclose special characters in double quotes.

Tablespace

Optional. The tablespace name of the database.

QuoteChar

Optional. The character that you will use for quotes in this connection.

The type of character used to identify special characters and reserved SQL keywords, such
as WHERE. The Data Integration Service places the selected character around special
characters and reserved SQL keywords. The Data Integration Service also uses this
character for the QuoteChar property. Default is 0.

EnableQuotes

Optional. Select to enable quotes or not for this connection.

When enabled, the Data Integration Service places identifier characters around table, view,
schema, synonym, and column names when generating and executing SQL against these
objects in the connection. Use if the objects have mixed-case or lowercase names. Valid
values are True or False. Default is True.

EnableConnectionPool

Optional. Enables connection pooling. When you enable connection pooling, the
connection pool retains idle connection instances in memory. When you disable
connection pooling, the Data Integration Service stops all pooling activity. Valid values are
True or False. Default is True.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data Integration
Service maintains for a database connection. Set this value to be more than the minimum
number of idle connection instances. Default is 15.

ConnectionPoolMaxIdleT
ime

Optional. Number of seconds that a connection exceeding the minimum number of
connection instances can remain idle before the connection pool drops it. The connection
pool ignores the idletime when it does not exceed the minimum number of idle connection
instances. Default is 120.

ConnectionPoolMinConn
ections

Optional. Minimum number of idle connection instances that the pool maintains for a
database connection. Set this value to be equal to or less than the idle connection pool
size. Default is 0.

RELATED TOPICS:

“Adabas Connection Options” on page 296

“Amazon Redshift Connection Options” on page 298

“Amazon S3 Connection Options” on page 300

“DataSift Connection Options” on page 301

“DB2 for i5/0S Connection Options” on page 303

“DB2 for z/0S Connection Options” on page 306
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e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “0ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

IMS Connection Options

Use connection options to define an IMS connection.
Enter connection options in the following format:
. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes IMS connection options:

Option Description

CodePage Required. Code to read from or write to the database. Use the ISO code page name, such as
ISO-8859-6. The code page name is not case sensitive.

ArraySize Optional. Determines the number of records in the storage array for the threads when the

worker threads value is greater than 0. Valid values are from 1 through 5000. Default is 25.

Compression

Optional. Compresses the data to decrease the amount of data Informatica applications write
over the network. True or false. Default is false.

EncryptionLevel

Optional. Level of encryption. If you specify AES for the EncryptionType option, specify one of
the following values to indicate the level of AES encryption:

- 1. Use a 128-bit encryption key.

- 2. Use a 192-hit encryption key.

- 3. Use a 256-hit encryption key.

Default is 1.

Note: If you specify None for encryption type, the Data Integration Service ignores the
encryption level value.

EncryptionType

Optional. Controls whether to use encryption. Specify one of the following values:
- None

- AES

Default is None.

InterpretAsRows Optional. If true, the pacing size value represents a number of rows. If false, the pacing size
represents kilobytes. Default is false.
Location Location of the PowerExchange Listener node that can connect to the database. The location

is defined in the first parameter of the NODE statement in the PowerExchange dbmover.cfg
configuration file.

OffLoadProcessing

Optional. Moves bulk data processing from the source machine to the Data Integration
Service machine.

Enter one of the following values:

- Auto. The Data Integration Service determines whether to use offload processing.
- Yes. Use offload processing.

- No. Do not use offload processing.

Default is Auto.

PacingSize Optional. Slows the data transfer rate in order to reduce bottlenecks. The lower the value, the
greater the session performance. Minimum value is 0. Enter 0 for optimal performance.
Default is 0.

WorkerThread Optional. Number of threads that the Data Integration Service uses to process bulk data when

offload processing is enabled. For optimal performance, this value should not exceed the
number of available processors on the Data Integration Service machine. Valid values are 1
through 64. Default is 0, which disables multithreading.
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Option Description

WriteMode Enter one of the following write modes:

- CONFIRMWRITEON. Sends data to the PowerExchange Listener and waits for a success/no
success response before sending more data.

- CONFIRMWRITEOFF. Sends data to the PowerExchange Listerner without waiting for a
success/no success response. Use this option when the target table can be reloaded if an
error occurs.

- ASYNCHRONOUSWITHFAULTT. Sends data to the PowerExchangeListener asynchronously
with the ability to detect errors.

Default is CONFIRMWRITEON.

EnableConnectionPo Optional. Enables connection pooling. When you enable connection pooling, the connection
ol pool retains idle connection instances in memory. When you disable connection pooling, the
Data Integration Service stops all pooling activity. True or false. Default is false.

ConnectionPoolSize Optional. Maximum number of idle connections instances that the Data Integration Service
maintains for a database connection. Set this value to be more than the minimum number of
idle connection instances. Default is 15.

ConnectionPoolMaxI Optional. Number of seconds that a connection exceeding the minimum number of
dleTime connection instances can remain idle before the connection pool drops it. The connection
pool ignores the idletime when it does not exceed the minimum number of idle connection
instances. Default is 120.

ConnectionPoolMinC | Optional. Minimum number of idle connection instances that the pool maintains for a
onnections database connection. Set this value to be equal to or less than the idle connection pool size.
Default is 0.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

* “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

“Microsoft Azure Blob Storage Connection Options” on page 340
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e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

JDBC Connection Options

Use connection options to define a JDBC connection.

Enter connection options in the following format:
. -0 option name=value option name=value ...

To enter multiple options, separate options with spaces. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes JDBC connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option

Description

JDBCDriverClassName

The Java class that you use to connect to the database.

The following list provides the driver class name that you can enter for the applicable
database type:
- DataDirect JDBC driver class name for Oracle:
com.informatica.jdbc.oracle.OracleDriver
DataDirect JDBC driver class name for IBM DB2:
com.informatica.jdbc.db2.DB2Driver
DataDirect JDBC driver class name for Microsoft SQL Server:
com.informatica.jdbc.sglserver.SQLServerDriver
DataDirect JDBC driver class name for Sybase ASE:
com.informatica.jdbc.sybase.SybaseDriver
DataDirect JDBC driver class name for Informix:
com.informatica.jdbc.informix.InformixDriver
DataDirect JDBC driver class name for MySQL:
com.informatica.jdbc.mysql.MySQLDriver
For more information about which driver class to use with specific databases, see the vendor
documentation.

MetadataConnString

The URL that you use to connect to the database.

The following list provides the connection string that you can enter for the applicable
database type:
- DataDirect JDBC driver for Oracle:
jdbc:informatica:oracle://<hostname>:<port>; SID=<sid>
DataDirect JDBC driver for IBM DB2:
jdbc:informatica:db2://<hostname>:<port>;DatabaseName=<database
name>
DataDirect JDBC driver for Microsoft SQL Server:
jdbc:informatica:sglserver://<host>:<port>;DatabaseName=<database
name>
DataDirect JDBC driver for Sybase ASE:
jdbc:informatica:sybase://<host>:<port>;DatabaseName=<database name>
DataDirect JDBC driver for Informix:
jdbc:informatica:informix://<host>:<port>;informixServer=<informix
server name>;databaseName=<dbName>
DataDirect JDBC driver for MySQL:
jdbc:informatica:mysql://<host>:<port>;DatabaseName=<database name>
For more information about the connection string to use for specific databases, see the
vendor documentation for the URL syntax.

EnvironmentSQL

Optional. SQL commands to set the database environment when you connect to the
database. The Data Integration Service executes the connection environment SQL each time
it connects to the database.

For example, ALTER SESSION SET CURRENT SCHEMA=INFA USR;
Note: Enclose special characters in double quotation marks.

TransactionSQL

Optional. SQL commands to execute before each transaction. The Data Integration Service
executes the transaction SQL at the beginning of each transaction.

For example, SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;

Note: Enclose special characters in double quotes.
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Option

Description

QuoteChar

Optional. The character that you will use for quotes in this connection.

The type of character used to identify special characters and reserved SQL keywords, such
as WHERE. The Data Integration Service places the selected character around special
characters and reserved SQL keywords. The Data Integration Service also uses this character
for the QuoteChar property. Default is DOUBLE_QUOTE.

EnableQuotes

Optional. Select to enable quotes or not for this connection.

When enabled, the Data Integration Service places identifier characters around table, view,
schema, synonym, and column names when generating and executing SQL against these
objects in the connection. Use if the objects have mixed-case or lowercase names. Valid
values are True or False. Default is True.

hadoopConnector

Required if you want to enable Sqoop connectivity for the data object that uses the JDBC
connection. The Data Integration Service runs the mapping in the Hadoop run-time
environment through Sqoop.

You can configure Sqoop connectivity for relational data objects, customized data objects,
and logical data objects that are based on a JDBC-compliant database.

Set the value to SQOOP 146 to enable Sqoop connectivity.

hadoopConnectorArgs

Optional. Enter the arguments that Sqoop must use to connect to the database. Enclose the
Sqoop arguments within single quotes. Separate multiple arguments with a space.

For example, hadoopConnectorArgs="--<Sqoop argument 1> --<Sgoop argument
2>

To read data from or write data to Teradata through Teradata Connector for Hadoop (TDCH)
specialized connectors for Sqoop, define the TDCH connection factory class in the
hadoopConnectorArgs argument. The connection factory class varies based on the TDCH
Sqoop Connector that you want to use.
To use the Cloudera Connector Powered by Teradata, configure the hadoopConnectorArgs
argument as follows:

hadoopConnectorArgs="-
Dsqoop.connection.factories=com.cloudera.connector.teradata.Teradata
ManagerFactory'

- To use the Hortonworks Connector for Teradata (powered by the Teradata Connector for
Hadoop), configure the hadoopConnectorArgs argument as follows:

hadoopConnectorArgs="-
Dsqoop.connection.factories=org.apache.sqoop.teradata.TeradataManage
rFactory'

If you do not enter Sqoop arguments, the Data Integration Service constructs the Sqoop
command based on the JDBC connection properties.

RELATED TOPICS:

“Adabas Connection Options” on page 296

“Amazon Redshift Connection Options” on page 298

“Amazon S3 Connection Options” on page 300

“DataSift Connection Options” on page 301

“DB2 for i5/0S Connection Options” on page 303

“DB2 for z/0S Connection Options” on page 306

“Facebook Connection Options” on page 308

“Greenplum Connection Options” on page 310

“Hadoop Connection Options” on page 312
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e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

* “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

JD Edwards EnterpriseOne Connection Options

Use connection options to define a JD Edwards EnterpriseOne connection.
Enter connection options in the following format:
... -0 option_name=value option_name=value ...

For example,

infacmd.bat createConnection -dn DomainName -un Domain UserName -pd Domain Pwd -cn
conName -cid

conID -ct JDEEl -o userName=JDEEl DB UserName password=JDEEl DB Pwd
enterpriseServer=JDE_ServerName

enterprisePort=JDE DB Port environment=JDE Environment role=role
JDBCUserName=JDEE1 DB UserName

JDBCPassword=JDEE]l DB Pwd JDBCCONNECTIONSTRING='DB connection string'
JDBCDriverClassName="'jdbc driver classname'

To enter multiple options, separate them with a space. To enter a value that contains a space or other
nonalphanumeric character, enclose the value in quotation marks.
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The following table describes the mandatory JD Edwards EnterpriseOne connection options for the infacmd
isp CreateConnection and UpdateConnection commands:

Property Description
userName JD Edwards EnterpriseOne user name.
password Password for the JD Edwards EnterpriseOne user name. The password is case

sensitive.

enterpriseServer

The host name of the JD Edwards EnterpriseOne server that you want to access.

enterprisePort

The port number to access the JD Edwards EnterpriseOne server.

environment

Name of the JD Edwards EnterpriseOne environment you want to connect to.

role

Role of the JD Edwards EnterpriseOne user.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354
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e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

o “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

LDAP Connection Options

Use connection options to define an LDAP connection.

Enter connection options in the following format:

... -0 option_name=value option_name=value ...

For example,

infacmd.sh createConnection -dn DomainName -un Domain UserName -pd Domain Pwd -cn
conname -cid conname -ct ldap -o
hostName=hostIPAddress port=port number userName=ldapUserName password=LDAPPWD

To enter multiple options, separate them with a space. To enter a value that contains a space or other
nonalphanumeric character, enclose the value in quotation marks.

The following table describes the mandatory LDAP connection options for the infacmd isp CreateConnection
and UpdateConnection commands:

Property Description

hostName The host name of the LDAP directory server that you want to access.
port The port number to access the LDAP directory server.

userName LDAP user name.

password Password for the LDAP user name. The password is case sensitive.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317
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e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

LinkedIn Connection Options

Use connection options to define a LinkedIn connection.

Enter connection options in the following format:
. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes LinkedIn connection options for infacmd isp CreateConnection and

UpdateConnection commands:

Option Description

ConsumerKey The API key that you get when you create the application in LinkedIn.
LinkedIn uses the key to identify the application.

ConsumerSecret The Secret key that you get when you create the application in LinkedIn.
LinkedIn uses the secret to establish ownership of the consumer key.
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Option Description

AccessToken Access token that the OAuth Utility returns. The LinkedIn application
uses this token instead of the user credentials to access the protected
resources.

AccessSecret Access secret that the OAuth Utility returns. The secret establishes

ownership of a token.

RELATED ToOPICS:

“Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368
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e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

MapR-DB Connection Options

Use connection options to define an HBase connection for MapR-DB.
Enter connection options in the following format:
... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the HBase connection options for MapR-DB for the infacmd isp
CreateConnection and UpdateConnection commands:

Option Description

DATABASETYPE | Required. Set the value to MapR-DB and enclose the value in single quotes.

clusterConfigld | The cluster configuration ID associated with the Hadoop cluster. You must enter a configuration ID
to set up an HBase connection for MapR-DB.

maprdbpath Required. Set the value to the database path that contains the MapR-DB table that you want to
connect to. Enter a valid MapR cluster path. Enclose the value in single quotes.

When you create an HBase data object for MapR-DB, you can browse only tables that exist in the
path that you specify in this option. You cannot access tables that are available in sub-directories
in the specified path.

For example, if you specify the maprdbpath as /user/customers/, you can access the tables in
the customers directory. However, if the customers directory contains a sub-directory named
regions, you cannot access the tables in the following directory:

/user/customers/regions

RELATED TOPICS:

“Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

* “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328
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e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Microsoft Azure Blob Storage Connection Options

Use connection options to define a Microsoft Azure Blob Storage Connection.
Enter connection options in the following format:
... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the Microsoft Azure Blob Storage Connection options for the infacmd isp
CreateConnection and UpdateConnection commands:

Option Description

ACCOUNTKEY Name of the Microsoft Azure Blob Storage account.
ACCOUNTNAME Microsoft Azure Storage access key.
CONTAINERNAME Microsoft Azure Blob Storage container name.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298
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e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Microsoft Azure Data Lake Store Connection Options

Use connection options to define a Microsoft Azure Data Lake Store Connection.
Enter connection options in the following format:
... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes the Microsoft Azure Data Lake Store Connection options for the infacmd isp
CreateConnection and UpdateConnection commands:

Option Description
ADLSACCOUNTNAME | The name of the Microsoft Azure Data Lake Store.
CLIENTID The ID of your application to complete the OAuth Authentication in the Active Directory.

For more information on creating a client ID, see
https://docs.microsoft.com/en-us/azure/data-lake-store/data-lake-store-authenticate-using-active-

directory.

CLIENTSECRET

The client secret key to complete the OAuth Authentication in the Active Directory.

DIRECTORY

The Microsoft Azure Data Lake Store directory that you use to read data or write data. The
default is root directory.

AUTHENDPOINT

The OAuth 2.0 token endpoint from where access code is generated based on the Client ID
and Client secret is completed.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

“Amazon Redshift Connection Options” on page 298

“Amazon S3 Connection Options” on page 300

“DataSift Connection Options” on page 301

“DB2 for i5/0S Connection Options” on page 303

“DB2 for z/0S Connection Options” on page 306

“Facebook Connection Options” on page 308

“Greenplum Connection Options” on page 310

“Hadoop Connection Options” on page 312

“HBase Connection Options” on page 317

“"HDFS Connection Options” on page 319

“Hive Connection Options” on page 320

“IBM DB2 Connection Options” on page 325

“IMS Connection Options” on page 328

“JDBC Connection Options” on page 331

“JD Edwards EnterpriseOne Connection Options” on page 334

“LDAP Connection Options” on page 336

“LinkedIn Connection Options” on page 337

“MapR-DB Connection Options” on page 339

“Microsoft Azure Blob Storage Connection Options” on page 340

“Microsoft Azure SQL Data Warehouse Connection Options” on page 343

“Microsoft SQL Server Connection Options” on page 344

“Microsoft Dynamics CRM Connection Options” on page 348

“Netezza Connection Options” on page 351

“"OData Connection Options” on page 352
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e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Microsoft Azure SQL Data Warehouse Connection Options

Use connection options to define a Microsoft Azure SQL Data Warehouse Connection.

Enter connection options in the following format:

... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the Microsoft Azure SQL Data Warehouse Connection options for the infacmd
isp CreateConnection and UpdateConnection commands:

Option Description

JDBCURL Microsoft Azure SQL Data Warehouse JDBC connection string. For example, you can enter the
following connection string:
jdbc:sglserver://<Server>.database.windows.net:1433;database=<Database>

JDBCUSERNAME User name to connect to the Microsoft Azure SQL Data Warehouse account.

JDBCPASSWORD Password to connect to the Microsoft Azure SQL Data Warehouse account.

SCHEMANAME Name of the schema in Microsoft Azure SQL Data Warehouse.

BLOBACCOUNTNAME | Name of the Microsoft Azure Storage account to stage the files.

BLOBACCOUNTKEY Microsoft Azure Storage access key to stage the files.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

“Greenplum Connection Options” on page 310
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e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

o “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

o “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Microsoft SQL Server Connection Options

Use connection options to define the Microsoft SQL Server connection.

Enter connection options in the following format:
. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes Microsoft SQL Server connection options for the infacmd isp CreateConnection
and UpdateConnection commands:

Option

Description

UseTrustedConnection

Optional. The Integration Service uses Windows authentication to access the
Microsoft SQL Server database. The user name that starts the Integration Service must
be a valid Windows user with access to the Microsoft SQL Server database. True or
false. Default is false.

PassThruEnabled

Optional. Enables pass-through security for the connection. When you enable pass-
through security for a connection, the domain uses the client user name and password
to log into the corresponding database, instead of the credentials defined in the
connection object.

MetadataAccessConnectStri
ng

JDBC connection URL to access metadata from the database.
Use the following connection URL:

jdbc:informatica:sqglserver://<host
name>:<port>;DatabaseName=<database name>

To test the connection with NTLM authentication, include the following parameters in
the connection string:
- AuthenticationMethod. The NTLM authentication version to use.

Note: UNIX supports NTLMv1 and NTLMv2 but not NTLM.
Domain. The domain that the SQL server belongs to.

The following example shows the connection string for an SQL server that uses
NTLMv2 authentication in an NT domain named Informatica.com:

jdbc:informatica:sqlserver://
host01:1433;DatabaseName=SQL1;AuthenticationMethod=ntlm2java;Domai
n=Informatica.com

If you connect with NTLM authentication, you can enable the Use trusted connection
option in the MS SQL Server connection properties. If you connect with NTLMv1 or
NTLMv2 authentication, you must provide the user name and password in the
connection properties.
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Option

Description

AdvancedJDBCSecurityOpti
ons

Optional. Database parameters for metadata access to a secure database. Informatica
treats the value of the AdvancedJDBCSecurityOptions field as sensitive data and
encrypts the parameter string.

To connect to a secure database, include the following parameters:

EncryptionMethod. Required. Indicates whether data is encrypted when transmitted
over the network. This parameter must be set to SSL.

- ValidateServerCertificate. Optional. Indicates whether Informatica validates the
certificate that is sent by the database server.

If this parameter is set to True, Informatica validates the certificate that is sent by
the database server. If you specify the HostNamelnCertificate parameter,
Informatica also validates the host name in the certificate.

If this parameter is set to false, Informatica does not validate the certificate that is
sent by the database server. Informatica ignores any truststore information that you
specify.

HostNamelnCertificate. Optional. Host name of the machine that hosts the secure
database. If you specify a host name, Informatica validates the host name included
in the connection string against the host name in the SSL certificate.

- TrustStore. Required. Path and file name of the truststore file that contains the SSL
certificate for the database.

- TrustStorePassword. Required. Password for the truststore file for the secure
database.

Note: For a complete list of the secure JDBC parameters, see the DataDirect JDBC

documentation.

Informatica appends the secure JDBC parameters to the connection string. If you
include the secure JDBC parameters directly to the connection string, do not enter any
parameters in the AdvancedJDBCSecurityOptions field.

DataAccessConnectString

Required. Connection string used to access data from the database.
Enter the connection string in the following format:

<server name>@<database name>

DomainName Optional. The name of the domain where Microsoft SQL Server is running.

PacketSize Optional. Increase the network packet size to allow larger packets of data to cross the
network at one time.

CodePage Required. Code to read from or write to the database. Use the ISO code page name,
such as 1S0-8859-6. The code page name is not case sensitive.

UseDSN Required. Determines whether the Data Integration Service must use the Data Source
Name for the connection.
If you set the option value to true, the Data Integration Service retrieves the database
name and server name from the DSN.
If you set the option value to false, you must enter the database name and server
name.

ProviderType Required. The connection provider that you want to use to connect to the Microsoft

SQL Server database.

You can define one of the following values:

- 0. Set the value to 0 if you want to use the ODBC provider type. Default is 0.
1. Set the value to 1 if you want to use the OLEDB provider type. OLEDB is a

deprecated provider type. Informatica will drop support for the OLEDB provider type
in a future release.
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Option

Description

OwnerName

Optional. The table owner name.

SchemaName

Optional. The name of the schema in the database. You must specify the schema
name for the Profiling Warehouse if the schema name is different from the database
user name. You must specify the schema name for the data object cache database if
the schema name is different from the database user name and if you configure user-
managed cache tables.

EnvironmentSQL

Optional. SQL commands to set the database environment when you connect to the
database. The Data Integration Service executes the connection environment SQL each
time it connects to the database.

For example, ALTER SESSION SET CURRENT SCHEMA=INFA USR;
Note: Enclose special characters in double quotes.

TransactionSQL

Optional. SQL commands to execute before each transaction. The Data Integration
Service executes the transaction SQL at the beginning of each transaction.

For example, SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;

Note: Enclose special characters in double quotes.

QuoteChar

Optional. The character that you will use for quotes in this connection.

The type of character used to identify special characters and reserved SQL keywords,
such as WHERE. The Data Integration Service places the selected character around
special characters and reserved SQL keywords. The Data Integration Service also uses
this character for the QuoteChar property. Default is 0.

EnableQuotes

Optional. Choose to enable quotes or not for this connection.

When enabled, the Data Integration Service places identifier characters around table,
view, schema, synonym, and column names when generating and executing SQL
against these objects in the connection. Use if the objects have mixed-case or
lowercase names. Valid values are True or False. Default is True.

EnableConnectionPool

Optional. Enables connection pooling. When you enable connection pooling, the
connection pool retains idle connection instances in memory. When you disable
connection pooling, the Data Integration Service stops all pooling activity. Valid values
are True or False. Default is True.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data Integration
Service maintains for a database connection. Set this value to be more than the
minimum number of idle connection instances. Default is 15.

ConnectionPoolMaxIdleTim
e

Optional. Number of seconds that a connection exceeding the minimum number of
connection instances can remain idle before the connection pool drops it. The
connection pool ignores the idletime when it does not exceed the minimum number of
idle connection instances. Default is 120.

ConnectionPoolMinConnecti
ons

Optional. Minimum number of idle connection instances that the pool maintains for a
database connection. Set this value to be equal to or less than the idle connection
pool size. Default is 0.

RELATED TOPICS:

“Adabas Connection Options” on page 296

“Amazon Redshift Connection Options” on page 298

“Amazon S3 Connection Options” on page 300

“DataSift Connection Options” on page 301
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e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Microsoft Dynamics CRM Connection Options

Use connection options to define a Microsoft Dynamics CRM connection.
Enter connection options in the following format:
. -0 option name=value option name=value ...
For example,
./infacmd.sh createconnection -dn Domain Adapters 1020 Uni -un Administrator -pd
Administrator -cn msd cmdline AD -cid msd cmdline edit -ct MSDYNAMICS -o

"AuthenticationType=Passport DiscoveryServiceURL=https://disco.crm8.dynamics.com/
XRMServices/2011/Discovery.svc Username=skmanja@InformaticalLC.onmicrosoft.com
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Password=AwesomeDayl03 OrganizationName=org00faf3b6 Domain=<dummy value>
SECURITYTOKENSERVICE=<dummy value>"

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The following table describes Microsoft Dynamics CRM connection options for infacmd isp
CreateConnection and UpdateConnection commands:

Option Description

AuthenticationType Required. Authentication type for the connection. Provide one of the following

authentication types:

- Passport. Often used for online deployment and online deployment combined
with Internet-facing deployment of Microsoft Dynamics CRM.

- Claims-based. Often used for on-premise and Internet-facing deployment of
Microsoft Dynamics CRM.

- Active directory. Often used for on-premise deployment of Microsoft
Dynamics CRM.

DiscoveryServiceURL Required. URL of the Microsoft Dynamics CRM service.

Use the following format: <http/https>://<Application server
name>:<port>/XRMService/2011/Discovery.svc

To find the Discovery Service URL, log in to the Microsoft Live instance and click
Settings > Customization > Developer Resources.

Domain Required. Domain to which the user belongs. You must provide the complete
domain name. For example, msd. sampledomain.com.

Configure domain for active directory and claims-based authentication.
Note: If you select Passport authentication type, you must provide a dummy
value for Domain.

ConfigFilesForMetadata Configuration directory for the client.
Default directory is: <INFA HOME>/clients/DeveloperClient/msdcrm/
conf

OrganizationName Required. Microsoft Dynamics CRM organization name. Organization names are

case sensitive.

For Microsoft Live authentication, use the Microsoft Live Organization Unique
Name.

To find the Organization Unique Name, log in to the Microsoft Live instance and
click Settings > Customization > Developer Resources

Password Required. Password to authenticate the user.

ConfigFilesForData Configuration directory for the server.
If the server file is located in a different directory, specify the directory path.

SecurityTokenService Required. Microsoft Dynamics CRM security token service URL. For example,
https://stsl.<company>.com.

Configure for claims-based authentication.
Note: If you select Passport or Active Directory authentication type, you must
provide a dummy value for SecurityTokenService.

Username Required. User ID registered with Microsoft Dynamics CRM.

CreateConnection 349



Option

Description

UseMetadataConfigForDataAccess

Select this option if the configuration file and server file are in the same
directory.

If the server file is in a different directory, uncheck this option and specify the
directory path in the Data Access field. Provide one of the following values:

- true for checked

- false for unchecked

KeyStoreFileName

Contains the keys and certificates required for secure communication.
If you want to use the Java cacerts file, clear this field.

KeyStorePassword

Password for the infa keystore.jks file.
If you want to use the Java cacerts file, clear this field.

TrustStoreFileName

Set the INFA_TRUSTSTORE in the environment variables. The directory must
contain the truststore file infa_truststore.jks. If the file is not available at
the path specified, the Data Integration Service checks for the certificate in the
Java cacerts file.

If you want to use the Java cacerts file, clear this field.

TrustStorePassword

Password for the infa keystore.jks file.
If you want to use the Java cacerts file, clear this field.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341
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e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Netezza Connection Options

Use connection options to define a Netezza connection.

Enter connection options in the following format:
... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes the Netezza connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option

Description

connectionString

Required. Name of the ODBC data source that you create to connect to the Netezza database.

jdbeUrl Required. JDBC URL that the Developer tool must use when it connects to the Netezza database.
Use the following format:
jdbc:netezza://<hostname>:<port>/<database name>
username Required. User name with the appropriate permissions to access the Netezza database.
password Required. Password for the database user name.
timeout Required. Number of seconds that the Developer tool waits for a response from the Netezza

database before it closes the connection.

RELATED TOPICS:

“Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303
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e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

o “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “OData Connection Options” on page 352

e “0ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

OData Connection Options

Use connection options to define an OData connection.

Enter connection options in the following format:
... -0 option_name=value option_name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes the OData connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Property Description
URL Required. OData service root URL that exposes the data that you want to read.
securityType Optional. Security protocol that the Developer tool must use to establish a secure connection

with the OData server.

Enter one of the following values:
- None
- SSL
- TLS

trustStoreFileName

Required if you enter a security type.
Name of the truststore file that contains the public certificate for the OData server.

trustStorePassword

Required if you enter a security type.
Password for the truststore file that contains the public certificate for the OData server.

keyStoreFileName

Required if you enter a security type.
Name of the keystore file that contains the private key for the OData server.

keyStorePassword

Required if you enter a security type.
Password for the keystore file that contains the private key for the OData server.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

e “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

o “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

“Microsoft Azure Blob Storage Connection Options” on page 340
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e “Microsoft Azure Data Lake Store Connection Options” on page 341

o “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

ODBC Connection Options

Use connection options to define the ODBC connection.

Enter connection options in the following format:

. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes ODBC connection options for infacmd isp CreateConnection and

UpdateConnection commands:

Option

Description

PassThruEnabled

Optional. Enables pass-through security for the connection. When you
enable pass-through security for a connection, the domain uses the client
user name and password to log into the corresponding database, instead
of the credentials defined in the connection object.

DataAccessConnectString

Connection string used to access data from the database.
Enter the connection string in the following format:

<database name>

CodePage

Required. Code page used to read from a source database or write to a
target database or file.

EnvironmentSQL

Optional. SQL commands to set the database environment when you
connect to the database. The Data Integration Service executes the
connection environment SQL each time it connects to the database.

For example, ALTER SESSION SET CURRENT SCHEMA=INFA USR;
Note: Enclose special characters in double quotes.
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Option Description

TransactionSQL Optional. SQL commands to execute before each transaction. The Data
Integration Service executes the transaction SQL at the beginning of each
transaction.

For example, SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
Note: Enclose special characters in double quotes.

QuoteChar Optional. The character that you will use for quotes in this connection.

The type of character used to identify special characters and reserved SQL
keywords, such as WHERE. The Data Integration Service places the
selected character around special characters and reserved SQL keywords.
The Data Integration Service also uses this character for the QuoteChar
property. Default is 4.

ODBC Provider Optional. The type of database to which the Data Integration Service
connects using ODBC. For pushdown optimization, specify the database
type to enable the Data Integration Service to generate native database
SQL. The options are as follows:
- Other
- Sybase

Microsoft_SQL_Server
- Teradata

Netezza
- Greenplum
Default is Other.

EnableQuotes Optional. Choose to enable quotes or not for this connection.

When enabled, the Data Integration Service places identifier characters
around table, view, schema, synonym, and column names when generating
and executing SQL against these objects in the connection. Use if the
objects have mixed-case or lowercase names. Valid values are True or
False. Default is False.

EnableConnectionPool Optional. Enables connection pooling. When you enable connection
pooling, the connection pool retains idle connection instances in memory.
When you disable connection pooling, the Data Integration Service stops
all pooling activity. Valid values are True or False. Default is True.

ConnectionPoolSize Optional. Maximum number of idle connections instances that the Data
Integration Service maintains for a database connection. Set this value to
be more than the minimum number of idle connection instances. Default is
15.

ConnectionPoolMaxIdleTime Optional. Number of seconds that a connection exceeding the minimum
number of connection instances can remain idle before the connection
pool drops it. The connection pool ignores the idle time when it does not
exceed the minimum number of idle connection instances. Default is 120.

ConnectionPoolMinConnections Optional. Minimum number of idle connection instances that the pool
maintains for a database connection. Set this value to be equal to or less
than the idle connection pool size. Default is 0.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300
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* “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

o “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Oracle Connection Options

Use connection options to define the Oracle connection.
Enter connection options in the following format:
. -0 option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

356 Chapter 15: infacmd isp Command Reference



The following table describes Oracle connection options for infacmd isp CreateConnection and

UpdateConnection commands:

Option

Description

PassThruEnabled

Optional. Enables pass-through security for the connection. When you enable
pass-through security for a connection, the domain uses the client user name
and password to log into the corresponding database, instead of the credentials
defined in the connection object.

MetadataAccessConnectString

JDBC connection URL used to access metadata from the database.
jdbc:informatica:oracle://<host_name>:<port>;SID=<database name>

AdvancedJDBCSecurityOptions

Optional. Database parameters for metadata access to a secure database.
Informatica treats the value of the AdvancedJDBCSecurityOptions field as
sensitive data and encrypts the parameter string.

To connect to a secure database, include the following parameters:

EncryptionMethod. Required. Indicates whether data is encrypted when
transmitted over the network. This parameter must be set to SSL.

- ValidateServerCertificate. Optional. Indicates whether Informatica validates
the certificate that is sent by the database server.

If this parameter is set to true, Informatica validates the certificate that is
sent by the database server. If you specify the HostNamelnCertificate
parameter, Informatica also validates the host name in the certificate.

If this parameter is set to false, Informatica does not validate the certificate
that is sent by the database server. Informatica ignores any truststore
information that you specify.

HostNamelnCertificate. Optional. Host name of the machine that hosts the
secure database. If you specify a host name, Informatica validates the host
name included in the connection string against the host name in the SSL
certificate.

- TrustStore. Required. Path and file name of the truststore file that contains
the SSL certificate for the database.

- TrustStorePassword. Required. Password for the truststore file for the secure
database.

KeyStore. Required. Path and file name of the keystore file.

KeyStorePassword. Password for the keystore file for the secure database.
Note For a complete list of the secure JDBC parameters, see the DataDirect
JDBC documentation.

Informatica appends the secure JDBC parameters to the connection string. If
you include the secure JDBC parameters directly to the connection string, do
not enter any parameters in the AdvancedJDBCSecurityOptions field.

DataAccessConnectString

Connection string used to access data from the database.
Enter the connection string in the following format from the TNSNAMES entry:

<database name>

CodePage

Required. Code page used to read from a source database or write to a target
database or file.

EnvironmentSQL

Optional. SQL commands to set the database environment when you connect to
the database. The Data Integration Service executes the connection
environment SQL each time it connects to the database.

For example, ALTER SESSION SET CURRENT SCHEMA=INFA USR;
Note: Enclose special characters in double quotes.
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Option

Description

TransactionSQL

Optional. SQL commands to execute before each transaction. The Data
Integration Service executes the transaction SQL at the beginning of each
transaction.

For example, SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
Note: Enclose special characters in double quotes.

EnableParallelIMode

Optional. Enables parallel processing when loading data into a table in bulk
mode. Used for Oracle. True or false. Default is false.

QuoteChar

Optional. The character that you will use for quotes in this connection.

The type of character used to identify special characters and reserved SQL
keywords, such as WHERE. The Data Integration Service places the selected
character around special characters and reserved SQL keywords. The Data
Integration Service also uses this character for the QuoteChar property. Default
is 0.

EnableQuotes

Optional. Choose to enable quotes or not for this connection.

When enabled, the Data Integration Service places identifier characters around
table, view, schema, synonym, and column names when generating and
executing SQL against these objects in the connection. Use if the objects have
mixed-case or lowercase names. Valid values are True or False. Default is True.

EnableConnectionPool

Optional. Enables connection pooling. When you enable connection pooling, the
connection pool retains idle connection instances in memory. When you disable
connection pooling, the Data Integration Service stops all pooling activity. Valid
values are True or False. Default is True.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data
Integration Service maintains for a database connection. Set this value to be
more than the minimum number of idle connection instances. Default is 15.

ConnectionPoolMaxIdleTime

Optional. Number of seconds that a connection exceeding the minimum number
of connection instances can remain idle before the connection pool drops it.
The connection pool ignores the idletime when it does not exceed the minimum
number of idle connection instances. Default is 120.

ConnectionPoolMinConnections

Optional. Minimum number of idle connection instances that the pool maintains
for a database connection. Set this value to be equal to or less than the idle
connection pool size. Default is 0.

RELATED ToOPICS:

“Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

* “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317
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e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

o “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Salesforce Connection Options

Use connection options to define a Salesforce connection.

Enter connection options in the following format:
... -0 option_name=value option_name=value ...

For example,
infacmd createConnection -dn DomainName -un Domain UserName -pd Domain Pwd -cn
Connection Name -cid Connection ID -ct SALESFORCE -o userName=salesforceUserName

password=salesforcePWD SERVICE URL=https://login.salesforce.com/services/Soap/u/33.0

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.
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The following table describes Salesforce connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description
userName Salesforce user name.
password Password for the Salesforce user name. The password is case sensitive.

To access Salesforce outside the trusted network of your organization, you must
append a security token to your password to log in to the API or a desktop client.
To receive or reset your security token, log in to Salesforce and click Setup > My
Personal Information > Reset My Security Token.

SERVICE_URL URL of the Salesforce service that you want to access. In a test or development
environment, you might want to access the Salesforce Sandbox testing environment.
For more information about the Salesforce Sandbox, see the Salesforce
documentation.

RELATED ToOPICS:

“Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

e “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0OS Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

o “JDBC Connection Options” on page 331

o “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352
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e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “SAP Connection Options” on page 361

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

SAP Connection Options

Use connection options to define the SAP connection.

Enter connection options in the following format:

. -0 option name=value option name=value ...

Separate multiple options with a space. To enter a value that contains a space or other non-alphanumeric
character, enclose the value in quotation marks.

The following table describes SAP connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description

UserName Required. SAP system user name.

Password Required. Password for the user name.
HostName Required. Host name of the SAP application.

ClientNumber

Required. SAP client number.

SystemNumber

Required. SAP system number.

Language

Optional. SAP Logon language.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317
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e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351

e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “Sequential Connection Options” on page 362

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Sequential Connection Options

Use SEQ connection options to define a connection to a sequential z/0S data set.

Enter connection options in the following format:

. -o option name=value option name=value ...

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes SEQ connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description

CodePage Required. Code to read from or write to the sequential file. Use the ISO code page name,
such as 1S0-8859-6. The code page name is not case sensitive.

ArraySize Optional. Determines the number of records in the storage array for the threads when the
worker threads value is greater than 0. Valid values are from 1 through 5000. Default is 25.
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Option

Description

Compression

Optional. Compresses the data to decrease the amount of data that Informatica
applications write over the network. True or false. Default is false.

EncryptionLevel

Optional. Level of encryption. If you specify AES for the EncryptionType option, specify one
of the following values to indicate the level of AES encryption:

- 1. Use a 128-bit encryption key.

- 2. Use a 192-bit encryption key.

- 3. Use a 256-bit encryption key.

Default is 1.

Note: If you specify None for encryption type, the Data Integration Service ignores the
encryption level value.

EncryptionType

Optional. Enter one of the following values for the encryption type:

- None

- AES

Default is None.

Optional. Controls whether to use encryption. Specify one of the following values:
- None

- AES

Default is None.

InterpretAsRows Optional. If true, the pacing size value represents a number of rows. If false, the pacing
size represents kilobytes. Default is false.
Location Location of the PowerExchange Listener node that can connect to the data source. The

location is defined in the first parameter of the NODE statement in the PowerExchange
dbmover.cfg configuration file.

OffLoadProcessing

Optional. Moves bulk data processing from the data source machine to the Data
Integration Service machine.

Enter one of the following values:

- Auto. The Data Integration Service determines whether to use offload processing.
- Yes. Use offload processing.

- No. Do not use offload processing.

Default is Auto.

PacingSize

Optional. Slows the data transfer rate in order to reduce bottlenecks. The lower the value,
the greater the session performance. Minimum value is 0. Enter 0 for optimal performance.
Default is 0.

WorkerThread

Optional. Number of threads that the Data Integration Service uses to process bulk data
when offload processing is enabled. For optimal performance, this value should not
exceed the number of available processors on the Data Integration Service machine. Valid
values are 1 through 64. Default is 0, which disables multithreading.

WriteMode

Enter one of the following write modes:

CONFIRMWRITEON. Sends data to the Data Integration Service and waits for a
success/no success response before sending more data.

- CONFIRMWRITEOFF. Sends data to the Data Integration Service without waiting for a
success/no success response. Use this option when the target table can be reloaded if
an error occurs.

- ASYNCHRONOUSWITHFAULTT. Sends data to the Data Integration Service
asynchronously with the ability to detect errors.

Default is CONFIRMWRITEON.
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Option

Description

EnableConnectionPool

Optional. Enables connection pooling. When you enable connection pooling, the
connection pool retains idle connection instances in memory. When you disable
connection pooling, the Data Integration Service stops all pooling activity. True or false.
Default is false.

ConnectionPoolSize

Optional. Maximum number of idle connections instances that the Data Integration Service
maintains for a database connection. Set this value to be more than the minimum number
of idle connection instances. Default is 15.

ConnectionPoolMaxIdle
Time

Optional. Number of seconds that a connection exceeding the minimum number of
connection instances can remain idle before the connection pool drops it. The connection
pool ignores the idletime when it does not exceed the minimum number of idle connection
instances. Default is 120.

ConnectionPoolMinCon
nections

Optional. Minimum number of idle connection instances that the pool maintains for a
database connection. Set this value to be equal to or less than the idle connection pool
size. Default is 0.

RELATED TOPICS:

e “Adabas Connection Options” on page 296

e “Amazon Redshift Connection Options” on page 298

e “Amazon S3 Connection Options” on page 300

o “DataSift Connection Options” on page 301

e “DB2 for i5/0S Connection Options” on page 303

e “DB2 for z/0S Connection Options” on page 306

e “Facebook Connection Options” on page 308

e “Greenplum Connection Options” on page 310

e “Hadoop Connection Options” on page 312

e “HBase Connection Options” on page 317

e “HDFS Connection Options” on page 319

e “Hive Connection Options” on page 320

e “IBM DB2 Connection Options” on page 325

e “IMS Connection Options” on page 328

e “JDBC Connection Options” on page 331

e “JD Edwards EnterpriseOne Connection Options” on page 334

e “LDAP Connection Options” on page 336

e “LinkedIn Connection Options” on page 337

e “MapR-DB Connection Options” on page 339

e “Microsoft Azure Blob Storage Connection Options” on page 340

e “Microsoft Azure Data Lake Store Connection Options” on page 341

e “Microsoft Azure SQL Data Warehouse Connection Options” on page 343

e “Microsoft SQL Server Connection Options” on page 344

e “Microsoft Dynamics CRM Connection Options” on page 348

e “Netezza Connection Options” on page 351
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e “OData Connection Options” on page 352

e “ODBC Connection Options” on page 354

e “Oracle Connection Options” on page 356

e “Salesforce Connection Options” on page 359

e “SAP Connection Options” on page 361

e “Teradata Parallel Transporter Connection Options” on page 365

e “Twitter Connection Options” on page 368

e “Twitter Streaming Connection Options” on page 369

e “VSAM Connection Options” on page 371

e “Web Content-Kapow Katalyst Connection Options” on page 373

Teradata Parallel Transporter Connection Options

Use connection options to define a Teradata PT connection.
Enter connection options in the following format:
. -o option name='value' option name='value'

To enter multiple options, separate them with a space. To enter a value that contains a space or other non-
alphanumeric character, enclose the value in quotation marks.

The following table describes Teradata PT connection options for infacmd isp CreateConnection and
UpdateConnection commands:

Option Description

UserName Required. Teradata database user name with the appropriate write
permissions to access the database.

Password Required. Password for the Teradata database user name.
DriverName Required. Name of the Teradata JDBC driver.

ConnectionString Required. JDBC URL to fetch metadata.

TDPID Required. Name or IP address of the Teradata database machine.
databaseName Required. Teradata database name.

If you do not enter a database name, Teradata PT API uses the default login
database name.

DataCodePage Optional. Code page associated with the database.

When you run a mapping that loads to a Teradata target, the code page of
the Teradata PT connection must be the same as the code page of the
Teradata target.

Default is UTF-8.

Tenacity Optional. Number of hours that T