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Product

Versions

PowerCenter

You can apply the 10.5.3 hotfix to version 10.5, 10.5.1, and 10.5.2 including any service
pack or cumulative patch.

You can upgrade to version 10.5.3 from the following previous versions!
- 10.2 including any hotfix, service pack, or cumulative patch

- 10.4 including any service pack or cumulative patch

- 10.4.1 including any service pack or cumulative patch

Informatica Data
Quality

You can apply the 10.5.3 hotfix to version 10.5, 10.5.1, and 10.5.2 including any service
pack or cumulative patch.

You can upgrade to version 10.5.3 from the following previous versions!
- 10.2 including any hotfix, service pack, or cumulative patch

- 10.4 including any service pack or cumulative patch

- 10.4.1 including any service pack or cumulative patch

10



Product

Versions

Data Engineering
Integration

Data Engineering
Quality

You can apply the 10.5.3 hotfix to version 10.5, 10.5.1, and 10.5.2 including any service
pack or cumulative patch.
You can upgrade to version 10.5.3 from the following previous versions!

- 10.2 including any hotfix, service pack, or cumulative patch

- 10.2.1 including any hotfix, service pack, or cumulative patch
- 10.2.2 including any hotfix, service pack, or cumulative patch
- 10.4 including any service pack or cumulative patch

- 10.4.1 including any service pack or cumulative patch

S8 If Data Engineering is in the same domain as any other product supported by
the Informatica installer, verify that all products are upgraded to the same supported
upgrade version before you upgrade to 10.5.3.

Data Engineering
Streaming

You can apply the 10.5.3 hotfix to version 10.5, 10.5.1, and 10.5.2 including any service
pack or cumulative patch.

You can upgrade to version 10.5.3 from the following previous versions:

- 10.2.2 including any hotfix, service pack, or cumulative patch

- 10.4 including any service pack or cumulative patch

- 10.4.1 including any service pack or cumulative patch

Data Privacy
Management

You can apply the 10.5.3 hotfix to versions 10.5, 10.5.1, and 10.5.2 including any
service pack or cumulative patch.

Enterprise Data
Catalog

You can apply the 10.5.3 hotfix to version 10.5, 10.5.1, and 10.5.2 including any service
pack or cumulative patch.

You can upgrade to version 10.5.3 from the following previous versions!

- 10.4 including any service pack or cumulative patch

- 10.4.1 including any service pack or cumulative patch

E8. If Enterprise Data Catalog and Data Engineering are in the same domain of a
version earlier than 10.4, upgrade them both to version 10.4 or 10.4.1 before you
upgrade to 10.5.3.

Enterprise Data
Preparation

You can apply the 10.5.3 hotfix to version 10.5, 10.5.1, and 10.5.2 including any service
pack or cumulative patch.
You can upgrade to version 10.5.3 from the following previous versions!

- 10.4 including any service pack or cumulative patch
- 10.4.1 including any service pack or cumulative patch

&8 If Data Engineering, Enterprise Data Catalog, and Enterprise Data Preparation
are in the same domain of a version earlier than 10.4, upgrade them all to version
10.4 or 10.4.1 before you upgrade to 10.5.3.

Test Data
Management

You can apply the 10.5.3 hotfix to versions 10.5, 10.5.1, and 10.5.2 including any
service pack or cumulative patch.
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Before you apply the hotfix

Yal

b

0.

2. HotFix

Before you run the installer to apply the hotfix, perform the following prerequisite tasks:

Verify distribution package requirements

The Informatica domain and client require the distribution packages to process complex files within
the Informatica domain, or to connect to Hadoop or Databricks environment when you process within
the Informatica domain, or to push processing to Hadoop or Databricks environment.

If you need a distribution package, you can install it through the installer or through Integration
Package Manager (the package manager) at any time.

You can use the same distribution package that you used in the previous Informatica version to
process complex files within the Informatica domain or to connect to the Hadoop or Databricks
environment when you process within the Informatica domain.

For the supported distribution packages when you push processing to Hadoop or Databricks
environment, see the Product Availability Matrix.

Download and extract the installer files

The installer files are distributed as compressed files. You can get the Informatica installation file and
distribution packages from the FTP link contained in your fulfillment email. Download the Informatica
installation tar file from the Informatica Electronic Software Download site to a directory on your
machine.

#3112 Make sure that you download the file to a local directory or a shared network drive that is
mapped on your machine. You can then extract the installer files. However, you cannot run the
installer from a mapped file. Copy the extracted files to a local drive and then run the installer.

1. Download the hotfix package for your product.
2. Unzip or untar the contents of the hotfix package.

Z31: On Windows, the length of the installation path, including the .zip file name, must be 60
characters or fewer. On UNIX, use the native tar or GNU tar command to extract the installer files.
The user that runs the installer must have read and write permissions on the directory that
contains the installer files and execute permissions on install.sh.

3. If you want to install distribution packages, download the ZIP files of the distribution packages.
4. Copy the ZIP files of the distribution packages to the location: <Informatica installer files>/source
Za1l The installer fails if the ZIP files for distribution packages aren't available in the source

directory.
Prepare for hotfix installation

1. Stop all processes that access the installation directory and subdirectories, including command
prompts and command line programs.

2. Close the Informatica clients on all machines where you want to apply the hotfix.

3. Close the Informatica directory and the subdirectories.

)
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Back up the repository and warehouse files. Ensure that you back up the required repositories
from the Administrator tool. These backup files are required if you roll back the hotfix. Back up
the following databases and files in your environment:

e PowerCenter repository

¢ Model repository

e Metadata Manager imm.properties file

e Metadata Manager warehouse

e Data Transformation ServiceDB directory

Stop the Informatica services on all nodes in the domain.

Shut down the Informatica domain using the infaservice shutdown command. By default, the
infaservice executable file is located in the following directory: <Informatica installation
directory>/tomcat/bin.

If the machine uses HTTPS to connect to Informatica Administrator, verify that the keystore file is
in the default location and that it uses the default file name. The default location for the keystore
file is <Informatica installation directory>/tomcat/conf. The default file name for the keystore file is
Default.keystore.

Set the SKIP_VENDOR_CHECK environment variable to true to remove the sudo prompt from the
hotfix installation on UNIX.

#3312 If you don't have sudo privileges, set the environment variable to true before you apply or
roll back a hotfix. If you have sudo privileges, you don't need to set the environment variable.
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If you want to install distribution packages through the Informatica installer, select the check box.

If you choose to install distribution packages, select one or more packages from the list that you
want to install.
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Choose whether you want to install distribution packages through the Informatica installer.
o Press 1if you don't need distribution packages or if you want to install them later.

e Press 2 if you want to install distribution packages through the installer.

Default is 1.

If you choose to install distribution packages, select one or more packages from the list that you
want to install. Separate multiple packages with a comma.
Default is 1.
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Apply the services hotfix in silent mode

To apply the hotfix in silent mode, create the Silentinput.properties file and then run the installer.

Informatica provides a sample properties file, called Silentinput_hotFix.properties, that includes the
parameters that the installer requires.

1.

2
3.
4

Go to the root of the directory that contains the installation files.
Locate the Silentinput_hotFix.properties file.
Back up the file before you modify it.

Use a text editor to open the file and modify the values. The following table describes the
installation properties that you can modify:

Property Name Description

INSTALL_TYPE Indicates whether to apply the hotfix or roll back the hotfix. If the
value is 0, the installer applies the hotfix to the current
Informatica installation. If the value is 1, the installer rolls back the
current hotfix.

Set the value to 0 to apply the hotfix.

USER_INSTALL_DIR Directory for the Informatica installation where you want to apply
or roll back the hotfix.

To apply the hotfix to Informatica services, enter the absolute
path for the directory in which the current version of Informatica
services is installed.

ENABLE_USAGE_COLLECTION Enables the software to automatically transmit to Informatica in
the USA information about the computing and network
environment in which the Software is deployed and the data
usage and system statistics of the deployment. This transmission
is deemed part of the Services under the Informatica privacy
policy and Informatica will use and otherwise process this
information in accordance with the Informatica privacy policy
available at https://www.informatica.com/in/privacy-policy.html. You
may disable usage collection in Administrator tool. For more
information about how to disable sending usage statistics, see the
Informatica Administrator Guide.

You must set the value to 1 to apply the hotfix.

A 8] 2 HotFix & & 17
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Property Name

Description

INSTALLATION_ENVIRONMENT

If you apply the hotfix, specify the environment type associated
with the Informatica services installation.

e Press 1 to set Sandbox environment for a basic environment
used for proof of concept with minimal users.

» Press 2 to set Development environment for the design
environment.

e Press 3 to set Test environment for high volume processing that
is closest to a production environment.

e Press 4 to set Production environment for high volume
processing with high levels of concurrency meant for end users.
Advanced production environments are typically multi-node
setups.

Default is 1 for Sandbox.

EDC_CATALOG_INST

Required for Enterprise Data Catalog, Data Privacy Management,
and Enterprise Data Preparation installations. Set the property to
true if the Catalog Service runs on the node on which you want to
apply the hotfix.

EDC_HF_BACKUP

Required for Enterprise Data Catalog, Data Privacy Management,
and Enterprise Data Preparation installations, if you have set
EDC_CATALOG_INST=true. Set the property to true if you have
taken a backup of the catalog.

EDC_BACK_UP_DIR

Required for Enterprise Data Catalog, Data Privacy Management,
and Enterprise Data Preparation installations, if you set the
EDC_CATALOG_INST and EDC_HF_BACKUP properties to true.
Enter the location of the catalog data backup file.

INSTALL_HADOOP_LIBRARIES

Determines whether to install distribution packages through the
installer. Set the value to true if you want to install distribution
packages through the installer. Set the value to false if you don't
need distribution packages or if you want to install them later.

SELECTED_HADOOP_LIBRARIES

Determines the distribution packages that you want to install from
the supported packages list. Enter the distribution packages that
you want to install, separating multiple packages with a comma.

Save the properties file with the name SilentInput.properties in the same folder.

Go to the root of the services installer directory.

Verify that the directory contains the Silentinput.properties file that you edited and saved.

Begin the installation from Windows, UNIX, or Linux.

e To apply the hotfix on Windows, run the silentinstallHotFix.bat file as administrator. To run the
file as administrator, right-click the file and select Run as administrator.

e To apply the hotfix on UNIX or Linux, double-click the silentinstallHotFix.sh file.

The installer copies the Informatica files to the installation directory.

Complete the post-installation tasks. Verify that the hotfix completed successfully by reviewing
the log file or the Post-Installation Summary page.
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# Use the following guidelines when editing this file

# * Use this file to install without user interaction.

# * After you create the properties file, save the file with the name SilentInput.properties
# * Any error condition that leads to failure, such as an invalid

# installation directory, generates a log file in the user home directory.

# For example: c:\silentErrorLog<time_stamp>.log

S

# Set ENABLE_USAGE_COLLECTION to 1 to accept the product usage toolkit end user license agreement.

# You must set the value as 1 to install the Informatica platform.

# The product usage toolkit end user license agreement is available at: http://www.informatica.com/us/
eula/en-support-eula.aspx.

# As further described in the EULA, your use of the Informatica platform will enable the product usage
toolkit

# to collect certain product usage and failure information. You may disable this feature at any time.
# For more information on how to disable this feature refer the Informatica Administrator Guide.

ENABLE_USAGE_COLLECTION=0

# *INSTALL_TYPE - Set this value to '0" to apply the hotfix. Set this value to '1' to roll back the
hotfix.

INSTALL_TYPE=0

# * The USER_INSTALL_DIR variable must point to a valid directory with write
# permissions enabled.

USER_INSTALL_DIR=c:\Informatica\10.5

#The INSTALLATION_ENVIRONMENT property represents the installation environment

# Set the property to one of the following installation environment types: Sandbox, Development, Test, or
Production. Values are case-sensitive.

# Set to Sandbox for a basic environment used for proof of concept with minimal

users.

# Set to Development for the design environment.

# Set to Test for high volume processing that is closest to a production environment.

# Set to Production for high volume processing with high levels of concurrency meant for end users.
Advanced production environments are typically multi-node setups.

INSTALLATION_ENVIRONMENT=

# Required only for EDC installation.
# Set EDC_CATALOG_INST=true if the Catalog Service is running on the node on which you want to apply or
roll back the hotfix.EDC_CATALOG_INST=true

# Required only for EDC installation.

# Set EDC_HF_BACKUP=true if you have set EDC_CATALOG_INST=true and you have taken a backup of the catalog.
# Run the infacmd ldm backupContents command before you apply the hotfix (INSTALL_TYPE=0)

# Run the infacmd ldm restoreContents command before you rollback the hotfix (INSTALL_TYPE=1
EDC_HF_BACKUP=true

# Enter the location of the backup file.
# Required for Enterprise Data Catalog installation when the EDC_CATALOG_INST and EDC_HF_BACKUP
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parameters are set to true
EDC_BACK_UP_DIR=/home/ilmsatsqe/CSBackup/export.zip

# The INSTALL_HADOOP_LIBRARIES property determines whether to install packages to integrate the domain
with Hadoop or Databricks.

# Set INSTALL_HADOOP_LIBRARIES=true if you want to install integration packages along with Informatica
domain services.

# Set INSTALL_HADOOP_LIBRARIES property only if INSTALL_TYPE=0

# If you don't install the integration packages now, you can install them later through Integration
Package Manager.

INSTALL_HADOOP_LIBRARIES=false

# The SELECTED_HADOOP_LIBRARIES property determines the integration packages that you want to install.
# Lists the supported integration packages and their versions.

# Set SELECTED_HADOOP_LIBRARIES property only if INSTALL_TYPE=0

# Enter the integration package that you want to install. Separate multiple packages with a comma.
# You can choose from the following options:

# 1->Azure HDInsight 4.0

# 2->Cloudera 6.3

# 3->Cloudera 7.1

# 4->Cloudera 7.2

# 5->Databricks 7.2

# 6->Databricks 9.1

# T7->Dataproc 2.0

# 8->Elastic MapReduce 5.29

# 9->Elastic MapReduce 6.0

# 10->Elastic MapReduce 6.4

# 11->MapR 6.1

# 12->Select all

SELECTED_HADOOP_LIBRARIES=3
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Complete the configuration for upgrade or apply hotfix

If you previously edited the odbc.ini, odbcinst.ini, sapnwrfc.ini, or infaservice.sh files, manually merge
the changes from the backup files into the latest installed files. Check with your administrator for any
customization to the *.ini files in the previous Informatica version. For example, if an administrator
added some variables or java options to the infaservice.sh script before you applied a hotfix or
upgrade, manually merge the changes to the latest install file paths.

Manually merge the latest configuration changes into the following install file paths after applying
hotfix or upgrade:

<Informatica installation directory>/0DBC7.1/odbc.ini

<Informatica installation directory> /0DBC7.1/odbcinst.ini

<Informatica installation directory>/server/bin/sapnwrfc.ini

<Informatica installation directory>/tomcat/bin/infaservice.sh

E 2. HotFix A&



Remove the distribution packages from the backup location

After you apply the hotfix, remove the distribution packages from the backup folder to mitigate the
security vulnerabilities.

When you apply the hotfix, all the existing files in the Informatica installation directory are backed up.
You need to remove the distribution packages backup from the following location: <Informatica
installation directory>\BACK_FROM_<hotfix version number>\services\shared\hadoop\<distribution package_version>

The following example shows the backup location for a distribution package when you apply the
10.5.3 hotfix: C:\Informatica\BACK_FROM_3\services\shared\hadoop\EMR_6.4

Z31: The deletion process doesn't remove all files of the distribution packages from the backup folder.
Some files might still exist in the following location: <Informatica installation directory>\BACK_FROM_<hotfix
version number>\services\shared\ You can delete these files manually.

%8 When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.

Rolling back the services hotfix

You can roll back the hotfix if required. To roll back the hotfix, run the installer.

Roll back the services hotfix in graphical mode

When you roll back the hotfix in graphical mode, a console window opens and runs in the background.
If you close this window, the rollback stops.

1. Login to the machine with a system user account. The user account must be the same account
used to install the previous version of Informatica services.

2. Close all other applications.

3. To begin the installation on Windows, run install.bat as administrator from the root directory
where you unzipped or untarred the hotfix package. To run the file as administrator, right-click
install.bat and select Run as administrator.

4. On the Informatica 10.5.3 page, select Apply the hotfix to Informatica 10.5, 10.5.1, or 10.5.2,
and then click Start.

The Installation Type page appears.
5. Select Roll back the hotfix to roll back the hotfix.

6. Read the terms and conditions of Informatica product usage toolkit and select | agree to the
terms and conditions, and then click Next.

Subject to your opt-out rights described below, the software will automatically transmit to
Informatica in the USA information about the computing and network environment in which the
Software is deployed and the data usage and system statistics of the deployment. This
transmission is deemed part of the Services under the Informatica privacy policy and Informatica
will use and otherwise process this information in accordance with the Informatica privacy policy
available at https://www.informatica.com/in/privacy-policy.html. You may disable usage
collection in Administrator tool.

The Installation Prerequisites page appears.

Rolling back the services hotfix 21
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10.

Verify that all requirements are met before you roll back the hotfix, and then click Next.
The Installation Directory page appears.

Enter the absolute path for the directory in which the current version of Informatica services is
installed, and then click Next.

The Pre-Installation Summary page appears.
Review the installation information, and then click Install to roll back the hotfix.
The installer removes the hotfix and restores Informatica to the previous version.

Complete the post-installation tasks. Verify that the rollback completed successfully by reviewing
the log file or the Post-Installation Summary page.

%8 When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.

Roll back the services hotfix in console mode

You
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can roll back the hotfix that you applied. To roll back the hotfix in console mode, run the installer.

Run the installer using the ./install.sh command.

Press Y to confirm that you want to proceed with the installation.

Press 5 to roll back the hotfix.

Press 2 to roll back the hotfix.

Press 2 to accept the license.

Verify the prerequisites and press Enter.

Enter the directory where you installed Informatica and press Enter.

At the Pre-Installation Summary, press Enter to continue.

Press Enter to exit the installer when the rollback completes successfully.

Z8.: When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.

Roll back the services hotfix in silent mode

To roll back the hotfix in silent mode, update the Silentinput.properties file and then run the silent
installer.

Informatica provides a sample properties file, called Silentinput_hotFix.properties, that includes the
parameters that are required by the installer.

1.
2.
3.

E 2 HotFix

Go to the root of the directory that contains the installation files.
Locate the Silentinput_hotFix.properties file.
Back up the file before you modify it.
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Use a text editor to open the file and modify the values. The following table describes the
installation properties that you can modify:

Property Name

Description

INSTALL_TYPE

Indicates whether to apply the hotfix or roll back the hotfix.
Set the value to 1 to roll back the current hotfix.

USER_INSTALL_DIR

Directory for the Informatica installation where you want to roll
back the hotfix.

ENABLE_USAGE_COLLECTION

Enables the software to automatically transmit to Informatica in
the USA information about the computing and network
environment in which the Software is deployed and the data usage
and system statistics of the deployment. This transmission is
deemed part of the Services under the Informatica privacy policy
and Informatica will use and otherwise process this information in
accordance with the Informatica privacy policy available at
https://www.informatica.com/in/privacy-policy.html. You may disable
usage collection in Administrator tool. For more information about
how to disable sending usage statistics, see the /nformatica
Administrator Guide.

You must set the value to 1 to roll back the hotfix.

INSTALLATION_ENVIRONMENT

You can ignore the property during rollback.

EDC_CATALOG_INST

Required for Enterprise Data Catalog, Data Privacy Management,
and Enterprise Data Preparation installations. Set the property to
true if the Catalog Service runs on the node on which you want to
apply the hotfix.

EDC_HF_BACKUP

Required for Enterprise Data Catalog, Data Privacy Management,
and Enterprise Data Preparation installations, if you have set
EDC_CATALOG_INST=true. Set the property to true if you have
taken a backup of the catalog.

EDC_BACK_UP_DIR

Required for Enterprise Data Catalog, Data Privacy Management,
and Enterprise Data Preparation installations, if you set the
EDC_CATALOG_INST and EDC_HF_BACKUP properties to true.
Enter the location of the catalog data backup file.

Save the properties file with the name SilentInput.properties.

Go to root of the Informatica services installer directory.

Verify that the directory contains the Silentinput.properties file that you edited and saved.

Begin the installation from Windows, UNIX, or Linux.

e To roll back the hotfix on Windows, run the silentinstallHotFix.bat as administrator. To run the
file as administrator, right-click the file and select Run as administrator.

e To roll back the hotfix on UNIX or Linux, double-click silentInstallHotFix.sh.

The installer removes the last hotfix and restores the previous version of Informatica services.

Complete the post rollback tasks. Verify that the rollback completed successfully by reviewing the
log file or the Post-Installation Summary page.

%8 When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.

Rolling back the services hotfix
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Applying the client hotfix

When you apply the hotfix, the installer backs up existing directories, applies the new version of the
client, and restores or updates required configuration and run-time files.

24

You

can run the client installer to apply a hotfix to Informatica clients that you use. After you apply the

hotfix, you can remove the backup files of the distribution packages from the backup folder.

Apply

the client hotfix in graphical mode

When you run the installer in graphical mode, a console window opens and runs in the background. If

you

1.

10.
11.

12.

Apply

close this window, the installation stops.

Log in to the machine with a system user account. The user account must be the same account
used to install the previous version of Informatica services.

Close all other applications.

To begin the installation, run install.bat from the root directory where you unzipped or untarred
the client hotfix installation package.

On the Informatica 10.5.3 page, select Apply the hotfix to version 10.5, 10.5.1, or 10.5.2 or roll
back the hotfix, and then click Start.

The Installation Type page appears.

Select Apply the hotfix to choose to apply the hotfix.

Verify that all requirements are met before you continue the hotfix, and then click Next.
The Installation Directory page appears.

Enter the absolute path for the directory in which the current version of the Informatica client is
installed and specify the installation environment.

If you want to install distribution packages through the Informatica installer, select the check box.

If you choose to install distribution packages, select one or more packages from the list that you
want to install.

Click Next.

The Pre-Installation Summary page appears.

Review the installation information, and then click Install to apply the hotfix.
The installer copies the Informatica files to the installation directory.

Complete the post-installation tasks. Verify that the hotfix completed successfully by reviewing
the log file or the Post-Installation Summary page.

the client hotfix in silent mode

To apply the hotfix in silent mode, create the Silentinput.properties file and then run the installer.

Informatica provides a sample properties file, called Silentinput_hotFix.properties, that includes the
parameters that the installer requires.

1.
2.
3.

E 2 HotFix

Go to the root of the directory that contains the client installation files.
Locate the Silentinput_hotFix.properties file.
Back up the file before you modify it.

<E



4. Use a text editor to open the file and modify the values. The following table describes the
installation properties that you can modify:

Property Name Description

INSTALL_TYPE Indicates whether to apply the hotfix or roll back the hotfix. If the
value is 0, the installer applies the hotfix to the current
Informatica client installation. If the value is 1, the installer rolls
back the current hotfix.

Set the value to 0 to apply the hotfix.

USER_INSTALL_DIR Directory for the Informatica client installation where you want to
apply or roll back the hotfix.

To apply the hotfix, enter the absolute path for the directory in
which the current version of the Informatica clients is installed.

INSTALL_HADOOP_LIBRARIES Determines whether to install distribution packages through the
installer. Set the value to true if you want to install distribution
packages through the installer. Set the value to false if you don't
need distribution packages or if you want to install them later.

SELECTED_HADOOP_LIBRARIES | Determines the distribution packages that you want to install from
the supported packages list. Enter the distribution packages that
you want to install, separating multiple packages with a comma.

5. Save the properties file with the name Silentinput.properties in the same folder.
6. Double-click the silentinstallHotFix.bat to apply the hotfix.
The installer copies the Informatica client files to the installation directory.

7. Complete the post-installation tasks. Verify that the hotfix completed successfully by reviewing
the log file or the Post-Installation Summary page.
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# Informatica Installer Build Details

# Copyright (c) 1993-2021 Informatica LLC

# This software contains confidential and proprietary

# information of Informatica LLC.

# ALl Rights Reserved.

HEHH AR

# Use the following guidelines when editing this file

# * Use this file to install without user interaction.

# * After you create the properties file, save the file with the name SilentInput.properties
# * Any error condition that leads to failure, such as an invalid

# installation directory, generates a log file in the user home directory.

# For example: c:\silentErrorLog<time_stamp>.log

A R R R

Ht

## *INSTALL_TYPE - Set this value to '0" to apply the hotfix. Set this value to '1' to roll back the
hotfix.

INSTALL_TYPE=0

Applying the client hotfix 25
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# * The USER_INSTALL_DIR variable must point to a valid directory with write
# permissions enabled.

USER_INSTALL_DIR=c:\Informatica\10.5

it

# After you create the properties file, save the file with the name SilentInput.properties and
# run the silent installer to perform the Informatica client installation.

HHHH

Remove the distribution packages from the backup location

After you apply the hotfix, remove the distribution packages from the backup folder to mitigate the
security vulnerabilities.

When you apply the hotfix, all the existing files in the Informatica installation directory are backed up.
You need to remove the distribution packages backup from the following location: <Informatica
installation directory>\BACK_FROM_<hotfix version number>\clients\DeveloperClient\hadoop\<distribution
package_version>

The following example shows the backup location for a distribution package when you apply the
10.5.3 hotfix: C:\Informatica\BACK_FROM_3\clients\DeveloperClient\hadoop\EMR_6.4

Z31: The deletion process doesn't remove all files of the distribution packages from the backup folder.
Some files might still exist in the following location: <Informatica installation directory>\BACK_FROM_<hotfix
version number>\clients\DeveloperClient\ You can delete these files manually.

Z8.: When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.
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Rolling back the client hotfix in graphical mode

When you run the installer in graphical mode, a console window opens and runs in the background. If
you close this window, the rollback stops.

1. Login to the machine with a system user account. The user account must be the same account
used to install the previous version of Informatica services.

2. Close all other applications.

3. To begin the installation, run install.bat from the root directory where you unzipped or untarred
the client hotfix installation package.

4. On the Informatica 10.5.3 page, select Apply the hotfix to version 10.5, 10.5.1, or 10.5.2 or roll
back the hotfix, and then click Start.

The Installation Type page appears.
5. Select Roll back the hotfix to choose to roll back the hotfix.

6. Verify that all requirements are met before you continue the rollback, and then click Next.

E 2. HotFix A&



The Installation Directory page appears.

Enter the absolute path for the directory in which the current version of Informatica clients is
installed, and then click Next.

The Pre-Installation Summary page appears.
Review the installation information, and then click Install to roll back the hotfix.
The installer removes the last hotfix and restores Informatica clients to the previous version.

Complete the post-installation tasks. Verify that the rollback completed successfully by reviewing
the log file or the Post-Installation Summary page.

%2 When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.

Rolling back the client hotfix in silent mode

To roll back the hotfix in silent mode, create the Silentinput.properties file and then run the installer
with the file.

Informatica provides a sample properties file, called Silentinput_hotFix.properties, that includes the
parameters that the installer requires.

1.

2
3.
4

Go to the root of the directory that contains the client installation files.
Locate the Silentinput_hotFix.properties file.
Back up the file before you modify it.

Use a text editor to open the file and modify the values. The following table describes the
installation properties that you can modify:

Property Name Description

INSTALL_TYPE Indicates whether to apply the hotfix or roll back the hotfix. If the value is 0,
the installer applies the hotfix to the current Informatica client installation. If
the value is 1, the installer rolls back the current hotfix.

Set the value to 1 to roll back the hotfix.

USER_INSTALL_DIR | Directory for the Informatica client installation where you want to roll back the
hotfix.

Enter the absolute path for the directory in which the current version of the
Informatica clients is installed.

Save the properties file with the name SilentInput.properties in the same folder.
To roll back the hotfix on Windows, double-click the silentInstallHotFix.bat file.
The installer removes the last hotfix and restores the previous version of Informatica clients.

Complete the post-installation tasks. Verify that the rollback completed successfully by reviewing
the log file or the Post-Installation Summary page.

%8 When you roll back the hotfix, distribution packages are not restored. You can't enable the
functionalities associated with the Hadoop or Databricks distribution packages in the rolled-back
version. To install the distribution packages, contact Informatica Global Customer Support.
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Linuxel] A 2] ¥l PowerCenter

The following table lists the patches and libraries that the Informatica services require for
PowerCenter on Linux:

Platform Operating System Operating System Patch
AWS Linux | Linux 2 - All of the following packages:
2.0.20220805.0 - e2fsprogs-libs-1.42.9-19.amzn2.x86_64

- keyutils-libs-1.5.8-3.amzn2.0.2.x86_64
- libsepol-2.5-8.1.amzn2.0.2.x86_64
- libselinux-2.5-12.amzn2.0.2.x86_64

Ubuntu 20.04.1 All of the following packages:

- e2fsprogs/focal,now 1.45.5-2ubuntul amd64 [installed]

- libkeyutils1/focal,now 1.6-6ubuntul amd64 [installed,automatic]
- libselinux1/focal,now 3.0-1build2 amd64 [installed,automatic]

- libsepoll/focal,now 3.0-1 amd64 [installed,automatic]

Ubuntu 18.04 All of the following packages:

- e2fsprogs/focal,now 1.45.5-2ubuntul amd64 [installed]

- libkeyutilsl/focal,now 1.5.9-9.2ubuntu2 amd64
linstalled,automatic]

- libselinux1/focal,now 2.7-2build2 amd64 [installed,automatic]

- libsepoll/focal,now 2.7-1ubuntu0.1 amd64 [installed,automatic]

Linux-x64 | Red Hat Enterprise All of the following packages, where <version> is any version of
Linux 7.3 the package!

- e2fsprogs-libs-<version>.el7

- keyutils-libs-<version>.el7

- libselinux-<version>.el7

- libsepol-<version>.el7

Linux-x64 | Red Hat Enterprise All of the following packages, where <version> is any version of
Linux 8 the package:

- e2fsprogs-libs-<version>.el8

- keyutils-libs-<version>.el8

- libselinux-<version>.el8

- libsepol-<version>.el8

Linux-x64 | SUSE Linux Enterprise | Service Pack 2
Server 12

Linux-x64 | SUSE Linux Enterprise | Service Pack 0 and Service Pack 1.
Server 15

3 Linuxell A = s dadol=st7] del
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The following table lists the patches and libraries that the Informatica services require on Linux:

Platform

Operating System

Operating System Patch

AWS Linux

Linux 2 -
2.0.20220805.0

All of the following packages:

- e2fsprogs-libs-1.42.9-12.amzn2.0.2.x86_64
- keyutils-libs-1.5.8-3.amzn2.0.2.x86_64

- libselinux-2.5-12.amzn2.0.2.x86_64

- libsepol-2.5-8.1.amzn2.0.2.x86_64

Ubuntu

20.04.1

All of the following packages:

- e2fsprogs/focal,now 1.45.5-2ubuntul amdé4 [installed]

- libkeyutils1/focal,now 1.6-6ubuntul amd64 [installed,automatic]
- libselinux1/focal,now 3.0-1build2 amd64 [installed,automatic]

- libsepoll/focal,now 3.0-1 amd64 [installed,automatic]

Ubuntu

18.04

All of the following packages:

- e2fsprogs/focal,now 1.45.5-2ubuntul amdé64 [installed]

- libkeyutils1/focal,now 1.5.9-9.2ubuntu2 amd64
[installed,automatic]

- libselinux1/focal,now 2.7-2build2 amd64 [installed,automatic]

- libsepoll/focal,now 2.7-1ubuntu0.1 amd64 [installed,automatic]

Linux-x64

Red Hat Enterprise
Linux 6.7

All of the following packages, where <version> is any version of
the package:

- e2fsprogs-libs-<version>.el6

- keyutils-libs-<version>.el6

- libselinux-<version>.el6

- libsepol-<version>.el6

Linux-x64

Red Hat Enterprise
Linux 7.3

All of the following packages, where <version> is any version of
the package:

- e2fsprogs-libs-<version>.el7

- keyutils-libs-<version>.el7

- libselinux-<version>.el7

- libsepol-<version>.el7

Linux-x64

Red Hat Enterprise
Linux 8

All of the following packages, where <version> is any version of
the package:

- e2fsprogs-libs-<version>.el8

- keyutils-libs-<version>.el8

- libselinux-<version>.el8

- libsepol-<version>.el8

Linux-x64

SUSE Linux Enterprise

Server 12

Service Pack 2

Linux-x64

SUSE Linux Enterprise

Server 15

Service Pack 0 and Service Pack 1.

SRS TP X



Verify Distribution Package Requirements (Linux and UNIX)

You can use third-party distribution packages to integrate the Informatica domain with the Hadoop or
Databricks environment.

The Informatica domain and client require the distribution packages to process complex files within
the Informatica domain, or to connect to Hadoop or Databricks environment when you process within
the Informatica domain, or to push processing to Hadoop or Databricks environment.

If you need a distribution package, you can install it through the installer or through Integration
Package Manager (the package manager) at any time.

Process within the Informatica domain

You can use the same distribution package that you used in the previous Informatica version to
process complex files within the Informatica domain or to connect to the Hadoop or Databricks
environment when you process within the Informatica domain.

The following adapters require distribution packages for processing within the Informatica domain:
e PowerExchange for Amazon S3

e PowerExchange for Google Cloud Storage

e PowerExchange for Google Cloud Storage for PowerCenter
e PowerExchange for Hadoop for PowerCenter

e PowerExchange for HBase

¢ PowerExchange for HDFS

e PowerExchange for Hive

¢ PowerExchange for JDBC V2

* PowerExchange for Kafka for PowerCenter

¢ PowerExchange for MapR-DB

* PowerExchange for Microsoft Azure Blob Storage

¢ PowerExchange for Microsoft Azure Data Lake Storage Genl

* PowerExchange for Microsoft Azure Data Lake Storage Gen2

Process with Hadoop or Databricks environment

When you push processing to the Hadoop or Databricks environment, the Informatica domain and
client require distribution packages. For more information about the supported distribution packages,
see the Product Availability Matrix.
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Download and Extract the Installer Files

The installer files are distributed as compressed files. You can get the Informatica installation file and
distribution packages from the FTP link contained in your fulfillment email.

Download the Informatica installation tar file and the required distribution package ZIP files from the
Informatica Electronic Software Download site. You can download them to a local directory or a
shared network drive that is mapped on your machine.

Extract the Informatica installer files to a directory on your machine. The user that runs the installer
must have read and write permissions on the installer files directory and execute permissions on the
executable file.

31l Ensure that you extract the installer files to a local directory as you can't run the installer from a
mapped file.

Copy the ZIP files of the distribution packages to the following location: <Informatica installer files>/
source

Download and Extract the Installer Files 33




Za1: The installer fails if the ZIP files for distribution packages aren't available in the source directory.

Verify Installer Package Checksum on Linux

Before you run the upgrade installer for the Informatica services, verify the install package integrity
through the cksum command. The cksum command calculates the checksum value for the installer.

Verify the checksum for the specific installer files against the checksum of the installation files
downloaded from the Informatica Electronic Software Download site.

S Hlo] &)= Linux-& Informatica A H| 2 A x] T2 g a4 2 99 A7]7 ok glE5Uth

o H3d o 37|

informatica_1053_server_linux-x64.tar 2154528627 11639828480

A checksum mismatch can occur when there are data errors during download due to network issues or
when data corruption occurs in the file on disk. For more information about the checksum errors, see
HOW TO: Identify file errors after downloading Informatica installation files.
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The following table lists the patches and libraries that the Informatica services require for
PowerCenter on UNIX:

Platform Compiler Version Operating System Operating System Patch

AlIX 16 7.1TLS OS level: 7100-05
bos.adt.debug Version 7.1.5.32

AIX 16 1.2 TL4 OS level: 7200-04
bos.adt.debug Version 7.2.4.0

Java Runtime Environment A X|AIXQ| L
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Verify Distribution Package Requirements (Linux
and UNIX)

You can use third-party distribution packages to integrate the Informatica domain with the Hadoop or
Databricks environment.

The Informatica domain and client require the distribution packages to process complex files within
the Informatica domain, or to connect to Hadoop or Databricks environment when you process within
the Informatica domain, or to push processing to Hadoop or Databricks environment.

If you need a distribution package, you can install it through the installer or through Integration
Package Manager (the package manager) at any time.

Process within the Informatica domain

You can use the same distribution package that you used in the previous Informatica version to
process complex files within the Informatica domain or to connect to the Hadoop or Databricks
environment when you process within the Informatica domain.

The following adapters require distribution packages for processing within the Informatica domain:
¢ PowerExchange for Amazon S3

* PowerExchange for Google Cloud Storage

e PowerExchange for Google Cloud Storage for PowerCenter

e PowerExchange for Hadoop for PowerCenter

e PowerExchange for HBase

e PowerExchange for HDFS

e PowerExchange for Hive

¢ PowerExchange for JDBC V2
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* PowerExchange for Kafka for PowerCenter

e PowerExchange for MapR-DB

e PowerExchange for Microsoft Azure Blob Storage

e PowerExchange for Microsoft Azure Data Lake Storage Genl

e PowerExchange for Microsoft Azure Data Lake Storage Gen2

Process with Hadoop or Databricks environment

When you push processing to the Hadoop or Databricks environment, the Informatica domain and
client require distribution packages. For more information about the supported distribution packages,
see the Product Availability Matrix.
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Download and Extract the Installer Files

The installer files are distributed as compressed files. You can get the Informatica installation file and
distribution packages from the FTP link contained in your fulfillment email.

Download the Informatica installation tar file and the required distribution package ZIP files from the
Informatica Electronic Software Download site. You can download them to a local directory or a
shared network drive that is mapped on your machine.

Extract the Informatica installer files to a directory on your machine. The user that runs the installer
must have read and write permissions on the installer files directory and execute permissions on the
executable file.

Z31: Ensure that you extract the installer files to a local directory as you can't run the installer from a
mapped file.

Copy the ZIP files of the distribution packages to the following location: <Informatica installer files>/
source

Za1: The installer fails if the ZIP files for distribution packages aren't available in the source directory.

Verify Installer Package Checksum on UNIX

Before you run the services installer, verify the install package integrity through the cksum command.
The cksum command calculates the checksum value for the installers.

Verify the checksum for the specific installer files against the checksum of the installation files
downloaded from the Informatica Electronic Software Download site.

The following table lists the checksum and file size for the Informatica services for UNIX:

ol H3d 2t el 37]
informatica_1053_server_linux-x64.tar 2154528627 11639828480
informatica_1053_server_aix-ppc64.tar 561493064 10006200320

A checksum mismatch can occur when there are data errors during download due to network issues or
when data corruption occurs in the file on disk. For more information about the checksum errors, see
HOW TO: Identify file errors after downloading Informatica installation files.
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Verify Distribution Package Requirements
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The Informatica domain and client require the distribution packages to process complex files within
the domain or to connect to Hadoop or Databricks environment when you process within the domain.

If you need a distribution package, you can install it through the installer or through Integration
Package Manager (the package manager) at any time.

You can use the same distribution package that you used in the previous Informatica version to
process complex files within the Informatica domain or to connect to the Hadoop or Databricks
environment when you process within the Informatica domain.

The following adapters require distribution packages for processing within the Informatica domain:
e PowerExchange for Amazon S3

e PowerExchange for Google Cloud Storage

e PowerExchange for Google Cloud Storage for PowerCenter

e PowerExchange for Kafka for PowerCenter

* PowerExchange for Microsoft Azure Blob Storage

¢ PowerExchange for Microsoft Azure Data Lake Storage Genl

e PowerExchange for Microsoft Azure Data Lake Storage Gen2
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3. "HAE #H%7]& A8} infaservice Y < .
4, U5 u~EZS Al INFA_JAVA_OPTS=% INFA_JAVA_OPTS% -XX.

5.  -Xmx #< Informatica =™ AF&2} SFoll a3k Hof & A7) 2 AR}
=2 Eo], A & =72 3072MBE A A g TS AR A L.
set INFA_JAVA_OPTS=% INFA_JAVA_OPTS% -XX:GCTimeRatio=9 -Xmx3072m
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The installer files are distributed as compressed files. You can get the Informatica installation file and
distribution packages from the FTP link contained in your fulfillment email.

Download the Informatica installation tar file and the required distribution package ZIP files from the
Informatica Electronic Software Download site. You can download them to a local directory or a
shared network drive that is mapped on your machine.

Extract the Informatica installer files to a directory on your machine. The user that runs the installer
must have read and write permissions on the installer files directory and execute permissions on the
executable file.

Z11: Ensure that you extract the installer files to a local directory as you can't run the installer from a
mapped file.

Copy the ZIP files of the distribution packages to the following location: <Informatica installer files>/
source

Z31: The installer fails if the ZIP files for distribution packages aren't available in the source directory.

Verify Installer Package Checksum on Windows

Before you run the services installer, verify the install package integrity through the cksum command.
The cksum command calculates the checksum value for the installer.

Verify the checksum for the specific installer files against the checksum of the installation files
downloaded from the Informatica Electronic Software Download site.

t}& H o] B = Windows?] Informatica A v 2o thet A=A 2L 91 F37)7F U d54 T

o H3y % oy 37|
informatica_1053_server_winem- | 3333101514 10112422360
64t.zip

A checksum mismatch can occur when there are data errors during download due to network issues or
when data corruption occurs in the file on disk. For more information about the checksum errors, see
HOW TO: Identify file errors after downloading Informatica installation files.
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e <Informatica & X Cl2E2l>/services/DQContent/INFA_Content/av/
F4 Fx voly 3o A vEy Y

o <Informatica & X Cl2&2l>/services/DQContent/INFA_Content/identity/
ID A ¢k dlolE 3o A9 tay g gyt

Aol =3t = gHE g 2o HHEgE 594 ¢ J=F vHE Y AAE 758 w4k

Metadata Manager ZH|

TrlQlS frele]=317] M| Metadata Managers F=H| &4t
1. Metadata Manager 9l|oJ3}9-2~& Mg .
2. Metadata Manager A H] =2 B 24 81 gt}

3. Metadata Manager &4 34 S Ao

Metadata Manager 90{st A A
TS fdagle]=3l7] Aol Metadata Manager 910l 3H-%-225 WA g}

4] wlo] B W o] = §4o]
Manager °] 3% g} g},

mmRepoCmdell &= Metadata Manager 9o1&t$-25 W] 2 23}

oo e 2o gl

<Informatica MBlIA &Xl Cl&Eel>\services\MetadataManagerService\utilities\mmrepocmd

rle

Metadata Manager ¢o]3-9-2~2 W ¢l &} 2] ¥ mmRepoCmd backupRepository % 33 A}-&-3+
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mmRepoCmd backupRepository
<-dn|--domainName> domainName]
<-hp|--gateway> gateway_hostl:port gateway_host2:port...]
<-mm|--mmServiceName> mmServiceName%
<<-url> http(s)://<host>:<port>>
<<-u|--user> user>
-ep|--encryptedPassword]
<-pw|--password> password]
<-n|--namespace> namespace]
<-kt|--keyTab> keyTab]

<<-f|--file> file>
[<-nt|--numThreads> numThreads]
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<Informatica installation directory>/isp/bin

infasetup& A&-3ato] mrllg Wdste ™ g S ARSI A 2.

o] 9% Yt infasetup2 o

BackupDomain
<<-DatabaseAddress|-da> database_hostname:database_port|

<-DatabaseConnectionString|-cs> database_connection_string>
<-DatabaseUserName|-du> database_user_name

<-DatabasePassword|-dp> database_password
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<-DatabaseType|-dt> database_type

[<-DatabaseServiceName|-ds> database_service_name]

<-BackupFile|-bf> backup_file_name

[<-Force|-f>]

<-DomainName|-dn> domain_name

<-Tablespace|-ts> tablespace_name (used for IBM DB2 only)]

<-SchemaName|-sc> schema_name (used for Microsoft SQL Server only)]

<-DatabaseTlsEnabled|-dbtls> database_tls_enabled]

<-TrustedConnection|-tc> trusted_connection (used for Microsoft SQL Server only)]

[
[
[
[<-DatabaseTruststorePassword|-dbtp> database_truststore_password]
[
[

<-EncryptionKeyLocation|-k1> encryption_key_location]
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4.

Informatica 10.5.35 A&},

v Informatica 10.5.3

Informatica 10.5.3

> Informatica

Select an option to install or upgrade Informatica.

 Install Informatica 10.5.3

O

(# Upgrade to Informatica 10.5.3

Run the Informatica Upgrade Advisor.

) Install or upgrade the Data Transformation Engine only.

) Apply the hotfix to Informatica 10.5, 10.5.1, or 10.5.2.

Csar | et

Informatica:= Informatica A/ H| = A 2] L2 A AZ R0]84A 7] 3 FEHE S AUt d1d o]
£317] Mol Informatica Upgrade Advisor fre 2] H & 4 &3l oF &1t} Informatica Upgrade Advisor
= dadel=E Fasty] del Aul 29 FadEs Axretal Buflel A o o] AL H A ke AR ~T}
=] gl gy} Informatica Upgrade Advisorel o & #} A48k -8 “Informatica Upgrade Advisor
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Informatica 10.5.3

|nf0rmatlca Welcome - Step 1 of 1

Subject to your opt-out rights described below, the Software wil automatically transmit to Informatica in the USA information about the computing and
network environment in which the Software iz deployed and the data usage and system statistics of the deployment. This transmission is deemed part
of the Services under the Informatica privacy policy and Informatica will use and otherwise process this information in accerdance with the Informatica
privacy policy available at hitp:/fwww.informatica. com/privacy-policy.himl. *ou may disable this transmizgsion in the Administrator tool, Help = About
Informatica Administrator = Usage Collection Policy = uncheck [ Enable Usage Collection ].

.informatica. comflegal/patents. html
0 € https.fiwww.informatica. comitrademarks. html
.informatica. com/privacy-policy. html
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Informatica 10.5.3

Upgrade Prerequisites - 5tep 2 of 12

Informatica

erify the upgrade prerequisites and complete the pre-upgrade tasks before you continue.

Domain configuration repositery database requirements: Oracle, [BM DB2, PostgreSQL, Microsoft SQL Server, Microsoft Azure SOL database, or
Sybaze ASE.

One of the following product versions and its supported HotFix or Service Pack versions must be installed to upgrade Informatica Services on this
machine:

- PowerCenter 10.2.0

- PowerCenter 10.4.0

- PowerCenter 10.4.1

Minimum disk space requirement for PowerCenter: 22 GB
Minimum memery requirement (RAM) for PowerCenter: 6 GB

Pre-upgrade tasks:

- Back up the domain configuration repository.

While performing the upgrade, verify that the domain is shut down.

If the services exist in the domain, the installer deletes the services during the upgrade process.

For information about generating the PowerCenter reports, see the Knowledge Base article: hitps:/fkb.informatica. com/howto/6/Pages/18/495097 aspx

- Before you upgrade the domain and try to change the node or domain configuration repositery database, complete the following steps:

1. Te back up the domain, go to the isp/bin folder and run the infazetup backupDomain command. After the domain backup completes, you can verify
that the domain_bck.mrep file was created in the isp/bin folder.

2. Work with your datab inistrator to get credentials to restore to another database. Run the infasetup restoreDomain command to restore the
domain to the database where you want to store the repository.

Iy e gadel=
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Informatica 10.5.3

| nformatica Upgrade Directory - Step 3 of 12

Enter the directory of the Informatica product to upgrade:

|c:\informatica\10.4.1
Enter the directory for Informatica 10.5.3:

[c:\Informatica\10.5.3 | - -

Installation environment:

| sandbox ~|
|_|Allow changes to the node configuration.

Select this option to change the node host name, port numbers, or domain configuration repository during the upgrade.

You must install an integration package to p complex files within the domain, or to connect to a Hadoop or Databricks
environment but process within the domain.

Elastic MapReduce 5.29

A ag ol =3l = Informatica Bl A 9] vl & e 2] 2 Informatica 10.5.3S A X & v g = 4E gy}
o Blo) Eoll = AFE A7 A A Sl ofF 3t T HE 2 7F A E o] dF YT

Directory Description

Directory of the Directory that contains the version of Informatica services that you want
Informatica product to to upgrade.

upgrade

Directory for Informatica | Directory in which to install Informatica .

Enter the absolute path for the installation directory. The directory
cannot be the same as the directory that contains the previous version
of Informatica services.The directory names in the path must not contain
spaces or the following special characters: @[* S#1% () {}[],;"

#1 Informatica recommends using alphanumeric characters in the
installation directory path. If you use a special character such as & or €,
unexpected results might occur at run time.

On Windows, the installation directory must be on the current machine.

FXEZ2E O R EE WS g AA §& 4] deE o] AA F2A FAF
If you want to install distribution packages through the Informatica installer, select the check box.

If you choose to install distribution packages, select one or more packages from the list that you
want to install.

adgol=



14.

15.
16.

€* Informatica 10.5.3 — X

| nformatica Domain Security - Encryption Key - Step 3C of 12

Enter the encryption key information.

Encryption key directory: |C:\Ininrmatica\1D.S.3\i5p\cnnﬂg\ke‘,r5 | - -

Domain user name: IAdministratur |
Domain password: [s0ssesssescee |
Confirm password: [s0ssccsccsses |

Informaticaol 4] & Informatica =l A== daot 22 T3 HolHE B3] 98] 453} 7]
FEEUT el =g o, ol =g oA 5 st 7|17 A E = dEdHeE JEsor 3y

=

ZA3il Informatica THIQ1] BRE =& 5U3 7|9 =9 45 s} 7)1 & AR YT TH9l o] &, 458 7]

9 719= 9 458 7] LS b E Yo nasof sjof Furt. &5 sl 7= mrle] &5t 715 W

ASAY B XA EZE & Yo o5 u oy,

£4 a9
=3t 7| ClAE | =HQlof chet A3t 7|7t M&EE &= CIMEZ|YLCL 7| 2o 2 ¥5st 7|= ohS T/
Z2| 2|0l MM EL|CE <Informatica installation directory>/isp/config/keys.
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€* Informatica 10.5.3 _ X

| nformatica Pre-Installation Summary - Step 4 of 12

Informatica 10.5.3 Services will be installed with the following settings:

Product Name:
Informatica 10.5.3 Services

Installation Type:
Upgrade

Installation Directory:
Cnformatica\10.5.3

Required Disk Space:
16,108 MB
Available Disk Space:
443824 MB

17. Ja#el= AR E AEsA AXE S5l A& ).
Aol = mpHALZE Informatica 10.5.3 A2 %] © @ Ef g ol Informatica AW L& A Xt}
g ol = npAbel g ad o]l EE AEEL7] A Informatica =W 1S 8 aletE 4 7 A E YT
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|nf0rmatica Domain Configuration Repository Upgrade - Step 5A of 12

Enter database information for the domain configuration repository.

Database type: | |

Database user ID: I I

Database user password: I I

Database connection

Enter the JDBC connection string.

AolEge]l ==& 1 L% S Aadel= mpgAte] el =g =W A B EAE- ] Ul g
tlolElHo] 2 = A&} A A B} AT
ZAA e g Jae| =g A9 o= wiAbe] mwel A B EAED HEIF FAIE A &5
th dolgeo]~ AAd ARE AT 4 g5y
_]

U fols A Zrage] mrldl 74 B EAE ts) FAeh= Ao Aol dFU T
Property Description
Database type Database for the domain configuration repository.
Database user ID Database user account for the domain configuration repository.
User password Password for the database user account.

el o) = mpAbel o7 ¥dd A Al A EAA o] A E Wl whet =i}l A gl 2 A Bl et
tol el 2~ A4 EAE o] ®AIE Y

o ol W A Al JDBC URLS AHE S ¢ el o] = npiate] dlol o] 2 =40 AH| 2 o] 55

283k JDBC 912 £ o] EAH YUY
ol e} JDBC URLS E3HAZ 371 JDBC w7l ©i4=E A1 AT 4= 5ot 371 JDBC w7l W=
& Alsste™ JDBC 7 W& A Esta f& %k JDBC vl W4 A S g
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19.
20.

21.

22.

A 42 A AHEA A4 UDBC A7 EADE ST A5 Qo= rh Al ALg A A4 A

o}
QA HMAEE FEsto] doleulo] 2] AAT & QA HAW The AL Festel A% AAF
el @ ws 74 ol oA Brel o] F, me = gaE il 2

Th HTTPS Aol g 214 7] A4 & gt 49 83 A4 7] A4 45 2 7] 444

stel e g2 g

€ |nformatica 10.5.2 — K

s | nformatica Domain and Node Configuration - Step & of 12

Enter information for the Informatica domain.

Domain name: |Zcmair

Node name: |r'cdet1

Node host name: —

Node port number:

Enter the following custom keystore file information. Reguired if you use a custom keystore file for HTTPS cenfiguration.

Custom keystore password: I

Custom keystore file: I

_%
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€* Informatica 10.5.2

Informatica

Port Configuration Upgrade - Step 6A of 12

Enter the port numbers for the Service Manager and Informatica Administrator.

Service Manager port:
Service Manager shutdown port:
Informatica Administrator port:

Informatica Administrator shutdown port:

|12434

|12435

|12435

|12437

Iy A gadel=
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Windows A 8] 2 G4 #| o] %] 7} YebgY T
€* Informatica 10.5.3 — X

|nf0rmatica Windows Service Configuration - Step 8B of 12

Azsign the user account to run the Informatica Windows service.

The installer creates a Windows service under the Local System buit-in account by default. The same user account will be used to run the
Windows service. You can specify an aternate user account to run the Informatica Windows service by providing the Windows username and
password.

User name: | |

Password: | |

Windowsoll A 1ol = mRl A= Informaticas A 2Heh7] 918 Muj =5 AU 7|25 o7 &g
AR s AA O ALEE AL A AR A o2 Ay o2 AFEAF Al 22 Windows A H|
25 A3 &5 JdHFYrTh

Windows M u| 25 A g e ofyd v} & ALgaL AlF oz Agax Aagyr,

&84 A ABE P

Property Description

Run Informatica under Indicates whether to run the Windows service under a different user
a different user account.

account
User name User account with which to run the Informatica Windows service.

Use the following format:

<domain name>\<user account>

This user account must have the Act as operating system permission.
Password Password for the user account with which to run the Informatica Windows

service.
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The following table describes the ports that you can set:

Port Description

Service Manager port Port number used by the Service Manager on the node. The Service
Manager listens for incoming connection requests on this port. Client
applications use this port to communicate with the services in the domain.
The Informatica command line programs use this port to communicate to
the domain. This is also the port for the SQL data service JDBC/ODBC
driver. Default is 6006.

Service Manager Port number that controls server shutdown for the domain Service Manager.
Shutdown port The Service Manager listens for shutdown commands on this port. Default is
6007.

Informatica Administrator | Port number used by Informatica Administrator. Default is 6008.
port

Informatica Administrator | No default port. Enter the required port number when you create the
HTTPS port service. Setting this port to 0 disables an HTTPS connection to the
Administrator tool.

Informatica Administrator Port number that controls server shutdown for Informatica Administrator.
shutdown port Informatica Administrator listens for shutdown commands on this port.
Default is 6009.

Minimum port number Lowest port number in the range of dynamic port numbers that can be
assigned to the application service processes that run on this node. Default
is 6014.
Maximum port number Highest port number in the range of dynamic port numbers that can be
assigned to the application service processes that run on this node. Default
is 6114.
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Microsoft SQL Server 2014 Native Client
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Oracle ORACLE_HOME sqlplus Ct2o = MHEE! <DatabasePath>
PATH &7} <DatabasePath>/bin

IBM DB2 DB2DIR db2connect | CF2L 2 MHEE! <pDatabasePath>
DB2INSTANCE Ct2o2 MH™E <DB2InstanceName>
PATH Z7t <DatabasePath>/bin

Sybase SYBASE15 isql CtSo 2 MY E <DatabasePatir/sybase<version>

ASE SYBASE_ASE Ct2 o2 MHE! ${SYBASE1SHASE-<version>
SYBASE_OCS CtE2o =z MAE! S{SYBASELS}/OCS-<version>
PATH 271 ${SYBASE_ASE}/bin:${SYBASE_OCS}/

bin'SPATH
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Oracle

ORACLE_HOME
PATH
LD_LIBRARY_PATH
TNS_ADMIN
INFA_TRUSTSTORE

sqlplus

Ct2o 2 MHEE <Client InstallDatabasePath>

&7}V <DatabasePath>/bin S USER_INSTALL_DIR/
server/bin:$PATH
Ct2oz MAE! $0racle_HOME/Tib &
USER_INSTALL_DIR/server/bin:$LD_LIBRARY_PATH
tnsnames.ora It 2| X2 HHE SO0RACLE_HOME/
network/admin
7|& SSL EmQle] 2L CHEoll 7t
USER_INSTALL_DIR/services/shared/security
AFEXH XIE SSL EMIQle] AL INFA_TRUSTSTORE
% INFA_TRUSTSTORE_PASSWORD &H
il EBAE XNEA MUS HHSHH ABSME =
O 7}etof BL|Ct JHQl ER{AE KT A QTN
£ 7t 22{™ <INFA_JDK_HOME> C|ZIE{2|0f| A keytool
HY 2 HAHSHHAIR. O|E 0 CHS keytool BHES
AbggfLCt.
keytool -noprompt -importkeystore -srckeystore <4
A EHAE MEA IIY B> -srcstorepass <42
EAE HEA IIY 25> -srcalias <€ &> -
srcstoretype JKS -destkeystore <CH& EHAE NHE
A IIY ZE> -deststorepass <04 EHAE &AL
oY 25> -keypass <2 I @S> -deststoretype

SQL Server

ODBCHOME
ODBCINI
ODBCINST

PATH
LD_LIBRARY_PATH
INFA_TRUSTSTORE

MME USER_INSTALL_DIR/ODBCT.1
MEE SODBCHOME/odbc.ini
Ct2e2 8N E. SODBCHOME/odbcinst.ini

Ct2ol =7t /opz‘/mssq/*z‘oo/s/bm.SPA TH
SPATHUSER_INSTALL_DIR/
ODBC7.1.SPATHUSER_INSTALL_DIR/server/
bin'SPATH

CSOll 37t SODBCHOME/lib
USER_INSTALL_DIR/server/

bin'SLD_LIBRARY PATH

712 SSL EmQlel 2L ChE0il =Tt
USER_INSTALL_DIR/services/shared/security
AFEXE K| ™ SSL EM|Qle] AR INFA_TRUSTSTORE
S INFA_TRUSTSTORE_PASSWORD & 3H

el EMAE MEA MUS AHSIEHH ABME
SO JIXQtof BtLICE JHQl ERAE KNEA QIZ A
£ 7t 22{™ <INFA_JDK_HOME> C|IE{2|0f| A keytool
S HAHSIHA 2. & S0{ CIS keytool BHS
Aot

[IH"[I

keytool -noprompt -importkeystore -srckeystore <24
A EHAE HEA IIY BZ> -srcstorepass <42
EAE MEA MY 2S> -srcalias <€ &> -
srcstoretype JKS -destkeystore <Ui& EHAE H&
A IIY ZE> -deststorepass <Ui& EHAE XMEA
oY 25> -keypass <Ol I| @S> -deststoretype
JKS
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<Informatica installation directory>/server/install.exe
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install.exeE APz 2

<Informatica installation directory>/server/install.exe
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v Informatica 10.5.3

‘5 |nf0rmatlca Informatica 10.5.3

Select an option to install or upgrade Informatica.

) Install Informatica 10.5.3

(]

@ Upgrade to Informatica 10.5.3

Run the Informatica Upgrade Advisor.

) Install or upgrade the Data Transformation Engine only.

i Apply the hotfix to Informatica 10.5, 10.5.1, or 10.5.2.

Informatica: Informatica AJH] &~ A X TR A AZS L)1 7] Y3 FE T EE ey}
Informatica A ¥ =& 2ol =317] Mol th FEHEHE AT + dFHh
MR AAH HAE2(10PI).

Informatica Al 8 A3 A 25e] A% 98 A28 87 A4S FHeEA S o,

Informatica Upgrade Advisor.

Jagel=g $337] Mol A9 FaAS AALsa Tl | o] ALEE A e A~
At

AlzHe 28§

Informatica A1 & A8 £3 4#S 9l FHE 93 TS A

ool Aud 44 AF Adte] wpet 2ZEYOE AZEYort vz AFY LU EYNT 84 a8

w3z o] dloj e Abg % A AF SAlO gk R E V= o] Informaticadl] A o2 AE YT o] AEF2
Informatica 71¢] AW X5 A Ao o] 7 sle] Mu]xe] AR 2 751 Informaticats
https://www.informatica.com/in/privacy-policy.htmloll A #l|-& ¥ += Informatica 7191 A B BT A 2o
w2} o] AW E ALE-3ta A2 gyl Administrator T ol A AFEH RS v @A 3 5 Gy

agg REod gagel= 81


https://www.informatica.com/in/privacy-policy.html

1.

Informatica 10.5.3

Informatica ome - Step 1 of 1

iagree to the terms and condi

Subject to your opt-out rights described below, the Software wil automatically transmit to Informatica in the USA information about the computing and
network environment in which the Software iz deployed and the data usage and system statistics of the deployment. This transmission is deemed part
of the Services under the Informatica privacy policy and Informatica will use and otherwise process this information in accerdance with the Informatica
privacy policy available at hitp:/fwww.informatica. com/privacy-policy.himl. *ou may disable this transmizgsion in the Administrator tool, Help = About
Informatica Administrator = Usage Collection Policy = uncheck [ Enable Usage Collection ].

informatica. com/legal/patents. html
on the we http v.informatica. comitrademarks. html
.informatica.com cy-policy. html
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Informatica 10.5.3

Upgrade Prerequisites - 5tep 2 of 12

Informatica

erify the upgrade prerequisites and complete the pre-upgrade tasks before you continue.

Domain configuration repositery database requirements: Oracle, [BM DB2, PostgreSQL, Microsoft SQL Server, Microsoft Azure SOL database, or
Sybaze ASE.

One of the following product versions and its supported HotFix or Service Pack versions must be installed to upgrade Informatica Services on this
machine:

- PowerCenter 10.2.0

- PowerCenter 10.4.0

- PowerCenter 10.4.1

Minimum disk space requirement for PowerCenter: 22 GB
Minimum memery requirement (RAM) for PowerCenter: 6 GB

Pre-upgrade tasks:

- Back up the domain configuration repository.

While performing the upgrade, verify that the domain is shut down.

If the services exist in the domain, the installer deletes the services during the upgrade process.

For information about generating the PowerCenter reports, see the Knowledge Base article: hitps:/fkb.informatica. com/howto/6/Pages/18/495097 aspx

- Before you upgrade the domain and try to change the node or domain configuration repositery database, complete the following steps:

1. Te back up the domain, go to the isp/bin folder and run the infazetup backupDomain command. After the domain backup completes, you can verify
that the domain_bck.mrep file was created in the isp/bin folder.

2. Work with your datab inistrator to get credentials to restore to another database. Run the infasetup restoreDomain command to restore the
domain to the database where you want to store the repository.

Iy e gadel=
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10.

Informatica 10.5.3

| nformatica Upgrade Directory - Step 3 of 12

Enter the directory of the Informatica product to upgrade:

[c:\informatica\10.4.1 | - -

Enter the directory for Informatica 10.56.3:

[c:\Informatica\10.5.3 | - -

Installation environment:

| sandbox ~|
|_|Allow changes to the node configuration.

Select this option to change the node host name, port numbers, or domain configuration repository during the upgrade.

You must install an integration package to p complex files within the domain, or to connect to a Hadoop or Databricks
environment but process within the domain.

Azure HDInsight 4.0
Cloudera 6.3

Cloudera 7.1

Cloudera 7.2
Databricks 7.2
Databricks 9.1
Dataproc 2.0

Elastic MapReduce 5.29

dadgel= gHHF 3 o] A 7} vERE U T
Aol =3l = Informatica Bl A 9] tl & e 2] 2 Informatica 10.5.32 A X & tdg g = JE gy}
< "ol Sl = A& A7F X Gl of sk vl E 2] 7 A E o] 9lsy

Directory Description

Directory of the Directory that contains the version of Informatica services that you want
Informatica product to to upgrade.

upgrade

Directory for Informatica | Directory in which to install Informatica .

Enter the absolute path for the installation directory. The directory
cannot be the same as the directory that contains the previous version
of Informatica services.The directory names in the path must not contain
spaces or the following special characters: @[* S#1% () {}[],;"

#1 Informatica recommends using alphanumeric characters in the
installation directory path. If you use a special character such as & or €,
unexpected results might occur at run time.

On Windows, the installation directory must be on the current machine.

LEZAEOERLNIE WII YT A FLS AEdyy

o] ML ALg3te] g 1d o] =5l Informatica A X9 AL MATAHAA L. THE A~ 02 1 o)
=3 A A Al 2" Aol BHA == S BASA AL, T E Bl A B EAEE do]Hu o] AR
Jado)l =g A9 Al dlolguo] 2= FAdo] A k= A4S M4 Al L.

If you want to install distribution packages through the Informatica installer, select the check box.
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12.

13.

14.

15.
16.

17.

If you choose to install distribution packages, select one or more packages from the list that you
want to install.
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| nformatica Pre-Installation Summary - Step 4 of 12

Informatica 10.5.3 Services will be installed with the following settings:

Product Name:
Informatica 10.5.3 Services

Installation Type:
Upgrade

Installation Directory:
CAlnformatical10.5.3

Required Disk Space:
16,108 MB
Available Disk Space:
44,824 MB
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18.
19.
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|nf0rmatica Domain Configuration Repository Upgrade - Step 5A of 12

Enter database information for the domain configuration repository.

Database type: | |

Database user I I I

Database user password: I I

Database connection

Enter the JDOBC connection string.

AR mE g QAo = A% ol = shg Al £rle) T4 B EAE AR EAHA 4]
o ol el A A AR E 48 4 g%tk 20HO0I K 88%HA 2 AUy o,

ohe dlole ol R AbEA AHE G T

Property Description

Database type Database for the domain configuration repository. Select Oracle, IBM
DB2, Microsoft SQL Server, PostgreSQL, or Sybase ASE.

Database user ID Database user account for the domain configuration repository.

User password Password for the database user account.

Tl g A 3 meQl fadel=



20.

Property Description

Tablespace Available for IBM DB2. Name of the tablespace in which to create the
tables. Specify a tablespace that meets the pageSize requirement of
32768 bytes.

In a single partition database, if this option is not selected, the installer
creates the tables in the default tablespace.

In a multipartition database, select this option and specify the name of
the non-partitioned tablespace that resides in the catalog partition of
the database.

Schema name Available for Microsoft SQL Server or PostgreSQL. Name of the schema
that will contain domain configuration tables. If not selected, the
installer creates the tables in the default schema.

Trusted connection Available for Microsoft SQL Server. Indicates whether to connect to
Microsoft SQL Server through a trusted connection. Trusted
authentication uses the security credentials of the current user to make
the connection to Microsoft SQL Server. If not selected, the installer uses
Microsoft SQL Server authentication.

JDBC 9124 AR E &3}
e JDBCURL AHE 2835t A4 AW E JHsw JDBC URLE A ¥l35la JDBC URL A4S X4
[BR=
e Fo &= Ab8-2 7 A A s oF 31+ JDBC URL &4 o] A 5 o] 951t

Property Description

Database address Host name and port number for the database in the format
host_name:port.

Database service name Service or database name:

- Oracle: Enter the service name.

- Microsoft SQL Server: Enter the database name.
- IBM DB2: Enter the service name.

- Sybase ASE! Enter the database name.

- PostgreSQL: Enter the database name.

JDBC parameters Optional parameters to include in the database connection string. Use
the parameters to optimize database operations for the database.
Verify that the parameter string is valid. The installer does not validate
the parameter string before it adds the string to the JDBC URL. If not
selected, the installer creates the JDBC URL string without additional

parameters.
o AH82 A4 JDBC A4 EAE S AHEEte] 4 AR E e stH W A& XA JDBC 92 EAE S
Agsta A4 £AEE 4H I
Use the following syntax in the JDBC connection string:

IBM DB2

jdbc:Informatica:dh2://<host name>:<port number>;DatabaseName=

[
&
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21.
22.

23.

Oracle
jdbc:Informatica:oracle://<host name>:<port number>;ServiceName=

Use the following connection string to connect to the Oracle database through the Oracle
Connection Manager:

jdbc:Informatica:oracle:TNSNamesFile=<fully qualified path to the tnsnames.ora
file>;TNSServerName=<TNS name>;

Microsoft SQL Server

jdbc:Informatica:sqlserver://<host name>:<port number>;SelectMethod=cursor;DatabaseName=
Microsoft SQL Server with Windows NT credentials

If you specified the Windows NT credentials for the Model repository database on Microsoft

SQL Server, specify the connection string syntax to include the authentication method as
NTLM.

Microsoft SQL Server that uses the default instance with Windows NT credentials:

"jjdbc:informatica:sqlserver://<SAE 0|E>:<XE Bl5>;DatabaseName=<0|0|EIHI 0l A 0|2
>;SnapshotSerializable=true;authenticationMethod=NTLM"

Microsoft SQL Server that uses a named instance with Windows NT credentials:
"jjdbc:informatica:sqlserver://<SAE 0|E>\<HHE QIAEA 0| Z>;DatabaseName=<C| Ol EIHI0|A 0|2
>;SnapshotSerializable=true;authenticationMethod=NTLM"

Microsoft Azure SQL

jdbc:Informatica:sqlserver://<host name>:<port number>;SelectMethod=cursor;DatabaseName=<database
name>; SnapshotSerializable=true;EncryptionMethod=SSL;HostNameInCertificate=*.database.windows.net;
ValidateServerCertificate=false

Azure SQL Database with Active Directory authentication

jdbc:informatica: sqlserver://
<host_name>:<port_number>;database=<database_name>;encrypt=true;AuthenticationMethod=ActiveDirecto

ryPassword;trustServerCertificate=false;hostNameInCertificate=".database.windows.net;loginTimeout=
<seconds>

PostgreSQL
jdbc:Informatica:postgresql://<host name>:<port number>;DatabaseName=
Azure PostgreSQL

jdbc:Informatica:postgresql://<host name>:<port number>;DatabaseName=<database
name>;EncryptionMethod=SSL;ValidateServerCertificate=true;CryptoProtocolVersion=TLSv1.2,

Sybase
jdbc:Informatica:sybase://<host name>:<port number>;DatabaseName=

Verify that the connection string contains all the connection parameters required by your
database system.
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Property Description

Domain name Name of the domain. The default domain name is
Domain_<MachineName>. The name must not exceed 128 characters
and must be 7-bit ASCII only. It cannot contain a space or any of the
following characters: * % * +," 7, <>\/

Node name Name of the node that you are upgrading.

Node host name Host name of the machine that hosts the node for the new version of
Informatica. If the machine has a single network name, use the default
host name. If the machine has multiple network names, you can modify
the default host name to use an alternate network name. Optionally, you
can use the IP address.

Note: Do not use localhost. The host name must explicitly identify the
machine.

Node port number Port number for the node you are upgrading. The default port number
for the node is 6005.

Gateway node host Host name of the machine that hosts the gateway node for the domain.
name Available if you upgrade a worker node.

Gateway node port Port number of the gateway node.

number Available if you upgrade a worker node.

24, AFEA A A 7] AL 53U S AFE-51o] Informatica Administrators X3 31a & Alo]E o] &
HoZ Jagoel=d AL A8x XA 7] AFA 7Y <53 9= g3

t}& 3= Informatica Administrator AF&3F X4 7] A G 2ol tdt &4 o] AHE o] 9l& YT,

Property Description

Custom Keystore Plain text password for the custom keystore file.

Password

Custom Keystore File Path and file name of the custom keystore file. If you leave this field
blank, the installer looks for the keystore file in the following directory:
<Informatica installation directory>\tomcat\conf\

ZE 74 4adel= Hel A7k vEbd Yt
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Port Description

Service Manager port Port number used by the Service Manager in the node. Client
applications and the Informatica command line programs use this port
to communicate to the services in the domain.

Service Manager Port number that controls server shutdown for the domain Service

Shutdown port Manager. The Service Manager listens for shutdown commands on this
port.

Informatica Port number used by the Administrator tool.

Administrator port Available if you upgrade a gateway node.

Informatica Port number used by the Administrator tool to listen for shut down

Administrator shutdown commands.

port Available if you upgrade a gateway node.

27. o&s SYFYh
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|nf0rmatica Windows Service Configuration - Step 8B of 12

Asgsign the user account to run the Informatica Windows service.

The installer creates a Windows service under the Local System buit-in account by default. The same user account will be used to run the
Windows service. You can specify an atternate user account to run the Informatica Windows service by providing the Windows username and
password.

[ &

User name: | |

Password: | |

Windowsdl A ¢ 19 o] = v HALE Informaticas Al 28l 7] 9138 v ~5 AAAE YL 724 o7 33
A 2= AR ol AFRE AR ZA3 AL A Al o2 APt o2 AR A AR S 2 Windows A B]
25 Add £ JdF YT

28. E A A o 2 Windows AH| A2 A 38 x| o 1.2 Helg],

b
I
-
ox
o
=)

TR A = el =



& A8 AR 4ug Qg

Property Description

Run Informatica under Indicates whether to run the Windows service under a different user
a different user account.

account

User name User account with which to run the Informatica Windows service.

Use the following format:
<domain name>\<user account>

This user account must have the Act as operating system permission.

Password Password for the user account with which to run the Informatica Windows
service.
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Directory

Description

Directory of the
Informatica product to

upgrade

Directory that contains the version of Informatica services that you want
to upgrade.

Directory for Informatica

Directory in which to install Informatica .

Enter the absolute path for the installation directory. The directory
cannot be the same as the directory that contains the previous version
of Informatica services.The directory names in the path must not contain

O,

&1 Informatica recommends using alphanumeric characters in the
installation directory path. If you use a special character such as & or €,
unexpected results might occur at run time.

On Windows, the installation directory must be on the current machine.
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whether you want to install distribution packages through the Informatica installer.
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Press 1 if you don't need distribution packages or if you want to install them later.

e Press 2 if you want to install distribution packages through the installer.

Default is 1.

If you choose to install distribution packages, select one or more packages from the list that you
want to install. Separate multiple packages with a comma.

Default is 1.
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Prompt Description

Database type Type of database for the domain configuration repository. Select from the
following options:

1 - Oracle
2 - Microsoft SQL Server
3-1BM DB2

4 - Sybase ASE

5 - PostgreSQL
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Property Description
Database user ID Name for the domain configuration database user account.
User password Password for the domain configuration database user account.
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Property Description

Configure tablespace In a single-partition database, if you select No, the installer creates
the tables in the default tablespace. In a multi-partition database,
you must select Yes.

Select whether to specify a tablespace!
1-No
2-Yes

Tablespace Name of the tablespace in which to create the tables. Specify a
tablespace that meets the pageSize requirement of 32768 bytes.

In a single-partition database, enter the name of the tablespace in
which to create the tables.

In a multipartition database, specify the name of the non-partitioned
tablespace that resides in the catalog partition of the database.

Microsoft SQL Serverg A8 3l 7§ dlolEjH|o] 2] 2~7]n} o] &5 = T,

t}& F o= Microsoft SQL Server tlo]Elu]| o] 2o s A ) oF sl &4 o] A E]o] glHUTh

Property Description

Schema name Name of the schema that will contain domain configuration tables. If
this parameter is blank, the installer creates the tables in the default
schema.
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Prompt Description

Database host Host name for the database.
name

Database port Port number for the database.
number
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Prompt

Description

Database service
name

Service or database name:

- Oracle: Enter the service name.

- Microsoft SQL Server: Enter the database name.
- IBM DB2: Enter the service name.

- Sybase ASE: Enter the database name.

- PostgreSQL: Enter the database name.

Configure JDBC
Parameters

Select whether to add additional JDBC parameters to the connection
string:

1-Yes

2-No

If you select Yes, enter the parameters or press Enter to accept the

default. If you select No, the installer creates the JDBC connection
string without parameters.

AHg4 A4 UDBC 94 BALL AHgte] Ad YR E Aste A4 B4

tlo
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Use the following syntax in the JDBC connection string:

IBM DB2

jdbc:Informatica:db2://<host name>:<port number>;DatabaseName=

Oracle

jdbc:Informatica:oracle://<host name>:<port number>;ServiceName=

Use the following connection string to connect to the Oracle database through the
Oracle Connection Manager:

jdbc:Informatica:oracle:TNSNamesFile=<fully qualified path to the tnsnames.ora
file>;TNSServerName=<TNS name>;

Microsoft SQL Server

jdbc:Informatica:sqlserver://<host name>:<port number>;SelectMethod=cursor;DatabaseName=

Microsoft SQL Server with Windows NT credentials

If you specified the Windows NT credentials for the Model repository database on
Microsoft SQL Server, specify the connection string syntax to include the
authentication method as NTLM.

Microsoft SQL Server that uses the default instance with Windows NT credentials:

"jjdbc informatica:sqlserver://<SAE 0|E>:<ZE P 5>;DatabaseName=<0|0IEIHI01A 0|5
>;SnapshotSerializable=true;authenticationMethod=NTLM"

Microsoft SQL Server that uses a named instance with Windows NT credentials:

"jjdbc:informatica:sqlserver://<EAE 0IE>\<YHE AABA 0]|S>;DatabaseName=<0| 0l E{H| 0] A

01 S>;SnapshotSerializable=true;authenticationMethod=NTLM

Microsoft Azure SQL

jdbc:Informatica:sqlserver://<host name>:<port
number>;SelectMethod=cursor;DatabaseName=<database

& RooA dagoel= 95
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name>; SnapshotSerializable=true;EncryptionMethod=SSL;HostNameInCertificate=*.database.windows
.net;ValidateServerCertificate=false

Azure SQL Database with Active Directory authentication

jdbc:informatica: sqlserver://
<host_name>:<port_number>;database=<database_name>;encrypt=true;AuthenticationMethod=ActiveDi
rectoryPassword;trustServerCertificate=false;hostNameInCertificate=*.database.windows.net;log
inTimeout=<seconds>

PostgreSQL
jdbc:Informatica:postgresql://<host name>:<port number>;DatabaseName=
Azure PostgreSQL

jdbc:Informatica:postgresql://<host name>:<port number>;DatabaseName=<database
name>;EncryptionMethod=SSL;ValidateServerCertificate=true;CryptoProtocolVersion=TLSv1.2,

Sybase
jdbc:Informatica: sybase://<host name>:<port number>;DatabaseName=
Verify that the connection string contains all the connection parameters required by your
database system.
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Property Description

Domain name Name of the domain. The default domain name is
Domain_<MachineName>. The name must not exceed 128 characters
and must be 7-bit ASCII only. It cannot contain a space or any of the
following characters: * % * +;" 7, <>\/

Node name Name of the node that you are upgrading.

Node host name Host name of the machine that hosts the node you are upgrading. If the
machine has a single network name, use the default host name. If the
machine has multiple network names, you can modify the default host
name to use an alternate network name. Optionally, you can use the IP

address.
Note: Do not use localhost. The host name must explicitly identify the
machine.
Custom keystore Plain text password for the custom keystore file. Enter the custom
password keystore password if you are securing the Informatica Administrator with

a custom keystore file and you are upgrading to a different gateway
node configuration.

Custom keystore file Path and file name of the custom keystore file. Enter the custom
keystore file if you are securing the Informatica Administrator with a
custom keystore file and you are upgrading to a different gateway node
configuration.

If you leave this field blank, the installer looks for the keystore file in the
following directory:
<Informatica installation directory>\tomcat\conf\
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Property

Description

Node port number

Port number for the node you are upgrading. The default port number
for the node is 6005.

Gateway node host
name

Host name of the machine that hosts the gateway node for the domain.
Available if you upgrade a worker node.

Gateway node port

Port number of the gateway node.

number Available if you upgrade a worker node.
19. A Z2ae Tudl 74 846 &9E XE s E mA Y.
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O FollE AT 5 Jde LEZF AH ] d5UTh
Port Description
Service Manager port Port number used by the Service Manager in the node. Client
applications and the Informatica command line programs use this port
to communicate to the services in the domain.
Service Manager Port number that controls server shutdown for the domain Service
Shutdown port Manager. The Service Manager listens for shutdown commands on this
port.
Informatica Port number used by the Administrator tool.
Administrator port Available if you upgrade a gateway node.
Informatica Port number used by the Administrator tool to listen for shut down
Administrator shutdown commands.
port Available if you upgrade a gateway node.
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setenv NLS_LANG american_america.UTF8
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setenv NLS_LANG=american_america.AL32UTF8
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LD_LIBRARY_PATH g7 W42 FA43Yt},
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Oracle <ol o|E{H|o|A AZ>/lib

IBM DB2 <H|o|EfHjo] A ZE>/lib

Sybase ASE “S{SYBASE_OCS}/lib:S{SYBASE_ASE}/lib:${LD_LIBRARY_PATH}”
Informix <t o|E{H|o| A HE>/lib

Teradata <G|o|E{H|o| A ZBE=>/lib

0ODBC <CLOSEDODBCHOME>/lib

PostgreSQL SPGHOME/lib:S {LD_LIBRARY_PATH}
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Verify Installer Package Checksum

Before you run the client installer, verify the install package integrity through the cksum command.
The cksum command calculates the checksum value for the installer.

Verify the checksum for the specific installer files against the checksum of the installation files
downloaded from the Informatica Electronic Software Download site.

o2 Hl o] &l = Windows<] Informatica S| Eof tht A3 & gd Z7]7)F e} G5
ot H3M 2 ot 37|
informatica_1053_client_winem- | 590321451 3139423400
64t.zip

A checksum mismatch can occur when there are data errors during download due to network issues or
when data corruption occurs in the file on disk. For more information about the checksum errors, see
HOW TO: Identify file errors after downloading Informatica installation files.
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INSTALL_HADOOP_LIBRARIES Determines whether to install distribution packages through the
installer. Set the value to true if you want to install distribution
packages through the installer. Set the value to false if you don't
need distribution packages or if you want to install them later.

SELECTED_HADOOP_LIBRARIES | Determines the distribution packages that you want to install from
the supported packages list. Enter the distribution packages that
you want to install, separating multiple packages with a comma.
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PGSERVICE: Set to the location of the pg_service.conf file:

<pg_service.conf file directory>/pg_service.conf

PGHOME: Set to PostgreSQL client install location. For example, /usr/pgsql -10
Add to PATH: SPGHOME/bin:${PATH}

Add to LD_LIBRARY_PATH: $PGHOME/lib:${LD_LIBRARY_PATH}

Oracled] 739 PowerCenter &) A ¥ g AH] 28 Oraclec] th3l] t}& 273 H4S A4S},

ORACLE_HOME: Set to Oracle client install location. For example, /u0l/app/oracle/product/19.0.0.0
Add to PATH: SORACLE_HOME/bin:${PATH}

Add to LD_LIBRARY_PATH: SORACLE_HOME/lib:${LD_LIBRARY_PATH}

Add TNS_ADMIN. The TNS entries are in the oratns folder. For example, /misc/platqa/ISPAutomation/
oratns
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DB2DIR: Set to DB2 client install location. For example, /opt/ibm/db2/V11.1

DB2INSTANCE: Instance name of the DB2 client.

Add to PATH: S$DB2DIR/bin:${PATH}

Add to LD_LIBRARY_PATH: $DB2DIR/Lib:${LD_LIBRARY_PATH} OR $DB2DIR/1lib64:${LD_LIBRARY_PATH}
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e After You Install, 129

Managing Distribution Packages Overview

You can use Integration Package Manager (the package manager) to install and remove distribution
packages from the Informatica service and client machines.

A distribution package is a set of distribution binaries that you install within the domain for the
following processing requirements:

e To push processing to the Hadoop or Databricks environment.
e To process complex files within the Informatica domain.

e To connect to the Hadoop or Databricks environment when you process within the Informatica
domain.

You can install distribution packages if you didn't do so during the upgrade or install process or if you
want to add a distribution package. You can remove a distribution package if you want to use a
different package or if you installed a package that you don't use.

When you install or remove distribution packages, verify that you perform the operation on all service
and client machines.

Before You Begin

Before you run the package manager, perform tasks such as setting environment variables and
downloading files.

1. Shut down the Informatica services.
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2. Set one of the following environment variables:

Variable Description

INFA_JDK_HOME | Location of the folder containing the supported Java Development Kit (JDK). Set
the INFA_JDK_HOME environment variable in the following scenarios:

- Informatica domain is on Windows or Linux

- Informatica client

INFA_JRE_HOME | Location of the folder containing the supported Java Runtime Environment
(JRE). If the Informatica domain is on AlX, set the INFA_JRE_HOME environment
variable.

3. Verify that the user that runs the package manager has read and write permissions on the
Informatica installation directory and execute permissions on the executable file.

4. Download the following files from the Informatica Electronic Software Download site:

e Integration Package Manager

e Distribution packages

5. Extract the Integration Package Manager ZIP files to a local drive.

6. Copy the ZIP files of distribution packages that you need to the following location: <Integration
Package Manager directory>/source

#1312 The package manager fails if the ZIP files for distribution packages aren't available in the
source directory.

Install or Remove Distribution Packages in
Console Mode

You can run the package manager in console mode to install or remove distribution packages.
1. From the package manager directory, run one of the following commands:

e ./Server.sh console for Linux or UNIX

o Server.bat console for Windows

e (lient.bat console for client

#3112 To run the command on Windows, use the administrator command prompt.
2. Enter the installation directory of the services or client and press Enter.
3. Choose the operation type and press Enter.

e Select 1 to remove existing distribution packages.

e Select 2 to install one or more distribution packages.

The console lists the distribution packages that you can install or remove.

4. Enter the distribution packages that you want to install or remove, separating multiple packages
with a comma, and press Enter.

Install or Remove Distribution Packages in Console Mode 127
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5. Verify the installation or removal status in the package manager log file.

You can find the log file in the following location: <Integration Package Manager directory>/
IntegrationPackageManager_<date and timestamp>.log

Install or Remove Distribution Packages in Silent
Mode

You can run the package manager in silent mode to install or remove distribution packages. The silent
input properties file contains the properties for the package manager to run in silent mode for service
and clients. Set the appropriate value for each property in the file.

1. Find the IntegrationPackageManager.properties file in the following location: <Integration Package
Manager directory>/

2. Edit the properties file in a text editor.

The following table describes the properties that you can modify:

Property Name Description
USER_INSTALL_DIR The installation directory of the service or client.
OPERATION_TYPE The operation that you want to perform:

- Set to DELETE to remove existing distribution packages.
- Set to EXTRACT to install one or more distribution packages.

SELECTED_HADOOP_LIBRARIES | Lists the distribution packages and versions.

Enter the distribution packages that you want to install or remove.
Separate multiple packages with a comma.

3. Save the properties file.
4. From the package manager directory, run one of the following commands:

e . /Server.sh silent for Linux or UNIX

o Server.bat silent for Windows

e (lient.bat silent for client

Z31: To run the command on Windows, use the administrator command prompt.
5. Verify the installation or removal status in the package manager log file.

You can find the log file in the following location: <Integration Package Manager directory>/
IntegrationPackageManager_<date and timestamp>.log
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After You Install

To use the distribution packages that are installed using the package manager, configure the property
or environment variable in service and client machines.

Configure the Developer Tool

After you install the distribution packages in the Developer tool, update the developerCore.ini file with
the installed distribution package.

1. Find the developerCore.ini file in the following location: <Informatica installation directory>\clients
\DeveloperClient
2. Edit the file to update the following property:
-DINFA_HADOOP_DIST_DIR=hadoop\<Hadoop distribution name>_<version>
For example,
-DINFA_HADOOP_DIST_DIR=hadoop\CDH_7.1
3. Restart the Developer tool.

Configure Environment Variables

Some adapters require environment variables for the Data Integration Service and Metadata Access
Service to access the distribution packages. For more information, see
Configure environment variables to process complex files.
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