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Preface

The Informatica PowerExchange® for Amazon S3 User Guide for PowerCenter® describes how to read data
from and write data to Amazon S3. The guide is written for database administrators and developers who are
responsible for moving delimited file data from a source to an Amazon S3 target, and from an Amazon S3
source to a target. This guide assumes that you have knowledge of database engines, Amazon S3, and
PowerCenter.

Informatica Resources

Informatica Network

Informatica Network hosts Informatica Global Customer Support, the Informatica Knowledge Base, and other
product resources. To access Informatica Network, visit https://network.informatica.com.

As a member, you can:

o Access all of your Informatica resources in one place.

e Search the Knowledge Base for product resources, including documentation, FAQs, and best practices.
e View product availability information.

¢ Review your support cases.

e Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base

Use the Informatica Knowledge Base to search Informatica Network for product resources such as
documentation, how-to articles, best practices, and PAMs.

To access the Knowledge Base, visit https://kb.informatica.com. If you have questions, comments, or ideas
about the Knowledge Base, contact the Informatica Knowledge Base team at
KB_Feedback@informatica.com.

Informatica Documentation

To get the latest documentation for your product, browse the Informatica Knowledge Base at
https://kb.informatica.com/_layouts/ProductDocumentation/Page/ProductDocumentSearch.aspx.

If you have questions, comments, or ideas about this documentation, contact the Informatica Documentation
team through email at infa_documentation@informatica.com.



HTTPS://NETWORK.INFORMATICA.COM/
http://kb.informatica.com
mailto:KB_Feedback@informatica.com
https://kb.informatica.com/_layouts/ProductDocumentation/Page/ProductDocumentSearch.aspx
mailto:infa_documentation@informatica.com

Informatica Product Availability Matrixes

Product Availability Matrixes (PAMSs) indicate the versions of operating systems, databases, and other types
of data sources and targets that a product release supports. If you are an Informatica Network member, you
can access PAMs at
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity

Informatica Velocity is a collection of tips and best practices developed by Informatica Professional
Services. Developed from the real-world experience of hundreds of data management projects, Informatica
Velocity represents the collective knowledge of our consultants who have worked with organizations from
around the world to plan, develop, deploy, and maintain successful data management solutions.

If you are an Informatica Network member, you can access Informatica Velocity resources at
http://velocity.informatica.com.

If you have questions, comments, or ideas about Informatica Velocity, contact Informatica Professional
Services at ips@informatica.com.

Informatica Marketplace

The Informatica Marketplace is a forum where you can find solutions that augment, extend, or enhance your
Informatica implementations. By leveraging any of the hundreds of solutions from Informatica developers
and partners, you can improve your productivity and speed up time to implementation on your projects. You
can access Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support

You can contact a Global Support Center by telephone or through Online Support on Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:
http://www.informatica.com/us/services-and-training/support-services/global-support-centers.

If you are an Informatica Network member, you can use Online Support at http://network.informatica.com.
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CHAPTER 1

Introduction to PowerExchange
for Amazon S3

This chapter includes the following topics:

e PowerExchange for Amazon S3 Overview, 8

e PowerCenter Integration Service and Amazon S3 Integration, 8

e Introduction to Amazon S3, 9

PowerExchange for Amazon S3 Overview

You can use PowerExchange for Amazon S3 to connect PowerCenter and Amazon S3.
Amazon S3 is a cloud-based store that stores many objects in one or more buckets.

You can also connect to Amazon S3 buckets available in Virtual Private Cloud (VPC) through VPC endpoints.
Use PowerExchange for Amazon S3 to read delimited file data from and write delimited file data to Amazon
S3. You can use Amazon S3 objects as sources and targets in mappings. When you use Amazon S3 objects
in mappings, you must configure properties specific to Amazon S3. When you write to Amazon S3, you can
enable data encryption to protect data.

Example

You are a medical data analyst in a medical and pharmaceutical organization who maintains patient records.
A patient record can contain patient details, doctor details, treatment history, and insurance from multiple
data sources.

You use PowerExchange for Amazon S3 to collate and organize the patient details from multiple input
sources and write the data to Amazon S3.

PowerCenter Integration Service and Amazon S3
Integration

The PowerCenter Integration Service uses the Amazon S3 connection to connect to Amazon S3.

When you run an Amazon S3 session, the PowerCenter Integration Service reads data from Amazon S3 based
on the session and Amazon S3 connection configuration. The PowerCenter Integration Service connects and



reads data from Amazon S3 through a TCP/IP network. The PowerCenter Integration Service then stores data
in a staging directory on the PowerCenter Integration Service machine and writes to any target.

When you run the Amazon S3 session, the PowerCenter Integration Service writes data to Amazon S3 based
on the session and Amazon S3 connection configuration. The PowerCenter Integration Service reads from
any source and stores data in a staging directory on the PowerCenter Integration Service machine. The
PowerCenter Integration Service then connects and writes data to Amazon S3 through a TCP/IP network.

Introduction to Amazon S3

Amazon Simple Storage Service (Amazon S3) is storage service in which you can copy data from source and
simultaneously move data to any target. You can use Amazon S3 to store and retrieve any amount of data at
any time, from anywhere on the web. You can accomplish these tasks using the AWS Management Console
web interface.

Amazon S3 stores data as objects within buckets. An object consists of a file and optionally any metadata
that describes that file. To store an object in Amazon S3, you upload the file you want to store to a bucket.
Buckets are the containers for objects. You can have one or more buckets. When using the AWS
Management Console, you can create folders to group objects, and you can nest folders.

Amazon S3 Objects

PowerExchange for Amazon S3 sources and targets represent delimited file data objects that are read from
or written to Amazon S3 buckets as CSV files.

Use PowerExchange for Amazon S3 to read delimited files from Amazon S3 and to insert data to delimited
files in Amazon S3 buckets.

Amazon S3 Object Format

Amazon S3 objects are CSV or delimited text files. All fields in an Amazon S3 file are of string data type with
a data format that you cannot change and with a defined precision of 256. Data in Amazon S3 text files is
written in String 256 format.

PowerExchange for Amazon S3 accepts target data with a precision greater than 256. You do not need to
change the precision in the Target transformation.

To read source data with a precision greater than 256, increase the precision in the Source transformation to
view the complete data.

To write Amazon S3 source data to any relational target data source, you can specify field expressions in the
Fields page. The PowerCenter Integration Service converts the Amazon S3 string data to the target data
format.

An Amazon S3 file uses the following data format:

e The delimiter is a colon.
e The qualifier is a double-quote.

e The escape character is a backslash.

Introduction to Amazon S3 9



CHAPTER 2

PowerExchange for Amazon S3
Configuration

This chapter includes the following topics:
o PowerExchange for Amazon S3 Configuration Overview, 10

e Prerequisites, 10
e Create Minimal Amazon S3 Bucket Policy, 11

e Registering the Plug-in, 12

PowerExchange for Amazon S3 Configuration
Overview

You can use PowerExchange for Amazon S3 on Windows or Linux. You must configure PowerExchange for
Amazon S3 before you can extract data from or load data to Amazon S3.

Prerequisites

Before you can use PowerExchange for Amazon S3, perform the following tasks:

1. Install or upgrade to PowerCenter 10.1.1.

2. Create an Access Key ID and Secret Access Key in AWS. You can provide these key values when you
create an Amazon S3 connection.

To encrypt data inserted in Amazon S3 target objects, enable client-side encryption.

4. Verify that you have read, write, and execute permissions on the following directory: <Informatica
installation directory>/server/bin.

Create an Access Key ID and Secret Access Key

When you configure an Amazon S3 connection, you need to specify the access key ID and secret key to
access the Amazon resources.

1. Loginto Amazon Web Services with your AWS credentials.

10



Navigate to the Security Credentials page.
Expand the Access Keys section, and click Create New Access Key.

Click the Show Access Key link.

o > 0N

Click Download Key File and save the file on the machine that hosts the PowerCenter Integration
Service.

Enable Client-side Encryption

To enable client-side encryption, you must specify the master symmetric key when you create an Amazon S3
connection. The PowerCenter Integration Service uses the master symmetric key to encrypt the data while
uploading the files to Amazon S3 targets.

1. Create a master symmetric key, which is a 256-bit AES encryption key in Base64 format.

2. Update the security policy .jar files on the machine that hosts the PowerCenter Integration Service.
Update the local policy.jar andthe US export policy.jar files in the following directory:
<Informatica installation directory>\java\jre\lib\security. From the Oracle website, download
the .jar files that are supported by the JAVA environment on the machine that hosts the PowerCenter
Integration Service.

Create Minimal Amazon S3 Bucket Policy

The minimal Amazon S3 bucket policy ensures PowerExchange for Amazon S3QuickSight Connector
performs read and write operations successfully.

You can restrict user operations and user access to particular Amazon S3 buckets by assigning an AWS
Identity and Access Management (IAM) policy to users. Configure the IAM policy through the AWS console.
Following are the minimum required permissions for users to successfully read data from and write data to
Amazon S3 bucket.

e PutObject

e GetObject

e GetObjectVersion

e DeleteObject

o DeleteObjectVersion
e ListBucket

e GetBucketPolicy
Sample Policy:

{

"Version": "2012-10-17", "Statement": [

{ "Effect": "Allow", "Action": [ "s3:PutObject", "s3:GetObject", "s3:GetObjectVersion",
"s3:DeleteObject", "s3:DeleteObjectVersion", "s3:ListBucket", "s3:GetBucketPolicy" ],
"Resource": [ "arn:aws:s3:::<specify bucket name>/*", "arn:aws:s3:::<specify bucket name>/

]}
]
}

Create Minimal Amazon S3 Bucket Policy 11



Registering the Plug-in

After you install or upgrade to PowerCenter 10.1.1, you must register the plug-in for PowerExchange for
Amazon S3 with the PowerCenter repository.

A plug-in is an XML file that defines the functionality of PowerExchange for Amazon S3. To register the plug-
in, the repository must be running in exclusive mode. Use the Administrator tool or the pmrep RegisterPlugin
command to register the plug-in.

The plug-in file for PowerExchange for Amazon S3 is AmazonS3Plugin.xml. When you install PowerExchange
for Amazon S3, the installer copies the AmazonsS3Plugin.xml file to the following directory: <Informatica
Installation Directory>\server\bin\Plugin.

Note: If you do not have the correct privileges to register the plug-in, contact the user who manages the
PowerCenter Repository Service.

12 Chapter 2: PowerExchange for Amazon S3 Configuration



CHAPTER 3

Amazon S3 Sources and Targets

This chapter includes the following topics:

e Amazon S3 Sources and Targets Overview, 13

e Import Amazon S3 Objects, 13

Amazon S3 Sources and Targets Overview

Create a mapping with an Amazon S3 source to read delimited file data from Amazon S3 and write to a
target. Create a mapping with any source and an Amazon S3 target to write delimited file data to Amazon S3.

Import Amazon S3 Objects

You can import Amazon S3 source and target objects before you create a mapping.
Ensure that you have valid AWS credentials before you create a connection.
1. Start the PowerCenter Designer and connect to a PowerCenter repository.
2. Open a source or target folder.
3. Select Source Analyzer or Target Designer.
4. Click Sources or Targets, and then click Import from AmazonS3Plugin.
The Establish Connection dialog box appears.

5. Specify the following information and click Connect.

Connection Description
Property
Access Key The access key ID used to access the Amazon account resources. Required if you do not use

AWS Identity and Access Management (IAM) authentication.

Secret Key The secret access key used to access the Amazon account resources. This value is
associated with the access key and uniquely identifies the account. You must specify this
value if you specify the access key ID.

13




Connection
Property

Description

Folder Path

The complete path to the Amazon S3 objects and must include the bucket name and any
folder name. Ensure that you do not use a forward slash at the end of the folder path. For
example, <bucket name>/<my folder name>

Master
Symmetric Key

Optional. Provide a 256-bit AES encryption key in the Base64 format when you enable client-
side encryption. You can generate a key using a third-party tool.

If you specify a value, ensure that you specify the encryption type as client side encryption in
the target session properties.

Code Page

The code page compatible with the Amazon S3 source. Select one of the following code
pages:

- MS Windows Latin 1. Select for ISO 8859-1 Western European data.
- UTF-8. Select for Unicode and non-Unicode data.

- Shift-JIS. Select for double-byte character data.

- 1S0 8859-15 Latin 9 (Western European).

- 1SO 8859-2 Eastern European.

- 1S0 8859-3 Southeast European.

- 1S0 8859-5 Cyrillic.

- 1S0 8859-9 Latin 5 (Turkish).

- IBM EBCDIC International Latin-1.

Formatting
Options

Select a delimiter, text qualifier, or an escape character. Choose Other for the delimiter, if you
want to specify a delimiter other than comma, tab, colon, and semi-colon.

Region Name

The name of the region where the Amazon S3 bucket is available. Select one of the following
regions:

- US East (N. Virginia)

- US West (N. California)

- US West (Oregon)

- EU (Ireland)

- EU (Frankfurt)

- Asia Pacific (Tokyo)

- Asia Pacific (Seoul)

- Asia Pacific (Singapore)

- Asia Pacific (Sudney)

- South America (Sao Paulo)
Default is US East (N. Virginia).

6. Click Connect.
7. Click Next.

8.

9.
10. Click Finish.

Select the Amazon S3 object that you want to import.

Optionally, click Data Preview to view the resource metadata.
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CHAPTER 4

Amazon S3 Sessions

This chapter includes the following topics:

e Amazon S3 Sessions Overview, 15

e Amazon S3 Connections, 15

e Amazon S3 Source Sessions, 17

e Amazon S3 Target Sessions, 17

Amazon S3 Sessions Overview

You can configure an Amazon S3 connection in the Workflow Manager to read delimited file data from or
write delimited file data to an Amazon S3. Ensure that you have write access to the Amazon S3 bucket you
want to access.

When you write to Amazon S3 targets, you can only insert data to Amazon S3 targets. You cannot update or
delete data. Any data in the target is overwritten when you select an existing Amazon S3 target. To protect
data, you can also enable data encryption before writing data to Amazon S3 targets.

Amazon S3 Connections

Amazon S3 connections enable you to read data from or write data to Amazon S3. The PowerCenter
Integration Service uses the connection when you run an Amazon S3 session.

Amazon S3 Connection Properties

When you configure an Amazon S3 connection, you define the connection attributes that the PowerCenter
Integration Service uses to connect to Amazon S3.

15
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The following table describes the Amazon S3 connection properties:

Connection
Property

Description

Name

The name of the Amazon S3 connection.

Type

The AmazonS3 connection type.

Access Key

The access key ID used to access the Amazon account resources. Required if you do not use
AWS Identity and Access Management (IAM) authentication.
Note: Ensure that you have valid AWS credentials before you create a connection.

Secret Key

The secret access key used to access the Amazon account resources. This value is associated
with the access key and uniquely identifies the account. You must specify this value if you
specify the access key ID.

Folder Path

The complete path to the Amazon S3 objects and must include the bucket name and any folder
name. Ensure that you do not use a forward slash at the end of the folder path. For example,
<bucket name>/<my folder name>

Master Symmetric
Key

Optional. Provide a 256-bit AES encryption key in the Base64 format when you enable client-side
encryption. You can generate a key using a third-party tool.

If you specify a value, ensure that you specify the encryption type as client side encryption in the
target session properties.

Code Page

The code page compatible with the Amazon S3 source. Select one of the following code pages:
- MS Windows Latin 1. Select for ISO 8859-1 Western European data.

- UTF-8. Select for Unicode and non-Unicode data.

- Shift-JIS. Select for double-byte character data.

-1S0 8859-15 Latin 9 (Western European).

- 1SO 8859-2 Eastern European.

- IS0 8859-3 Southeast European.

- 1S0 8859-5 Cyrillic.

-1S0 8859-9 Latin 5 (Turkish).

- IBM EBCDIC International Latin-1.

Region Name

The name of the region where the Amazon S3 bucket is available. Select one of the following
regions:

- US East (N. Virginia)

- US West (N. California)

- US West (Oregon)

- EU (Ireland)

- EU (Frankfurt)

- Asia Pacific (Tokyo)

- Asia Pacific (Seoul)

- Asia Pacific (Singapore)

- Asia Pacific (Sudney)

- South America (Sao Paulo)
Default is US East (N. Virginia).

Formatting
Options

Select a delimiter, text qualifier, or an escape character. Choose Other for the delimiter, if you
want to specify a delimiter other than comma, tab, colon, and semi-colon.
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Configuring an Amazon S3 Connection

Configure an Amazon S3 connection in the Workflow Manager to define the connection attributes that the
PowerCenter Integration Services uses to connect to Amazon S3.

1. Inthe Workflow Manager, click Connections > Application.
The Application Connection Browser dialog box appears.
2. Click New.
The Select Subtype dialog box appears.
3. Select AmazonS3 and click OK.
The Connection Object Definition dialog box appears.
4. Enter a name for the Amazon S3 connection.
Enter the Amazon S3 connection properties.
6. Click OK.

Configuring the Source Qualifier

After you import a source to create a Mapping for Amazon S3 source, you must configure the source
qualifier.

1. In a mapping, double-click the Source Qualifier.
2. Select the Configure tab and click Configure.
The Establish Connection dialog box appears.
3. Specify the Amazon S3 connection properties and click Connect.
4. Click Finish.
5. Save the mapping.

Amazon S3 Source Sessions

Create a mapping with an Amazon S3 source and a target to read data from Amazon S3. If the file size of an
Amazon S3 object is greater than 8 MB, you can enable the Enable Downloading S3 Files in Multiple Parts
option to download the object in multiple parts in parallel.

For Amazon S3 sources, you can set the tracing level session property, which sets the amount of detail that
appears in the log file. You can choose terse, normal, verbose initialization, or verbose data. Default is
normal.

Amazon S3 Target Sessions

Create a session and associate it with a mapping that you created to write data to Amazon S3. Define the
session properties to write data to Amazon S3.
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Data Encryption in Amazon S3 Targets

To protect data, you can enable server-side encryption or client-side encryption to encrypt data inserted in
Amazon S3 buckets.

Server-side Encryption

Enable server-side encryption if you want Amazon S3 to encrypt the data while uploading the CSV files to the
buckets. To enable server-side encryption, select Server Side Encryption as the encryption type in the target
session properties.

Client-side Encryption

Enable client-side encryption if you want the PowerCenter Integration Service to encrypt the data while
uploading the CSV files to the buckets. To enable client-side encryption, perform the following tasks:

1. Provide a master symmetric key when you create an Amazon S3 connection. Ensure that you provide a
256-bit AES encryption key in Base64 format.

2. Select Client Side Encryption as the encryption type in the target session properties.

3. Ensure that an organization administrator updates the security policy .jar files on the machines that host
the PowerCenter Integration Service.

Success Files

The PowerCenter Integration Service generates a success file after you run a session.

The success file contains an entry for each record that is successfully written to Amazon S3. Each entry
contains the values that are written for all the fields of the record. Use the success file to understand the
data that the PowerCenter Integration Service writes to the Amazon S3.

If you want the PowerCenter Integration Service to generate a success file, specify a directory for the
success file in the Amazon S3 target session properties. Specify a directory on the machine that hosts the
PowerCenter Integration Service. If you do not specify a directory for the success file, the PowerCenter
Integration Service creates the success file in the following directory: SPMTargetFileDir.

The PowerCenter Integration Service generates the success file with the following naming convention:
<sessionName> <timestamp> success.csv.

Error Files

If errors occur when you run a session, the PowerCenter Integration Service generates an error file.

The error file contains an entry for each data error that occurs when you write to Amazon S3 target. Each
entry in the file contains the values for all fields of the record and the error message. Use the error file to
understand why the PowerCenter Integration Service did not write data to the Amazon S3 target.

If you want the PowerCenter Integration Service to generate an error file, specify a directory for the error file
in the Amazon S3 target session properties. Specify a directory on the machine that hosts the PowerCenter
Integration Service. If you do not specify a directory for the error file as a session property, the PowerCenter
Integration Service creates the error file in the following directory: $pPMBadFileDir.

The PowerCenter Integration Service generates an errors file with the following naming convention:

<sessionName> <timestamp> error.csv.
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Amazon S3 Target Session Configuration

You can configure a session to write data to Amazon S3. Define the properties for each target instance in the
session.

The following table describes the session properties:

Property Description

Encryption Type | Method you want to use to encrypt data. Select one of the following values:

- None. The data is not encrypted.

- Client Side Encryption. The PowerCenter Integration Service encrypts data while uploading the
CSV files to Amazon buckets. You must select client-side encryption if you specify a master
symmetric key in the Amazon S3 connection properties.

- Server Side Encryption. Amazon S3 encrypts data while uploading the CSV files to Amazon
buckets.

INSERT Inserts the source data in the Amazon S3 target. Overwrites any existing data in the target object.
Note: You can only insert data to Amazon S3 objects. You cannot perform delete or update
operations on Amazon S3 targets.

Success File Directory for the Amazon S3 success file.

Directory Specify a directory on the machine that hosts the PowerCenter Integration Service.
Error File Directory for the Amazon S3 error file.

Directory Specify a directory on the machine that hosts the PowerCenter Integration Service.

Amazon S3 Target Sessions 19



APPENDIX A

Data Type Reference

This appendix includes the following topic:

e Data Type Reference Overview, 20

Data Type Reference Overview

20

PowerExchange for Amazon S3 uses only CSV files in PowerCenter sessions.

PowerExchange for Amazon S3 uses the following data types in PowerCenter sessions with Amazon S3
objects:

Amazon S3 native data types

Amazon S3 data types appear on the Datatype tab for source qualifiers and target definitions when you
edit metadata for the fields.

Transformation data types

Set of data types that appear in the remaining transformations. They are internal data types based on
ANSI SQL-92 generic data types, which PowerCenter uses to move data across platforms.
Transformation data types appear in all remaining transformations in a PowerCenter sessions.

When PowerExchange for Amazon S3 reads source data, it converts the native data types to the comparable
transformation data types before transforming the data. When PowerExchange for Amazon S3 writes to a
target, it converts the transformation data types to the comparable native data types.

The following table lists the Amazon S3 data types that PowerExchange for Amazon S3 supports and the
corresponding transformation data types:

Amazon S3 Native Data Type Transformation Data Type Description

String String 1to 104,857,600 characters
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