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B 15t B8
wely LDAP R 2gfy & M. ZMAKNANE, BEETHIAME— T8I 128

TR, BAREEEUNEHRFR

t/<>@;\%7?

AP LIE & ASCH 87T, BFREREBEE T AEE—1FR. TR
fERMAEMT M%ﬁo

FA R A % BE89R%IE (DN), %% EFREL LDAP BERMRSHERAFABNESR, ERA
RIBXZRIRGE R ERIT B RFPHIIT R,
B4, 7 Microsoft Active Directory 1, FFXTREVIRBIE B A

cn=UserName,ou=OrganizationalUnit,dc=DomainName, HH
dc=DomainName FIZ&RREI—RFIEXRIRFIGIRIR T ITREY DNS 1o

GE LDAP 2l 23
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B 1588

FA - TR e 28 BT EEEEERETERP LD LDAP BWF R B, HiEsso] LUETE
MBI WS ERTE S,

f40: (objectclass=*) LT E TSR, (&(objectClass=user)(!(cn=susan))) 3£z
B “susan” ZANIFTERFXN SR, BFIERFEBNIFMES, 15214 LDAP

BRIRES X,
HIRERAN FBE/NR%IE (DN), 2% BB FE LDAP BRRSTERHAZ I Ro
N iiba e BTHEETERRSTERARIFH LDAP Z1BF RS,

6. BEMRETEOSEMERSHFNAFMANTIRFE,

MRMEARTERNARNASE, HEHF A RHiER M RERDURINER AP A,
7. EFIMEM LDAP 218, BESRITHE 436,
8. BuRASL2ETNAFMAS LDAP BERRESTHAEFANA, BEEINRAS.

BRSS BIRRIE LDAP R IFIE RS S LDAP BRBSTHARAS. TRESHIZFHRI0 EERT
ES MM ANKE.

9. BEMERETREE,

T 3. X R DY E]

ECh—N

ALK E— M, RS EIEREBELR LDAP Z2HHhAFMAYIRS LDAP BRIRSHRIAF AT
KED,

EEHA: BaiRPIIEZA], WIE /etc/hosts XFBEEE LDAP RSB[BHIENRFE. MRRSEERTE
fEAT LDAP BRSSBENR, APRPSATEXRMK.

EEDHERE, RS EIEBM LDAP BRIRSSANAFRNE, RSEESEM LDAP Z2HFRRABEEEERTS
NBVEERTHEESE P ER AP A,

BIAMERT, IRSEERTES LDAP BRIRSED I RIESE, NHR LDAP R AE A MAS RVEH
M, ALUHRIRS EEESXFS LDAP Z2EHMEE, RSEFBRERETLIRENNIEE LDAP 2155
LDAP BERRSBREF.

AR ERTPHE, REEEREVICERSHAFK,, APRKF#ERS, REEERETEATHAF K #1T
BRI, BRARETEERINAEFREF . IRAFERS FENERINBEFE I, ELTERT
A5, AP IENFENEERTERTWAFRMEANKE, MERHIERDRNIER, IERSHAFRRE
FWEERYZLlg, BERS 100 M ENBFHE, BEEBTRY ZHI7E LDAP BRIRST BRSSP AhEE. W0
RA7E LDAP ERBREBHBERASTINEE, BFXaKM.
EIGE¥ LDAP ££1H5 LDAP BRIRERSHITR, BRITUTTE:
1. 71£ Administrator TEH, BHERESETF,
2. BEHREXRE, AF%EE LDAP BEE,
3. £ LDAP BRESHEESR, BHiHRIED .
4, BAERFMIRE (+) LA E],
B it RIER 24 DBEEHERE R,
AUREEETE—XDANEEHRENRE T IYE, R LDAP BRRESTIAFPMATIREELT K, AT
REEEHRITNAERZRETED,
5. EUiEZeEFARMAS LDAP BRRSFHNEAFNARS, HREIRT,

LDAP Z 4215




6. BEHRERTFRDITL.
AR NRERSEERS LDAP BRRSAEF ZRIEMRGN Informatica 5, RINNES B ENFE X,

£ LDAP BRIRS P EAIREAR

LDAP R A LIB & #RE LDAP ., [RSBERALUSNEIUTAREENIRER:

o TEAERIBVALRENA (OV) TRIEMA,

o BERAZEIZEXR.

g0, BEQE—ERELH, E& GroupB 2 GroupA B, GroupD & GroupC HIRE 5o
1. iBEEAEREAY OU TEUE GroupA. GroupB. GroupC #1 GroupDo

2. %mi8 GroupA, A/E¥ GroupB FHRINAMK R,

3. %8 GroupC, ZAE¥E GroupD RN H.

TEEEHRE LDAP HS NFEI R EM A EIEN LDAP ZE2FH,

FRAB%ER SSLIEH

AT LUEZFME I BMA M (CA) BB SSLIEBA LDAP ARS8, BINMERT, RESESERRNEEIEARD
ELZIEFHH LDAP RE 2,

EEEEIE SSLIEHAY LDAP fRSE 28, 151 Java keytool ZEFFIEHEIELARFBIEBENEEHED
M55 s ERY cacerts BS1EEN . cacerts EEEXEMNTFENMN TR ENUTERH:

<Informatica R#EHER>\java\jre\lib\security
keytool LAEFMUTFEIMN TR ELMNWUTERY:
<Informatica REBF>\java\jre\bin
SANEHZE, EfMRTITR.

PR LDAP 415

EXAZIE LDAP 22l AF A E N BEFE G, A LURER LDAP 2215, Mk LDAP Z&igit, RESE
8 MIRED B HUEEMRIBR LDAP 23R BIFE B A KA F4AH,
1. 7£ LDAP EREXNEIES, BERSEHEIF,

“LDAP BRE” ITEERERTLIHMTIR,

2. ATHRBBREBNZSE, FREREIMUEERTSANARNANTHESR, ARIIEESEEMR
=21,

. BER2EEDBEREEURFRZR 25
4. BEREUBINERRZZ2E.

MiIk% LDAP Z223 25
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REEFEUTER:

* Kerberos B3 IIEIE BB, 26

e HIE 1,58 Microsoft Active Directory FRIFE P 8 LDAP B, 27
* PR 2 BAMAFHNARRESE LDAP K21, 27
o S 3.4 HE Kerberos EBBE X, 30

o S A4 SR EERBFRA Keytab 18R, 31

* IR 5197 SPN # Keytab 1§43, 35

* FB 6. BIEBRS AR Keytab X5, 36

o FIB 7 EEIHMN Kerberos H1PIRIE, 38

o FIR 8 THIHHMNTH, 40

s FBI.EMEFmITEN, 40

o HI 10.350 Informatica 3§, 41

* FCE Kerberos B WIEZ /G, 41

* HIEX Kerberos [, 42

Kerberos B{pIGUE 18 & 8L 5

26

NREZELZED R Informatica 13, o] LUEFIZEMLIE A Kerberos B350k, MMRAEZELEDTE
F Kerberos SAIRIE, ERILUEA Informatica S8 1TI2F A E N ER Kerberos B3 383E,

EEMSITHEE Informatica 1A Kerberos A8, EHITUTHE:
£/ Microsoft Active Directory P 813 LDAP A P13,
BAMAFEHE LDAP 223,

2 & Kerberos B0 &, AFKEEXHEHE Informatica BRo

LU Informatica BFr RIS N ERL SPN # keytab XH 3,

92 SPN fl keytab XHE XA o

B SPN # keytab X,

B2 & Informatica 3#BY Kerberos &4,

B3 Informatica HHHIT =,

EFE P HITE.

o ® N o kW N



10. B#h Informatica #iE1T Administrator TH,

ECE Kerberos S{33IEM LDAP K21 /5, FRIEAF KA REEE EMSIAINIR, WIENPRIRS BEE
A RE AN AP R R BRI R RERHTER.

FE: U ESBREELELRE Informatica IRSB{ERE A Kerberos B0, MNRERELIZETEA Kerberos
BHIE, 5EE Informatica ZEIEEHMSE,

1% 1. 38:iT Microsoft Active Directory ARV F 6
LDAP F3 13

% Informatica IHECE FE A Kerberos BRMIEZ AT, BRIEEREFRERFPHAIIMT Informatica AR
LDAP 2 H, %M Microsoft Active Directory B P ik S N\ZI LDAP Z£15,

R Informatica A BE R I FAER Microsoft Active Directory B LDAP Z&igd, HiEXERA T
# =l Microsoft Active Directory, BXi§RF M T E] Microsoft Active Directory BNIF4HES, 1BEH
LDAP SEIRAINTS 7 S

MRFHHEAP P U FARMZ SR, BERXLERF T2 Microsoft Active Directory, & & LDAP Z&3F
B2 & 5 Microsoft Active Directory BRSHEE. ARABFRMAIRETRESS, H Microsoft Active Directory
FHEFHF S LDAP R AP KRS,

BXIRE LDAP BRED AFKFANFARES, F55H_“IRE LDAP K215 WE.L 20

DB 2. Rt PN REZ ZE LDAP L2115

R Informatica HPERAKA U T AT 2R, FRXEKFPHOMERAA,. AE. FRANRRIZEE
LDAP 2N AP KA. ¥ Informatica SIECE M Kerberos B IIEZ f&, FTiAERAM T 2igH
BRI,

MRFERMLZRHPRERAFKS, W LDAP REFHFARIXMN Active Directory P IKF R B HERIA.
AE. FRANIR, BtBANA. Ae. FSNANRESE LDAP Z2BHHAF. A, KIEA. A1,
AN R RS EWES.

NRHFEARMBZ2HFGERFKS, WA ids: “SE 3. 188 Kerberos BEXH” HiHE-E 30,
ERAtAANA, AE. NIRRT ZE LDAP ReHHPHNAR, BRITUTIE:

1. 3S3E Kerberos B2 3IERIAF K,

2. RIBAPIEIHXMH.

3. i&f7 infacmd isp migrateusers <,

4. WIFAFPKFRA. A, FIHENER,

AR NBREISARAAG. BNANRISHIND, FEEIBHEETIEREBRBFAA. At Fi
R,

# I 1. 33 Microsoft Active Directory B F 8IE LDAP B 27
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WIERA Ptk P 2517 Kerberos {4513

EEXMB K NTRAREBETHEE LDAP R LIIT Kerberos B350 IERIMK
5 Informatica HFWAFKF, BETUTHES:
infacmd isp ListAllUsers

ET#%E LDAP &g S N4t B Ptk P E R MERF Kerberos S17343ER Microsoft Active Directory BRSS
REBHERKF .

R K A R1E Microsoft Active Directory BRESH, ERBRRSHHRMAF K, . BXM Microsoft Active
Directory RS HHFMAFKFIFHAER, 1ESIH Microsoft Active Directory 1%,

AR LDAP R AR KF AR 2R AKER 20 PNERA Microsoft Active Directory BRE Hifin A
FIKFE, ERERF2NKEREE 20 M FR.

IR P EB XMt

infacmd isp migrateUsers ss < fEA A IR XARMEDE LDAP BARA. A, FHNANR. BAIEBX
HRAXAEX G, SEFMBARYRIRFEEREA. A, HIFRRAIER LDAP BF.

BIEAPERXMHN, BRIIEERPKPNRZSE, ERT (/) 2RLXeEMAF S, ES () 2R4atAr N
#EEH LDAP AP, 2B ASXNE., AFREFRXA KNS,
BEAUTERATARP B XGHRTILEE:

Native/<SourceUserName>,LDAP/<TargetUserName>

TR A, AE. SRFINPREREIEM LDAP £ AP, i, AREIBXHESUTH
oK.
Native/Userl,LDAPSecurityDomain/Userl

Native/User2,LDAPSecurityDomain/User2
Native/User3,newLDAPSecDomain/User3

migrateUser &< LDAPSecurityDomain H#Y Userl 1 User2 S ECS At = £ HRY Userl Ml User2 HEEIRY
A, A, SRR, %< newLDAPSecDomain i User3 S B2 S5 At 2233 HY User3 HERIAY4A.
A, SRR,

migrateUsers S5 ¢ Bbd AEESENRERAFARNBIAFRRNERAZE,

iz17 infacmd isp migrateUsers a5 %

%45

T4, AR, FRANRMEhE AT LDAP 22 AP, #5517 infacmd migrateUsers <3
IEEEERANAP IR XS,

7Ei51T infacmd isp migrateUsers @< Z 7, EMFAEPUTRSWFAELFIEEES
o DINRS

. ARTERS

o IERTFEMEREIRS

e Metadata Manager RS

o PowerCenter® i ERRSS

itk PowerCenter RS EE EBEER TIE1T.

EXBEFHNA. AE. BIRANIR, BETUTH<:

infacmd isp migrateUsers -dn <DomainName> -un <AdministratorUserName> -pd <AdministratorPassword> -umf
<UserMigrationFile>

Kerberos B RIFIRE



Flgn, UTFaH<SaRIE un_s. txt BREBRXGIEBAFRNA. A, 1SIFINR:
infacmd isp migrateUsers -dn UMT_Domain -un Administrator -pd Admnistrator -umf C:\UMT\um_s.txt

ZaH SR NEEN RINRE = DB LDAP AP MEEXNRINR, Zm< & H At AP st
LDAP AR, A, INAEXNRIUR,

migrateUsers B8 L 2TLIB{TER THIE R EIE—1 879 infacmd_umt_<BH8>_<BFiEl>. txt BYIF4H B E X
BRSHEMER, BSH (Informatica 5<S5//F) o

XJ migrateUsers #p < i 1THFEHERR
R & TE I EE?
EREIBMEE, BRITUTSE:
1. tEZ M M—RARIBXHE, SIXHEEREFRRNAR,
2. [RBYIEST migrateUsers 83 <$ A% NS,
B, BEH 150 MAFPKNA. A FREINR, BR=1RPAIBXHE, 8 MXHEE 50 MHF. A
&, EBYIETT migrateUsers S8 LMI=1EH], ASBLSHENLFIEE— M HE—RBPEB XM,
migrateUsers 832K Ko
IR migrateUsers aa kM, AIEAMUTIME®RE:
o HXinfT migrateUsers t5%,
o BEAPE®B XM, SAFIETT migrateUsers @<,

BRITZGTH, BEER—BPIBXH. ZH<
EENRNR. ZeSEaFHARMAF M LDAP A
EEIAPIHEXE, BRITUTHER:

1. EHIBIT migrateUsers BT EIZERIFM B E XA
2. MAPEBEXHHRRGSERTERHARF,

3. JB1T migrateUsers &%,

3IIE R P K P B4 AN AR PR

B Kerberos B3 I0IEZ BT, 1BIIE LDAP 22N AFEETAEEHRMNA. At FINANINER, AIUGER
infacmd 3RIGIE LDAP 2R kP BI4E. B, FSIFINIR,

BIEA TR EEEMTES:
FRFMA
EWERAFPIKFABRIA, BREAFRXBEANTIR, BITUTHS!

infacmd aud getUserGroupAssociation

=EARMAFFERNRIREEDECLH LDAP BFHY
FRA. B, BRI RNR,

=)
ERNSEHARMAXBKNARYIR, BHETUTHS:
infacmd aud getUserGroupAssociationForRoles
F5Y
ERNDEAEPHREFPMANSNGIR, BETUTHS:

infacmd aud getPrivilegeAssociation

TR RAMBFR BN REIEE LDAP 221 29



R
ERNMD EAIREFMARNRTIR, BETUTHES:
infacmd aud getDomainObjectPermissions
XX FM 2 BT R E

MRFHPEE PowerCenter FFEEIRS, BERIEREEREX PowerCenter XXM 2 HFMHEEN RAVR
DERLEAFPMF, PowerCenter FEER AR UTHER:

. X
. WEA
.
. B
.
HHRERER Kerberos SHIIEE, EREAERAMALKS,

WIAEREMAFKARA, Ae. FNANREINERE LDAP AFIKF S, BRERAAFKS. EER
Administrator TEMIFRAFIKF. BXEFEAEE, FSMH_“HEFAtAR" SU@E.E 100,

12 3. 1% E Kerberos BtBE X &

Kerberos BELES BEMBE—1R A krb5.confBIXX R, Informatica BXRIZE Kerberos BEE X4 HHIFE
B, LUE Informatica 1A LUEHER Kerberos B1330IE. HAIKE krb5.conf EBBEXHHHEM, RAEE
ZXEEHIZE Informatica BRH,

BB EEE X Kerberos IRZBMEE (813 Kerberos 18#1 KDC Bytthiit) . ATLLIER Kerberos BIER1E
BEREXHTHNEN, REREBREZXHENEIZ,

1. X krb5.conf Xz al, BEMHIZXE
2. %48 krb5.conf XX,

3. T libdefaults B9y, REFAI Informatica FAFERE M.
TRIIHT libdefaults o HHTEBEBEHBERNE:

S8 &
default_realm Informatica 159 AR 513 AV 2 #Fo
forwardable NEFRBEEF BB ERERIEMIRS . BISHIEEN True.

Informatica B ZE M AR FARS X HMiR SR s A SR TT S0 I0IE,

default_tkt_enctypes | ZIERFZIE (ticket-granting ticket, TGT) RIS IER AN MR LT, BiItSHK
®ENRN red-hmacs Informatica (V245 red-hmac IR,

udp_preference_limit | #%E Kerberos #/HE&1xZ] KDC BIEAMNMIN. 1&&E udp_preference_limit =
1 LUBEA TCP, Informatica X7 55 TCP 1. W14
udp_preference_limit & AFEMEME, Informatica B AJeERBEINKFo

4. EHHHH, KHEOSESE KDC Hittd, UESHR.

30 % 4F: Kerberos BMWKIFEE



g0, R KDC H#ikFg kerberos.example.com, A5 88, B kdc BEIKEN:
kdc = kerberos.example.com:88
5. {RTE krb5.conf X 14,
6. BEREXHEHIE Informatica BR.

AT krb5.conf EHIZILITBER: <INFA_HOME>/services/shared/security
MRIFEZ DT E, 5% krb5.conf E&IFIHPFAET SMNE—B o

UTRHIERTEEMERBMER krb5.conf HRA:

[libdefaults]

default_realm = AFNIKRB.AFNIDEV.COM
forwardable = true
default_tkt_enctypes = rc4-hmac
udp_preference_limit = 1

[realms]
AFNIKRB.AFNIDEV.COM = {

admin_server = SMPLKERDCO1.AFNIKRB.AFNIDEV.COM
}kdc = SMPLKERDCO1.AFNIKRB.AFNIDEV.COM:88

[domain_realm]
afnikrb.afnidev.com = AFNIKRB.AFNIDEV.COM
.afnikrb.afnidev.com = AFNIKRB.AFNIDEV.COM

B X Kerberos FEBEXHHIFMER, BB Kerberos MK &4 I0IEX 1.

TR A ERERRTRM Keytab /BT

WRIETTEA Kerberos B3I83IEHY Informatica 38, #47U% Kerberos BRE EABZFF (SPN) #1 keytab X5
Informatica AT S FFHIZHEREL, Informatica EEF M keytab XHITMEZHMIRS #HITHHIIE, TE

EREW.
RIFENZEER, TLUBRS EERFIRENUTERNZ—:
T REKF|

MRBZFATVWAKAL, FEFRESEINZLME, WAILUEET RRAINRS &, EoUHWT TR
UK 5 EBIFR A RS HAZ @A — SPN # keytab X1, SRS T m LA HTTP #HiZ8 BE B Ih
SPN #1 keytab X,

bzt il

NMRIZEATER, HEARESLIINReY, WAILUSEHERFIMNRS EH. eI TRUKREZTR
EREMHEZCIEME— SPN # keytab X, BIRAHE X TR LR HTTP #HIZIRE B IRAY SPN 7 keytab
X o

Informatica I ERAR S E &M keytab XHBHBBEIFEER. EMREEIRS E A keytab 42 FRAYEH
%=, EEA Informatica Kerberos SPN &4 AL 23288 Informatica M ERMIS N E MRS E4F0 keytab
XHZ TR,

TR BIARSS EIREK

MR Informatica HAFBERINNRZ M, WH MRS HETUHXZAEELN SPN # keytab X, HFER
T RPHE RS HIZERE SIRE SPN,

Informatica IHERT REFI LT HERE SPN F keytab 3 f4F:

DB 4 EREEZMAM Keytab #8310 31
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LDAP BRRSHFAEIREIE (DN)
FATF1EZ LDAP BRIRSMSERF DN BEAREM, Keytab XHHIBFFAM A infa_ldapuser . keytab,
T RHE

BEhsER SHIIEEAARN Informatica TR EARTR. HENEZAIMA TR RRNRSHITEHE
i BHHNESMMXTRYFERIHMNEER T,

EHRRY HTTP #12

Informatica i FrE Web WAREFIRSHEEZIR, BF Informatica Administrator, 'S FERZE
ERBZMIPHP T HTTP #HIZHITE DL, Keytab SXHRIR AN webapp_http. keytabo

IR A IR SS EIREK

MR Informatica IMBESRIINZ LM, BEASITENTAPHNE MRS OIEE M SPN 1 keytab X,

Informatica IHEEHZRFNBI LT AR SPN # keytab X5
LDAP B RERSHEAIRBIZ (DN)

FTFi£%E LDAP ERIRSHSERF DN FWEEEZFF. Keytab XEHRIBFRMAMNA infa_ldapuser.keytabs
AR

BEEHEZ S HRIEEAAR Informatica TR EEXZ TR,
Informatica Administrator iR%%

1&d Informatica R E MRS XFARSS #HITHHIIER Informatica Administrator RS E R Z TR,
Keytab XHFHIBFR@ATN _AdminConsole.keytab,

R HTTP #ig

Informatica IHFTE Web MBEFIRSHEAEBF, B3 Informatica Administrator. X2 FERZE
RRIRIHERMFRA HTTP 2T ML, Keytab XEEBIBFRAIS webapp_http. keytab,

ARS5HIZ

£ Informatica AW T R LIZITHWRNAEFRSNEXRET. 8NN AEFRSHBEEE RS EAHMN
keytab X%,

7£ Windows _Fiz{T Informatica Kerberos SPN & T 4 i 28

%45

&R LUETT Informatica Kerberos SPN &0 E B E X, ZXHE R Informatica SHFTER SPN
keytab X & HIIEHE .

1. 7E#E% Informatica TEMHEN L, E2ILLT Informatica B%: <InformaticaDirectory>/Tools/Kerberos
2. iBfT SPNFormatGenerator.bat X,
A3 B 7R Informatica Kerberos SPN &2 4 B 28 3R BT
3. BEHTF—H.
IS B ERS EH R IE,
4. EFFRIFILE Kerberos ARS EAFRERNRR,

Kerberos B RIFIRE



10.
11.

12.

TRNBT AT LUEERES:

Gl WiRE
IR EEFANS I RNT R NS PN EREFRSERME RS EAEB N

(SPN) # keytab >,

N SBER SPN A keytab XHMBMERUR T = DTN BREFR
SHIEHE, WTHRESKT TS, WNE~E, BERAHFERIE
I)ﬁ\o

Rl Sl R ECE NHEZT = EBY SPN # keytab Xt

U EINE SR AT 2 M = L IE1TAPRA N AR RS A —1 SPN A
keytab 3o IEFEINET T R EBIPAA HTTP HIZEFHZEIRAY SPN
keytab 4o

NFAREER RIS, WA RS, BEAT R55IET,

BHETFT—%,

LEET IS BT B HISESE - Kerberos S8 TIH,
BN T R S8R SPN 182,

TERNBT BITEENSE

7N BiE8

B& BEIT, HENKEREBT 128 MFR, FERENT A ASCI, RS
BT NIE—FR %+, <>\ /

TR Informatica 5 SREIE R,

TRENE ZEEPQET RETENNTLREFENZ 1P, TRFENEFEES

T () FR/
AR BINER localhost, TN 2w FERIEARIRITEN.

RS Informatica 8 AR BY Kerberos 8B 2 7R, B & MNITK A A EF o
MRIGETFALINNRS TR, THAEFEET+TREH,. NRIGEHERIINRS TR, SHAEFEE

T ATE R M RS R

ENEMTRENR SPNBX, BRE +PR, AREETREMMENS.
ERAILLA—MRER S DT R
ENRSEM SPN BN, BRE +IRS, ARETRLNERESFRFEERS BT,

RYREHARENNRSEFERT RSV ETHRLBRSFER. BAIUA—IMHRERS TR
5. XERSKERECNBITHAENRINETS.

EMFIRFBEFT R, BRE -TRo
Informatica SPN X E MBS HMFRZTI R, WMRMIZTRRMT RS, MRS S5&TR—EMER.
EMNTRPMERRS, FERRSBMFER.

%E-F_ﬁo
SPN &AM R BT EERS EAEM keytab XHZFIRMNXERBENXHE,
BHEMIRE SPN /&N EMR S,

SPN &R S EM A4, HFREEM SPN fl keytab X#H& XA Informatica I E R,

DB 4 EREEZMAM Keytab 1530 33
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7£ UNIX 3517 Informatica Kerberos SPN &=, & pi 28

EAI LUETT Informatica Kerberos SPN & INE B E R, ZXHE R Informatica SHFTER SPN
keytab X & BIIEHE .

1. 7E#E% Informatica TEMHEN L, E2ILLT Informatica B%: <InformaticaDirectory>/Tools/Kerberos
2. 1% shell 8% 17%izfT SPNFormatGenerator.sh Xff,
3. ¥R Enter 4%,
4, TERRSEMFFEIIS, HEFIZEIRMN Kerberos AR EAFTAHIZF.
TRNAB T AT LURZERIRS

&l Wi
1->H#HIERH EESNSMTRNT R NS BEFRSERME—RS TEE M

(SPN) 1 keytab >,

BPHRBER SPN 1 keytab XABVHEEURA T R LB TRINABIEFAR
SHIEHE, NTHESHIREMURE, WEFE, BEFAHERE
IDjO

2> =45 R ENHEZT = EBY SPN # keytab X 1o

UEFEINE SR T 2 M = EIE1THPR A M AR RS A —1 SPN A
keytab X ffo LEIRINE YT = EBIFTA HTTP #HIZHFRE SR SPN Al
keytab > ffo

WTFPRESR T2, ISR, BERAT RKHNE.

5. RINER SPN BHAPABEIHM T RS,
TRNMBT UHTIEENS:

7N iR

EE BEIH M, HENKENEEE 128 M7, FHHREEN 7 ALASCI, a8
BRI TIE—FF % +;"7,<>\/

TRE R Informatica 3 &2 R,

TRENE ETHAQRDSMITENNTERE N5 P ik, BRENETEES

T () F .
AR BER localhost, EMZ A FTERHAITIRITEN.

RS E Informatica B ARZSBY Kerberos 3B & 7R, B ZMMNMERAKE .

MRATHREINLERS TR, WETEEFRMTR? R, MRETHERFIIKERSEH, WEREEH
INARS3? o

6. ARBERMTR?ETTP, WA 1EMMMTIRE SPN BN, AERATNTRZFMTRENS.
EANZITREN SPN BX, BESIEERNTR? BTHHEA 1, AERATRIETFNTRENSZ.

7. ERBFRMAES? BRF, WA L ERBERTREETHARSE SPN 8. AEMARS BT,
BENZTIRSEM SPN B, BESTR2ERMIRS? PN 1, AERARSZT.

8. RAN2ZERBZEHFMES? ABRERMTR? 2T
SPN B EM B BT B SRS EEM keytab XHE IR HRIBEEMXHE,

%45 Kerberos SMHIILIEE



9. ¥ZEnter IR SPN &AL,
SPN &AM ER XA, EFEEH SPN M keytab X4 & XA Informatica A ERAIE .

I8 5,107 SPN #1 Keytab M\ XA {4

Kerberos SPN #& N A2 £ L — N2 9 SPNKeytabFormat.txt BIX A, EHFIH 7RSS AR UK
Informatica 1A FER keytab X R, RIBEEFMNIRS EMEHEKF, Z5IFREE SPN # keytab X &,

REXAX S, WIARREEHEIRES.

XEXHEFEEUTER:
AR IR
RS ZEBE XN T SRS
SPN
1 Kerberos FAEHIEETH SPN 18 SPN ERX A KNEH, SFEEE SPN AEFAEE.
SPN A AU TR Z—:
Keytab 2£%! SPN #&5
NODE_SPN isp/<NodeName>/<DomainName>@<REALMNAME>
NODE_AC_SPN _AdminConsole/<NodeName>/<DomainName>@<REALMNAME>
NODE_HTTP_SPN HTTP/<NodeHostName>@<REALMNAME>
AR Kerberos SPN I AMSBKIE T R ENZ. WIRTARENE
T, ZRBEFRTREMN SPN. MESE R TER: /AN
FHNZo
SERVICE_PROCESS_SPN <ServiceName>/<NodeName>/<DomainName>@<REALMNAME>
BEARNHE
7 Kerberos E{E#IEEHE S XEX SPN 8 keytab XHRZ MK, Keytab XHEBEX A K/NEH,
Keytab XH& AU THEI:
Keytab 358! BIRARN M
NODE_SPN <NodeName> keytab
NODE_AC_SPN _AdminConsole.keytab
NODE_HTTP_SPN webapp_http.keytab
SERVICE_PROCESS_SPN <ServiceName> keytab

R 5.10E SPN A Keytab I XA 35



Keytab 28!
Keytab HY2EE!, Keytab HAAIMURBUTHRE Z—:
* NODE_SPN. T m=#iEH Keytab X%,
e NODE_AC_SPN, Informatica Administrator fRSZ#F2H9 Keytab X1,
e NODE_HTTP_SPN, —MTimmfy HTTP #12HY Keytab 3XfF.
e SERVICE_PROCESS_SPN. HRSZ#HIZEH Keytab 3Xff.

.
T

RRABRSS E1E

UTTRBIERT ETSRINNRS EEEMB SPNKeytabFormat.txt XA

ENTITY_NAME  SPN

Node01 isp/N
Node01 HTTP/
Node02 isp/N
Node02 HTTP/
Node03 isp/N
Node03 HTTP/

0de01/InfaDomain@MY.SVCREALM. COM
NodeHost01.enterprise.com@My.SVCREALM. COM
ode02/InfaDomain@MY.SVCREALM. COM
NodeHost02.enterprise.com@My.SVCREALM.COM
ode03/InfaDomain@MY.SVCREALM. COM
NodeHost03.enterprise.com@My.SVCREALM.COM

HIZR AR &
UTREIZRRT EHZRANAIRS E AR SPNKeytabFormat.txt XHFHRA:

ENTITY_NAME
Node01

SPN
isp/Node01/InfaDomain@MY.SVCREALM. COM

KEY_TAB_NAME
Node01.keytab
webapp_http.keytab
Node02.keytab
webapp_http.keytab
Node03.keytab
webapp_http.keytab

KEY_TAB_NAME
Node01.keytab

KEY_TAB_TYPE
NODE_SPN
NODE_HTTP_SPN
NODE_SPN
NODE_HTTP_SPN
NODE_SPN
NODE_HTTP_SPN

KEY_TAB_TYPE
NODE_SPN

Node01
Node01
Node02
Node02
Node02

Servicel0:Node0l1

_AdminConsole/Node01/InfaDomain@MY.SVCREALM.COM
HTTP/NodeHost01.enterprise.com@My.SVCREALM. COM
isp/Node02/InfaDomain@MY.SVCREALM.COM
_AdminConsole/Node02/InfaDomain@My.SVCREALM.COM
HTTP/NodeHost02.enterprise.com@My.SVCREALM. COM
Servicel0/Node01/InfaDomain@My.SVCREALM.COM

SERVICE_PROCESS_SPN
Servicel00:Node02 Servicel00/Node02/InfaDomain@My.SVCREALM.COM
SERVICE_PROCESS_SPN
Service200:Node02 Service200/Node02/InfaDomain@My.SVCREALM.COM
SERVICE_PROCESS_SPN

_AdminConsole.keytab
webapp_http.keytab
Node02.keytab
_AdminConsole.keytab
webapp_http.keytab
Servicel0.keytab

Servicel00.keytab
Service200.keytab

TR 6. 2RSS AR FRH Keytab X

45 Informatica FTRAETURY SPN # keytab X & /5, M Kerberos BIER&AIXIFENR, BRI SPN FHRME
Kerberos EAEIEERHOIZE keytab 32,

B SPN # keytab X#FBY, FEEMELATAEN:
AP EREFR (UPN) 415 SPN 48,

BIRIRS TAHRMAF KR, 308 UPNIREAS SPN HRENEM. Informatica EHAIN ARSI
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FARSREZ iR, BEBRTIRE. CAEERS T ALUBZHER UPN # SPN #1TiR5,
FAPIKP SIS — SPN KB, B0RA—TAFPIKFPIRES D SPN,

B Microsoft Active Directory FRIZE Ko

WA Informatica HARFERNRS EAENAMERFPKFBEZK. 7 Microsoft Active Directory 1, A
HMEE SPN AP K IGEEEILAF UEIREMEFIBRS (X Kerberos) i1,

MREAENTRSAFPHITEMIIE, BZRSEAESHHIINARNEREERIEMRS, BREE
IR SR I8, BT Informatica MRS T EE RN HMRS USEREDUEE, Hib, Informatica 15
ER7E Microsoft Active Directory F /S BZEKIE,

Kerberos B RIFIRE

NODE_AC_SPN
NODE_HTTP_SPN
NODE_SPN
NODE_AC_SPN
NODE_HTTP_SPN



540, % PowerCenter & imiE#EEI PowerCenter 72EERS Y, 1§EH PowerCenter 1ZEERS 15
JHEF AP KA HITEHERIE, Y PowerCenter fFEFEMRS &S] PowerCenter £FARSSHY,
PowerCenter ZZEFEIRS AR LUFERE P AP ZIEX PowerCenter ER RS HITE N IRIE. BEFIHA
Pk EEBES PowerCenter ERARS H 1T P18,

55 ktpass SRR BIERSS 1K keytab X

Microsoft Active Directory #21it ktpass L2 R8I keytab X, Informatica {X7E Microsoft Active
Directory £32%f Kerberos S3501E, HEIAIEMERA ktpass B3R keytab X,

TImR keytab X MAEAHTRNITEN LA, BIAMERT, keytab XHEMEEUTERS:
<INFA_HOME>/isp/config/keyso

LIS EIRE Kerberos BIEGM keytab XHET, 1% keytab XHEHIZEIA Informatica I EAR keytab
XHIEERNE R

ARSS £ AR FRH keytab X4 PEHERR

AILUER Kerberos S fEFRIIE Kerberos BIE R SIERARS EE B keytab X B ERESEIERNIRS
FAEBRA keytab XHR LA, 0] LA A XL BZRFRKFE Kerberos ZA5 & H 0 (KDC) BUIRES.

AILUER setspn. kinit Ml klist % Kerberos SR AfEFREBFILIE SPN 7 keytab M1, EfEFXLEHIZ
F, &R KRB5_CONFIG IFIEZ 28 & Kerberos BL B X HHERFENXH R,

FE: LUTRAIEFRT #A Kerberos SSFHTZFIIE SPN 1 keytab XEREEMM AR, XERAIAES
Kerberos B2 G A XL ST AEF LI Informatica IHFrERI SPN # keytab XHFHARERER. BXEB1T
Kerberos SLREFRIFAEE, ESH Kerberos X1,

ER LT SLAERFIRIE SPN # keytab XfF:
klist

AILUER klist I keytab XA EY Kerberos EFEME R, EFIH keytab XTI keytab 558
BB IEBY, ETEITUTaS:

klist -k -t <keytab_file>
TR RFIERT keytab XHFEHAIEM:

Keytab name: FILE:int_srvc0l.keytab
KVNO Timestamp Principal

312/31/69 19:00:00 int_srvc01/node01_vMPE/Domn96_vMPE@REALM
3 12/31/69 19:00:00 int_srvc01/node01_vMPE/Domn96_vMPE@REALM
312/31/69 19:00:00 int_srvc01/node01_vMPE/Domn96_vMPE@REALM
3 12/31/69 19:00:00 int_srvc01/node01_vMPE/Domn96_vMPEQREALM
312/31/69 19:00:00 int_srvc01/node01_vMPE/Domn96_vMPE@REALM

kinit
AILUER kinit RAPKFIEREIERFEIE, U KDC BEEFBTHARLIEFTEIL. EAEFKF
BEREIERFEIE, BHETUTHS:
kinit <user_account>
TR LUER Ainit EREIER T EMHRIER TR EA keytab XHEEIL Kerberos &, EJ9 SPN 5K
EIHRFEI, BETUTHS:
kinit -V -k -t <keytab_file> <SPN>
TR SR T ERIAEEFEPRNIERE keytab X4 SPN SN EIFS FEIE:

Using default cache: /tmp/krb5cc_10000073

Using principal: int_srvc01l/node01_vMPE/Domn96_vMPE@REALM
Using keytab: int_srvc0l.keytab

Authenticated to Kerberos v5
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setspn
AILAER setspn EE. 2B Active Directory BRSSKF 89 SPN, 7EFEE Active Directory ARSI
BHL, TA— I HSTEOHEBETZHS.
EEES5HP K XEBEH SPN, BEBETUTH<:
setspn -L <user_account>
LT REERT SEPKF is96sve XBERY SPN:
Registered ServicePrincipalNames for CN=is96svc,0U=A11SvcAccts,0U=People,
DC=ds,DC=intracOrp,DC=zecOrp:
int_srvc01/node02_vMPE/Domn96_vMPE
EEES SPN XBWARF K, BETUTHES:
setspn -Q <SPN>
U TFHEREIZERTS SPN int_srvc0l/node02_vMPE/Domn96_vMPE XEXAYFR F ik F

Checking domain DC=ds,DC=intracOrp,DC=zecOrp
CN=1s96svc,0U=A11SvcAccts,0U=People,DC=ds,DC=intracOrp,DC=zecOrp
int_srvc01/node02_vMPE/Domn96_vMPE

Existing SPN found!
ERREEMW SPN, BETUT®S:

setspn -X
UTmETRHETRTS5—1 SPN KBNS AP

Checking domain DC=ds,DC=intracOrp,DC=zecOrp

Processing entry 1125

HOST/mth01.REALM is registered on these accounts:
CN=Teamlsvc,0U=A11SvcAccts,0U=People,DC=ds,DC=intracOrp,DC=zecOrp
CN=MTB1svc,0U=IIS,0U=WPC960K3,0U=WINServers,DC=ds,DC=intracOrp,DC=zecOrp

AR ERESH SPN AIRERERKNE, HESBARERNR,
kdestroy

AILUER kdestroy BIFREEIET Kerberos IR EIE U R B EXLEENNA P ERER. WRETH
kdestroy A HEERESE, MRBIERAINEIEEZE

LB 7. BBEIHE Kerberos 19531
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1517 infasetup £ Informatica N FHRIEE XS Kerberos MLE &4 1R1IE,

EE: BEZIHUGERA Kerberos SMHIIEZFT, ERIAEENABEEEENR,

15817 infasetup ML EXIA S PN INIER, ZH<SRIELLT LDAP 22

o ¥R, ABLLIMIBRBIRN _infalnternalNamespace ¥ LDAP Z215, _infalnternalNamespace &

2B EEE Kerberos BHIIENAIENRINEERAF K, EBEE Kerberos S RIEZ G, BXLEERA
P #INE] _infalnternalNamespace &2 sifbfiz L £,

o APEZTeIN, AFIERELERES Kerberos AP ZFFERMNZT LDAP 2215, ECE Kerberos B3WIEZ
f&, TR Kerberos EHEBIEETRHNAFRSAIBFRER 2,

infasetup MEERBNE—NEEGRAFKF., BALISEEERBRNAF &, BEE Kerberos BMRIEZ /G,
_infalnternalNamespace Z&iHE S ZEBRAAFKF,

Kerberos B RIFIRE



BRI E NER Kerberos BHIGIE, BiBTUTHS:

1.

infasetup switchToKerberosMode

EMXT = L, 517 infasetup S8 IEBUHM F A 58IE.

ERTRTL, ¥ Informatica v S1TEFENE R, By default, the command line programs
are installed in the following directory:<InformaticalnstallationDir>/isp/bin

ERAPEETMESHETT infasetup 88,

BAUA TS

e Windows: infasetup switchToKerberosMode

e UNIX: infasetup.sh switchToKerberosMode
TRNAABT switchToKerberosMode #5< B3I :

iyl

£Z

WiEA

-administratorName
-ad

administrator_name

EECE Kerberos S 17 303E B ! AV B 1R 53 K
BEF R, ZAP KNI F Kerberos 1481
1B,

B2 & Kerberos B IIE 2 /5,
_infalnternalNamespace £ 8 &1z A

-ServiceRealmName
-srn

realm_name_of_no
de_spn

Informatica B ARSEFTBHY Kerberos 13895 #o
HAMNARBAEERN, BXDANE,
AR 251502 A0 A P 450 2 A AR R o

-UserRealmName
-urn

realm_name_of_us
er_spn

Informatica 15 FTBBY Kerberos 15 & #Fo
HENARBAERN, EXDOANE,
RSS2 AN & TR E,

-SPNShareLevel
-spnSL

PROCESS |[NODE

BBVARS T AL, BEERENUTRAZ

- #R, BEREG—NRMT R ERNETRSA
AME—IRSS EAREH (SPN) A keytab S,
— T RPTEAY SPN 7 keytab X HEEUAT
TR EIETHRSHENE, NRE GNEr~
8) TESRaR, BEAHEERE,.

- R BN AT R EETRIFTE RS £
— ™ SPN #l keytab SCfo BEIEBHIS T s L
MIPRE HTTP #HIZthHEELRIRAY SPN Al keytab
Xt WIRE UML) THESR
285, BEETREHNET,

RN R

switchToKerberosMode &< I8 B3 IIEE N M 2SSy LDAP BB B3 30IEE 79 Kerberos WM& & 750

UEo

S8 7 BB Kerberos SHIIE 39




T 8. BEMEFHT R

15817 infasetup < LUEA Kerberos B IRIEARS 28315 EE AP HIFAE Hh T =,
£ Kerberos B I8IFARS 8815 R EHIRIEIT switchToKerberosMode g5 S MM X T S IMNIFRE XTI HITT

EEYTI o

EFHMXMPITTENT R, BEAUTHL:

infasetup UpdateGatewayNode

A UpdateGatewayNode @S EF MM X T = L& E Kerberos SH RIS, MRFEELZITWXT

=, EESMXT R LIE1T UpdateGatewayNode &<,

infasetup UpdateWorkerNode

AlfE M UpdateWorkerNode s TR AT TEM T R LIR E Kerberos S5 RIS, MRFHEZH
FAITTEMNT S, BESMITIENT = _EiE1T UpdateWorkerNode #5%,

1. 7EFE Informatica B RBITEN L, E17 infasetup S RKEH T Ho

EHTRTTL, ¥E Informatica v S1TREFENE R, By default, the command line programs
are installed in the following directory:<InformaticalnstallationDir>/isp/bin

2. FRAMABEMMSHIETT infasetup.

BWANUTEHL:

e Windows: infasetup UpdateGatewayNode 3% infasetup UpdateWorkerNode

e UNIX: infasetup.sh UpdateGatewayNode 3¢ infasetup.sh UpdateWorkerNode
TRNABTRTEHRT R Kerberos B I0IES B H9EIT:

iyl

O

SaE>

WiEA

-EnableKerberos
-krb

enable_kerberos

% Informatica BECE HEA Kerberos 51350
s

-ServiceRealmName
-srn

realm_name_of_no
de_spn

Informatica B AREFTB Y Kerberos 389 #s
HAMNARBAEER, BEXDANE,
AR 251802 A0 A P 450 2 A TAR R o

-UserRealmName
-urn

realm_name_of_us
er_spn

Informatica 15 FTBBY Kerberos 15 & #Fo
HENARAAERN, EXDOANE,
RSS2 AN & A TR E,

TR 9. EMEF imitFA

£ Kerberos EEEXHHIREFRE Informatica ERRNITEN LNFREE, TOMEEN KL

40
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Informatica Web N B1EF.

# Informatica HECE AR Kerberos B KIEEIT/E, 1E Informatica EFP I TR EHITUTES:

¥ Kerberos BEEEX HE HIZIEF Hlo

BEEXHEHFIEE Informatica B HIE S ITEN. &0 krb5.conf XEEHIFIUTER:
<Informatica &/ kB F>/shared/security

Kerberos B RIFIRE




£ Kerberos BBE X 41¢ 8 KRB5_CONFIG M EL &,

f£F KRB5_CONFIG R T 2R =7 1E Kerberos BZE S krb5. conf FIERFEMXHR. HNEFRE
Informatica EF RS &I EN Li%E KRB5_CONFIG BT =,

ECE Web 5280

R Informatica IHWIZITEREA Kerberos SR IIERIMLE £, @00 ¥ 8RB E 9 /21718 Informatica
Web RIFETEFF. 7E Microsoft Internet Explorer 1 Google Chrome 1, ¥ Informatica Web N BEFH
URL HRIMFIZEFERTIR. MNREA Chrome bRz 41 EShRA, EHEE AuthServerWhitelist
AuthNegotiateDelegatelhitelist SEBg.

FEUNIX L, SR8 RERNRREFXXH

EFAERERE UNIX EIETT Informatica S $1T12F, DAEREREEH, LUEIT Kerberos MK
FETHSHBARKAHITEMIIE, FA%E MIT Kerberos B kinit LR FEREIRERE M4, #idiz
FEREEXH, BRLTEERBFRBNEEEMERIETH S,

MR EREREEH, NKHE KRB5CCNAME IFEZ E2rig B EIREFNIIARENXHE,

BXERBATRE UNIX EIETT Informatica S TRRFINEMER, BBIA (Informatica s5<5/
A o

12 10. 250 Informatica 13

E¥% Informatica IXEZE A ER Kerberos SR RIEZ S, BaisFl Administrator TH,

1.

2.

3.

£ Windows A, AILIM “FBHIER" 3% “FFie” EEZah Informatica fRSS.

EM Windows B9 “FFi8” F&E5h Informatica, R HIER > Informatica [Mi4d] > IR$S88. AERE
Bzh Informatica RSB HEFRUER R B HIETT.

£ UNIX F, BT &< B Informatica GA1ER:
infaservice.sh startup

ZINBERT, infaservice.sh REFELITER: <INFA_HOME>/tomcat/bin

B5h Informatica Administrator,

R LT URL [B5h Administrator TR : http://<T2BRENEMNE>:<http B> MR ER Administrator
TERBEANFEAZTEIEE, WEB HTTPS thill: https://<2REMNENSE>:<http HO>

B5h Administrator TR, #5051t URL FRINZINSSBMZEFEiELFIRT,
TR KPR,
WNRAEA Kerberos B3I, MEBERBERER, BF Administrator TENTERANBFINEB,

A& Kerberos B12WIEZ G

MRIHHIARS EFRANLEFRERR, WFEEFFRIENE—TRS, HEE— SPN 7 keytab X1, ERF
RS Z A, RIIEXN FiZARSEEHE AR SPN # keytab XX, MMRARSTE Informatica BRHEH
keytab Xff, Kerberos & #1TN BIEFIRS B 193,

WNR SPN # keytab XHX FERIEHFRIBNN BIEFIRSAAIA, NEBRARS ZF14MEIE SPN
keytab Xff. &R LUEA Informatica Kerberos SPN 18 X4 AL 28 R4 B AR SZHY SPN 1 keytab X ZHIE .

S 10250 Informatica i3, 41



ATEEE, BFREECEMNRSNETXERSHT REM. REETZEBEEF—RERFIBERSH SPN
keytab X &&=,

B X517 Informatica Kerberos SPN N EKBIFAEE, 1BSH ‘P& 4. EREEBFFH Keytab 1§

R TELE31

BiERAIXD Kerberos HIER, LU SPN RINEIEAEEIEE, HOUEER keytab X%,

LU EIR B Kerberos B R keytab XHE, EEXHERIZEIA keytab XHFIEENE R, BRIAMBERT,
keytab MXHEMEELITE R : <INFA_HOME>/isp/config/keys

MREHIIRS RS TFHRRS, ERILIZMBERANBREFIRS, MARLIZHM SPN # keytab X%,

BHENX Kerberos [E

42

AT LAST Informatica I EY B E X A EIBER P im# 20 Informatica #EHTHE, FXEHEZFERBE
X Kerberos FEMM3E Informatica FRfEARIZRIA Kerberos &,

FEUTERT, JEFEFHABEENX Kerberos FE:
TERECE N Kerberos B Informatica A B E X Kerberos B

EXMBERLT, BHBIEER P IEEE MRS ERINRSIEES B IR IEE, XEHIEFECEREANFERE
EX Kerberos FE#ITEHWIE, 1B, Informatica IEkEZE N{EM Kerberos 2581,

EFHIBEER P ImERET Informatica FIREIHUEE, EUEZMIEETPiRRESENE. BR,
Informatica SEHEFR=ERBE X Kerberos FEH#HTTH B I0IIE,

1552 Kerberos 1R37H Informatica SR B EX. Kerberos .

EXMERT, BUEEEFPIHEEIEENFERBENX Kerberos ERNREHIEEDS BrEUEE. B,
Informatica B A B RHEAZRIA Informatica Kerberos FE# 1T H 198130,

EFEHIBER P ImERIET Informatica FIZEIHUEE, EAILUXT Informatica E#TECE, FHINZBEE
X Kerberos FEMIEERIA Informatica Kerberos [, Fig Informatica HFREMFHIZIFERABENX
Kerberos &,

MREE, LRSS EEX Kerberos FEMISEEHEFIRAMT =, UMEAEREKIA Informatica Kerberos
.

ERBEEX Kerberos %

%45

f/ infasetup updateMitKerberosLinkage &8 <% 814§ Informatica M EIEER P inf N BEFIRSEE N
R BE X Kerberos .

WIAEE B E BERAKN Kerberos EME R, AIUREEHZEN TR, WAIUERIZIAIHIEFRETRIARE

HEWE,

R Informatica iHEA Kerberos BAWIE, BREREMFEHAIEENX Kerberos ES Informatica EARIEAIA
Kerberos FERIRRZS S HEE,

1. EBEEX Kerberos FEEMTERI# Informatica SR G T miA RN E Fo
2. KEE,
3. EFHHEAN TR EIETT infasetup updateMitKerberosLinkage &<,

Kerberos B RIFIRE



4.

TERNET infasetup updateMitKerberosLinkage si <S4k
YEIT S Rl |
-useKeberos truelfalse ER. 9NR Informatica B Kerberos S35
krb IE, ERILEIZEN trues WRF true,

Informatica HI2R AN Kerberos FETiE -
mkd EIHEFE B B RHHEA H Kerberos 13

Ao

R Informatica B~ EFE Kerberos SR 1E,
ERBIEIZE N falses TN false, N
Informatica B~ =& Kerberos . #IEEE
FUEEREN -mkd wIGEENE R BTN
BENXEXLE Kerberos 8,

kerberos_library_dir
ectory_node_spn

-mitKerberosDirectory
-mkd

%, B BENX Kerberos ENE Fo. ZBF
MBEFE, TEFERRSHEE,

N -krb ¥EINA true, BHEREERAIETEN
Kerberos £5 Informatica 1AM ERIA Kerberos
RIS A8 [E,

MRE—MEEBZMRA, NTEREXTIA
BHREEANFRM, Fl0, REFES
libkrb5 B9 MRS (F40 libkr5.50.3 A
libkrb5.s0) , MIFE M ERIUE B FRRIRY S AN
AR FE,

MBIETHWEFENZS, NS M Informatica 13
FRIERPTE B X Kerberos [,

MR -krb EWUA true, BEKIEETCEER, N
Informatica =B A ERIA Kerberos .

ERETNRLEETIkGSZE, EMEH.

E

2RI\ Kerberos &

EEIR5 Informatica FTfEARIERIA Kerberos FERI$EHE, IR7E Informatica 1A AI T = EIE1T infasetup
restoreMitKerberosLinkage @<, Ith@ < MRS Informatica IPEENEMAMEENX Kerberos KI5%#E,

1.
2.

XA,
R IE T = L1BTT infasetup restoreMitKerberosLinkage #€,
8 SR EREEM S,

EFETNRLEETGSZE, ERBEIE,

BEX Kerberos & 43
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FEGFEUTEM:

* HREHE, 44

o HHHWRELER, 45

* BY5 Web WAERFRSMNZSER, 54
* Informatica IZMZHILEMH, 56

o REBMBET, 58

o REBURTFEE, 60

s MARERRSMIK, 63
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A LB A Informatica AR EEIEC B AR ¢ 2 B ARSI & P iR B 4 Z B R 2581,

A UBBREEIARPEFRSEARNF. FHEEFRIPETOFMEANG. Fli0, ErURIFEPRIIRS 2 E6E
5, EFRERIPREFMEERS N0 ZERERE 2 B80EE,

Informatica f#F TCP/IP 1 HTTP Whil{Ed P RVEA 4 Z B T@ S, ZIFFERA SSLIEHRMMRA S Z BB
e,

223t Informatica BRSEBE, AT AMIARSE LUK Administrator TEERAR2BE. EXTRGE, FIMER
Administrator TR S &STEFPEERSBERE.

EREIEP, REEFENMEDARNBFETHPOBDEIE, FINBE, TLURHREEFBTERM
BEPNXRT. RETHE, FJUENSBRMIENNEER. BAARFEENRS S EEMMEHIE,

BT LR B AR 2B
5

1w, B LLERETE R TASNTSBEE:
o REEBERR. PRSI Informatica EFP BT AEZE
o WFIRFRBEEEEE
o FEERSMEFEESIEEZIE
¢ PowerCenter &2a(ARE5H] DTM #1222 (8]
Web N FAZFFRRSS
BRI AT D AR S Web N AERFRS 5RKEE 2 BRI R 2ERE,



BB AR
EA AR SUIREM RS S PowerCenter £EfARS Z BIUA R BHIEES Bir#iEEZ R AR EBEE.
BUIREE

BHIEGFMETEE TR, Informatica SXSRBEIEHITNE, FIWNENE, Informatica IRIBEEREIED
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2815, W Informatica EEARINTIRIEABTRTIR,

o BHIIRIERE Informatica MHPMEE, FIEREEFEREMIIR,
o BMINRMAELEE—D TLS v H 1.2 TEMNBHBEL,
o BXIIFRMAMESN Windows., Java IBTTEIIFIEF OpenSSL BRI ZIBEH.

} Informatica iEcE N A ERER
MRERABMEMA AES-256 NERBHREMHRERESNELEH, BHITEHIEFEST R LR Java Runtime
Environment (JRE) —#2R %M Java Cryptography Extension (JCE) SRR E i TARIBRE JCE SHBEXX 1,
TR E JCE TR X 4T E & ERMEZRERS,
1. T%i Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 8 7714,
2. REE,
3. BIETRLENUTER:
<Informatica LZEBF>\java\jre\lib\security\
4. BLUT JAR XS MIZTFEIRENS JAR XX 14!
¢ local_policy.jar
e US_export_policy.jar
5. EfEmE,

BIBZEMTIXR

B3 Informatica HEBAEARERNREN, BEHE-—TARRUIEEEXHNEMEBES. EaIUeIE—
NRBBELEERMAIENEBES,

BEEMERLEER—EHREEZEAT Informatica BHNEBES,

FRESTIRNMBLUES HRHITIR. RFIRDPEBESFER Internet HFS FENM (IANA) BFF. TE, &
WA LAER Java IEMFRET .

AJLUEA infasetup s R ECEB R BMER B, AILEEREGSSHPRMHETIR, HAEEESESHRIIRN
A o

UTFRAIXEET T BESR M EEEHNTIXR:
TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_3DES_EDE_CBC_SHA
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AIEEIE Informatica N AEREREEHSZRMNEZ R, FH infasetup LA EIE Informatica 3. W
XN ARMPITIIENT R BX infasetup i SHIEHAER, BB (Informatica sm &%) ,

HE, EHALUNIME Informatica BEEARBNELE,

7 Informatica IS EFNBREGFENTIER

EfRE Informatica IERNEBRENS, EXAFERERNBRZEMEZETH Informatica . FIEMXT R
MAAERITIEN T S,

AR WERRE. AZRENERIIRAMNERFRLRER. BITHSH, Informatica RIRIBRBE. RIAFIRM
HEZEUE—MNERIIR. BIHNERIIREESTANTIR,
ERNIME Informatica MEEMMNBREFERIIR, BRITUTIE:
1. %@ Informatica i3
2. (Ali%) iB97 infasetup listDomainCiphers %, UESE/TRZFHELENZBEGTIR.

fBlgn, BITUTHESUEEMEEREELYIR:

infasetup listDomainCiphers -1 ALL -dc true

3. EMXTH LEIETT infasetup updateDomainCiphers &%, HiEEARE. BREHF_E,

BN, BITUTHS, UEEBRIIRFRM—BHREFHRER T ZLES:

infasetup updateDomainCiphers -cwl TLS_DHE_DSS_WITH_AES_128_CBC_SHA -cbl
TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_3DES_EDE_CBC_SHA

4., ESTMMXRT & EET infasetup updateGatewayNode &84, HIEEARE., BE{EF_-E,
FRSEERNEE2MEEE,
flgn, BT TS

infasetup updateGatewayNode -cwl TLS_DHE_DSS_WITH_AES_128_CBC_SHA -cbl
TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_3DES_EDE_CBC_SHA

5. {£MA5 Informatica HHARNZBEGHEERESMITIENT R
ERSEHARNARZRENRZE,
Blgn, BITU TSRS

infasetup updateWorkerNode -cwl TLS_DHE_DSS_WITH_AES_128_CBC_SHA -chl
TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_3DES_EDE_CBC_SHA

6. Bxzh Informatica 15,
7. (|Ii#%) 817 infacmd isp listDomainCiphers &%, UESEHT AERNZREHRTIR,
fign, BEITUTa<TUEERERNEREGERIIR:
infacmd isp listCiphers -1 EFFECTIVE -dc true

R EIRMBE TR

Informatica EAEZEN RER I X RABIEEFNRIBIR. ERIUEIEEET SSLIEBH#HITRERIPHIXRLEK
EERNEENR.

&7 Workflow Manager FRell& PowerCenter X R, £ Developer tool 3 Administrator TR A6
Data Service. Data Quality S EIiE#E.

AU T HIEEFEIRS 2R BTAERE:

e Oracle



e Microsoft SQL Server
e IBMDB2

SR AR SS TR A B AR

BUEBER R UMBUIRE MRS R IR, BURECEX M. SR F% SQL HiEMRSE, BRI UENXS&ET SSL
HHITR 2 RIP IR ERER,

RS R AR5 @ JDBC RahizFE R Bl RBUEE S BT HUEE. SEREReFHERIEFIERN, %M
£ JDBC ERFHHRPEEREERSH,

1.
2.
3.

REBEE SSL MiGH# TR 2RIPIEIRE R B IFIRE B 17,

£ Administrator TEHEIEER.

EMRBEEIEES, BEEEXY, REREHRE,

A LRI 5% % DB2. Microsoft SQL Server 8 Oracle 4B EMERE,
EFREBIEE - 8 1 5 (H 3 B)WHEED, MAZERNEY, REEET—5,
TEFREBIEE - 8 2 B (H 3 B)TEYP, BAKIBENEEFRS,

EEEIR2HIEE, BERR JDBC REEMFTEPRMAREHIEES . Informatica §E4% JDBC &
SEMF EREN N BUREIE, HUNBNAREEZERFER S,

TRNBTREHIEESH:
EncryptionMethod

WE. ETRHEETREINEZEENERHITTING. ZSHBIILER SSLo
ValidateServerCertificate

ali%, 187N Informatica BT WIELIRFEARSS 288 L X H9IET.

WMRZBEHIEEN True, N Informatica FIIERIEERS B[/ RZNIESR. NRIEE
HostNamelnCertificate £, Informatica XE£RIEIEFBHRHENZ,

NRZBEIGE N False, M Informatica AR EIRSS 28 KIZXREF. Informatica K Z2REE
BENEAEEEESS.

FRINMEN Trueo
HostNamelnCertificate

ik, HERESHEENTENNENE. MREEENE, Informatica FiRHE SSLIEBRIENS
RIEERFFTREPEIBENS,

TrustStore
WE. BEHIRE SSLIEBNEEEXHNBREMNXHEE.
TrustStorePassword
o ReBUEENEEEXHNER,

EE: Informatica 2R %28 JDBC SHMMENZERFTH. MRERELH JDBC SHERMMEZIERE
FHEB, BAFENETES JDBC REELFEHINERTSEH,

M IZERE U R 2 HIEFEEERTE Mo
TR RS IE U B X RERE,
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PowerCenter JR8H1 B1n
B3 PowerCenter iEREREN RS, EAILUER SSL il E X 5% £ EIEREMER,
AlEE A 5 ODBC IRehEFiEIZEIX & PowerCenter JRH1 B 45,

MRBYAMERERINLEXRBFIEN, BRIIEEREFHESESRE2IBEENERER, Fl, MR
EIZF|Z 2 Oracle $UEE LB PowerCenter BAR, 1BFEHRAZ2HIEENZEZERARE Oracle FIEER P IHRX
# tnsnames.ora.

WRIBE T ODBC Wi FEEIL XA BFHEN, BRIIIEEREFHETESR2EENERER, Hi
JIE ODBC HRFER T ERENX T 5L MIBEENERE.

LEVIRFA

ERBIEFEEHEEFEET 2, Informatica SXEUREUBHITINE, NERBNRLERESH
Informatica fEAERR X G F R EER FINESRLENMEER,

EREME, TUTRMXET, UMERKEFEARXBEFREMANNBER. —MAPHFRET RBHE
BHEENMERR. IREESITRLTER, KEEFFAEPHMETNTRAERERNNERER. BXERE
HAiE B ME BARIFAES, ESH Informatica KEIEE,

ZERTHE, BRIUESENMERR, B17T infasetup s EMMERAH BERMMERR. BN
BEIPE, BIAAREPFEENRND A GEEINZRBIERE,

AR MTREHBRIR. MBEEBRNXBFURNERANGREFE-—INR2MUE, EXUHNNBRARREFERE
BEBS— P EN, FRRMHES. XBFNMERH. MREXTNBREAXE, WREEXRFRERLEMRM
BEP. MREXT XBFHMERR, WEEEHANME R ARG FEESDE S — Mo

UNIX ENZE2B %

LERE Informatica IY, REBRFSCEBRREMEEMRFIIHRA Informatica XH, IBHIZHZEHAX
£ UNIX £, REEFIENEFNEFHHXHREREIRER.
HIMBERT, RERFRTE Informatica REBRNCIEUTERRFMEMZEEZEE: <INFA_HOME>/isp/config/keys

/keys BERPEET ANMBEHEXH, WRIFHIREE RER Kerberos BIPKRIE, ZBREE S Kerberos
keytab X,

EREHE, ETLUEEHMBRREENEX G, REEFSNEEBRNESHIABRBRNER,
/keys BERFMBERPRHXHEE LUTFNPR:

EEZH

BRFMEEEEHMNZERN -w R, BB r NR. BRFABERATETREEFNAFIKS. FifE
EFFRMABARBHZE R -w KR, BRE r R,

a0, BPKF edigaifBZBRFHET infaadmin B, ediga B infaadmin BEE LU TR -

WX-WX---

ediqga BFRWRFH infaadmin BRI LUE NFIIETTERHPHNXH. ENIFEEERPETRXHIIR, BAILUZ
BT EREX M,

MREHEE RPXAHRM, WAILRKEXHEMERFEFEEMIUE, WREFMEXHFBRTR, Wik
MENERORUB SRR, ARAERESRNZ . AL chnod 730 S8 < RE RMFERBFIEE
BT IREUNR,



flan, WEEEE A siteKey MINEZAXHEHDIENE R, UEHPHNEMT SRS, BT
<Informatica REBF>/isp/config BF_ERI chmod 730 S A DEUUTAIR: rwx-wx---» AERLUEINZEZ
XM [keys FEREHZIEMBERF,

FTREMXHRE, B RORAEENFMRITRER. FJLAGER chnod 330 85 < MIBRIRENAN R
AR EMER -RETLGEAS XEN B RMX AR, BRMBERPHIXEAEFRINR.
XAR

BRPXHNFEERBXNXHN ix iR, BRAXHNAEERRTETREEFNAFIKF. FEE
FREBYA A B RPAET rux RXFRo

FREEMAREXNXHNTENRNR, FEAURTRHNmEBRBPEIM,
AR SIRIE MR M BET B AR AE S o

MEsSITERINZEZ A
RRE, UM STERANINRES. BALEALE, ASEERNEEE.
(R infasetup B4 RIEER, FEHNERE N ERRMESEA,

BUF infasetup SRS AT E R HEUNEEA:
generateEncryptionKey

EBA sitekey WX GHAERMERH. NRAMBHBHIEENERTEE BN sitekey B4, M
Informatica S XHEwR R A siteKey_old,

migrateEncryptionKey
B AT HREIEFMEE Informatica AP RIMZZH,
EFANMERER, BTHUTSER:
1. Xl
2. BEEREMZE, ARBESINEZESR.
ERMRA LUEERNBZ PRI BRI R RS, &z, ABHIETT infasetup &<,

3 S i

BRIREMINBZEEA, 51T infasetup generateEncryptionKey %,
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-domainName domain_name

-dn

Informatica 3%,

-encryptionKeylocation | encryption_key_location

-kl

BELFNNEEANER. MEXENETN
sitekeyo

Informatica K HHI8I sitekey XHFE AN
sitekey_old, HEE—BRTEN sitekey i
AR R I TR

EEMIGMINEZE, 1BIB1T infasetup migrateEncryptionKey n<#15 E |1B %2 SAFN T 1025 25 SA A9 (L

EO
1ETE B USRI E 2 AR R A LA T 2T

PEIT 28

WiEA

-LocationOfEncryptionKeys | location_of_encryption_keys | FH&IAMNEZEFE (BH

-loc

SiteKey _old) MFINEBEEXH (B
siteKey) BVE R,
ZERMNER S & BN BAS T
NBEAN M, WNRIBINE R A
MINBZ R FEETENERT, 18
KRN InEEAXHEGERE—B R,
NRFHEE LN TR, WERNIANIET
migrateEncryptionKey &34 893 P EY{T
(GREP=VSEIRnIES

FERCTEUNIX B, XXHE sitekey_old X
DHRNG . WRFEHEHRILANINER
A, BRIESXXHENFEANEES
FHio

-IsDomainMigrated
-mig

is_domain_migrated

R EEN U ERRINNEE
%HO

M ERIETT migrateEncryptionKey #1%
B, BERIATUGE N False DUETZIE
HERAIBMEZESR,

BRETZE, HiET
migrateEncryptionKey #5 < B #ig R AY
HAT =BT, 1R IRITNEE N True L
BRZEEER, P ARMBINE R
Ao E, WRLUETT A LI
migrateEncryptionKey 5%,

FINER Trueo




EFHHPHNENT S EIBET infasetup <.

MBEMEBZINTE, BESM TS LEBT infasetup migrateEncryptionKeyo B3I MK STk dR
<, REBWHITIENT RETa<S, EEXETI&H<SE, AILZE IsDomainMigrated 1%L,
sHaE.

WRFARIG PR EEERRS, LUERMINZE %A E M0 S 775 e gUR AR,
FRFRBEEREEERSS. PowerCenter & FERSSHN Metadata Manager BRSS.

B LATE Administrator TEAEERTRTAT FARERFMHEZERS M PowerCenter FERERS . AIUTE
Administrator TEHF4k Metadata Manager AR5

AR MWIULEA Metadata Manager BRSS, AR BEHITHR.

E1£ Administrator TEPAHERS, BERLXIHEEFEEIR > A%, MNRIEEFEZIRS, Administrator
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EREGVRTA FTARRS, BEAUTHS:

EEEERARSS KR B
EENF B AR SS infacmd mrs UpgradeContents
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Informatica i
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RS EERER IREEERENTRLEANROS, REEEEROTILE O EAE NEE
BER. HEF N ARERFERZIEOSEFHRSEE. Informatica 89517
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WAEFRSMEL 63




64

U5 ] 18
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TRIHT 5DMRS KRR IAED

it NN
DRSS (HTTP) 8085

DHTARSS (HTTPS)
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Metadata Manager fR%5 (HTTP)

FIAEH 102500
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TR o BIRARSIHERAPIFIR S,
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Informatica Web W HEFIHNE S
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REGFEUTED:

EF SAML M8 S B R, 66

ET SAML MBS ERSHRIETIE, 66
Web T2 P45, 67

EF SAML MR SERILE, 67

2T SAML N R & RELR

A4 Administrator TE. Analyst TE# Monitoring TEREEFTLZEMSIRIZIES (Security Assertion
Markup Language, SAML) B8 =& R (Single Sign-on, SSO),

T2 SEMCBEER—MET XML WEESR, ATERSREEFIIFRIZEER ZERRS B RIENERE
Eo 7£ Informatica 3##, Informatica Web i FAZFEIRZRMIERF. Microsoft Active Directory BX& & 1730
JERRSS (AD FS) 2.0 RAFIRIRMHIER, ©ISERAELSM LDAP 5 Active Directory #RiR7Ef#EY Web R BEFAF
HITE BRI,

FE: FEEEECE NE Kerberos S9303EH Informatica B ERE T SAML MBS ER,

BT SAMLHNERERSIIEIE
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Informatica Web RZF#2F#] Active Directory BX & S A IIEARS IR F M IIEFMTAS 2, LUE Informatica
BHERAERER

LTS EBERT BT SAML B SEREXSHRIERE:

1. ARPERI Informatica Web R,

2. [FAEFM AD FS Ri% SAML HHIIEIER,

3. AD FS 1842 LDAP 5 Active Directory fRIRFZMEFR A F KA 5 S5t A P N ER#H1TS M1,
4

AD FS AP EIE— I R1E, ARE3BFXZAFPNREMEXER SAML BT S S RIXE Web A2
o
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Web N 2 P 1R

ERAET SAMLHNERERNAFBIEE 2R ERIKPHNE2HERE Informatica Web AT

ERE Web MAERN, AFEVAEFERNELERZARATERNRZ 2. ERARERERNAFPER
BEBRERIKFH LDAP T2, AF, ARFBANERFRENEE, ZEET SAML SHEIEER&ZIZE AD
FS, ARRFXNAFH#ITHHRIE,

REE TV B IIEHAIEE Web RIS BHISIE Cookie BEEREMNBMKHINIE. BHWIE=RE, BAH
TER— PSR SERIH R ERENERAET SAML B S ERHEM Informatica Web NEER, HERTE
Fiﬁﬁ#if”iﬁiﬁtﬁ#" LDAP 22, AR AEERHEAF ZHZF,

BHIERRE, BPFEERIEER—MNBBSIEPRIEITHIATE Informatica Web AR, WE AD
FS BEEB N A HXAM Cookie, D]U)EBF'E%lﬂ#i?ﬁ%ﬁbﬂﬂ"F%EZFWJL%:E', FRE

B2, MEAFM Informatica Web BEFHEHE, WiZBAFRHAEMNEER—MNHBSIEFITITHEM
Informatica Web N BIEF5E5H,

RERET SAMLHNBERERNAFE Web NARFERNE LEFRAMR2E, AGRHEAMKFNARS
&L,

T SAML B R ERIKE

3§ Active Directory BX& B9 I8IEARSS (AD FS) #1 Informatica HEENERET SAML HESE R,
ERZTHIFN Informatica Web MARFEREEET SAML WBERER, BRITUTES:

1. J9Informatica Web FBIEFRAF KA I —1 LDAP 215, $AFIE Active Directory FHIEAF S NEIZ
15,

2. MADFS SHITRRHEEFHSE RIS,

. BFRREHEFHSERIBENIRFEIXT R LM Informatica BINEEEXH,

4. 0 Informatica /9 AD FS FREVIKHI S 15E, FI& LDAP BI4HBRETE AD FS kR £ <P ERNER
£l

5. B8 Informatica Web RZFEF2FHY URL #NZE AD FSo

6. 7 Informatica IEF M Informatica Web NARIEFEHAESEF

BERERERZA

1R Windows MIZEH Informatica IMX T R BEBEAFEHERE R,
WIELATFER, LR Informatica A UIERRRER:
WiIFRE BT Windows W& _EEEH BB RRIARS.
BOBERBEUTRS:
e Microsoft Active Directory
e Microsoft Active Directory Bt & B I8IEARSS 2.0
fafR Informatica Web [ AP ARSERE RS HTTPS s,
BUAERT, ADFS ZE3K Web NMAZRF URL £/ HTTPS il
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R AD FS EAMFAFAEMXT R LN RARNHERD .

RESIRIE AD FS I RAN I E AD FS FTilR 8 SAML ShEMBRER, #fR AD FS EHAFPARER
IHRENRENHERD,

MRS HIIERE, MRELHEFIREFIAREISLRETE S WX T R RS EIHEETE 120 B LA,
T AD FS MAZBY SAML < hEEIA SRR EIHA.

T 1. A Web NREEFRBFKFEZE—TR2HE

RNEAET SAML B SERH Web MAEFBFIKFSIE— N L2, SAEM Active Directory &1 BF
BY LDAP i S NEZIEA,

AN ERET SAML BIE S B RiFA Administrator TR, Analyst TE Monitoring TEMFIERF N
LDAP kRS NEIZ2iH, BikFSANFEPZ/E, 7 LDAP RegH itk D EE Y Informatica AE.

FFAFIA R
1. 7 Administrator TEA, BHRAPEDNR, AEEERLME,
2. BTREXER, AFEE LDAP BRE,
BT F LDAP R X HiE1E,
2 LDAP EIEET R,
4., [EZE Active Directory IRE2SHEIZE 4,
TERNBTIRSSEZE S
B SVAi ]
ARZ=83BIF | Active Directory RS2 BIFENZ T 1P #dk,
i [ RS 2BBIM0ITIR o BRIAET 389
LDAP B P Microsoft Active Directorys
iR%
e K LDAP A RIRSIE (DN)e A ZEERIBARZIT (CN). £E4R (0) MEXR/MKX (C) A
e FTEMPZZEMHNEZNEER,, ECEE RN BRRESTEMA/ZEN
FREFE o
= 1K LDAP AP %3,
Eﬁﬁ SSLIE | 8 LDAP IREZB[EELLERETE (SSL) ¥
B #0% LDAP BRES 2865 SSL, MIATRIEBSAE Informatica Birna MR T5 5 _ERIS T
FEX . MNBARBIEBENEZIA Informatica EEFE, NENTIEE
INFA_TRUSTSTORE # INFA_TRUSTSTORE_PASSWORD BT £,
{S1f LDAP RERSELEES2 T LUSE LDAP ARS 859 SSLIEF, MRk, REBIESIF ALK
I SSLIEPRRNEREEI LDAP RS2, WRKLH, RESBIESRMTEEE LDAP REBZFHE
IIE SSLIEPE S ENEPIMA M.
AXOFN | SERYERAOELEN, REEESHINZIRFIZBENANG, BRIIET,.
5
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B 1888

AR *xH | GEAPPNEARRXAEENBMEEZM. WEYE LDAP AXNRTNEN, ETEaE
B EREMAF AR (DN)o BIU0, memberd, memberof,

a:

BRARK SAREEBBAKFHE LR
WRES \BIBFIBHZEME,

ERINME 1000,

REEEBERH IR —FERER, HETSNEM
BFR. MRESNNBFRUERS, BRZBMSEN—TRSHE,

TESTRTE LDAP BEEXEIERN “LDAP E#” EIRH AN LDAP RSB [IRBEMEZFFAES.

LDAP Configuration

Fields marked with an asterisk (*} are required.

LDAP Connectivity Security Domains Schedule

Server name and port for the LDAP server

Server hame * [10.65.140.240 |
Port * 388 |
LOAP Directory Service ™ |Mic resoft Active Directory hd |

Distinguished name and password of the principal user (Leave blank for anonymous login)

Name |KERBOS\sysadmin

Password .
[] Modify Password
S5L certificate for the LDAP server
Use S5L Certific ate
[] Trust LDAP Certific ate
[ et Case Sensitive
Group attribute definition

Group Membership Attribute |member

Maximum number of users to import for a security domain

Maximum size * [1000

B EH MR EIE IS Active Directory IRSS 28R
BHEBRSIET .

pHFEMUSIRZ 2,

BARSIHEM,

EEEX.

EF SAMLMPREREE
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TERNBTREHEM:

B | %A

Ze | LDAP BRI, B AXDANE, BIEEFANIE— BFREEBY 128 M FR, A

1 BEEELUNEHRTR:

H/<>@;\ %7
ZMA LB S ASCH BI8FR, BRERERFE— 1 asE—1F/F. FTAdERmEEm=
BFR .

B | %EmR31E (DN), 1% B AT LDAP BRRESHIERAN LR R, ERIBRENRIRGE

R | PHRFREERPIRENR,

i | 75 Active Directory 1, AFXREVIRAIZR A
cn=UserName,ou=0OrganizationalUnit,dc=DomainName, H7 dc=DomainName FT&REI—&
HIAEXTIR BB ARIR 7 XT R B9 DNS 15,

BFP | — LDAP BT E, 15T 7 1E Active Directory I ZR P BIE 1+, THkesn] LUEERBME

JEE | B WS EMILE S,

X F Active Directory, BRI TRAIRIEEEHFRI RIS
sAMAccountName=<account>

18 | ZEIRBIE (DN), 15 B B{EIE Active Directory 12 A B TRV 2.0

RE

Bt}

AT | BTIETCEERRESTHIERANSMHI LDAP EEFR S,

printer=

TESRTE LDAP BREXEEN “K2E” EIRFHRN SAML_USERS 89 LDAP ZeHigENEE. A
FiRiESREIREANSAUFE " FRNFRERF.
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LDAP Configuration

Fields marked with an asterisk (*) are reguired.

(04 Gomnevty Sehcule

“fou ¢ an specify multiple security domains for LDAP users and groups.
Click Add to add & new security domain, o Add

| * Add new Security Domain

i) Preview cancel |
Security Domain * [S4ML_USERS
User search base |CN=USERS.DC:F'LATFORMKRB.DC=COM

Group search base |

|

|

User fiter |sarnA|:wuntName=s* |
|

|

Group fiter |

o T T

9. BEHUMREL,
ZRE2EBETE ‘BF7 HEH,
10. ESMBHERAZEUEEFEESANAFKF.
11. ApEE» Web NAREFNAFIKFRESSHNAE. FXANR,

S8 2. MAD FS SHIIEH
M AD FS SIS &I,

ZIEPBR—nE X509 iEH, AT AD FS M4k 4 Informatica Web N FBTEFH SAML SREFMIESEZ,

A1 AD FS £ B E RN T LEREFE (Secure Sockets Layer, SSL) iEH, WA UMIEBME THRBGERH
BHENE|ADFS,

1. &ERZF ADFS EBizHI&,
2. [RFF Service > Certificates X3,
3. IR ERPARREE SHER” THIER, ABEEERESILEE, WTEFFR:
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£6=:

G File

| Claim Descriptions

= Trust Relationships
7| Claims Provider Trusts
| Relving Party Trusts
7| attribute Stores

=)

|\fiew the selected certificate

Service communications

Effective Date

Action  Wiew  Window  Help |;|i|5|
s A ] sl 7
| ADFS 2.0
= | Service
| Endpaints lssuer
| Certficates

CH=INV28KEREOT KERE... CN=INV28KERBO1.KERE..

Token-decrypting

[E] CN=ADFS Enciyption - INY...  CN=ADFS Encryption - IM...

Token-signing

E/3/2016

E/A13/2018

Expiration Date

6/8/2017

6/13/:2Mm7

Primary

Set a5 Primary. k

Help

LB 3% BRI B IE R,
4.

Informatica Web NN EAEF

BHFAERET, ARREEWNINMG, MTEPAHAT:



Certificate Ed |

General Details |Certificatiu:un Fath I
Shiow: I::.ﬁ.ll:b j
Field | YWalue -
=) Wersion W3
=1 Serial number 55 a5b5dz 2924d3 2349 a5...
=1 Signature algorithrn shazSaRSa
=1| Signature hash algorithm shaz5h
=1 Issuer ADFS Signing - INV28KEREBOL.. ..
=) Yalid From Mondaw, June 13, 2016 5:10:...
=) Yalid ko Tuesday, June 13, 2017 5:10:...
|| Subject ADFS Signing - INVZEKEREDL.... = |
Edit Properties, ., | | Copy ko File, |“~E I
Learn more about certificate details
Ok |

R EEBSFHRF.
5. 1%&%% DER 4mE33#Hl X.509 (.CER) 1ER18, WMTEHFR:

BEF SAMLNERERRE 73



74

6.
T1.
8.

Certificate Export Wizard Ed |

Export File Format
Certificates can be exported in a wariety of file Formats.

Select the Formak wou want to use;
{* DER encoded binary 3,509 (. CER)
™ Base-64 encoded X.509 {.CER)
" Cryprographic Message Syntax Standard - PRCS #7 Certificates ( P7E)

[T Include all certificates in the certifization path if possitle

= Persanal Information Exchange - BKES #12 (R

[T Include all certificates im the certifization path if possitle
™| Delete the private key if the expart is successful
™| Expott &l extended properties

" Microsoft Serialized| Certificate Store (55T

Learn mare about cerkificate File formats

< Back I Mext = I Cancel

ii-F_EO
BNEBXHEZURERIBSHINNUE, ARRET—F,
BERE, AEREREUTRSE.

H I 3. BIEBFEANE Informatica 5F%E

B EERIEBEANE Informatica A ENMXT R EREIA Informatica FEEX 4.

A Java keytool ZEAFIEPERLARFRFIEBFANE Informatica EEEXH. BRIMSEEXH
infa_truststore.jks REEES M TR LB UTERH:

<Informatica RZEHEF>\services\shared\security\

£6=:

1.
2.

BIEBXHEHIE Informatica AN XTI = LR A 3k,
MEs<iTH, B3 keytool TRAERFEZT A LMAE:
<Informatica REHBR>\java\jre\bin
Manof3h, BT TFme:
keytool -importcert -alias <certificate alias name> -file <certificate path>\<certificate filename> -
keystore <Informatica installation directory>\services\shared\security\infa_truststore.jks -storepass
<password>
BAE, BHAEE Informatica BINMSEEMNER,
EFREHT S
Informatica Web W AEEFHNEIER



S8 4. BRE Active Directory BX& B0 IRIEARS
JEXT AD FS #1TECE, EHEHE SAML LA 4 Informatica Web R B 2R,
5 AD FS EIITHI G ITUUTES:

5.

o R0 Informatica /9 AD FS FREVRHI S S 1E. MREAEEREXME AD FS BESIEZ K E Informatica Web [

BEFNSHIIEER.

o RIE “DIFEBAZSIURIX LDAP £51E” N, LUSHRRTFAEHRY LDAP EIEMRETE] AD FS HARY SAML < h&Edh

fEFRIAER 2R,

FR:EADFSH, FIBFHBEHXDANE, 8 URL

1. BRI ADFS BRETHIA,
2. [EFF Trust Relationships > Relying Party Trusts X3,
3. GRET Relying Party Trusts X4 EFHIXFFMEWASEE, W TEFFR:
e
@ File Action View ‘window Help ‘ - |ﬂ ﬂ
&= 2= 0
= | Service
“| Endpaints Display Mame: Enabled | dentifier
| Certificates
~| Claim Descriptions
= [ Trust Relationships
| Claims Provider Trusts
BFclving Party Trush
=\ attribute Stores Add Relying Party Trust,,,
Wiew 3
Mew Window from Here
Refresh
Help
|Add a new relying party trust to the configuration database
R R RFINEBBEERS.
BEFE,

LB R B iR SR R E AR
BRFHRANEXREHANBIE, WTEPFAR:
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"Emdd Relying Party Trust Wizard [ ]

Select Data Source

Steps Select an optian that this wizard will use to obtain data about this relying party:
@ ‘Welcome . X )
" |mport data sbout the relying party published online o on a local network
@ Select Data Source : ) ) ” : L
Usze thiz option ta impart the neceszary data and certificates from a relying party organization that

@ Specify Display Name publishes its federation metadata online or on a local netwark.
@ Choose Profile Federation metadata address (host name or URL):
@ Configure Certificate I
@ Configure URL Example: fs.contoso.com or https:AAwww. contoso. com/app
@ Configure |dentifiers ™ |mport data sbout the relving party from a file
@ Choose [ssuance Use thiz option ta import the necessary data and certificates from a relying party organization that has

Authorization Rules exported itz federation metadata to a file. Enzsure that thiz file iz from a trusted source. This wizard will

® Ready toAdd Trust hiot walidate the source of the file.

Finish Federation metadata fils location:
I Erowse.. |

(% Erter data about the relying party manually

LUze thiz option ta manually input the neceszary data about this relying party organization.

< Previous | st » I Cancel Help

6. BEFT—F
7. BN “Informatica” EAERBIR, AFRET—%,
8. BFH ADFS 2.0 BBEXH, W TEPFIT:

76 6% Informatica Web WAREENELSER




"E}jﬂdd Relying Party Trust Wizard

Choose Profile

S Thig wizard uzes configuration profiles to aid in creating the relying party tust. Chooze the appropriate

5 ‘Welcome configuration prafile far thiz relying party trust.

@ Select Data Source ' ADFS 2.0 prafile

@ Specify Dizplay Mame Thiz profile supportz relving parties that are interoperable with new AD FS 2.0 features, such az
zecurity token encryption and the SAML 2.0 pratacal.

@ Chooze Profile

@ Configure Certificate  ADFS 1.0 and 1.1 prafile

@ Configure URL Thiz profile supports relving parties that are interoperable with AD FS 1.0 and 1.1

@ Configure Identifiers

@ Choose |ssuance

Authorization Fules
@ FReady toAdd Trust
@ Finish

4 Previous | Mest > I Cancel Help

BFET—¥,
Bt A S P MIEBE E EmiR.
TR B SAML 2.0 WebSSO thi¥f9%#F, SABMH AN Administrator TEM5E2 URL, M FESFIR:
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'ﬁ;mdd Relying Party Trust Wizard [ x|

Configure URL

Steps ADFS 2.0 supports the 'WS-Trust, WS-Federation and SakL 2.0%ebSS50 protocals for relying parties. |f

@ Welcome ‘wS-Federation, SAML. or both are used by the relying party, zelect the check boxes for them and specify
the URLs to uze. Support for the WWS-Trust protocol is always enabled for a relying party.
@ Select Data Sowce

P " Enable suppart for the WS-Federation Passive protocol
® Specity Display M ame _ ) _ . _
The 'w'S-Federation Pazsive protocol LIRL supports 'w'eb-browser-bazed claims providers uzing the

@ Chooze Profile WS -Federation Pazsive protocol.
@ Corlfigure Certificate Relving party WS -Federation Passive protocaol URL:
@ Configure URL I
@ Configure |dentifiers Example: hitps: /s, conteso.com/dadfs s/
@ Choose |szuance
Authorization Fules [V Enable support far the SAML 2.0 WebS50 pratocal
@ Ready toAdd Trust The SaML 2.0 single-sign-on [S50] service URL supports Web-browser-baged claims providers using
@ Finish the SAML 2.0%ebS50 protocal.

Fielving party SAkL 2.0550 service URL:
Ihttps: Minfazerver: 6107 /admimistrator]

Example: https:/ v contozo. com/adfz s

< Previous | Mext » I Cancel Help

11. BFTF—%.
12. & “E#HAEEFLT RPN “Informatica” . B&EFM, ARRET—%,
13. EEA/AVFFERPIFRLLERS, NTEPFRR:
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"E;mdd Relying Party Trust Wi

Choose Issuance Authorization Rules

Steps lzzuance authorization rules determing whether a uger iz permitted to receive claims for the relying party.

@ ‘welcome Chooge ohe of the follawing options for the initial Behavior of this relying party's izsuance authorization
Tiles,
» Select Data Source

) Specity Displap Hame % Pemit all uzers to access this relying party

The izsuance authorization rules will be configured to pemmit all users to access this relying party. The
relving party service or application may still deny the uzer access.

@ Choose Profile
@ Configure Certificate

 Deny all uzers access to this relying party
@ Configure LIRL

The izzuance authorization rules will be configured to deny all ugers access to this relying party. r'ou must
Carfigure |dentifiers later add izzuance autharization rules to enable any users to access this relying party.

@ Chooze [zsuance
Authonization Bules
‘fou zan change the izzuance authorization rules for this relying party trust by selecting the relying party
@ Feady to Add Trust truzt and clicking Edit Claim Rulzs in the Actiohs pane.

@ Finish

< Previoug | Mext > I Cancel Help

14. BFT—%,
15, EHEASXFAITHLEHAEEN “RIEHAMN" HEE, WTERFFAT:
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"Egmdd Relying Party Trust Wizard E

Finish
Steps . . .
The relying party trust was successhully added to the AD FS configuration database.
@ “Welcome - . . . .
“t'ou can modify this relying party trust by uzing the Propertiez dialog box in the AD FS 2.0 Management
® Select Data Source zhap-in.

@ Specify Display Mame
v Open the Edit Claim Rules dialog for this relying party tust when the wizard closes
@ Choose Profile

@ Configure Certificate

@ Configure URL

@ Configure ldentifiers

@ Choose lssuance
Autharization Rules

@ Feady to Add Trust

@ Finigh

Cloge

16. BEHEXRH,
EEHE & 448 Informatica KA BARMINITTIEAE,
17.  BEHFIFW,
LB T F R N IR A= BB AR R 5
18. MEEFEFLUREAFALLE LDAP $5tE, I TEHRAR:

80 #£ 6= Informatica Web NBEREFNESEFT




"Egmdd Transform Claim Rule Wizard E

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Fule

Select the template faor the claim rule that you want ta create fram the following list. The dezcription
provides detailz about each claim rule template.

Claim rule template:

Send LDAP Attributes as Claims =]

Claim rule template description:

Lging the Send LDAP Attribute az Claimz rule template vou can select attibutes from an LDAP attribute
store such ag Active Directory to gend az claims to the relying party. Multiple attributes may be sent az
multiple claims fram a zingle mile using this rule tppe. For example, you can uge thiz rule template ta
create a rule that will extract attribute values for authenticated users from the displayM ame and
telephoneMumber Active Directary attibutes and then send those values as twa different outgoing
claims. This rule may alzo be uzed to send all of the uzer’s group memberships. |f you want to only zend

individual group memberships, uze the Send Group Membership as a Claim rule termplate.

Tell me more sbout this e template...

<Previ0us| MHest » I Cancel Help

19. Eﬁ-F_$o

20. WANEAFHFRENERAUEI, WTEPHAR:

BT SAML R RE

FIRE

81



"r‘i Add Transform Claim Rule Wizard

Configure Rule

Steps “t'ou can configure this rule to zend the values of LDAP athibutes as claims. Select an attibute stare from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgaing claim types that will be
issued from the ruls.

@ Configure Claim Rule
Clairn rule narne:

tyRule

Riule template: Send LDAP Attributes az Claims

Altribute stare:

Active Directany ﬂ
M apping of LDAR attributes to outgoing claim tppes:
LDAP Attribute | Outgaing Claim Type
3 Sa-Account-Name j username | ﬂ

< Previous | Firizh I Cancel Help

21, MAIFETFEES S HI%ESE Active Directorys

22. M LDAP BREFZ 2 FI%E$E SAM-Account-Names
23. 7EfEHAEAEBFEFIAN “username” ,

24, BERM, ARRTHEUXARS,

LB 5.3 Informatica Web NZFBf 2 URL #I0Z) AD FS

BEMEBBREERM Informatica Web FBZFH URL #INZ] AD FS,

WM Informatica Web RZ 2RI URL 7 HefE AD FS R AN AERF AENSHEIEER, =H#1Z URLIE
BEfE AD FS FEXT AR #1TE M RIEZ /51 SAML TR RZXBIRAER.

FEERM Administrator TR URL, EAEEEEE AD FS BN T 1% URL.
1. ERE ADFS EEIEHIE,

2. [BFF Trust Relationships > Relying Party Trusts X143,

3. AT Informatica FBEHIEREY, WTESFR:

82 #E6%=: Informatica Web WBIRFMBELEFR



Action  View  Window Help

WaaDFs 2.0 o [=] 3
W File

| Claim Descriptions

= [~ Trust Relationships
| Claims Provider Trusks
| Relying Party Trusts
| Attribute Stares

=181
&A=
B [ Service
| Endpoints Enabled | Idenifier
| Certificates Informatica

Updste From Federation Metadata, ..
Edit Claim Rules...
Disable

163
Delete

Help

|Opens the properties dislog box: For the current selection

B4 27 Informatica B 3HEE,
BHERE IR,

B B R AR INER 4 R HEE,

M ERLE ke

KREQRBXBRGEE SAML IS ERE, AEMBEXRHERE POST, WTEHFIT:

EF SAMLMPREREE

83
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Informatica Properties

b4 aritaring I |dentifiers | E ncryption I Signature I
Accepted Claimz | Crganization Endpoints | Motes | Advanced |

SpEC":_'r' tlr\..l-\. A mimba e nm Fer TARAL e A D CaHer —bmn D —mni

el Add an Endpoint |

LIRL Endpaint type:
SAM IS.&ML fgsertion Consumner j
hHE Binding:
httg
POST -
hittp I J
hte Index: ID 3:
http
hitp URL:
hitp Ihttps:;"a’infasewer:EEW Janalyzt! |
Ettp Example: httpz:/#ztz contoso. comyd adfs s
[din
bty Reszponze LIRL:
< |

Exarmple: https:/#ztz. contosa. comdlogaut

| 2k, I Cancel Help

OF. I Caricel I Y] |4 I §[=]]n] I

A

6. HANZZIEFH Informatica Web N AEFTE URL, AGHETHE.
JFEA Web MARFES ITIE,

SE6. BRET SAMLHNERER

ALUEHA Informatica IFBRAETF SAML B SER, ol UERERAIEIRNER.
EEU TRz —:
% # Informatica IRSHBEARRE R,

A ERESERREGNEAET SAML M2 SERHIEERRIRMEERS URL
ENEEHPERAERER.

AILATEILE Informatica A infasetup updateSamlConfig S RBEAERER, W UEEFHNEMA
MXT R LG,

BT a<SZal, EXRAE.

IBEMMIRRMHEER URL /ER -iu BBNE. UWTRAIERTm<SRE:

infasetup updateSamlConfig -saml true -iu https://server.company.com/adfs/ls/
TN ERARERER.

B A7E I IS infasetup defineDomain &8 RERAE A E R,

% 6% Informatica Web NFRIEFME SEF



UTFRAIETT EASLITRRER N IEHR SAML EB

infasetup defineDomain -dn TestDomain -nn TestNodel -na hostl.company.com -cs
"jdbc:informatica:oracle://host:1521;sid=xxxx" -du test_user -dp test_user -dt oracle -rf SHOME/ISP/BIN/
nodeoptions.xml -1d $HOME/ISP/1011/source/logs -mi 10000 -ma 10200 -ad test_admin -pd test_admin -saml

true -ju https://server.company.com/adfs/ls/

infasetup #p< &N

BEIPERESER, BT infasetup updateSamlConfig s HIZE SAML EIN, & TEQIREIEATE
infasetup defineDomain #F<HigE SAML 3L,

TERAMBT RTINS

I S WiRE

-EnableSaml truelfalse B, BILEIRE A true B4 Informatica 13

_saml P 3F0) Informatica Web WWAEREEET
SAML 98 R E R,
BILEIRE R false AT Informatica BH& 5
#FFHY Informatica Web [ FBIZFZEAE T SAML
B9 SSO.

-Idpurl identity_provider_url YR -sam| I true, N AAFE. BEEH

iy FRIRIEMHAZRF URL, MIIEERE URL FR/Y
%O

B XEA infasetup updateSamlConfig # infasetup defineDomain S<HIHER, ESH (Informatica i<

2Z),

REMRIRIR (A2 URL

AR AD FS ARS588H9 SAML 2.0/WS-Federation URL ZREE B S & Fo

i&1T infasetup updateSamlConfig &< 5% infasetup defineDomain <8¢, ANEILE URL IZE R -iu SRR
{8, AILLTE AD FS BRS328 L Windows PowerShell 3£3£EXiZ URL,

1. TEADFS BRE23 L3TFF Windows PowerShell $RRHE O, IIHGIRIANBLEE “UEEREH

BT

2. 7£ Windows PowerShell &5 $1RTRATHEBAUTHS:

Get-ADFSEndpoint

3. $%FA SAML 2.0/WS-Federation thHiSGR AR FullUrl &, SO TFESFIR:

lientCredentialT ype

CecurityMode
AddressPath
ersion

Anonymous
True

https: - adfs_company.comsadfs 13/

False

SAML Z2.8-.WS—Federation
Transport

sadfs- 1z~

default
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Informatica Administrator FFHEY
T eI

AEBFEUTER:
e f§M Informatica Administrator #%%, 86
s AFR%=%,87

° R, 89
s HIWEE 91

o HREMERE, 92
* HRREEE 92

5 Informatica Administrator $1'a

Informatica Administrator @ B F & Informatica iF# Informatica 2T &,
£ Administrator TEAISERA T REHNES:

o WEBEMAS. EEAE. BNR. APNRMERS. ERMEHT RIS, HSMBIESMRS RN REE
Fo BNREBENAREFRS. TR, W8 XX, HEEER. 1BERFEREXHMITFANE.

o HEBRMAS. BEAE. SNKRMAFPNR. SNEESRRSFLNREER.
o WEEES, BEEAE. ENRNAPNER,

o T2EEMES, BEEAP. H. ABNEN

FE: WRBRE PowerCenter Express Personal Edition, NFEi%ihRR £ INEE,
Administrator TREB L FETF:

o ER, EENEFESERETINRNEL.

o B, EESMUEEMRSHREXHFlk. SRFIE. SR, BREFFL. SQL HEMRSS. Web AR
%*DI«EI)ILE,J% o

o B, TESMUBEARSHERENHFL. FMIrl. MU, SQL #IEARSH Web BRSHVKRTE.
o B, TEWEEMRSHEE ML, L. BEELH TERIRS.

o WM., THMUM Ultra Messaging 2E,

o BE., EEHKRFFRSHNBEEEH
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o BE. 1B1T Web BRSIRETIFAHEEERIR S
o R, BEEAF. A. ABHEN

o R, BIERAF. HA. AEMEFN. MRERE PowerCenter Express Personal Edition, MFAiAR “&

27 I+,
o &, &% Informatica Cloud”® BAMBEXIES,
Administrator TERB U TFRK:
o E#. M Administrator TEE#H.
o B, BEKF,
o FEBh, 1R HEIA-RAVEEBIHE Informatica AR,
o #FEh, LMY ENETREAVEEEN. HATE Informatica BIRRZS, WUKFEREBEIERAEE,

AFRFR2

RSEEEN—LNAEFRSEHINARFZEFHEFNEFRS, NBEFZFPHEE Informatica
Administrator. Informatica Analyst. Informatica Developer. Metadata Manager #1 PowerCenter &/
i, RSEERN—LUARFRSIZHINBEFEFHBTINAFRRS, NARFEFIHEE Informatica
Administrator fl Informatica Developer. BRSEEBN—LNAEFRSEHNAREFEPIEFNAFRL
2, MARFEFHEE Informatica Administrator,

RS EERMNYAREFRSBIHITUTREEFAFRZ 2!

ik
BERNAEFEFIRN, RSEEFFINEED.
S7%IE

ERNAEFEFRE, RSEESSRECNBARINEZNHAR SNRIELEXBRKFA#HITEHE
.

AL
ENAEFEFEPBERNRE, RSEERN—LEUAEFRSSRIBENER. AEMNRRRER,

AE[fEA HTTPS SEM SIS N AREFIRSMNEL 2EE, UTHNBERRSEM Informatica iHFEMIAY HTTPS
pUEEN

o HURERIARSS

o DRSS

¢ NBEBERS

e Metadata Manager iRS

e Web Service Hub fR%3

WEIEA HTTPS SEMSEMEARFRSNE2ERE, UTNARFIRSZE Informatica EFEHIAI HTTPS
pE N

o BURSEMRS
o DRSS
EAIfER HTTPS S SN AEFRSHNREER,

RArRrze
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mnz

Informatica WM BREFEFHAIZERS EESNZREHITMNE, Informatica ¥ AES IMES5 %1 128 i F
AL SFERAUNEZEZBHEENZNZREEINIGEESIEE ., BB HTTPS SMNARFEFIHLZERS
EERNBEHITNE,

S IIE

RS EERFNERNBREFF R KA H#TEHEIE,

BRERNAEFEFIKRN, BRANAFE. BENR2E, R2EE Informatica IFAFKFAMANES,

TEENZT 2B HERS EEEWNEAFPIKF #1TH 0O RIENTS E:

o Fih, LAHMARSNERNAREFEFKRY, RSEERFREBIEEHEEPNAFIKFYEHNER S
MELHITHHRIUE,

o REBRAIMIN (LDAP), LI LDAP AR BMERNARFEF K, RSEESIKENAA ZMEDRL
LG 5MER LDAP B RIRS #H1TH (I IIIE,

UAtBASHERNAEFZEF RN, RSEESKRESEEHEEFEPNAF KA NEHNEF 2MBEHTT

BHRIE.

UAtBASHERNAEFZEF RN, RSEESKRESEEHEEFEPNAF KA ENEFA 2NBEHT
BHRIE.

BRER

HEERINAREFEFRE, RSEESATERDZ— I NAEFEF HXIHRNZEAEFEFR EPNS D
FiEE, BAREERIABNAREFEF RIFEE,

RS EEBE AN EHNA KPR #HITEMHRIEN, ESAERNKFSIEZMBN S 0IIERSHEZS HEIERS
RONAEFEF K. SNRIIFSEEENARS. T2EMEIEE, RSEESR TN 25 e/
T HEIE RS,

HERHEETNBAEFERRFHNSNMEEEN, ZNAEFEFAHESBEENEIEIRSAERIRS EESE, LU
TRF MK

HIEMNE— Web LAREFEFIHEMN— Web HARFEF RN, NAEFREFHSESHRIENEEEE
T RAEFEFIR. T—1 Web NARFEFPHSEENRIINSEAXERSEESS, WETHAFRSHR
e AR AMED Web EBEFEFim . 1, WRM Administrator TREFTFH Analyst TR, #4700
5 BIM Analyst THEF Administrator TEIEH.

FE: E7F Administrator TE. Analyst TE Monitoring TEZ BfFAESER, HABASNTHTANENX
HHRMeElINE2RENHE,

BEEAFERERBEIMNERIHTREES Web NBEREFEEF iR, a0, 0ZRM Developer tool Bah
Administrator TR, #Z&EFE| Administrator T&,

R

-

fR5S EEEFFNA P WIWRAIER, BE Administrator TRFRFER. UTHREFRRSEENBFPTE
X RETIFEK

o HURERARSS
o Metadata Manager fR$
o RAEFMHERS

Informatica Administrator PRy L 2 &



e PowerCenter ZiEFERS

REEERIENAP AN RMIER, BT Administrator TEBIHKBiER. U THAREFRSISENARTE
3T RAIER :

o BURSEMMRS

o REVEFHEERS

BIEAMAR AR SN LDAP HFRFMAR, RSEEBSRKEREHEEPNESEFEDIUTFEES:
o REUZHEREE

» PowerCenter &

e Metadata Manager By PowerCenter TZf&E

UTE#HLRER, RSEERSRKERENRREHREEZBNBFRNAESSHTET:

o EF/S5h Metadata Manager fRSS. REVEMEERRS X PowerCenter ZEFERS

o ARINSEMIERZAS A P A,

o REBESHAAELHIEETH LDAP AAFMATIRS LDAP BRIRSHHMAFRMATIREL.
UTEHRER, RESEERSRKERENSREHREEZBNAFNAEEHITEL:

o EFTBRMERFHEERS,

o ANINELMIBRASH A P A,

B AEFERRTOAFMASERRN, CAEFRSSFEEAPNARGRINRDEFEIBNNEFE
EEo

ENAEFEFPEFIERNRE, BNONABREFRSERNVEEER, F0, MRZEHA4HKE Informatica
Developer IR, NMREFMEERSFRIBEFN. ABMRD BRER.

TR

BJLA7E Administrator TR “R2” BEIH-RHER Informatica B2,

‘R RMEEESUTAY:

o BT E5. REMEREAR. Azt
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-sd <start_date> -ed <end date>
flan, RIMUTSHANZER 2014 F 1 8 1 HEI 201452 B 3 BNAFRER:
-sd 01/01/2014 -ed 02/03/2014
JETHES
alik, RIEFEMADERE TS
ERBERR (%) AN S NENRIBRERAEE S, BRENRIEEE:
e CCM_10437, #EREEIRI.
e CCM_10438, f&R/EIRM.
BT SERME getUserActivityLog #n % RI#R AR IS #1TIHE:
-ac <activity_code>
B, AMUTESHEAMRERTNEEEH:
-ac CCM_10437
MNRERBER, BERSISHSHEIER.
JEBNX AN
Ak, RIBEEMNAPHEINFRRRE B TS,
BT ESEARME getUserActivitylLog #r < Rl #RET XA # 1Tk |
-atxt <activity_text>

ERBER (%) THN SN EHRERERS. G, UTSHUSREIERFAFPEEEIE “Enabling service”
MFrE BES M.

-atxt "*Enabling service*"
NRFERBER, EASISESHEIER,
BB
ik, REFREASEES, NMREFEENRSY, za<TRkRNERF 2RAEEYS,
BTSRRI getUserActivityLog sp S RIS TEN RIS 4!

-ro true

SENMEERFENEESEH

AEAPEMEEESHS ANBENHE, REEMEA infacmd isp getUserActivityLog i SRTEHLITHE
T RIBTNIEASENBESGXGNARNERFENEES AEMER.

ENNEEHEXH
ERRAPEDEESEHSANIIXHS, AEBRREXGESH -lo B1TmS:
-lo output_file_name

MRMEEMEERN, ZHSBASEHTANEXAMGH, Fi, BTUATHLEETEGSANEZRN log. txt
B e

infacmd isp getUserActivitylog -dn TestDomain -un Administrator -pd Administrator -lo log.txt
ZiEEHWHEN, TERBKSH -fm ETZH<:
-fm output_format_BIN_ TEXT_XWL
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BERRAEE:

e Bin (Z##l) . EATHWNKRAEN —HFIBXNBEEEN. CURFTECAURIBETEFLZXS
Informatica £¥K& P 2 #5017

o XA, MRBEXFFERPONBSES, BEAXEER.

-fyu NREFER XML WINBT RSP EESH, HEMRERR XSLT FEXMLLE, HEA XML
I\lo

NRIBEX A XML fERRHHEN, EXREEREXHE, WixHnSHERSITERXAHE XML BE.

NRIEE ZHBIENMEER, BIREREXEE,

B0, BITU TR BEEMHITENZEIE A log. xnl RISCH:
infacmd isp getUserActivitylog -dn TestDomain -un Administrator -pd Administrator -fm xml -lo log.xml

HMAEX MG

IR getUserActivity S AEEHENZHBIXHE, WA LU ZXHEBR AR XML &R

BITU T a0 RMN Z# G A SR AE XML&

infacmd isp convertUserActivitylLogFile -in BIN input_file_name -fm output_format TEXT_XML -lo
output_file_name

Blan, BT TS T HHIRENSH log.bin Bt XML R, HEERHBEIRH convertedLog. xml BISIHF
2

infacmd isp convertUserActivityLogFile -in log.bin -fm XML -lo convertedLog.xml
EEaSTETAE, IZ2BEHXER,
MRBEEAE, ZEpLREAXEE.

BIEE
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S AER T 2P eI, wIEFMMERE,

ARG, NEMNEBENOERAEREZ I LDAP R HMA, FEEMIBREIEEK LDAP Z2isihmAK A 1Y
B, DEAANAE. SIRFSINHAE T AP B LITE Informatica IAMITHES,

AUAADEERE. NRANEN. HRAEANFE. SIRMFNEE T AHRHAF AT LE Informatica MIRHIT
HES.

AUAADEERE. NRMNEN. HRAANFE. SIRMFNEAE T AFHAF AT LE Informatica MIRHIT
HES.

AN NZSH4H

£ “RE” EBR RN gRIESMIERA A,

AR LIB S A AP KA S LDAP Rtk st tiAsthil, aILIgIR S MRFIRIZA A, Flin, “Tss” 4
BE ‘NAREC A, M AR AXEs DRAET H. MHET AR NMARI ANRKE, ‘N
RO B “DorB@mT ANRE, SNMARTUESHEMAA,

AT UL EAAKASEMANE, ARSI RFINAMA, FWm, “MS” A88 “NARM 4,
m AR AXEE “DaBm” B, ME AR MR ANKE, ‘NARRT 2 DA
HNRA. FMARTUEEHMAHA,
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AR B S APKASEMAMAE, USRS M RIAMA, Fi0, “ME” A8 “mARIM 4,
‘NI AXEE DAART A, WS AR NARI ANRKE, ‘NARI 2 “hAR&

HWRA, FMAFTUEESHMAHILE,

1. £ Administrator TEAH, BF “RE” &M+,
2. T REBE FRLE, BE “QEAE" .

3. BAAMUTER

KT BT NI AT AT
N>/ %72

B 37 85
IR HE. APETEDKXNE, BRETEET 128 M7, AT EH!

AP LIRS ASCH =8 TR, EFRERERFEE —TMHEE—1FN. TR

<> ¢

FIFTAEM= 1851,

g% FEFTERIAH, R T “CIEAE” ZRngEEAMA, NEEHERZE A,
A, RA" FEREER AT, ZRERATETENE,

i HRH. AW TREET 765 T, BENREEELTNEARFR:

4. BE WG EFEHMRAE,
BRI LLE) 2 2R 5B A M F4H.
5. BE ‘BE” ®RE4H

‘mIBAHILARY B
BIBAZ S, ErILIEANRBEMATHAFTIR, TEEREBRTHEANR A,
A% hEIH M,
1. £ Administrator TR, BF “®e” El+k,
2. ESMRH “H” o, BEFEAMEAHRET RE
3. FEREmEA.
4. EBEERAPHAFTIR, HRE AR &0+
‘AR EHRREREFHNBRIIRURDELHLANEF IR,
EMANERF, BT ‘FIEAF” JHEERAFKAHRES AN

o

EEANRKA, Ik

6. EMATNFAR, BE “PENBAF” FIFEFE—TAFRKE, ARRE MR

7. BE ME REEN.

RK— 2B ch 2 5 — 2 ithH

EEfMTeEPARRAAH, TJLUSEREAHRKE—INABHEHZ—MEP,

EREABEZ— N AMAE, FEREGEME A BOROIMANRIR, ARERE BEA .

il BR A 2t 28

EMrRZAHAE, FEREESMBN A" MHOPNARHEEFE “MERAE” .
MIBRAEET, ARAPFREETARBIRR S 1 UK KA R EABIFTE IR

EIEH
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IFREARY, ARSS EIRERFMIFRATE A UK B F 2 AN F4H,

LDAP 24§
FAEAE Administrator TR, i8R LDAP AZIEK LDAP AHMF HE. LFUIE LDAP BRIRSH
BT AR .

BEERFRFEEEXN

7£ Administrator TRK “®2” EHF EHEMGLITEIRHERIRERRIENX . ERILICIE. HIBMM
FRIRIERARBE X . AIUAAPAN R ERRIMRERAR B X

MRBIEERRSEENERBRFRAALEXY, TRERRFRAAREXXFETRY. BEXHMNIER. W
R PowerCenter EMRSEEENERIRMEAREEXN, ERERRERFAEEXHETIER.

AERSETFHNRERREEXHAEPCE. REMBFFHRERRAREX .
TR TS RUIBIRERARE X
1. BABRFRAEEXHRZTHNRABF B,
2. ERERRSHEBBRFRARLEXHREM.
3. HE, DENRERGREXFINR.
IR IRFRREEXNE, AIUANRERAREXHSIERFNA, HREMALREX 42 ELA AR ME,

PowerCenter &£ IRZVIRER RELEXHE M

ERERMMSAXHFIRENRS HEZLERESBRFRARLEXHIRE,
TRMNEBT PowerCenter EFRIRSHIRIERAEEXHEML:

B WA

# IR BRERGREX AN RSN, SV EET 128 MFR. NMFEETRILUTRTHT
BN/ <> []=+;,

RERPE FET 51T PowerCenter RS BIIT BH EBVRIFR TR PRI R BE Mo
PowerCenter £AARSS ZEANRIFRAEE X EXH AR BVRA G IRIETT
TE.

SPMRootDir ZHRBpnRRER. XBEAMRSHEELENREER. ETHEESUTRAEFR.

<> “‘
! ,

SPMSessionLogDir | 21EHEHNEZR. BEAEEE LT RHRFR:

*7<> “‘
! ,

ZRINE SPMRootDir/SessLogse

SPMBadFileDir BEXHHNE R, ETEREEUTRHARFR:

*?<> n"

ZAME R SPMRootDir/BadFileso
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B

WA

SPMCacheDir

RS MEHREFXHFHIE R

HEFEFRE PowerCenter £ RS HIZA MY IR 5HBERY,
S AMRET I NIRENES, BRI S LU TNRRER

R
< ;

ZRIAME N SPMRootDir/Caches

FILUR SRR B ER

SPMTargetFileDir

BERXHBER. ETREE U TNRHRFN:

*?<> “‘,

FRIAMES SPMRootDir/TgtFiles,

SPMSourceFileDir

BEXHENE R, ETEEERLUTNEHER:
Fr<> ¢ ‘ ,

ZRAME Y SPMRootDir/SrcFiless

SPmEXxtProcDir

SMEBTIERNBE R. BEREEE U TRHRFR:
<> ¢ ‘ ,

ZRIAME SPMRootDir/ExtProce

SPMTempDir

ISR E R, ENEEE LN RRER:
ra> “ ‘ ,

FRINMEA SPMRootDir/Tempo

SPMLookupFileDir

ERXHHNER. ETERRUTNERTN!

<> “‘
! ,

FRIAES SPMRootDir/LkpFilese

SPMStorageDir

BT XN E F. TIERME X RFEITE PowerCenter £ REBIEFRER
SPMStorageDir o =1EME XHRFHTIRIERAELE X HFECER SPMStorageDir
o BAREEELINEERTR:

e |,

ZRINER SPMRootDir/Storages

e
il

KRBT

SRS FEETIMEANIF R L SN2 TE,
MRTIRIERGECEH B M FIETE LD_LIBRARY_PATH MR Z &2, NEMRS =K%
TENEIEBINEIE LD_LIBRARY_PATH MIBET &8+, EMRSERE
LD_LIBRARY_PATH I 15 & 8 {ERISE NIRIFRSEE X E B FHEIZRIF IR
%O

MRARTRIFRGEBE B FIET LD_LIBRARY_PATH M IEZ &, NEMRSEE
FEE LD_LIBRARY_PATH If IR T &,
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BRSNS IRERSEREXFEM

TERNBTHIEERRSRERAREXHEMLE:

B

s

HAR

Tﬂ”ﬁ?%@ﬂ%ﬁ(#ﬁ’]ﬁﬁ%ﬂo ZIAEEBT 128 NER, 75
HFER N/ T <> []=+;,

SEATHEE LT

RGP E

TITEEERRSHN AL LEERNRERFGAPNRIRET. BIEEMRS SRR
FRSGAPARS RN RZITIRE . TIERMEITFL,

SDISRootDir

ZRRAERRER. XEAMRSHETZENEER. ©

R

*?<>"|)H

BEEEUTERT

SDISTempDir

BB IR IRET I B R EREES U TEHT:

*?<>“|,H

FRIAR <R B F>/disTempo

SDISCacheDir

FRNRSINEEEEXHNER. BT

*?<>”|}H

FRIAN <IB B F>/cache,

BEUTHERFR:

SDISSourceDir

MU ERRRTEXHFHE R, BT 6

<> |)

FRIAF <IBE=>/sources

BUTRARFR .

SDISTargetDir

MNFERNERTEXXHNER. BT

<> |7

FRIAN <IE B F>/targeto

BLUTRARFR:

SDISRejectedFilesDir

B HNE R, Bt
R
<> | 1]

FRINA <R B F>/rejects

BEETRAAIELHNT. ETEEE U TRHERT

SDISLogDir

HENER. ENEEE U TNHHRFN:

*?<>"|)H

FINA <R B F>/disLogs.

B Hadoop BB

FREIEE MRS E A Hadoop BN 7 Hadoop IR Fin T, TIERAD
Mk o

A Hadoop BB R AERBF . BIEENER Hadoop EIAEF,
EERAF1EA Hadoop IR FHENEF Fo

BIEFEER

E8E: BFMA




B 1588

HIRTE ERRSEETHEANIMEL SRR E.

R IRERLGREXHEMETIET LD _LIBRARY _PATH IFIBT 2, NERRSESS
BZTEMNMEEMNEIE LD _LIBRARY PATHIMET 2, ERRESEHEE
LD_LIBRARY_PATH IME L EMERIGTE NRIERA R E AN FHENIF BT
o

RKRTFIRIERSRE XX BMDIEE LD_LIBRARY_PATH XIBT &, NIEMIRS
2EAE LD _LIBRARY_PATH IMIBT5 £,

FEEAX B, BXATUEET 2 LD_LIBRARY_PATH 8 &4 INFA_HOME/
services/shared/bin LIFREIBEM RS I E BIRIFRA R E e TMRE]. B
B XA TER

FTEXMHEFER Analyst TEBFHFHED LB FEXHTFEXAEEF B R,

WMRDATARS IR E ERRIERFEE X FRVEIREENRS, EIRIFAGREN
PIEERIRIERGAPMIBEB NP ZTEXHEFER. SASIBRITEXMH
BB, Analyst TEERILE RPRISA IS I BRI TFEXAHUIEN R, NET
BEXMHIE, BEMRDIMNRS.

IR FRFECE XM

BRIRERAREXHHBESRLAAFNA, RS TeMHRRETHAR IR, USRI SR
ERHKECEX . PowerCenter ERMRBZERRERGREXHTITLIER. HIEERRSERRERFREX
TRy EEEXHAIIER.

1.
2.

7£ Administrator TE®, BEHEREET £,

£ REREP B, PHUBBERARENN.

LEET I 2RI ER A E XM - 8 1 & (H 3 F)xEE,
RBERAREXHRAUTEMNREME:

B BiEE
F IR BRERFEREXMHE M. A ANE, BESFMIE— ZIFKETR

BB 128 NFERT, BEEL @ FFke BMTRREE UM SHRFRT:

% +\/7;<>

EIPILLEE ASCH EHEFRT, BRERERFE— I HEE—1F/R. TalF
ERMAEMT=EFR.

EN == = BITEMRSIITEN EEERNRERFERA P BNET. EfRSSERNIRIER
SHEEBE XU ENNES AP NARSIFRNERETT TIERSEL,.

AR BB ERARE R, TEEERARS RIEEN root, BREEFER
uid==0 AY3E root BB/,

BEFT—F,

I B REBRER AR BN - 8 2 & (H# 3 F)WEE,
ER—N R MG EERIREFRAR S XHNERRS.

e PowerCenter £ RS

o BUBSEMRS

B SRS HIRIERAR B X HE .

EERFEAZFEEXH 109




10.
11.

12.

13.

14.

15.

NREIBEAMIRS 7 Hadoop HFHIEITIEY. REBXHMIIER, BN TAEE Hadoop EHE
%

a. EFBA Hadoop EINEH.

b. ERERERNAFEIEE— Hadoop A FETT Hadoop L,
gE, RERETE,

MRDINRS EEDERRIERAREXHNEEERRS, BEDITRSEME.
BFEF—5,

LB EREIRMERARE XS EAMBP - 8 3 H(H 3 F)3HEE,

R F £, BEDRARMERAREXHE, MTFFAR:

a. ERRNTASTCARERAMLBENM, EE—IHSNE, RAERTHM.
b. ERFMERRAASRARERFREXY, RLELEPRM.

HE, FRFRAREEXHFENRNREX GRS — TSN E. ENEMRANEEXHS, N "Bkl 7
RPAEZFERRIAREX .

FRAPEDRE, BAFRDRARERFAREXS, WTHR:
a. ERREAPSEARERARKEEXN, ER—IHZ AR, ARSEERM.
b. ERFERARFNESRFRAFERENMF, RH2ERRM,

HE, FREAGEEXHFENRAREXHDEL—IHESIBF. EDERAREXH, & “BiEA
F” FIRPs R EERIARE X &

BTN,
FEARBERAREEXHE, FAGEEREETRFRAAREXGNBMEUNDE T EREX AR
Fo

IRIBIRIFRREEX MG

TR URERIERREENH, UERIRERREENHNES.

RIRERAREXNZE, EXEFREIMRRGAFAR. IRTFEERRERFAEEXHPEENRER
SRR, BERRRIERREREN

1
2
3.
4

o

7 Administrator TEH, BHERLEN £,

R RERRERE G NE,

ERRERRRRE X M.

ERMEI S, PHEmE.

LB B dRiRE X IEIE,
EEREERENHEEMRS S PowerCenter EMARS
RIS AR S B .

B EHEHE,

[ AR P S A D ECRNIAR R R RECE X

YAPRABNARS MEMERAREEXHN, DEEMRRSATETHELNIERNRMRERREE X .
R LB EEN R EMRFRREEXHEARRANREX G ESAFHE. —MTRAFSHAREE—TRIA
PIRMERFEEX . A, LR —MEERREEXHENRINRREX G DAL Z P A,

1.

£ “Re” &m+L, EFRAPNENE.
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ESMmEETD, EEAFHA.

ERTERT, EFERRAE,

REEFRREEX LD,
RESENERRIMRFRARE 4%,

B R 2R 53 Bo s B e BRI MEE R R B B XX B E,

6. MEIMREERKEREXHIIRPEZE—NTREXH. HEMIIRPEZFSEERIMEERREE XA LRI
S Ects AP SAERERINE B XS

7. BEHMWE.
EHAEEERTD, BRAREXHTETRERSKREXXF IR (HIE).

MIERRIERFECE M4

EMFFRERREEXHS, TFMEN “RERGEEXH 0%, EREGRERFREEXHRN, ARk
FRIBRECE

BFRERAREXHG, BE— M RERAREXHHELA DR TRERFAREXH ((FARINREX
) BIRFME, R PowerCenter EMRSERIRMERREEXH, BHE—MEERFREXHHELZA
DB T BRIERSECE MRV AE RS R A TR

TP ERRERSEREX M

EE L EEEA%X2EEMN Informatica B EAIRIER AR E X,
MREEBAREEENEPERIRERAREXY, BEERLTHNFAN:

o BRANBRERAREXFREUTHFREE:
INFA_TRUSTSTORE

BZzELENEELLE SSLIEBHNEEEXHNE R, ZBRUANEE—1E A infa_truststore.pem
BIfEEREN fo

INFA_TRUSTSTORE_PASSWORD

MRERBEXEEEFE, BAESRSEM SSLIEPM infa_truststore.pem I EREE, HAMNE
#i5, (FERMLITIER pmpasswd INE &L,

o tk4h, Y9NSR PowerCenter ERARSZMER “Mig EMNSIE” EM, EHRMNRIERAREXHFREUTIFIEE
==
INFA_KEYSTORE

BiZERENE XL SSLIEPHNEMEXHNER. ZBRBMEE—1B 7 infa_keystore.pem
B FARE X Mo

A LATE Administrator TRPIRERFRAAREXHFNIFREE, BEANRFRAREEXHRENREE, BRE
Re > RERKREXH. RERFRAAREXHNENE, HREFREE,

125 Kerberos B0 IERES R ERIRER R E X H

{&EATLUTE Informatica 38 (FEfEA Kerberos EARIEMNMLEHIRTT) PERIRERFAEE XX,
WO A IR E R AL E X FTTEMIS7E @ A Kerberos A IFIIMLE R TE, B B TRUFDED

o BRERFARBEXHNAFKF KNIEHET Kerberos H4I8IER Active Directory IREFHERER, HAMRS
AE| Informatica 1B H 89 LDAP R,

o M W
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o APWKABAEBRERAREEXHFAFIKF RILIARE Kerberos RIEEEFX . S MEERALEXXHA
ik P #A A IR EIREE Mo

o BRERSKEEXNMAFKFNEREFEXHUSNEIRAX . G0, NMRER kinit EREFEIBEEES
X, WTeE -k,

o LEETHEARERSKLEXGNIERN, BRERSKEEXFRFKFNEEEFEXXHELSIAA.

o BERAEEXMHAFKFNREEFEXHLIRKBESRTERE. ERILETRLITRIEFEARESF (1
cron) , LIEMEHRREEFXHTHNARER.

o BRISERFAAREXHNUTIFREE:
INFA_OSPI_SECURITY_DOMAIN

BERENGSBRERKEEXGAFKFNL2EMBETF. MRABFAKF AT Kerberos MAFEZE
B, WEFKRELEE, Kerberos WHFHLZSEEEREIENEEZNLZ L, BHS Kerberos
R P EAERIBY R 7R,

KRB5_CONFIG

BEIZE N Kerberos BLE X HHIBEEMXHE, Kerberos EBEXHHIEZIA krbs.conf,
KRB5CCNAME

BEIRBANIRIERAEE XA KA Kerberos EIREE X4 NBENXHGR.

BILATE Administrator TEFRBERFRAEEXNHNIFRTE, EARFAFAEENHEEFREE, B8
TRE > BEFRRREX M. FERERARLEEXHNEN, FREFRTE,

P PiE

112

ATIRES Informatica T 2N, EBRTUEAFRZRAERANEEFMECHEAMEERER AP EARNEA
PP,

EERRLIEERFP WA EBERT AP A THEAKBEREIRN RN, MRKFEBE, BEEAAUE
Informatica 1 ARRRIK P BiE

fREFAFPIKPBER, BERALIER “BFAFYNEAEERE" RNUEERAFER. EERAURARA
EREFHMN, ERAFPEBXERBZAIEELNTE, BEEEEAFPNEREENRAR LIXEFHR, FLE
ZIHBEE FER AR S5 2R IR B

MRAFPEBEMLEE R Informatica 3F1 LDAP fR5528, Informatica B R A LITE Informatica 3 fEkR
BARFtKkFP8IE. FRIE LDAP EIERA[EATE LDAP [RSZBHMBRFAFKFBIE, TUBAFITEER Informatica
13

FE: IR Informatica 1 fFEH Kerberos MEHHIEIE, MTEABPIKFEE DT, Administrator TEHNR
SEMEPRIREk P EBRE,

ECE K HiE

TR BIEIET, UEZSREREMZEHE Informatica I AFKA,
1. 7 Administrator TEH, BHRe > KA EIE,
2. EWPSIEREIS T, BERE.
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3.

REUTEM:

B BiRE

BAKPIE | ERRWBIIBEREE, REIBUE Informatica BIAAKS . FIABRT, LRI
SR PIEEERARIKF. KIERBRAERKFAMEERT, 1Rt EERRBA
Ao

EREEKS, BREMBIIRERNG, BEVE Informatica MBIERBFIKF . SRS K
BE FEIEET, A BERAIBEBER ALK .

REZEFRRE | EEME Informatica AR A IKA Z B AFBNESERKMHIRZ N .

S
N

= 5 RE A9 R0 0 60 7 0

73 Informatica AP SSHEMKF BIRERY, EE FRLATANATAER

NRE—NARFRSEENAFPKF TET, MANBERRSIEHET BIZNEDL, IRNBREFRSEE
Brh, ZAPHKP A UEBE. FIBEMIRS. Web BRSHOIRSH PowerCenter £ ARS B4 AER
RS, EMER—TBFRBNERHTREEFEM#EERS X PowerCenter FEERS S5 101, SNRIIBERR
BR$S. Web BREBH 0BRSS I PowerCenter £ RSHEZEREAKM G MR IRENBE, HREASHUEEXNA
PR,

YNR LDAP AR BIEMEEE R Informatica 351 LDAP B{33IEARSS 28, Informatica IEE R AT L
£ Informatica SRR P 9IE. LDAP BIER T LITE LDAP IRES BRI ER KA,

WRTE Informatica 33#1 LDAP fREZ 2B P B AWK BIE, 1E7E Informatica 151 LDAP REZ 2P AEREMED
EHRENERE, LUBREAKP TR,
WMREEE Informatica A EAKFBIE, BEFPHBIE, BEWRIEZAFEEE LDAP RS 2IHHIE.
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SR

FEGFEUTEM:

o I A EEEY, 114

o 14N, 116

* DARSIFY, 123

s ABEERSIFN, 124

* HURSRARSIY, 124

¢ Metadata Manager BRS3454%, 125

o EBTFMEERRS N, 128

* PowerCenter ZEEFERS 1Y, 129

e PowerExchange fiilF 23R SZ454Y, 141
e PowerExchange HEIZRBIRSEFN, 142
o HRIEFRS, 143

¢ Test Data Manager BRS3454%, 143
 BEEMAE, 149

s BENMAGSELBEFA, 153

s EENRSERENNAR, 154

o FRYAN M B EFEHERR, 155

TN A B S

BN ABEERP RS,
A LUARYE PowerCenter Express i RIIEIZE RS UISFN A &,

ST

BINHE T BRI LN BEFE P IinRRITHRF. Informatica 8135 LUT4AR:

o FFN, JRET AP ALUER Administrator TR infacmd # pmrep &8 $1TI2FXT Informatica i
TRV,

o IEIEN, JRERFELUER Administrator TEXY Informatica S ITHYIR1E,

o DRSS, REBMPALIER Informatica Analyst HLITRIIE(E,
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RNBEERSIEIN. REBFPALUERA Informatica Developer tool 1 Informatica Analyst TEF 3|
RIITHIRE,

IR RS IEN, RER A ELUER Administrator TR infacmd s ST N RIEF TR 7E,
R RAERF RSB E TEHBRANSHREEXHESR,

YIRS RRS M. RERAF A LUER Administrator TENHBREFHRITHERE, KERERERFESE
BEE M TN FHEEX 4R,

Metadata Manager BRS 4%, REFMF LA Metadata Manager $A1THIIRIE,

BRI MEERSISN, REBFP A LUER Informatica Analyst 1 Informatica Developer 31T B #1TH9%
Eo

BWEEEERS N, RERFAILUER Informatica Developer XI5 B #1781,

PowerCenter FfEERS 1IN REBFAIUERZFMEESIESE. Designer. Workflow Manager.
Workflow Monitor L& pmrep #1 pmcmd S $1TI2F 1T PowerCenter Z i8R 1F.

PowerExchange M ARERFIRSN. RERAFAILUERA infacmd pwx 85 <%t PowerExchange il 23R S5
# PowerExchange HEIER 2RSS HITHIIR(E,

HRIEFIRS N RE T B B UER T RIERF RS RITRIRE,

Test Data Manager BRS 451, TRERF A LUER Test Data Manager UITHVEUR LRI, ¥IBRKR. BT
SRR IR LTS

BNHET BRI UENBEFEFETHITHNIEME, Informatica IR TSN, XEASSORER P AT LUER
Administrator TEHITHIZIE,

EH NN AR RSB O EAAFMAE, T NIRS XEMENSHRN ARRFRSE R RIS B4 A

Fo

&0 LATE Administrator TERRSIEI-E 98 - #4E 5 B 5%

Administrator TELBSEALN TR F, FHNEEHESHENTIIH, FESNOEEMINR, BN S
AP FAER, Administrator TRZXDEBEEMFRE SN,

R

AN BREFRSISSEALIFNES, FNAR—ARN, BTEXNELAFRE f0, SENeEE LT
R

TH, 8FEER Administrator TEAF
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