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Preface
Read Microsoft SQL Server Sources to learn how to register and configure Microsoft SQL Server sources in 
Metadata Command Center as catalog sources. After you configure a catalog source, you extract metadata 
and then view the results in Data Governance and Catalog.
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C h a p t e r  1

Introduction to Microsoft SQL 
Server catalog sources

You can use Metadata Command Center to extract metadata from a source system.

A source system is any system that contains data or metadata. For example, Microsoft SQL Server is a 
source system from which you can extract metadata through a Microsoft SQL Server catalog source. A 
catalog source is an object that represents and contains metadata from the source system.

Before you extract metadata from a source system, you first create and register a catalog source that 
represents the source system. Then you configure capabilities for the catalog source. A capability is a task 
that Metadata Command Center can perform, such as metadata extraction, lineage discovery, data profiling, 
data classification, or glossary association.

When Metadata Command Center extracts metadata, Data Governance and Catalog displays the extracted 
metadata and its attributes as technical assets. You can then perform tasks such as analyzing the assets, 
viewing lineage, and creating links between those assets and their business context.

The following table describes the capabilities of the catalog source:

Capability Description

Incremental 
metadata 
extraction

An incremental metadata extraction extracts only the changed and new objects since the last 
catalog source job run. Incremental metadata extraction doesn’t remove deleted objects from 
the catalog and doesn’t extract metadata of code-based objects if applicable.

Serverless 
Runtime 
Environment

A serverless runtime environment is an advanced serverless deployment solution that doesn't 
require downloading, installing, configuring, or maintaining a Secure Agent or Secure Agent 
group. You can use a serverless runtime environment in the same way that you use a Secure 
Agent when you configure a catalog source.

Advanced 
Programming 
Language Parsing

Advanced Programming Language Parsing parses the source system code in addition to 
extracting objects from the source system.

Lineage Discovery Builds the complete lineage of a catalog source by recommending endpoint catalog source 
objects to assign to reference catalog source connections. When you run the catalog source job, 
Metadata Command Center assigns the reference catalog source connections to CLAIRE 
recommended endpoint catalog source objects. You can then view the list of CLAIRE 
recommendations and accept or reject them.

Data Profiling and 
Quality

- Data Profiling. Assesses source metadata and analyzes the collected statistics to discover 
content and structure, such as value distribution, patterns, and data types.

- Data Quality. Measures the reliability of the data and enables data usage.
- Data Observability. Identifies anomalies in the characteristics of the data.

6



Capability Description

Data Classification Data classification is the process of identifying and organizing data into relevant categories 
based on the functional meaning of the data. Classifying data can help your organization 
manage risks, compliance, and data security.

Relationship 
Discovery

You can associate terms that are in the glossary with technical assets to provide user-friendly 
business names to technical assets. Glossary Association automatically associates glossary 
terms with technical assets or recommends glossary terms that you can manually associate 
with technical assets in Data Governance and Catalog.

Glossary 
Association

You can associate terms that are in the glossary with technical assets to provide user-friendly 
business names to technical assets. Glossary Association automatically associates glossary 
terms with technical assets or recommends glossary terms that you can manually associate 
with technical assets in Data Governance and Catalog.

Extraction and view process
To extract metadata from a source system, configure the catalog source and run the catalog source job in 
Metadata Command Center. Then view the results in Data Governance and Catalog.

The following image shows the process to extract metadata from a source system:

After you verify prerequisites, perform the following tasks to extract metadata from Microsoft SQL Server:

1. Register a catalog source. Create a catalog source object, select the source system, and specify values 
for connection properties.

2. Configure the catalog source. Specify the runtime environment and configure parameters for metadata 
extraction. Optionally, add filters to include or exclude source system assets from metadata extraction. 
You can also configure other capabilities such as data profiling and quality.

3. Optionally, associate stakeholders. Associate users with technical assets, giving the users permission to 
perform actions determined by their roles.

4. Run or schedule the catalog source job.

5. Optionally, assign a connection to referenced source system assets.

After you run the catalog source job, you view the results in Data Governance and Catalog.

Extraction and view process       7



About the Microsoft SQL Server catalog source
You can use the Microsoft SQL Server catalog source to extract metadata from a Microsoft SQL Server 
source system. You can also run profiles and configure other capabilities, such as data classification.

Microsoft SQL Server is a Relational Database Management System (RDBMS) solution for storing and 
retrieving data.

Extracted metadata
You can use the Microsoft SQL Server catalog source to extract metadata from a Microsoft SQL Server 
source system.

Metadata Command Center extracts the following metadata from a Microsoft SQL Server source system:

• Database

• Schema

• Table

• View

• Column

•Primary Key

•Foreign Key

• Stored Procedure

• Function

• Trigger

• External Table

• External Column

• Objects created using an SQL Server linked server

Data profiling for Microsoft SQL Server objects
Configure data profiling to run profiles on the metadata extracted from a Microsoft SQL Server source 
system. You can view the profiling statistics in Data Governance and Catalog.

You can run data profiles on the following objects:

• Table

• View

The data profiling task runs profiles on the following data types:

• BIGINT

• NUMERIC

• BIT

• DECIMAL

• INT

• SMALLINT

• TINYINT
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• FLOAT

• REAL

• DATE

• DATETIME2

• SMALLDATETIME

• DATETIME

• TIME

• CHAR

• VARCHAR

• TEXT

• NCHAR

• NVARCHAR

• NTEXT

• UNIQUEIDENTIFIER

Compatible connectors
Before you configure a Microsoft SQL Server catalog source, you must connect to the Microsoft SQL Server 
source system.

Use the SQL Server connector to connect to the Microsoft SQL Server source system. For information about 
configuring a connection, see Connections in the Administrator help.

About the Microsoft SQL Server catalog source       9



C h a p t e r  2

Before you begin
Before you create a catalog source, verify that you have the information required to connect to the source 
system.

Complete the following prerequisite tasks:

• Ensure that you have the required permissions to extract metadata and to configure other capabilities.

• Configure a connection to the Microsoft SQL Server source system in Administrator.

• If the source system is SSL-enabled, specify appropriate values for the Trust Store field when you create a 
connection to the Microsoft SQL Server source system. The data profiling task for an SSL-enabled 
Microsoft SQL Server database might fail if you don't specify the truststore value.

• Create endpoint catalog sources for connection assignment.

• Optionally, if you want to identify pairs of similar columns and relationships between tables within a 
catalog source, import a relationship inference model.

Verify permissions
To extract metadata and to configure other capabilities that a catalog source might include, you need 
account access and permissions on the source system. The permissions required might vary depending on 
the capability.

Permissions to extract metadata
To extract Microsoft SQL Server metadata, you need access to the Microsoft SQL Server source system.

• Configure VIEW DEFINITION permission for the user account.

Grant permissions that allow you to perform the following operations:

• select on sys.all_columns

• select on sys.all_objects

• select on sys.all_parameters

• select on sys.database_principals

• select on sys.databases

• select on sys.foreign_key_columns

• select on sys.indexes

• select on sys.index_columns
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• select on sys.partitions

• select on sys.schemas

• select on sys.sql_modules

• select on sys.synonyms

• select on sys.tables

• select on sys.extended_properties

• select on sys.external_data_sources

• select on sys.types

• select on sys.table_types

• select on sys.external_tables

Permissions to run data profiles
Ensure that you have the required permissions to run profiles.

Grant SELECT permissions on tables and views that you want to profile.

Permissions to run data classification
You don't need any additional permissions to run data classification.

Permissions to run relationship discovery
You don't need any additional permissions to run relationship discovery.

Permissions to run glossary association
You don't need any additional permissions to run glossary association.

Create a connection
Before you configure the Microsoft SQL Server catalog source, create a connection object in Administrator.

If you use a Windows agent for the SQL Server connector with Windows Authentication v2, specify the login 
credentials in the Windows agent properties.

1. In Administrator, select Connections. 

2. Click New Connection. 

Create a connection       11



3. Enter the following connection details: 

Connection 
property

Description

Connection Name Name of the connection.
Each connection name must be unique within the organization. Connection names can 
contain alphanumeric characters, spaces, and the following special characters: _ . + -,
Maximum length is 255 characters.

Description Description of the connection. Maximum length is 4000 characters.

4. Enter properties specific to the Microsoft SQL Server connection: 

Property Description

Runtime 
Environment

The name of the runtime environment where you want to run the tasks.
A runtime environment is either Informatica Cloud Secure Agent or a serverless runtime 
environment.
For more information about how to configure and use the runtime environments, see Runtime 
Environments in the Administrator help.
 

SQL Server 
Version

This property is no longer used. If you select a version, it is ignored.

Authentication 
Mode

The authentication method to connect to Microsoft SQL Server.
Select one of the following authentication modes:
- SQL Server Authentication. Use the Microsoft SQL Server user name and password to 

connect to Microsoft SQL Server.
- Active Directory Password. Use the Microsoft Azure Active Directory user name and 

password to authenticate and to access a Microsoft Azure SQL Database.
- Windows Authentication v2. Use this authentication method to access Microsoft SQL 

Server using the agent hosted on a Linux or Windows machine. When you choose this 
option on Linux, enter your domain name and Microsoft Windows credentials to access 
Microsoft SQL Server.

- Kerberos. Use Kerberos authentication to connect to Microsoft SQL Server. When you 
choose this option, ensure that the user account that starts the Secure Agent service is 
available in the Microsoft SQL Server database. You don't need to enter your credentials to 
access Microsoft SQL Server.

User Name User name for the database login. The user name can't contain a semicolon.
To connect to Microsoft Azure SQL Database, specify the user name in the following format: 
username@host

Password Password for the database login. The password can't contain a semicolon.

Host Name of the machine hosting the database server.
To connect to Microsoft Azure SQL Database, specify the fully qualified host name.
For example, vmjcmwxsfboheng.westus.cloudapp.azure.com.

12       Chapter 2: Before you begin



Property Description

Port Network port number used to connect to the database server.
Default is 1433.

Code Page The code page of the database server.

Schema The schema name to select tables during object selection in a mapping.
When you select objects in a mapping, all schemas you have access to are displayed, and 
you can select tables from the available schemas.

Database Name Database name for the Microsoft SQL Server target connection.
Database name is case-sensitive if the database is case-sensitive. Maximum length is 100 
characters.
Database names can include alphanumeric and underscore characters.

Encryption 
Method

The method that the Secure Agent uses to encrypt the data sent between the driver and the 
database server. You can use the encryption method to connect to Microsoft Azure SQL 
Database.
Default is None.

Crypto Protocol 
Version

Cryptographic protocols to use when you enable SSL encryption.

Validate Server 
Certificate

When set to True, Secure Agent validates the certificate that is sent by the database server.
If you specify the HostNameInCertificate parameter, Secure Agent also validates the host 
name in the certificate.
When set to false, the Secure Agent doesn't validate the certificate that is sent by the 
database server.

Trust Store The location and name of the truststore file. The truststore file contains a list of Certificate 
Authorities (CAs) that the driver uses for SSL server authentication.
For the serverless runtime environment, specify the following certificate path in the 
serverless agent directory:
/home/cldagnt/SystemAgent/serverless/configurations/ssl_store/
<TrustStore_filename>

Trust Store 
Password

The password to access the contents of the truststore file.

Host Name in 
Certificate

Host name of the machine that hosts the secure database. If you specify a host name, the 
Secure Agent validates the host name included in the connection with the host name in the 
SSL certificate.

5. Click Test Connection. 

Import a relationship inference model
Import a relationship inference model if you want to configure the relationship discovery capability. You can 
either import a predefined relationship inference model, or import a model file from your local machine.

1. In Metadata Command Center, click Explore on the navigation panel. 

Import a relationship inference model       13



2. Expand the menu and select Relationship Inference Model. The following image shows the Explore page 
with the Relationship Inference Model menu:

3. Select one of the following options: 

• Import Predefined Content. Imports a predefined relationship inference model called Column 
Similarity Model v1.0.

• Import. Imports the predefined relationship inference model from your local machine. Select this if 
you previously imported predefined content into your local machine and the inference model is stored 
on the machine.
To import a file, click Choose File in the Import Relationship Inference Model window and navigate to 
the model file on your local machine. You can also drag and drop the file.

The imported models appear in the list of relationship inference models on the Relationship Discovery 
tab.
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C h a p t e r  3

Create catalog sources in 
Metadata Command Center

Use Metadata Command Center to configure a catalog source for Microsoft SQL Server and run the catalog 
source job.

When you configure a catalog source, you define the source system that you want to extract metadata from. 
Configure filters to include or exclude source system metadata before you run the job. Optionally, configure 
other capabilities, such as data profiling and quality, data classification, relationship discovery, and glossary 
association.

To provide stakeholders access to technical assets, you can assign access through roles. To view lineage for 
any system that the source system references, create a catalog source and a connection associated with the 
referenced source system after you run the job.

Step 1. Register a catalog source
When you register a catalog source, provide general information and connection values.

1. Log in to Informatica Intelligent Cloud Services. 

The My Services page appears.

2. Click Metadata Command Center. 

The following image shows the Metadata Command Center box on the My Services page:
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The Metadata Command Center home page appears.

3. Click New. 

4. Select Catalog Source from the list of asset types. 

5. Select Microsoft SQL Server from the list of catalog source types. 

The following image shows the Microsoft SQL Server catalog source:

6. Click Create. 
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The following image shows the Microsoft SQL Server registration information:

7. In the General Information section, enter a name and an optional description for the catalog source. 

Note: You can rename a catalog source after you create it, but to apply the change to all associated 
objects you must rerun the metadata extraction job. 

After you save the catalog source, you can update the description in Metadata Command Center and 
Data Governance and Catalog. The update appears only in the service in which you update it.

8. In the Connection Information area, select the connection that you created in Administrator. 

Note: To create or edit a catalog source, you need permissions on the connection to the source system. 
Select a connection that you have access to, or ask the administrator to grant the necessary permissions 
to the connection that you want to use.

9. Click Connection Properties to expand and view the connection properties for the selected connection. 

10. Click Test Connection to test your connection to the source system. 

11. Click Next. 

The Configuration page appears.

Step 2. Configure capabilities
The metadata extraction capability extracts source metadata from external source systems. You can also 
configure other capabilities that the catalog source includes.

You can save the catalog source configuration at any point after you enter the connection information. After 
you save the catalog source, you can choose to run the catalog source job. To run the job once, click Run. To 
run metadata extraction and other capabilities on a recurring schedule, configure schedules on the Schedule 
tab.

Configure metadata extraction
When you configure a Microsoft SQL Server catalog source, you choose a runtime environment, define filters, 
and enter configuration parameters for metadata extraction.

Before you configure metadata extraction, configure runtime environments in the Informatica Intelligent 
Cloud Services Administrator.

1. In the Connection and Runtime area, choose a serverless runtime environment or the Secure Agent 
group where you want to run catalog source jobs. 

Step 2. Configure capabilities       17



Note: Serverless runtime environment options are available if the catalog source works with a serverless 
runtime environment.

2. Choose to retain, delete, or deprecate objects that are deleted from the source system in the catalog 
with the Metadata Change Option. 

• Retain. Retains objects that are deleted from the source system in the catalog. If you update or add a 
filter, the catalog retains objects extracted from the previous job and extracts additional objects that 
match the current filter. Objects deleted from the source system are not deleted from the catalog. 
Enrichments added on deleted objects and relationships are retained.

• Delete. Deletes metadata from the catalog based on objects deleted from the source system and 
changes you make to the filter. Enrichments added on deleted objects and relationships are also 
permanently lost. Objects renamed in the source system are removed and recreated in the catalog.

• Deprecate. The lifecycle of objects imported into the catalog moves to Obsolete based on objects 
deleted from the source system and changes you make to the filter. This does not impact 
enrichments added on deprecated objects and relationships. Objects renamed in the source system 
are removed and recreated in the catalog. When you run the catalog source job again for other 
capabilities such as data classification, relationship discovery, or glossary association, the job 
doesn't consider obsolete objects. Obsolete objects remain in the catalog until they are purged when 
you run a Purge Obsolete Objects job on the Explore page.

Note: You can also change the configured metadata change option when you run a catalog source.

3. In the Filters area, define one or more filter conditions to apply for metadata extraction: 

To define filters, you can either select an object type and enter the path to the object as the filter value, 
or select an object from a list of objects available in the source system.

a. Select Yes to view filter options.

b. From the Include/Exclude list, choose to include or exclude metadata based on the filter 
parameters. 

c. Perform one of the following steps:

• From the Object type list, select Tables, Views, Stored procedures, Triggers, External tables, or 
All depending on the object that you want to extract metadata from. Enter the path to the object 
as the filter value.

• In the filter value field, click the Search button and select an object from a list of objects 
available in the source system.
The Object type field updates based on the selected object.

If you select an object type and then click the Search button, the list of objects includes all object 
types, but you can only select objects that match the selected object type.
You can edit the filter value after you select an object from the list.

Note: You can only search for object types that work with the search functionality. If you don't 
see the Search button for the selected object, enter the object path as the filter value.

Note: If the object metadata is available in Data Governance and Catalog, a check mark appears 
next to the object.

Note: To select an object, you need to have permissions on the connection to the source system.

Filters can contain the following wildcards:

• Question mark. Represents a single character.

• Asterisk. Represents multiple characters or empty text.

For object hierarchies, use a dot as a separator.
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When you enter values for filters, enclose them in double quotes if you use a space or a dot in a 
single segment.

The following image shows the filter condition options: 

Examples:

• To include or exclude all object types in the 'Schema1' schema in the 'DbName1' database, select 
All as the object type and enter dbName1.Schema1 in the value field.

• To include or exclude the 'Object1' table in the 'Schema1' schema in the 'dbName1' database, 
select Tables as the object type and enter dbName1.Schema1.Object1 in the value field.

• To include or exclude all triggers in the 'Schema1' schema in the 'DbName1' database , select 
Triggers as the object type and enter dbName1.Schema1 in the value field.

• To include or exclude all stored procedures in the 'dbName1' database, select Stored procedures 
as the object type and enter dbName1 in the value field.

• To include or exclude all tables in databases with names that start with 'dbName' followed by an 
additional character, select Tables as the object type and enter dbName1? in the value field.

d. Optionally, to define an additional filter with an OR condition, click the Add icon. 

4. Optionally, in the Configuration Parameters area, enter properties to override default context values and 
job parameters. 

Note: Click Show Advanced to view all configuration parameters.

The following table describes the properties that you enter for Catalog Source Configuration Options:

Parameter Description

Default variables 
values

Specify a default value for variables used in the programmable objects.

MetaTables 
Include Filter

Advanced parameter. When you process PL/SQL statements, Metadata Command Center 
does not read tables or view content by default. If you want to use the content, for example, 
to process dynamic SQL statements, use the MetaTables Include Filter parameter. This 
parameter prompts the database for the required metadata. Verify that the user has SELECT 
permissions for metatables.
Note: Don't use this option to specify filters for tables that you want to include or exclude 
during the metadata extraction run.

The following table describes the property that you can enter for additional settings:

Note: The Additional Settings section appears when you click Show Advanced.

Property Description

Expert 
Parameters

Enter additional configuration options to be passed at runtime. Required if you need to 
troubleshoot the catalog source job.
Caution: Use expert parameters when it is recommended by Informatica Global Customer 
Support.

5. Click each tab to enable and configure additional capabilities for the catalog source. 
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Configure lineage discovery
Enable the lineage discovery capability and use CLAIRE to build complete lineage by recommending endpoint 
catalog source objects to assign to reference catalog source connections.

1. Click the Lineage Discovery tab. 

2. Select Enable Lineage Discovery. 

3. In the Filters area, define one or more filter conditions to apply for lineage discovery. 

To define filters, you can choose to select catalog source types, asset groups, or enter a catalog source 
name or search from a list of catalog sources.

a. Select Yes to view filter options. 

b. From the Include/Exclude list, choose to include or exclude catalog sources for lineage discovery 
based on the filter parameters.

c. From the filter type list, select catalog source type, catalog source name, or asset group.

d. In the filter value field, select the required catalog source types, or click the Search button and 
select catalog sources or asset groups. 

Filters can contain the asterisk wildcard to represent multiple characters or empty text.

The following image shows the filter condition options:

Examples:

• To include or exclude all Oracle catalog sources, select Catalog Source Type as the filter type 
and select Oracle in the filter value field.

• To include or exclude the 'Oracle_Retail' catalog source, select Catalog Source Name as the filter 
type and search for the catalog source or enter Oracle_Retail in the filter value field.

• To include or exclude all catalog sources with names that start with 'Oracle', select Catalog 
Source Name as the filter type and search for the catalog source or enter Oracle* in the filter 
value field.

• To include or exclude all catalog sources with names that end with 'Retail', select Catalog Source 
Name as the filter type and search for the catalog source or enter *Retail in the filter value field.

• To include or exclude all catalog sources with names that contain 'Ret', select Catalog Source 
Name as the filter type and search for the catalog source or enter *Ret* in the filter value field.

• To include or exclude all catalog sources that are part of the 'Financial Group' asset group, select 
Asset Group as the filter type and search Financial Group in the filter value field.

Note: You can't add more than one include or exclude filter for the same filter type.

e. Optionally, to define an additional filter with an AND condition, click the Add icon. 

For more information about lineage discovery, see Lineage discovery in the Administration help.

20       Chapter 3: Create catalog sources in Metadata Command Center



Configure data profiling and quality
1. Click the Data Profiling and Quality tab. 

2. Expand Data Profiling and select Enable Data Profiling. 

Note: Ensure that you have permissions on all the staging connections that you use in your data profiling 
configuration. You can't run the job if you don't have permissions on the connections that you use. Select 
connections that you have access to, or ask the administrator to grant the necessary permissions on the 
connections that you want to use.

3. In the Connection and Runtime area, choose the Secure Agent group where you want to run catalog 
source jobs. 

4. Optionally, in the Filters area, specify additional filters in addition to metadata filters. 

a. Select Yes to view filter options. 

b. From the Include/Exclude list, choose to include or exclude metadata based on the filter 
parameters. 

c. From the Object type list, select Tables or Views depending on the object that you want to profile. 
Select All to profile all objects.

d. Enter the path to the object as the filter value.

Filters can contain the following wildcards:

• Question mark. Represents a single character.

• Asterisk. Represents multiple characters.

Examples:

• You extracted metadata of all tables and views from a schema and now you want to profile a 
specific table from the schema. Select Tables from the Object type list and then enter the 
database name and schema name followed by the table name in the input field. For example, 
Database_Name.Schema_Name.TABLE_NAME

• You extracted metadata from multiple schemas and now you want to run a profile on all objects 
in a specific schema. Select All from the Object type list and then enter the database name and 
schema name in the input field.

To include or exclude multiple objects, click the Add icon to add filters with the OR condition.

5. In the Parameters area, configure the parameters. 

The following table describes the parameters that you can enter:

Parameter Description

Modes of Run Determine the type of data that you want the data profiling task to collect.
Choose one of the following options:

• Keep signatures only. Collects only aggregate information such as data types, average, 
standard deviation, and patterns.

• Keep signatures and values. Collects both signatures and data values.
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Parameter Description

Profiling Scope Determine whether you want to run data profiling only on the changes made to the source 
system or on the entire source system.
Choose one of the following options:

• Incremental. Includes only source metadata that is changed or updated since the last 
profile run.

• Full. Includes the entire metadata that is extracted based on the filters applied for 
extraction.

Sampling Type Determine the sample rows on which you want to run the data profiling task.
Choose one of the following options:

• All Rows. Runs data profiling on all rows in the metadata.
• Limit N Rows. Runs data profiling on a limited number of rows.
• Custom Query. Provide a custom SQL query to select sample rows to run the data 

profiling task.
In the Sampling Query field, enter the custom SQL query to choose sample rows on which 
you want to run the data profiling task. For example, TABLESAMPLE (1000 ROWS), 
TABLESAMPLE (1000 ROWS) REPEATABLE(1234), TABLESAMPLE (10 PERCENT), 
TABLESAMPLE (10 PERCENT) REPEATEABLE (201).

No of rows to 
limit

Required if you select Limit N Rows in Sampling Type. Specify the number of rows on which 
you want to run data profiling.

Mapping 
Submission 
Timeout

The maximum amount of time a mapping task stays in the queue before it times out. Enter 
the time in minutes.

Maximum 
Precision of 
String Fields

The maximum precision value for profiles on string data type.

Text Qualifier The character that defines string boundaries. If you select a quote character, profiling 
ignores delimiters within the quotes. Select a qualifier from the list.
Note: Default is Double Quote.

6. Expand Data Quality and select Enable Data Quality. 

Note: You can click Use Data Profiling Parameters to use the same parameters as in the Data Profiling 
section.

Note: Ensure that you have permissions on all the staging and flat file connections that you use in your 
data quality configuration. You can't run the job if you don't have permissions on the connections that 
you use. Select connections that you have access to, or ask the administrator to grant the necessary 
permissions on the connections that you want to use.

7. In the Connection and Runtime area, choose the Secure Agent group where you want to run catalog 
source jobs. 

8. In the Parameters area, configure the parameters. 
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The following table describes the properties that you can enter:

Parameter Description

Data Quality Rule 
Automation

Enable the option to automatically create or update rule occurrences for data elements in 
the catalog source.
Choose one of the following options:

• Apply on Data Elements linked with Business Dataset. Creates rule occurrences for all 
data elements that are linked with business data sets in the catalog source.

• Apply on all Data Elements. Creates rule occurrences for all data elements in the catalog 
source.

Cache Result Specify how you want to preview rule occurrence results. Select Agent Cache if you want to 
generate a cache file in the runtime environment and to preview the cached results faster in 
subsequent data preview runs. The results are cached for seven days by default after the 
first run in the runtime environment. Select No Cache if you don't want to cache the preview 
results and view the live results.

Run Rule 
Occurrence 
Frequency

Specify whether you want to run data quality rules based on the frequency defined for the 
rule occurrence in Data Governance and Catalog.

Sampling Type Determine the sample rows on which you want to run the data profiling task. Choose one of 
the following options:

• All Rows. Runs data profiling on all rows in the metadata.
• Limit N Rows. Runs data profiling on a limited number of rows.
• Custom Query. Provide a custom SQL clause to select sample rows to run the data quality 

task.
In the Sampling Query field, enter the custom SQL clause to choose sample rows on 
which you want to run the data quality task. For example, TABLESAMPLE (1000 ROWS), 
TABLESAMPLE (1000 ROWS) REPEATABLE(1234), TABLESAMPLE (10 PERCENT) 
REPEATEABLE (201).

No of rows to 
limit

Required if you select Limit N Rows in Sampling Type. Specify the number of rows on which 
you want to run data profiling.

Mapping 
Submission 
Timeout

The maximum amount of time a mapping task stays in the queue before it times out. Enter 
the time in minutes.

Maximum 
Precision of 
String Fields

The maximum precision value for profiles on string data type.

Text Qualifier The character that defines string boundaries. If you select a quote character, profiling 
ignores delimiters within the quotes. Select a qualifier from the list.
Note: Default is Double Quote.

9. To enable the data observability capability, expand Data Observability and select Enable Data 
Observability. 
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Configure data classification
Enable the data classification capability to identify and organize data into relevant categories based on the 
functional meaning of the data.

1. Click the Data Classification tab. 

2. Select Enable Data Classification. 

3. Choose one of the following options: 

• Generated Data Classifications. CLAIRE automatically generates data classifications for the data 
elements.

• Data Classification Rules. Choose from predefined or custom data classifications.

1. Click Add Data Classification. The following image shows the Select Data Classifications dialog 
box:

2. Select the data classifications that you want to use.

3. Click OK.

Configure relationship discovery
Enable the relationship discovery capability to identify pairs of similar columns and relationships between 
tables within a catalog source.

Before you configure relationship discovery, perform the following tasks:

• Import a relationship inference model. For more information about importing a relationship inference 
model, see “ Import a relationship inference model” on page 13.

• Enable data profiling on the Data Profiling and Quality tab, and select Keep Signatures and Values as the 
run mode in the Parameters section. These configurations enable you to retain values of the columns in 
the profiling results and discover relationships.

1. Click the Relationship Discovery tab. 

2. Select Enable Relationship Discovery. 

3. In the Column Similarity area, select the Relationship Inference Model. 

Note: The relationship inference models that you imported appear in the Relationship Inference Model 
field.
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4. In the Joinable Tables Relationship area, specify the Containment Score Threshold to identify joinable 
table relationships within the catalog source. This score is an indicator of the data overlap between any 
two given columns which determines whether the tables are joinable. 

Note: A higher score means that the objects have more overlapping data and a lower score means lesser 
overlapping data between the two objects. A containment score threshold lower than 0.4 might result in 
a large number of false positives.

After you run the catalog source job, you can view the inferred relationships on the Relationships tab of the 
extracted assets in Data Governance and Catalog.

Configure glossary association
Enable the glossary association capability to associate glossary terms with technical assets, or to get 
recommendations for glossary terms that you can manually associate with technical assets in Data 
Governance and Catalog.

Metadata Command Center considers all published business terms in the glossary while making 
recommendations to associate your technical assets.

1. Click the Glossary Association tab. 

2. Select Enable Glossary Association. 

3. Select Enable auto-acceptance to automatically accept glossary association recommendations. 

4. Specify the Confidence Score Threshold for Auto-Acceptance to set a threshold limit based on which 
the glossary association capability automatically accepts the recommended glossary terms. 

Note: Specify a percentage from 80 to 100. If the score is higher than the specified limit, the glossary 
association capability automatically assigns a matching glossary term to the data element.

5. Select Enable Below-threshold Recommendations to receive glossary association recommendations 
below the auto-acceptance threshold. If you enable auto-acceptance, you can enable below-threshold 
recommendations to receive glossary recommendations below the auto-acceptance threshold. 

6. Specify the Confidence Score Threshold for Recommendations to set a threshold based on which the 
glossary association capability makes recommendations 

If you enable auto-acceptance, specify a percentage from 80 to the selected auto-acceptance threshold. 
You can accept or reject the recommended glossary terms that fall within this range in Data Governance 
and Catalog.

If you disable auto-acceptance, specify a percentage from 80 to 100 inclusive.

7. Choose to automatically assign business names and descriptions to technical assets. You can then 
choose to retain existing assignments and only assign business names and descriptions to assets that 
don't have assignments, or allow overwrite of existing assignments. 

By default, existing assignments are retained.

8. Optional. Choose to ignore specific parts of data elements when making recommendations. Select Yes 
and enter prefix and suffix keyword values as needed. 

Click Select to enter a keyword. You can enter multiple unique prefix and suffix keywords. Keyword 
values are case insensitive.

9. Optional. Choose specific top-level business glossary assets to associate with technical assets. 
Selecting a top-level asset selects its child assets as well. Select Top-level Glossary Assets and specify 
the assets on the Select Assets page. 

10. Optional. Choose to use abbreviations and synonym definitions from lookup tables for accurate glossary 
association. Select Yes to enable, and then click Select to upload a lookup table. 
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11. Click Next. 

The Associations page appears.

Step 3. Associate stakeholders and asset groups
Associate users or user groups within a stakeholder role as stakeholders for technical assets in Data 
Governance and Catalog. Also, you can choose to assign technical assets extracted from the catalog source 
to asset groups. You can then use access policies to control permissions on assets that are assigned to 
asset groups.

Verify that the administrator assigned users and user groups to the stakeholder role that you want to 
associate with technical assets.

1. To associate users or user groups as stakeholders with technical assets extracted from the catalog 
source, perform the following steps: 

a. On the Associations page, click Stakeholders. 

b. Select Assign Stakeholders. 

c. Select a stakeholder role. 

d. Click Select to add users and user groups from the stakeholder role as stakeholders for the 
technical assets. 

The Add Users & User Groups dialog box displays a list of users and user groups assigned to the 
selected stakeholder role.

e. Select one or more users or user groups to assign as stakeholders for the technical assets, and 
click OK. 

Only the selected users and user groups belonging to the specified stakeholder role are granted the 
permissions to technical assets.

f. To assign users or user groups from another stakeholder role, click Add and then repeat the steps. 
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2. To assign asset groups to technical assets extracted from the catalog source, perform the following 
steps: 

a. On the Associations page, click Asset Groups. 

b. Select Assign Asset Groups. 

c. Click Select. 

The Select Asset Groups dialog box displays the list of asset groups.

If you enabled an access policy that includes an asset group, you can only view assets that belong to 
that asset group.

3. Select the asset groups to which you want to assign technical assets extracted from the catalog source, 
and click OK. 

4. Choose to save and run the job or to schedule a recurring job. 

• To save and run the job, click Save and then Run.

• To schedule a recurring job, click Next to open the Schedule page.

Step 4. Run or schedule the job
Choose to run a catalog source job manually, or configure it to run on schedule.

Note: You can't run multiple jobs simultaneously.

You can choose to perform a full or an incremental metadata extraction. A full metadata extraction extracts 
all objects from the source to the catalog. An incremental metadata extraction extracts only the changed and 
new objects since the last successful catalog source job run. Incremental metadata extraction doesn’t 
remove deleted objects from the catalog and doesn’t extract metadata of code-based objects if applicable.

When you run an incremental metadata extraction job with a filter to include metadata from objects, the job 
extracts only the objects that have the latest timestamp since the last successful job.

Note: The incremental extraction option appears if it is available for the catalog source.
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Run the job manually

Click Save to save the catalog source and click Run. On the Run Catalog Source Job window, click Run to run 
the job.

You can override the capabilities that you selected while configuring your catalog source on the 
Configuration page. The first time you run the catalog source job, the metadata extraction capability is 
mandatory. From the second run onwards, you can choose to override the configured metadata change 
option. You can retain, delete, or deprecate objects that are deleted from the source in the catalog. For 
subsequent runs of the catalog source job, the metadata extraction capability is optional.

Note: You can choose incremental metadata extraction for subsequent runs only after one full metadata 
extraction job completes successfully. Incremental metadata extraction jobs run with the Retain metadata 
change option even if you set the option to Delete or Deprecate in the catalog source.

Note: To run a catalog source job, you need permissions on the connection to the source system. To run a 
catalog source job for catalog sources that reference other source systems, you need permissions on the 
connections for all the reference source systems.

Run the job on a schedule

You can choose to run metadata extraction and other capabilities on a recurring schedule. You can't choose 
incremental metadata extraction and full metadata extraction in the same schedule. To create a schedule for 
incremental metadata extraction, you must have completed at least one full metadata extraction job 
successfully. If not, first create a schedule for a full metadata extraction.

If an incremental metadata extraction is scheduled to run when the last run details aren't available, the job 
first performs a full metadata extraction, followed by incremental metadata extraction on subsequent runs.

For example, this can happen in the following scenarios:

• You create schedules for both incremental metadata extraction and full metadata extraction, but schedule 
the incremental extraction to run before the first full metadata extraction job.

• You create schedules for both incremental metadata extraction and full metadata extraction, but delete 
the full metadata extraction schedule before its first run.

1. On the Schedule tab, select Run on Schedule.
The Schedule configuration page opens.

2. Click the checkbox corresponding to each capability that you want to include in the schedule.

3. Enter the start date, time zone, and the interval at which you want to run the job.

4. You can manage additional schedules using the following options:

• To create a new schedule, click the Add button.

• To delete a schedule, click the Delete button.

• To enable or disable a schedule, click the Enable Schedule toggle button.

Note: You can create a maximum of one schedule per capability that you enable. If you purged a catalog 
source or did not run the metadata extraction job, the catalog source job runs metadata extraction 
before running other scheduled capabilities.

Note: To create a schedule, you need permissions on the connection to the source system. If you lose 
permissions on the connection after you create a schedule, the scheduled jobs continue to run.

5. Click Save to save the schedule.

Monitor job status

After the job runs, you can monitor the status of the job on the Overview page of the job.

For more information about job monitoring, see Administration.
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Step 5. Assign reference catalog source connections 
to endpoint catalog source objects

When you run the catalog source job, if the catalog source references another source system, a reference 
catalog source and connection get created that point to the reference source system. To view the complete 
lineage for your catalog source, you can perform connection assignment from the reference catalog source 
connection to the objects in the reference source system. A referenced source system might be a database 
such as Microsoft SQL Server. You must first create and run an endpoint catalog source that connects to the 
reference source system.

Before you assign a connection, ensure that you have created and run an endpoint catalog source for each 
reference source system.
Note: If the source schema contains case-sensitive tables or if the reference objects contain multiple objects 
with the same name in different cases, perform case-sensitive connection assignment to get correct lineage.

If you enabled the lineage discovery capability for your catalog source, you can either curate the CLAIRE 
recommended endpoint objects on the Related Catalog Sources tab or assign connections manually.

For more information about related catalog sources and lineage discovery, see Lineage discovery in the 
Administration help.

1. On the Configure page, select the Lineage tab, and then select the Lineage Discovery tab. On the 
Catalog Sources panel, select the required catalog source and click the Assign Connections tab.

The Assign Connections tab displays a list of assigned and unassigned connections along with details 
for each connection. Use filters to view the connections based on the connection names. Click the Add 
Filter menu to add filters.

2. Select the connection to the referenced source system and click Assign. 

The connection name appears prefixed to the reference catalog source name on the Hierarchy tab of 
your catalog source in Data Governance and Catalog.

The Assign Connection dialog box appears with a list of objects of the endpoint catalog sources.
For objects created using a Microsoft SQL Linked Server, the connection name appears in the following 
format: Microsoft SQL Server-<Name of the connection where LinkedServer is defined>-<Name 
of the LinkedServer>

3. In the Assign Connection dialog box, select one or more objects from the endpoint catalog sources and 
click Assign. 

You can assign a Microsoft SQL Server source system as a referenced source system. To create a 
connection assignment to a Microsoft SQL Server catalog source, the catalog source must belong to the 
Schema class type.

When you click Assign, Metadata Command Center creates links between matching objects in the connected 
catalog sources, and it calculates the percentage of matched and unmatched objects. The higher the 
percentage of matched objects, the more accurate the lineage that you view in Data Governance and Catalog.
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C h a p t e r  4

View results in Data Governance 
and Catalog

After Metadata Command Center runs a job, you can view the results in Data Governance and Catalog where 
the catalog source and its elements are called technical assets. You can view a catalog source as a 
hierarchy. Expand each technical asset to see its components.

When referenced source systems are connected to a catalog source, you can expand the hierarchy to see 
details about the technical asset's component elements.

You can view the data lineage of an asset contained within a catalog source to see individual elements such 
as data sources, calculations, and filters. When you view data lineage, you can see the individual upstream 
elements that contribute data or expressions to each component of a data flow or catalog source.

View metadata extraction results
After a job runs in Metadata Command Center, view the results in Data Governance and Catalog. You can 
view details about source system contents as hierarchical displays and trace data lineage.

1. Log in to Informatica Intelligent Cloud Services. 

The My Services page appears.

2. Click Data Governance and Catalog. 

The following image shows the Data Governance and Catalog box on the My Services page:
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3. On the Data Governance and Catalog home page, click the number in the Technical Assets panel. 

The Technical Assets page opens.

4. Select Catalog Source in the Filter list. 

The list of catalog sources opens.

5. Search for the catalog source from which you extracted metadata, and click the name. 

The Overview tab of the asset opens.

The following image shows a sample asset page:

6. View the asset from different perspectives by clicking on the tabs. 

You can view the calculation properties such as expression, control conditions, and calculation 
complexity in the Overview tab of a calculation asset.

Note: If a new record is added to the source system and you run an incremental metadata extraction job, 
no objects are extracted because the metadata has not changed. If an incremental metadata extraction 
job includes a view, the job extracts the corresponding tables even if the tables were extracted in 
previous runs. 
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For more information about working with assets, see Working with Assets in the Data Governance and 
Catalog help.

View data lineage
Data lineage is a visual representation of the flow of data across the systems in your organization. Lineage 
depicts how the data flows from the system of its origin to the system of its destination.

Data lineage views are available for technical assets in the catalog source. You can view lineage at the 
catalog source, data set, or data element level.

The lineage at the catalog source level shows how data flows from one catalog source to another. The 
lineage at the data set and the data element levels show how other technical assets such as files or tables 
contribute to the selected asset.

If linking catalog sources is available for your catalog source, you can use Metadata Command Center to 
generate data lineage based on rules or by generating automated lineage with CLAIRE. You can choose 
source and target catalog sources and objects to link and generate lineage.

To determine whether linking catalog sources is available for your catalog source, navigate to the 
Configuration tab of the Link Catalog Sources page. The catalog source must appear in the list of source and 
target catalog sources.

For information about linking catalog sources, see Link catalog sources in the Administration help.

View lineage at the catalog source level
The catalog source level shows how data flows from one catalog source to another with the lineage 
aggregating data from the data set and data element levels.

To view data lineage at the catalog source level, open a technical asset, click the Lineage tab, and then verify 
that the level is set to Catalog Source Level.

View lineage at the data set level
The data set level is a view that shows individual sets of data in the data flow.

To view lineage at the data set level, open a technical asset, click the Lineage tab, and then verify that the 
level is set to Data Set Level.
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The following image shows how the target view gets data from the referenced source table before 
connection assignment:

The following image shows how the target view gets data from the actual source table after connection 
assignment:

View lineage at the data element level
The data element level displays details of the data set level. At the data element level, you can see the input 
sources for expressions or commands and calculations or transformations on the data.

To view data lineage at the data element level, open a technical asset, click the Lineage tab, and then verify 
that the level is set to Data Element Level.
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The following image shows how the target view columns get data from the columns of the referenced source 
table before connection assignment:
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The following image shows how the target view columns get data from one column of the actual source table 
after connection assignment:

View data profiling results
When you enable the data profiling task for a catalog source in Metadata Command Center, the system runs 
a profile to evaluate the quality of the metadata extracted from the source system. The profiling statistics 
appear in Data Governance and Catalog when you open the technical assets.

The scope of profiling statistics that Data Governance and Catalog displays depends on the data profiling 
configuration parameters that you set when you configured the catalog source in Metadata Command 
Center.
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The following image shows the data profiling statistics that appear on a column asset page in Data 
Governance and Catalog:

For more information about data profiling results, see Asset Details in the Data Governance and Catalog help.

View data observability results
When you enable data observability for a catalog source in Metadata Command Center, you can view and 
evaluate the events that it generates in Data Governance and Catalog. These events indicate anomalies 
identified in the characteristics of the profiled data in your source system.

You can view the events that data observability generates for anomalies identified for catalog sources, 
technical data sets, and data elements. You can then take appropriate actions for the generated events.
Note: The administrator of the catalog source might have applied filters to the data to narrow down the data 
elements that are applicable for business users in Data Governance and Catalog. The data for which users 
receive anomaly notifications depend on the filters that are configured for the catalog source.

The following image shows the open events for a column asset in Data Governance and Catalog:

For more information about data observability results, see Working With Assets in the Data Governance and 
Catalog help.
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View classified data
When you add data classification rules to a catalog source in Metadata Command Center, the system 
identifies the columns and tables that match the rules and displays one or more matched data classifications 
on the column or table asset pages in Data Governance and Catalog.

The following image shows a column asset page with the inferred data element classifications that match 
the column data and metadata: 

For more information about data classification assets, see Asset Details in the Data Governance and Catalog 
help.

View glossary associations
When you enable the glossary association capability for a catalog source in Metadata Command Center, you 
can view the accepted glossary assets in Data Governance and Catalog.

The Overview tab for a technical asset in the catalog source displays glossary assets in the Accepted and 
CLAIRE Recommendations sections.

The Glossaries panel shows the automatically accepted and CLAIRE® recommended terms.
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The following image shows a sample asset page:
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