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Preface
Read the Siebel Accelerator Guide to learn how to perform dynamic data masking on data in an Oracle 
database configured for Siebel.

Informatica Resources
Informatica provides you with a range of product resources through the Informatica Network and other online 
portals. Use the resources to get the most from your Informatica products and solutions and to learn from 
other Informatica users and subject matter experts.

Informatica Network
The Informatica Network is the gateway to many resources, including the Informatica Knowledge Base and 
Informatica Global Customer Support. To enter the Informatica Network, visit 
https://network.informatica.com.

As an Informatica Network member, you have the following options:

• Search the Knowledge Base for product resources.

• View product availability information.

• Create and review your support cases.

• Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base
Use the Informatica Knowledge Base to find product resources such as how-to articles, best practices, video 
tutorials, and answers to frequently asked questions.

To search the Knowledge Base, visit https://search.informatica.com. If you have questions, comments, or 
ideas about the Knowledge Base, contact the Informatica Knowledge Base team at 
KB_Feedback@informatica.com.

Informatica Documentation
Use the Informatica Documentation Portal to explore an extensive library of documentation for current and 
recent product releases. To explore the Documentation Portal, visit https://docs.informatica.com.

If you have questions, comments, or ideas about the product documentation, contact the Informatica 
Documentation team at infa_documentation@informatica.com.

5

https://network.informatica.com
http://search.informatica.com
mailto:KB_Feedback@informatica.com
https://docs.informatica.com
mailto:infa_documentation@informatica.com


Informatica Product Availability Matrices
Product Availability Matrices (PAMs) indicate the versions of the operating systems, databases, and types of 
data sources and targets that a product release supports. You can browse the Informatica PAMs at 
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity
Informatica Velocity is a collection of tips and best practices developed by Informatica Professional Services 
and based on real-world experiences from hundreds of data management projects. Informatica Velocity 
represents the collective knowledge of Informatica consultants who work with organizations around the 
world to plan, develop, deploy, and maintain successful data management solutions.

You can find Informatica Velocity resources at http://velocity.informatica.com. If you have questions, 
comments, or ideas about Informatica Velocity, contact Informatica Professional Services at 
ips@informatica.com.

Informatica Marketplace
The Informatica Marketplace is a forum where you can find solutions that extend and enhance your 
Informatica implementations. Leverage any of the hundreds of solutions from Informatica developers and 
partners on the Marketplace to improve your productivity and speed up time to implementation on your 
projects. You can find the Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support
You can contact a Global Support Center by telephone or through the Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at 
the following link: 
https://www.informatica.com/services-and-training/customer-success-services/contact-us.html.

To find online support resources on the Informatica Network, visit https://network.informatica.com and 
select the eSupport option.
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C h a p t e r  1

Introduction to the Siebel 
Accelerator

This chapter includes the following topic:

• Siebel Accelerator Overview, 7

Siebel Accelerator Overview
Use the Siebel accelerator to implement Dynamic Data Masking for an Oracle database configured for Siebel. 
The accelerator package contains predefined Dynamic Data Masking connection and security rules for 
common masking requirements.

The Siebel accelerator is in the Dynamic Data Masking installation folder as an additional component that 
you can configure to work with a Siebel database. You can use the accelerator rules to mask data based on 
the Siebel user and the Siebel position of the user that accesses the database.
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C h a p t e r  2

Siebel Accelerator Setup
This chapter includes the following topics:

• Siebel Accelerator Setup Overview, 8

• Verify Requirements, 9

• Create Dynamic Data Masking Database Administrator User, 9

• Compile the Database Objects, 9

• Create a Database Connection, 10

• Import Connection Rules, 10

• Import Application Security Rules, 11

• Import Development Security Rules, 11

Siebel Accelerator Setup Overview
Set up the Siebel accelerator to use predefined connection and security rules.

You can find the Siebel accelerator in the following directory:

<Dynamic Data Masking installation>\Accelerators\Siebel

To set up the Siebel accelerator, perform the following tasks:

1. Verify the installation requirements.

2. Create a Dynamic Data Masking database administrator user.

3. Compile the database objects.

4. Create a Dynamic Data Masking Oracle database connection.

5. Import the Siebel accelerator connection rules.

6. Import the Siebel accelerator application security rules.

7. Import the Siebel accelerator development security rules.
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Verify Requirements
Verify the following requirements before you use the Siebel accelerator:

• Dynamic Data Masking version 9.1.0 or later must be installed.

• The database must be an Oracle database configured for Siebel.

Create Dynamic Data Masking Database 
Administrator User

Create a Dynamic Data Masking database administrator user to use the Siebel accelerator.

Connect to the database with the sys user and run the following database commands:

CREATE USER DDMUSER IDENTIFIED BY DDMUSER

ALTER USER DDMUSER QUOTA UNLIMITED ON USERS

GRANT BECOME USER TO DDMUSER

GRANT CREATE SESSION TO DDMUSER

GRANT ALTER SESSION TO DDMUSER

GRANT SELECT ANY TABLE TO DDMUSER

GRANT SELECT ANY DICTIONARY TO DDMUSER ACTIVE

GRANT DBA TO DDMUSER

Note: The database commands create a database user with the user name DDMUSER and password 
DDMUSER. You can change the values of the user name and password.

Compile the Database Objects
Use the SQL scripts in the Siebel folder to compile the database objects.

You can find the SQL script files in the following directory:
<Dynamic Data Masking installation>\Accelerators\Siebel\sql\Oracle

1. Connect to the database with the Dynamic Data Masking database user you created to use the Siebel 
accelerator. 

2. Compile the Siebel matchers spec package with the following script: 

DDM_SIEBEL_MATCHERS_spec.sql
3. Compile the Siebel matchers body package with the following script: 

DDM_SIEBEL_MATCHERS_body.sql
4. Grant execute privileges to all users with the following database command: 

GRANT EXECUTE ON DDM_SIEBEL_MATCHERS TO PUBLIC
5. Create a public synonym for the Siebel matchers package with the following database command: 

CREATE PUBLIC SYNONYM DDM_SIEBEL_MATCHERS FOR DDM_SIEBEL_MATCHERS
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Create a Database Connection
Create a Dynamic Data Masking database connection for Oracle in the Management Console.

1. Log in to the Dynamic Data Masking Management Console. 

2. Highlight the Dynamic Data Masking Server in the Management Console tree and select Tree > Add DDM 
Services. 

The Add DDM Services window appears.

3. Check DDM for Oracle and click OK. 

The DDM for Oracle node appears in the Management Console tree.

4. Highlight a domain node or the Management Console tree root node and select Tree > Add Database. 

The Add Database window appears.

5. Select the Oracle database type. 

6. Configure the Oracle database connection parameters. 

The following table describes the database connection parameters:

Parameter Description

Database Name Logical name defined for the target database.

Instance Name Instance name for the target database.

Listener Address Server host name or TCP/IP address for the target database.

Listener Port TCP/IP listener port for the target database.

Listener Service Name Service name for the target database.

DBA Username The user name of the user you created to use the Siebel accelerator.

DBA Password Password for the user you created to use the Siebel accelerator.

7. Click Test Connection and verify that Dynamic Data Masking is connected to the database. 

8. Click OK. 

The database node appears in the Management Console.

Import Connection Rules
Import the Siebel accelerator connection rules into the Management Console.

1. Highlight the DDM for Oracle node in the Management Console tree and select Tree > Connection Rules. 

The Rule Editor opens.

2. In the Rule Editor, highlight the DDM for Oracle node in the tree and select Action > Import. 

The Import window opens.

3. Navigate to the following directory: 
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<Dynamic Data Masking installation>\Accelerators\Siebel\rules\Oracle
4. Select the SiebelConnectionRules.xml file and click Import. 

The SiebelAppConnRule and SiebelDevConnRule connection rules appear in the Rule Editor.

5. Select File > Update Rules to save the connection rules. 

6. Select File > Exit to close the Rule Editor. 

Note: If you modify the Siebel connection rules, you must log out of the Siebel application and log in again.

Import Application Security Rules
Import the Siebel accelerator application security rules into the Management Console.

1. Highlight the Management Console tree root node in the Management Console tree and select Tree > 
Security Rule Set. 

The Add Rule Set window opens.

2. Enter SiebelAppRuleSet as the rule set name and click OK. 

The SiebelAppRuleSet rule appears in the Management Console tree.

3. Highlight the SiebelAppRuleSet rule set and select Tree > Security Rule Set. 

The Rule Editor opens.

4. In the Rule Editor, select Action > Import. 

The Import window opens.

5. Navigate to the following directory: 

<Dynamic Data Masking installation>\Accelerators\Siebel\rules\Oracle
6. Select the SiebelAppRuleSet.xml file and click Import. 

The MatchSiebelTables rule folder appears in the Rule Editor.

7. Expand the MatchSiebelTables rule folder to view the UserHandling and PositionHandling rules. 

8. Define BlackList and WhiteList rules in the Rule Editor. Highlight a rule and select Action > Edit to open 
the Edit Rule window. 

9. Select File > Update Rules to save the security rules. 

10. Select File > Exit to close the Rule Editor. 

Import Development Security Rules
Import the Siebel accelerator development security rules into the Management Console.

1. Highlight the Dynamic Data Masking Server node in the Management Console tree and select Tree > Add 
Rule Set. 

The Add Rule Set window opens.

2. Enter SiebelDevRuleSet as the rule set name and click OK. 

The SiebelDevRuleSet rule set appears in the Management Console tree.
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3. Highlight the SiebelDevRuleSet rule set and select Tree > Security Rule Set. 

The Rule Editor opens.

4. In the Rule Editor, select Action > Import. 

The Import window opens.

5. Navigate to the following directory: 

<Dynamic Data Masking installation>\Accelerators\Siebel\rules\Oracle
6. Select the SiebelDevRuleSet.xml file and click Import. 

The SiebelDevRuleSet rule appears in the Rule Editor.

7. Highlight the SiebelDevRuleSet rule set and select Action > Edit to open the Edit Rule window and edit 
the rule. 

8. Create security rules for Siebel development tools. Select Action > Insert Rule to create new rules. 

9. Select File > Update Rules to save the security rules. 

10. Select File > Exit to close the Rule Editor. 
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C h a p t e r  3

Siebel Accelerator Rules
This chapter includes the following topics:

• Siebel Accelerator Rules Overview, 13

• Siebel Accelerator Connection Rules, 13

• SiebelDevRuleSet Security Rule Set, 14

• SiebelAppRuleSet Security Rule Set, 15

Siebel Accelerator Rules Overview
The Siebel accelerator contains an Oracle connection rule set and multiple security rule sets. The rule sets 
contain predefined rules that are common masking techniques.

The connection rule set contains rules that direct the SQL statement to the security rule sets. The security 
rule sets determine how the data is masked. You can modify the rules to alter the masking techniques.

The following table describes the Siebel accelerator rule sets:

Rule Set Description

Connection Rule Set An Oracle connection rule set that directs SQL requests to the SiebelDevRuleSet and 
SiebelAppRuleSet security rule sets.

SiebelDevRuleSet A security rule set that masks rules that do not come from a Siebel client. You use the 
SiebelDevRuleSet for SQL requests from the development team.

SiebelAppRuleSet A security rule set that masks rules that come from a Siebel client. The SiebelAppRuleSet 
masks requests sent from non-development team users.

Siebel Accelerator Connection Rules
The Siebel accelerator connection rules direct SQL requests to security rule sets.

The SiebelDevConnRule connection rule matches SQL requests that do not come from a Siebel client. It 
directs requests to the SiebelDevRuleSet security rule set. You can use the SiebelDevConnRule to direct 
requests from development tools such as Toad and SQL Developer.
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The SiebelAppConnRule connection rule matches SQL requests that come from a Siebel client. It directs 
requests to the SiebelAppRuleSet security rule set. You can use SiebelAppConnRule to direct requests that 
come from non-development tools.

The following table describes the Siebel accelerator connection rules:

Rule Description

SiebelDevConnRule Directs requests that do not come from a Siebel client to the SiebelDevRuleSet security rule set.

SiebelAppConnRule Directs requests that come from a Siebel client to the SiebelAppRuleSet security rule set.

Note: Changes that you make to the Siebel connection rules take effect the next time you log in.

SiebelDevConnRule Connection Rule
The SiebelDevConnRule connection rule directs all database requests that do not come from a Siebel client 
to the SiebelDevRuleSet security rule set. You can use the SiebelDevConnRule rule to direct requests that 
come from the development team.

The SiebelDevConnRule connection rule uses the Client/Application Information matcher to identify incoming 
requests. The matcher contains items on the exclude list that identify Siebel thick and thin clients. The 
connection rule is applied to any request that comes from a tool that is not on the exclude list. The rule 
action specifies that Dynamic Data Masking uses the SiebelDevRuleSet security rule set for the request.

For example, if the development team accesses the database through SQL Developer, the SiebelDevConnRule 
connection rule directs the request to the SiebelDevRuleSet security rule set.

SiebelAppConnRule Connection Rule
The SiebelAppConnRule connection rule directs all database requests from a Siebel client to the 
SiebelAppRuleSet security rule set. You can use the SiebelAppConnRule rule for non-development purposes.

The SiebelAppConnRule connection rule uses the Client/Application Information matcher to identify incoming 
requests. The matcher contains items on the include list that identify Siebel thick and thin clients. The 
connection rule is applied to any request that comes from a tool that is on the include list. The rule action 
specifies that Dynamic Data Masking uses the SiebelAppRuleSet security rule set for the request.

For example, if a user accesses the database through Siebel Web Client, the SiebelAppConnRule connection 
rule directs the request to the SiebelAppRuleSet security rule set.

SiebelDevRuleSet Security Rule Set
The SiebelDevRuleSet security rule set receives requests from the SiebelDevConnRule connection rule directs 
SQL if the request does not come from a Siebel client.

The SiebelDevRuleSet security rule set contains the TestSiebelDevRuleSet security rule. The 
TestSiebelDevRuleSet rule does not mask data. You can modify the TestSiebelDevRuleSet security rule and 
add rules to the rule set to mask data when a request comes from a development tool.

For example, the development team works from 8:00 a.m. to 5:00 p.m. You want to block access to the 
database from development tools when the development team is not at work. Create a security rule in the 

14       Chapter 3: Siebel Accelerator Rules



SiebelDevRuleSet security rule set that uses the Time of Day matcher to block requests to the database at all 
other times of day.

The following table describes the rule in the SiebelDevRuleSet security rule set:

Rule Description

TestSiebelDevRuleSet Security rule that you modify to mask data for requests that come from development tools.

SiebelAppRuleSet Security Rule Set
The SiebelAppRuleSet security rule receives requests from the SiebelAppConnRule connection rule if the 
request comes from a Siebel client. You can mask data based on the user or the position of the user that 
sends the SQL request.

The following table describes the rule folders in the SiebelAppRuleSet security rule set:

Rule Folder Description

BlackList A rule folder that contains a BlockUpdates folder and a MaskingRule rule. Use the Symbol 
matcher in the BlackList folder to define groups of users and positions of users that receive 
masked data.

MatchSiebelTables A rule folder that contains the UserHandling and PositionHandling folders.

PositionHandling A rule folder that contains BlackList and WhiteList folders. The rules in the PositionHandling 
folder mask data based on the position of the user that sends the SQL request.

UserHandling A rule folder that contains BlackList and WhiteList folders. The rules in the UserHandling folder 
mask data based on the user that sends the SQL request.

WhiteList A rule folder that contains a StopIfWhiteList rule, a BlockUpdates folder, and a MaskingRule rule.

The following table describes the rules in the SiebelAppRuleSet:

Rule Description

BlockUpdates A rule folder that contains rules that prevent updates of masked data.

MaskingRule A masking rule. Define masking functions in the MaskingRule rule.

StopIfWhiteList A rule that defines the users or positions of users that receive unmasked data.

MatchSiebelTables Rule Folder
The MatchSiebelTables folder is a security rule folder in the SiebelAppConnRule security rule set that 
contains all the accelerator rules and folders.

The MatchSiebelTables folder uses the Text matching method to identify tables that contain personally 
identifiable information. The matcher contains a list of common tables that contain personally identifiable 
information. You can add and remove tables from the list.
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The MatchSiebelTables folder uses the Continue rule processing action. If the SQL request matches the rule, 
the request continues to the folders inside the MatchSiebelTables folder.

UserHandling and PositionHandling Rule Folders
The UserHandling and PositionHandling folders are security rule folders in the MatchSiebelTables folder that 
contain masking rules.

The UserHandling folder contains rules that mask data based on the user that sends the SQL request. The 
PositionHandling folder contains rules that mask data based on the position of the user that sends the SQL 
request.

If you want to mask data based on the user that accesses the database, enable the UserHandling folder and 
disable the PositionHandling folder. If you want to mask data based on the position of the user that accesses 
the database, enable the PositionHandling folder and disable the UserHandling folder.

The UserHandling and PositionHandling folders do not contain a rule matcher or rule action. They are 
containers for groups of rules.

Note: Disable the UserHandling or PositionHandling folder based on how you want to mask data. If you 
enable the UserHandling folder and the PositionHandling folder, the SQL request will go to the first folder in 
the tree.

BlackList Rule Folder
The BlackList rule folder is a security rule folder in the UserHandling and PositionHandling folders that 
defines the users and positions of users that receive masked data.

You can define the list of BlackList users and user positions in the BlackList folder. Define BlackList users in 
the UserHandling folder and BlackList user positions in the PositionHandling folder.

If you want to mask data based on the users or user positions in the BlackList, enable the BlackList folder 
and disable the WhiteList folder.

The BlackList folder contains a BlockUpdates folder. The BlockUpdates folder contains rules that prevent 
updates of masked data.

The BlackList folder contains a masking rule that masks columns that contain personally identifiable 
information. You can modify the masking rule in the Rule Editor.

For example, you have 100 users. You want to mask data when 20 of the users access the database. Enable 
the UserHandling folder and disable the PositionHandling folder. In the UserHandling folder, enable the 
BlackList folder and disable the WhiteList folder. List the 20 users in the BlackList folder. Dynamic Data 
Masking will mask data when a request is sent from the users in the BlackList folder.

WhiteList Rule Folder
The WhiteList rule folder is a security rule folder in the UserHandling and PositionHandling folders that 
defines the users and positions of users that receive unmasked data.

You can define the list of WhiteList users and user positions in the StopIfWhiteList rule within the WhiteList 
folder. Define WhiteList users in the UserHandling folder and WhiteList user positions in the PositionHandling 
folder.

If you want to mask data based on the users or user positions in the WhiteList folder, enable the WhiteList 
folder and disable the BlackList folder.

The WhiteList folder contains a BlockUpdates folder. The BlockUpdates folder contains rules that prevent 
updates of masked data.
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The WhiteList folder contains a masking rule that masks columns that contain personally identifiable 
information. You can modify the masking rule in the Rule Editor.
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