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Abstract

This document contains important information about installation, fixed limitations, and known limitations for
Dynamic Data Masking.



CHAPTER 1

Emergency Bug Fixes (9.9)

Dynamic Data Masking 9.9 includes the following emergency bug fixes:

EBF Reference Description
Number

EBF-14036 DDM-3303 The Masking function cannot mask more than four characters in the value on
Microsoft SQL Server databases.

EBF-13720 DDM-3255 Enable the Insert and Select statements for Teradata databases.

EBF-13269 DDM-3188 When you use the Easy Connect Naming method with the SQL*Plus client, Dynamic
Data Masking cannot connect to Oracle.

EBF-13136 DDM-3169 When the client machine is enabled for Reverse HostName Lookup, Microsoft SQL
Server Management Studio does not connect to the Microsoft SQL Server database
immediately.

EBF-12854 DDM-3127 Dynamic Data Masking uses the jackson-databind-2.8.1 JAR which, according
to the National Vulnerability Database, has critical vulnerable exceptions.

EBF-12710 DDM-3095 You cannot mask data during the creation process of volatile tables in Teradata.

DDM-3096 The Date-Time expression does not work in Teradata if it does not include the
keyword: extract

EBF-12203 DDM-3028 When the database is Informix, the Dynamic Data Masking server is unresponsive to
clients in a multi-threaded environment.

EBF-11869 - DDM-3000 - On machines with Red Hat Linux v7.3, when the Dynamic Data Masking server is

- DDM-3008 repeatedly stoped and started, the server fails to restart.

- DDM-2997 - When OS authentication is enabled for Oracle databases, the Dynamic Data

- DDM-2960 Masking symbols cannot be retrieved.

- DDM-3001 - When Dynamic Data Masking processes split packets of a result set, the CPU
usage rises to0 99%.

- When the database is Microsoft SQL Server or Oracle, the Dynamic Data Masking
server cannot parse SQL statements that use identifiers such as TEXT, CONTENT,
and LOGIN for column names.

- Unable to mask data from Oracle Apps when an SQL statement is sent in multiple
packets.

EBF-11764 DDM-2860 The same masking rule is applied to tables with the same name and columns in all
schemas even if the masking rule was specified for one schema.
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EBF Reference Description
Number
EBF-11595 DDM-2962 Dynamic Data Masking displays unmasked data on the Oracle Enterprise Resource
Planning client.
EBF-11166 DDM-2137 Provide impersonation support for the Informatica Data Vault.
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CHAPTER 2

Fixed Limitations (9.9)

Review the Release Notes of previous releases for information about previous fixed limitations.

The following table describes the fixed limitations:

Reference Description

Number

DDM-3027 Unable to mask data in Hive when then syntax contains: INSERT TABLE...SELECT
DDM-2941 Unable to import sensitive columns if an existing security rule uses the Any matcher.




CHAPTER 3

Known Limitations (9.9)

The following table describes the known limitations:

Reference Description

Number

DDM-3284 On Teradata databases, Dynamic Data Masking cannot parse the query if the COALESCE function
contains the default value.

DDM-3281 On Microsoft SQL Server databases, Dynamic Data Masking cannot bind NULL or empty values in
the Stored Procedure Accelerator.

DDM-3233 When a Hive query contains the insert into...select syntax, the From clause matcher does
not function.

DDM-3230 When the Hive node URL in Apache ZooKeeper contains the default Namespace hiveserver2,
Dynamic Data Masking cannot resolve the _HOST issue.

DDM-3224 On PostgreSQL databases, duplicate columns appear in the result sets for join queries.

DDM-3189 If the Hive database name does not match the client connection URL and the Dynamic Data
Masking database node, Dynamic Data Masking cannot mask data.

DDM-3186 When the service is Hive or Hive/HTTP, the Client/Application Information matcher does not
function.

DDM-3172 When the database is Microsoft Azure SQL Database, the Client/Application Information matcher
does not function.

DDM-3167 Dynamic Data Masking does not support XML functions in PostgreSQL databases.

DDM-3148 When the database is PostgreSQL and the query contains WITH RECURSIVE, the Parser fails.

DDM-3125 When the database is Microsoft SQL Server and the query contains the relative path in object
names, the Parser fails. For example, the Parser fails if the query is: Select *
from ...employee




CHAPTER 4

Informatica Global Customer
Support

You can contact a Global Support Center by telephone or through the Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at
the following link:

https://www.informatica.com/services-and-training/customer-success-services/contact-us.html.

To find online support resources on the Informatica Network, visit https://network.informatica.com and
select the eSupport option.
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