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Preface
The Test Data Management Release Guide lists new features and enhancements, behavior changes between 
versions, and tasks that you might need to complete after you upgrade from a previous version.

Informatica Resources
Informatica provides you with a range of product resources through the Informatica Network and other online 
portals. Use the resources to get the most from your Informatica products and solutions and to learn from 
other Informatica users and subject matter experts.

Informatica Network
The Informatica Network is the gateway to many resources, including the Informatica Knowledge Base and 
Informatica Global Customer Support. To enter the Informatica Network, visit 
https://network.informatica.com.

As an Informatica Network member, you have the following options:

• Search the Knowledge Base for product resources.

• View product availability information.

• Create and review your support cases.

• Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base
Use the Informatica Knowledge Base to find product resources such as how-to articles, best practices, video 
tutorials, and answers to frequently asked questions.

To search the Knowledge Base, visit https://search.informatica.com. If you have questions, comments, or 
ideas about the Knowledge Base, contact the Informatica Knowledge Base team at 
KB_Feedback@informatica.com.

Informatica Documentation
Use the Informatica Documentation Portal to explore an extensive library of documentation for current and 
recent product releases. To explore the Documentation Portal, visit https://docs.informatica.com.

Informatica maintains documentation for many products on the Informatica Knowledge Base in addition to 
the Documentation Portal. If you cannot find documentation for your product or product version on the 
Documentation Portal, search the Knowledge Base at https://search.informatica.com.
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If you have questions, comments, or ideas about the product documentation, contact the Informatica 
Documentation team at infa_documentation@informatica.com.

Informatica Product Availability Matrices
Product Availability Matrices (PAMs) indicate the versions of the operating systems, databases, and types of 
data sources and targets that a product release supports. You can browse the Informatica PAMs at 
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity
Informatica Velocity is a collection of tips and best practices developed by Informatica Professional Services 
and based on real-world experiences from hundreds of data management projects. Informatica Velocity 
represents the collective knowledge of Informatica consultants who work with organizations around the 
world to plan, develop, deploy, and maintain successful data management solutions.

You can find Informatica Velocity resources at http://velocity.informatica.com. If you have questions, 
comments, or ideas about Informatica Velocity, contact Informatica Professional Services at 
ips@informatica.com.

Informatica Marketplace
The Informatica Marketplace is a forum where you can find solutions that extend and enhance your 
Informatica implementations. Leverage any of the hundreds of solutions from Informatica developers and 
partners on the Marketplace to improve your productivity and speed up time to implementation on your 
projects. You can find the Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support
You can contact a Global Support Center by telephone or through the Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at 
the following link: 
https://www.informatica.com/services-and-training/customer-success-services/contact-us.html.

To find online support resources on the Informatica Network, visit https://network.informatica.com and 
select the eSupport option.
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Part I: Test Data Management 
10.2.2

This part contains the following chapters:

• New Features and Enhancements (10.2.2), 8

• Changes (10.2.2), 11

7



C h a p t e r  1

New Features and Enhancements 
(10.2.2)

This chapter includes the following topic:

• New Features and Enhancements for Version 10.2.2, 8

New Features and Enhancements for Version 10.2.2
This section describes the new features and enhancements for version 10.2.2.

Format Preserving Encryption Masking
You can use format preserving encryption to mask string data types.

You can use the format preserving encryption rule on the following operating systems:

• SUSE Linux Enterprise 12

• Red Hat Enterprise Linux version 6.7 or later

• Red Hat Enterprise Linux version 7.3 or later

When you choose the encryption masking technique to encrypt source data, you can select the format 
preserving encryption type. The format preserving encryption type includes the following options:

• Preserve Format and Metadata

• Preserve Metadata

• Change Metadata

You can choose the required option based on the output you require.

When you use format preserving encryption masking in a plan, you configure encryption options in the plan.

After you encrypt the source data, you can decrypt it to get back the original data. To get the original data 
back, run the plan with the same pass phrase and the same format preserving encryption rule configuration 
that you used to encrypt the source data.

For information about format preserving encryption masking, see the Test Data Management 10.2.2 User 
Guide.

Before you can use the format preserving encryption masking type in a plan, you must configure the Test 
Data Management machine.
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For information about how to configure the Test Data Management machine, see the Test Data Management 
10.2.2 Installation Guide or the Test Data Management 10.2.2 Upgrade Guide.

Pass Phrase
Create and use a pass phrase to encrypt or decrypt data in a plan that includes the format preserving 
encryption masking type.

The pass phrase generates a key to encrypt or decrypt data. After you encrypt the source data, you can use 
the same pass phrase and the same format preserving encryption option in a plan to decrypt it to get back 
the original data.

For information about how to create and manage pass phrases, see the Test Data Management 10.2.2 
Administrator Guide.

Delimited String Masking
You can use delimited string masking to consistently mask a data substring that occurs anywhere in the 
data.

Configure delimited string masking when you use a key string masking rule and want to consistently mask a 
string of data that appears as a data substring in another column. You can specify delimiters to identify 
substrings.

For information about how to configure delimited string masking, see the Test Data Management 10.2.2 User 
Guide.

Support for JDBC Connection
You can create and use JDBC connections in Test Data Manager.

You can use JDBC connections to perform data masking operations.

Create a JDBC connection to read data from the following relational data sources:

• Oracle

• Microsoft SQL Server

• Sybase

• DB2 for Linux, UNIX and Windows

For information about how to create a JDBC connection, see the Test Data Management 10.2.2 Administrator 
Guide.

Before you can use the JDBC connection in a plan, you must configure the Test Data Management machine.

For information about how to configure the Test Data Management machine, see the Test Data Management 
10.2.2 Installation Guide.

Support for Relational Dictionary Connections with Spark 
Execution Engine

You can perform substitution masking tasks that use relational dictionaries.

If you use the Spark execution engine, you can use the JDBC connection type to connect to dictionaries on 
relational databases.

New Features and Enhancements for Version 10.2.2       9



You can use the JDBC connection type to connect to dictionaries on the following relational databases:

• Oracle

• Microsoft SQL Server

• Sybase ASE

• DB2 for Linux, UNIX and Windows

For information about JDBC connection properties and how to create a relational dictionary, see the Test 
Data Management 10.2.2 Administrator Guide.
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C h a p t e r  2

Changes (10.2.2)
This chapter includes the following topic:

• Changes for Version 10.2.2, 11

Changes for Version 10.2.2
This section describes the changes for version 10.2.2.

Standard Encryption Masking
Effective in version 10.2.2, the AES, CRC, and MD5 encryption algorithms are available under the Standard 
encryption type.

To use the algorithms in an encryption masking rule, you must select the Standard encryption type and then 
select the algorithm.

Previously, you directly selected the AES, CRC, and MD5 encryption algorithms in an encryption masking rule.

For more information about standard encryption, see the Test Data Management 10.2.2 User Guide.

Encryption Options in Plan Settings
Effective in version 10.2.2, you configure encryption options in a plan that includes format preserving 
encryption masking.

The encryption options appear in the Plan Settings page when you create a plan that includes an encryption 
rule with format preserving encryption.

For information about encryption options in a plan, see the Test Data Management 10.2.2 User Guide.

Relational Dictionary Connections for Blaze Execution Engine
Effective in version 10.2.2, if you use the Blaze execution engine, you can use the JDBC connection type to 
create a connection to a relational dictionary. Alternatively, you can choose to install the database client and 
create a relational dictionary connection with other supported connection types.

Previously, TDM did not include a JDBC connection type. You had to install the database client and create a 
relational dictionary connection with the supported connection types.

For information about how to create a JDBC connection, see the Test Data Management 10.2.2 Administrator 
Guide.
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OpenJDK
Test Data Management (TDM) jobs require Java. TDM uses the Java files packaged with the Informatica 
service installer.

Effective in version 10.2.2, the Informatica service installer packages OpenJDK (AzulJDK). The supported 
Java version is Azul OpenJDK 1.8.192.

Previously, the Informatica service installer packaged Oracle Java and TDM used Oracle Java.

For information about how to access the Informatica service installer files, see the Informatica Big Data Suite 
10.2.2 Installation and Configuration Guide.
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C h a p t e r  3

New Features and Enhancements 
(10.2.1)

This chapter includes the following topic:

• New Features and Enhancements for Version 10.2.1, 14

New Features and Enhancements for Version 10.2.1
This section describes the new features and enhancements for version 10.2.1.

Import Metadata from the Model Repository
You can import metadata from the Model repository into the TDM repository.

For information about how to import metadata from the Model repository, see the Test Data Management 
10.2.1 User Guide.

SSN Randomization
You can choose to randomize the nine-digit Social Security number in an SSN masking operation.

Use the SSN randomization technique to mask a Social Security number.

For information about SSN randomization, see the Test Data Management 10.2.1 User Guide.

Data Domain Assignments Import and Export
You can import a data domain assignments file into Test Data Manager and export data domain assignments 
from Test Data Manager.

For example, you can export a data domain assignments file from Secure@Source and import the data 
domain assignments file into Test Data Manager.

You can import a data domain assignments file in CSV format and export data domain assignments as CSV 
files.

For information about how to import and export data domain assignments, see the Test Data Management 
10.2.1 User Guide.
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C h a p t e r  4

Changes (10.2.1)
This chapter includes the following topic:

• Changes for Version 10.2.1, 15

Changes for Version 10.2.1
This section describes the changes for version 10.2.1.

Test Data Manager Service Creation
Test Data Management version 10.2.1 works with Informatica domain service.

The Test Data Manager Service does not require a PowerCenter Integration Service or a PowerCenter 
Repository Service.

Effective in version 10.2.1, you do not select a PowerCenter Integration Service or a PowerCenter Repository 
Service. You cannot choose a Test Data Warehouse Service or an Analyst Service for the Test Data Manager 
Service.

Previously, you selected a PowerCenter Integration Service and PowerCenter Repository Service in the 
domain when you created a Test Data Manager Service. You could optionally choose to enter a Test Data 
Warehouse Service and an Analyst Service.

For information about how to create a Test Data Manager Service, see the Test Data Management 10.2 .1 
Installation Guide.

Infacmd TDM Command Reference
Effective in version 10.2.1, you do not specify a PowerCenter Repository Service or a PowerCenter Integration 
Service when you create the Test Data Manager Service. You cannot choose a Test Data Warehouse Service 
or an Analyst Service.

The following properties are removed from the Infacmd tdm CreateService command to create the Test Data 
Manager Service:

• <-PCRSServiceName|-pcrs> power_center_repo_service
• <-PCISServiceName|-pcis> power_center_int_service
• <-TDWServiceName|-tdw> test_data_warehouse_service
• <-AnalystService|-at> analyst_service

15



Previously, you specified a PowerCenter Repository Service and a PowerCenter Integration Service in the 
domain during Test Data Manager service creation. You could optionally choose to enter a Test Data 
Warehouse Service and an Analyst Service.

For information about how to use the Infacmd tdm CreateService command, see the Test Data Management 
10.2.1 Installation Guide.
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