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Preface
Read the Informatica Test Data Management Release Guide to learn about new features in Test Data 
Management and behavior changes between versions.

Informatica Resources
Informatica provides you with a range of product resources through the Informatica Network and other online 
portals. Use the resources to get the most from your Informatica products and solutions and to learn from 
other Informatica users and subject matter experts.

Informatica Network
The Informatica Network is the gateway to many resources, including the Informatica Knowledge Base and 
Informatica Global Customer Support. To enter the Informatica Network, visit 
https://network.informatica.com.

As an Informatica Network member, you have the following options:

• Search the Knowledge Base for product resources.

• View product availability information.

• Create and review your support cases.

• Find your local Informatica User Group Network and collaborate with your peers.

Informatica Knowledge Base
Use the Informatica Knowledge Base to find product resources such as how-to articles, best practices, video 
tutorials, and answers to frequently asked questions.

To search the Knowledge Base, visit https://search.informatica.com. If you have questions, comments, or 
ideas about the Knowledge Base, contact the Informatica Knowledge Base team at 
KB_Feedback@informatica.com.

Informatica Documentation
Use the Informatica Documentation Portal to explore an extensive library of documentation for current and 
recent product releases. To explore the Documentation Portal, visit https://docs.informatica.com.

If you have questions, comments, or ideas about the product documentation, contact the Informatica 
Documentation team at infa_documentation@informatica.com.
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Informatica Product Availability Matrices
Product Availability Matrices (PAMs) indicate the versions of the operating systems, databases, and types of 
data sources and targets that a product release supports. You can browse the Informatica PAMs at 
https://network.informatica.com/community/informatica-network/product-availability-matrices.

Informatica Velocity
Informatica Velocity is a collection of tips and best practices developed by Informatica Professional Services 
and based on real-world experiences from hundreds of data management projects. Informatica Velocity 
represents the collective knowledge of Informatica consultants who work with organizations around the 
world to plan, develop, deploy, and maintain successful data management solutions.

You can find Informatica Velocity resources at http://velocity.informatica.com. If you have questions, 
comments, or ideas about Informatica Velocity, contact Informatica Professional Services at 
ips@informatica.com.

Informatica Marketplace
The Informatica Marketplace is a forum where you can find solutions that extend and enhance your 
Informatica implementations. Leverage any of the hundreds of solutions from Informatica developers and 
partners on the Marketplace to improve your productivity and speed up time to implementation on your 
projects. You can find the Informatica Marketplace at https://marketplace.informatica.com.

Informatica Global Customer Support
You can contact a Global Support Center by telephone or through the Informatica Network.

To find your local Informatica Global Customer Support telephone number, visit the Informatica website at 
the following link: 
https://www.informatica.com/services-and-training/customer-success-services/contact-us.html.

To find online support resources on the Informatica Network, visit https://network.informatica.com and 
select the eSupport option.
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10.4.0

This part contains the following chapters:

• Notices, 9

• New Features and Enhancements (10.4.0), 10

• Changes (10.4.0), 11
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C h a p t e r  1

Notices
This chapter includes the following topic:

• Installation and Upgrade, 9

Installation and Upgrade
Effective in version 10.4.0, the Test Data Management installer has the following changes:

• You can run the 10.4.0 installer to install Test Data Management to work with Data Engineering and 
traditional products. While you can install traditional products in the same domain with Data Engineering 
products, Informatica recommends that you install the traditional products in separate domains.

• You can run the 10.4.0 installer to upgrade from Test Data Management that you installed to work with 
Data Engineering products and Test Data Management that you installed to work with traditional 
products.
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C h a p t e r  2

New Features and Enhancements 
(10.4.0)

This chapter includes the following topic:

• New Features and Enhancements for Version 10.4.0, 10

New Features and Enhancements for Version 10.4.0
This section describes the new features and enhancements for version 10.4.0.

REST APIs
Test Data Management includes a set of exposed REST APIs that you can use to perform or automate certain 
tasks.

Test Data Management 10.4.0 includes the following new REST APIs:

• POST advanceruleassignments. Assigns an advanced masking rule to a column.

• DELETE advanceruleassignments. Deletes an advanced masking rule assignment for a column.

For information about how to use Test Data Management REST APIs, see the Test Data Management 10.4.0 
REST API Reference.
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C h a p t e r  3

Changes (10.4.0)
This chapter includes the following topic:

• Changes for Version 10.4.0, 11

Changes for Version 10.4.0
There are no changed behaviors in version 10.4.0.
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This part contains the following chapters:

• New Features and Enhancements (10.2.2), 13

• Changes (10.2.2), 16
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C h a p t e r  4

New Features and Enhancements 
(10.2.2)

This chapter includes the following topic:

• New Features and Enhancements for Version 10.2.2, 13

New Features and Enhancements for Version 10.2.2
This section describes the new features and enhancements for version 10.2.2.

Format Preserving Encryption Masking
You can use format preserving encryption to mask string data types.

You can use the format preserving encryption rule on the following operating systems:

• SUSE Linux Enterprise 12

• Red Hat Enterprise Linux version 6.7 or later

• Red Hat Enterprise Linux version 7.3 or later

When you choose the encryption masking technique to encrypt source data, you can select the format 
preserving encryption type. The format preserving encryption type includes the following options:

• Preserve Format and Metadata

• Preserve Metadata

• Change Metadata

You can choose the required option based on the output you require.

When you use format preserving encryption masking in a plan, you configure encryption options in the plan.

After you encrypt the source data, you can decrypt it to get back the original data. To get the original data 
back, run the plan with the same pass phrase and the same format preserving encryption rule configuration 
that you used to encrypt the source data.

For information about format preserving encryption masking, see the Test Data Management 10.2.2 User 
Guide.

Before you can use the format preserving encryption masking type in a plan, you must configure the Test 
Data Management machine.
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For information about how to configure the Test Data Management machine, see the Test Data Management 
10.2.2 Installation Guide or the Test Data Management 10.2.2 Upgrade Guide.

Pass Phrase
Create and use a pass phrase to encrypt or decrypt data in a plan that includes the format preserving 
encryption masking type.

The pass phrase generates a key to encrypt or decrypt data. After you encrypt the source data, you can use 
the same pass phrase and the same format preserving encryption option in a plan to decrypt it to get back 
the original data.

For information about how to create and manage pass phrases, see the Test Data Management 10.2.2 
Administrator Guide.

Delimited String Masking
You can use delimited string masking to consistently mask a data substring that occurs anywhere in the 
data.

Configure delimited string masking when you use a key string masking rule and want to consistently mask a 
string of data that appears as a data substring in another column. You can specify delimiters to identify 
substrings.

For information about how to configure delimited string masking, see the Test Data Management 10.2.2 User 
Guide.

Support for JDBC Connection
You can create and use JDBC connections in Test Data Manager.

You can use JDBC connections to perform data masking operations.

Create a JDBC connection to read data from the following relational data sources:

• Oracle

• Microsoft SQL Server

• Sybase

• DB2 for Linux, UNIX and Windows

For information about how to create a JDBC connection, see the Test Data Management 10.2.2 Administrator 
Guide.

Before you can use the JDBC connection in a plan, you must configure the Test Data Management machine.

For information about how to configure the Test Data Management machine, see the Test Data Management 
10.2.2 Installation Guide.

Support for Relational Dictionary Connections with Spark 
Execution Engine

You can perform substitution masking tasks that use relational dictionaries.

If you use the Spark execution engine, you can use the JDBC connection type to connect to dictionaries on 
relational databases.
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You can use the JDBC connection type to connect to dictionaries on the following relational databases:

• Oracle

• Microsoft SQL Server

• Sybase ASE

• DB2 for Linux, UNIX and Windows

For information about JDBC connection properties and how to create a relational dictionary, see the Test 
Data Management 10.2.2 Administrator Guide.
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C h a p t e r  5

Changes (10.2.2)
This chapter includes the following topic:

• Changes for Version 10.2.2, 16

Changes for Version 10.2.2
This section describes the changes for version 10.2.2.

Standard Encryption Masking
Effective in version 10.2.2, the AES, CRC, and MD5 encryption algorithms are available under the Standard 
encryption type.

To use the algorithms in an encryption masking rule, you must select the Standard encryption type and then 
select the algorithm.

Previously, you directly selected the AES, CRC, and MD5 encryption algorithms in an encryption masking rule.

For more information about standard encryption, see the Test Data Management 10.2.2 User Guide.

Encryption Options in Plan Settings
Effective in version 10.2.2, you configure encryption options in a plan that includes format preserving 
encryption masking.

The encryption options appear in the Plan Settings page when you create a plan that includes an encryption 
rule with format preserving encryption.

For information about encryption options in a plan, see the Test Data Management 10.2.2 User Guide.

Relational Dictionary Connections for Blaze Execution Engine
Effective in version 10.2.2, if you use the Blaze execution engine, you can use the JDBC connection type to 
create a connection to a relational dictionary. Alternatively, you can choose to install the database client and 
create a relational dictionary connection with other supported connection types.

Previously, TDM did not include a JDBC connection type. You had to install the database client and create a 
relational dictionary connection with the supported connection types.

For information about how to create a JDBC connection, see the Test Data Management 10.2.2 Administrator 
Guide.
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OpenJDK
Test Data Management (TDM) jobs require Java. TDM uses the Java files packaged with the Informatica 
service installer.

Effective in version 10.2.2, the Informatica service installer packages OpenJDK (AzulJDK). The supported 
Java version is Azul OpenJDK 1.8.192.

Previously, the Informatica service installer packaged Oracle Java and TDM used Oracle Java.

For information about how to access the Informatica service installer files, see the Informatica Big Data Suite 
10.2.2 Installation and Configuration Guide.
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Part III: Test Data Management 
10.2.0 HotFix 2

This part contains the following chapters:

• New Features and Enhancements (10.2.0 HotFix 2), 19

• Changes (10.2.0 HotFix 2), 22
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New Features and Enhancements 
(10.2.0 HotFix 2)

This chapter includes the following topic:

• New Features and Enhancements for Version 10.2.0 HotFix 2, 19

New Features and Enhancements for Version 10.2.0 
HotFix 2

This section describes the new features and enhancements for version 10.2.0 HotFix 2.

AzureDWv3 Connectivity
You can create an AzureDWv3 connection in Test Data Manager.

Use the AzureDWv3 connection type to connect to a Microsoft Azure SQL Data Warehouse database to 
perform data masking tasks.

For information about how to create an AzureDWv3 connection, see the Test Data Management 10.2.0 HotFix 
2 Administrator Guide.

REST APIs
Test Data Management includes a set of exposed REST APIs that you can use to perform or automate certain 
tasks.

Test Data Management 10.2.0 HotFix 2 includes the following new REST APIs:

• GET schemas. Lists all schemas for a connection.

• GET sources. Lists all sources for a schema.

• GET pcrepo/folders. Lists all folders in the associated PowerCenter repository.

• GET pcrepo/sources. Lists all sources in a folder in the associated PowerCenter repository.

• GET connections. Lists all connections.

• GET template/connection. Returns a template of properties required to create a specific type of 
connection.
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• POST connections. Creates a connection.

• DELETE connection. Deletes a connection.

• POST metadata/connection. Imports metadata from a connection into a project in Test Data Manager.

• POST metadata/pcrepo. Imports metadata from a folder in the PowerCenter repository into a project in 
Test Data Manager.

• GET encryptedstring. Returns the encrypted value of a string.

For information about how to use Test Data Management REST APIs, see the Test Data Management 10.2.0 
HotFix 2 REST API Reference.

Cross-Realm Kerberos Authentication
You can install Test Data Management in an Informatica domain configured to use Kerberos cross-realm 
authentication.

Kerberos cross-realm authentication enables Informatica clients that belong to one Kerberos realm to 
authenticate with nodes and application services that belong to another Kerberos realm.

For information on how to configure the Informatica domain, see the Informatica 10.2 HotFix 2 Security Guide.

Handling Empty String Values in Non Null Target Columns
You can configure values for a plan to use in place of empty string values in a non null target column.

Add default fields to the project configuration to enter the required values. All plans that you run from the 
project use the values in place of empty string values when the target column is a non null column.

For information about how to configure a project to handle empty string values, see the Test Data 
Management 10.2.0 HotFix 2 User Guide.

Lookup Transformation Connections
You can choose different connections for each Lookup transformation in a mapplet.

If a mapplet contains more than one Lookup transformation, you can choose individual lookup connections 
for each transformation. You can select flat file or relational connections in the plan settings when you create 
or edit a plan.

Previously, you could choose one connection for all Lookup transformations in a plan.

For information about how to configure lookup connections in a plan, see the Test Data Management 10.2.0 
HotFix 2 User Guide.

Target Table Conflict Resolution
You can choose how to handle target table definition conflicts that arise when you generate a plan multiple 
times.

Each time you generate a plan, it creates a duplicate target table definition in PowerCenter Designer. You can 
configure a strategy to handle duplicate target table definitions at the project level. The settings apply to all 
plans in the project. You can choose to rename an existing table definition, or reuse or replace it each time 
you generate a plan.

Previously, target table definitions were renamed each time you generate a plan and you could not change 
the default behavior.
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For information about how to configure a strategy to handle duplicate target table definitions, see the Test 
Data Management 10.2.0 HotFix 2 User Guide.

Parameters in Cyclic Entities
You can use parameters in cyclic entities when you enter the criteria as an SQL query.

Previously, you could not use parameters in a cyclic entity if you use an SQL query to enter the filter criteria.

For information about how to use parameters in entity criteria, see the Test Data Management 10.2.0 HotFix 2 
User Guide.

Import Metadata Directly from a DB2 for zOS Database
You can import metadata from a DB2 for zOS database directly into Test Data Manager.

Use the DB2 for Linux, UNIX and Windows connection type to create a connection to a DB2 for zOS database.

Previously, you could not import metadata from a DB2 for zOS database directly into Test Data Manager. You 
imported the metadata into the PowerCenter repository and then imported it into Test Data Manager.

When you import the metadata through a DB2 for Linux, UNIX and Windows connection, it imports the unique 
indexes and foreign keys across schema.

For information about how to create a DB2 for Linux, UNIX, and Windows connection for a DB2 for zOS 
database, see the Test Data Management 10.2.0 HotFix 2 Administrator Guide.
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Changes (10.2.0 HotFix 2)
This chapter includes the following topic:

• Changes for Version 10.2.0 HotFix 2, 22

Changes for Version 10.2.0 HotFix 2
This section describes the changes for version 10.2.0 HotFix 2.

String Key Masking
Effective in version 10.2.0 HotFix 2, you can configure a string key masking rule to be not case-sensitive. This 
ensures that the masking rule cannot mask a source input character to the same character in a different 
case.

Previously, you could not change the default case sensitive behavior of a string key masking rule.

For information about how to configure a string key masking rule, see the Test Data Management 10.2.0 
HotFix 2 User Guide.

Connection to Microsoft Azure SQL Data Warehouse Database
Effective in version 10.2.0 HotFix 2, you use the AzureDWv3 connection type to connect to a Microsoft Azure 
SQL Data Warehouse database to perform data masking tasks.

To perform data subset, data generation, and test data warehouse tasks, you use the Microsoft SQL Server 
connection type.

Previously, you used the Microsoft SQL Server connection type to connect to a Microsoft Azure SQL Data 
Warehouse database for all tasks.

For information about how to create an AzureDWv3 connection, see the Test Data Management 10.2.0 HotFix 
2 Administrator Guide.

Plan Settings
Test Data Management 10.2.0 HotFix 2 includes the following changes in properties in a plan:

• To override plan settings at the source level, you can enter the source table name and the target table 
name in the Source Settings page of a plan.
Previously, you could not override source and target table names in a plan.
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• To configure individual lookup connections for mapplets that include multiple Lookup transformations, 
you can configure the connections in the Mapplet Settings section in a plan.
Previously, you could not choose multiple lookup connections in a plan.

For information about how to configure plan settings, see the Test Data Management 10.2.0 HotFix 2 User 
Guide.

OpenJDK
Test Data Management (TDM) jobs require Java. TDM uses the Java files packaged with the Informatica 
service installer.

Effective in version 10.2.0 HotFix 2, the Informatica service installer packages OpenJDK (AzulJDK).

Previously, the Informatica service installer packaged Oracle Java and TDM used Oracle Java.

For information about how to access the Informatica service installer files, see the Informatica 10.2.0 HotFix 
2 Installation and Configuration Guide.

Support for IMS Data Sources
Effective in version 10.2.0 HotFix 2, you can perform the following additional tasks on IMS data sources:

• Test data generation

• You can use IMS data sources in plans with the target as the test data warehouse.

• You can publish data sets created from IMS and VSAM data sources in Test Data Manager to the self-
service portal.

Previously, you could not perform data generation tasks on IMS data sources. You could not create data sets 
in the test data warehouse or publish data packs to the self-service portal from IMS data sources.

For information about the tasks that you can perform on IMS data sources and the IMS data types that you 
can use, see the Test Data Management 10.2.0 HotFix 2 User Guide.

Support for DB2 for z/OS Data Sources
Effective in version 10.2.0 HotFix 2, you can perform the following additional tasks on DB2 for z/OS data 
sources:

• You can publish data sets created from IMS data sources in Test Data Manager to the self-service portal.

• You can perform self-service portal tasks on data packs created from DB2 for z/OS sources and reset a 
data pack to a DB2 for z/OS target.

Previously, you could not publish data packs created from DB2 for z/OS sources to the self-service portal.

For information about the tasks that you can perform on DB2 for z/OS data sources and the DB2 for z/OS 
data types that you can use, see the Test Data Management 10.2.0 HotFix 2 User Guide.

Email Masking Rule
Effective in version 10.2.0 HotFix 2, the email masking rule supports additional criteria.

Previously, the email masking rule supported limited email formats. Email addresses that contain any other 
characters were considered invalid and masked with default values. Additional configuration that you add to 
the masking rule was ignored and the default value loaded to the target.
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For information about how to configure and use the email masking rule, see the Test Data Management 
10.2.0 HotFix 2 User Guide.
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Part IV: Test Data Management 
10.2.0 HotFix 1

This part contains the following chapters:

• New Features and Enhancements (10.2.0 HotFix 1), 26

• Changes (10.2.0 Hot Fix 1), 29
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New Features and Enhancements 
(10.2.0 HotFix 1)

This chapter includes the following topic:

• New Features and Enhancements for Version 10.2.0 HotFix 1, 26

New Features and Enhancements for Version 10.2.0 
HotFix 1

This section describes the new features and enhancements for version 10.2.0 HotFix 1.

Global Parameters
You can create global criteria, connection, and owner parameters in Test Data Manager.

You can use global parameters in all plans that you run to create test data. You can choose to import the 
parameters into a project or use the parameters directly from a global level.

An administrator user can create and edit global parameters. A non administrator user can use global 
parameters in a plan.

For information about creating and managing global parameters, see the Test Data Management 10.2.0 
HotFix 1 Administrator Guide. For information about using a global parameter in a plan, see the Test Data 
Management 10.2.0 HotFix 1 User Guide.

Delimited String Masking
You can use delimited string masking to consistently mask a data substring that occurs anywhere in the 
data.

Configure delimited string masking when you use a key string masking rule and want to consistently mask a 
string of data that appears as a data substring in another column. You can specify delimiters to identify 
substrings.

For information about how to configure delimited string masking, see the Test Data Management 10.2.0 
HotFix 1 User Guide.
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Data Subset Enhancements
You can choose from additional data integration options to use an entity in a data subset plan.

You can choose to apply entity criteria in a one-way or two-way method when you configure a plan. The 
additional methods allow you to configure the data subset output and avoid creating empty tables. You can 
change the way the criteria is applied on tables in an entity at run time and therefore control the data subset 
results. Use the same entity with different data integrity options to create different data subset results.

For information about the data integration options and how to use the options in a data subset plan, see the 
Test Data Management 10.2.0 HotFix 1 User Guide.

Support for Amazon Redshift
You can use an Amazon Redshift database as a source and target in Test Data Management.

You can use an Amazon Redshift database as a source or target in a plan to perform the following tasks:

• Data subset

• Data masking

• Test data generation

You can use an Amazon Redshift database as a source in a plan when the target is the test data warehouse.

For information about how to create a connection with Amazon Redshift, see the Test Data Management 
10.2.0 HotFix 1 Administrator Guide.

For information about how to use an Amazon Redshift database in a plan and the data types that you can 
use, see the Test Data Management 10.2.0 HotFix 1 User Guide.

Support for Microsoft Azure SQL
You can use a Microsoft Azure SQL database as a source and target in Test Data Management.

You can use a Microsoft Azure SQL database as a source or target in a plan to perform the following tasks:

• Data subset

• Data masking

• Test data generation

You can use a Microsoft Azure SQL database as a source in a plan when the target is the test data 
warehouse.

For information about how to create a connection with Microsoft Azure SQL, see the Test Data Management 
10.2.0 HotFix 1 Administrator Guide.

For information about how to use a Microsoft Azure SQL database in a plan and the data types that you can 
use, see the Test Data Management 10.2.0 HotFix 1 User Guide.

Support for Microsoft Azure SQL Data Warehouse
You can use a Microsoft Azure SQL data warehouse as a source and target in Test Data Management.

You can use a Microsoft Azure SQL data warehouse as a source or target in a plan to perform the following 
tasks:

• Data subset
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• Data masking

• Test data generation

You can use a Microsoft Azure SQL data warehouse as a source in a plan when the target is the test data 
warehouse.

For information about how to create a connection with Microsoft Azure SQL data warehouse, see the Test 
Data Management 10.2.0 HotFix 1 Administrator Guide.

For information about how to use a Microsoft Azure SQL data warehouse in a plan and the data types that 
you can use, see the Test Data Management 10.2.0 HotFix 1 User Guide.

Support for PostgreSQL Database
You can use a PostgreSQL database as a source and target in Test Data Management.

You can use a PostgreSQL database as a source or target in a plan to perform the following tasks:

• Data subset

• Data masking

• Test data generation

You can use a PostgreSQL database as a source in a plan when the target is the test data warehouse. You 
must create the test data warehouse on a PostgreSQL database. You cannot use a PostgreSQL database as 
a source if the test data warehouse is on an Oracle database.

For information about how to create a connection with PostgreSQL, see the Test Data Management 10.2.0 
HotFix 1 Administrator Guide.

For information about how to use a PostgreSQL database in a plan and the data types that you can use, see 
the Test Data Management 10.2.0 HotFix 1 User Guide.

Skip Validation of Constraints
You can choose to skip constraint validation when enabling constraints in a plan.

The option is available when you choose to disable constraints and one of the following statements is true 
for the target connection in a plan:

• Target connection is Oracle.

• Target connection is ODBC and target JDBC connection is Oracle.

• Target connection is a connection parameter.

If you select this option, TDM does not validate the constraints when enabling them.

For information about how to configure the Skip Validation of Constraints option, see the Test Data 
Management 10.2.0 HotFix 1 User Guide.

Target Pre SQL and Post SQL Queries in a Plan
You can configure pre and post SQL statements on a target that you configure in a plan.

Configure the Target Pre SQL property in a plan to run a query before you write data to the target. Configure 
the Target Post SQL property in a plan to run a query after you write data to the target.

For information about target Pre SQL and target Post SQL queries in a plan, see the Test Data Management 
10.2.0 HotFix 1 User Guide.
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Changes (10.2.0 Hot Fix 1)
This chapter includes the following topic:

• Changes for Version 10.2.0 HotFix 1, 29

Changes for Version 10.2.0 HotFix 1
This section describes the changes for version 10.2.0 HotFix 1.

Project Parameters
Effective from version 10.2.0 HotFix 1, you can directly perform tasks on the Parameters tab on a project 
page. You can click the Create button to open the parameter creation window. You can use the Delete button 
to delete a parameter. You can update parameters directly from the list of parameters.

Previously, the Parameters tab did not contain Create and Delete buttons. You clicked on the Configure 
button to perform these tasks. You could not edit parameter details directly from the parameters list.

For information about how to use project parameters, see the Test Data Management 10.2.0 HotFix 1 User 
Guide.

Cassandra Data Sources
Effective from version 10.2.0 HotFix 1, you can perform the following additional tasks on Cassandra data 
sources:

• Data subset

• Test data generation

• You can use Cassandra data sources in plans with the target as the test data warehouse.

Previously, you could not perform data subset and data generation operations on Cassandra data sources. 
You could not create data sets in the test data warehouse from Cassandra data sources.

For information about the operations that you can perform on Cassandra data sources and the Cassandra 
data types that you can use, see the Test Data Management 10.2.0 HotFix 1 User Guide.
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