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Preface
The Informatica Test Data Management User Guide describes how to protect sensitive data and create lean 
nonproduction systems for test and development. It shows you how to implement data subset, data masking, 
data generation, and data discovery operations. This guide is written for users who use Test Data Manager 
with PowerCenter. It assumes knowledge of operating systems, database engines, flat files, and 
PowerCenter.

Informatica Resources

Informatica My Support Portal
As an Informatica customer, you can access the Informatica My Support Portal at 
http://mysupport.informatica.com.

The site contains product information, user group information, newsletters, access to the Informatica 
customer support case management system (ATLAS), the Informatica How-To Library, the Informatica 
Knowledge Base, Informatica Product Documentation, and access to the Informatica user community.

The site contains product information, user group information, newsletters, access to the Informatica How-
To Library, the Informatica Knowledge Base, Informatica Product Documentation, and access to the 
Informatica user community.

Informatica Documentation
The Informatica Documentation team makes every effort to create accurate, usable documentation. If you 
have questions, comments, or ideas about this documentation, contact the Informatica Documentation team 
through email at infa_documentation@informatica.com. We will use your feedback to improve our 
documentation. Let us know if we can contact you regarding your comments.

The Documentation team updates documentation as needed. To get the latest documentation for your 
product, navigate to Product Documentation from http://mysupport.informatica.com.

Informatica Product Availability Matrixes
Product Availability Matrixes (PAMs) indicate the versions of operating systems, databases, and other types 
of data sources and targets that a product release supports. You can access the PAMs on the Informatica My 
Support Portal at https://mysupport.informatica.com/community/my-support/product-availability-matrices.
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Informatica Web Site
You can access the Informatica corporate web site at http://www.informatica.com. The site contains 
information about Informatica, its background, upcoming events, and sales offices. You will also find product 
and partner information. The services area of the site includes important information about technical 
support, training and education, and implementation services.

Informatica How-To Library
As an Informatica customer, you can access the Informatica How-To Library at 
http://mysupport.informatica.com. The How-To Library is a collection of resources to help you learn more 
about Informatica products and features. It includes articles and interactive demonstrations that provide 
solutions to common problems, compare features and behaviors, and guide you through performing specific 
real-world tasks.

Informatica Knowledge Base
As an Informatica customer, you can access the Informatica Knowledge Base at 
http://mysupport.informatica.com. Use the Knowledge Base to search for documented solutions to known 
technical issues about Informatica products. You can also find answers to frequently asked questions, 
technical white papers, and technical tips. If you have questions, comments, or ideas about the Knowledge 
Base, contact the Informatica Knowledge Base team through email at KB_Feedback@informatica.com.

Informatica Support YouTube Channel
You can access the Informatica Support YouTube channel at http://www.youtube.com/user/INFASupport. 
The Informatica Support YouTube channel includes videos about solutions that guide you through performing 
specific tasks. If you have questions, comments, or ideas about the Informatica Support YouTube channel, 
contact the Support YouTube team through email at supportvideos@informatica.com or send a tweet to 
@INFASupport.

Informatica Marketplace
The Informatica Marketplace is a forum where developers and partners can share solutions that augment, 
extend, or enhance data integration implementations. By leveraging any of the hundreds of solutions 
available on the Marketplace, you can improve your productivity and speed up time to implementation on 
your projects. You can access Informatica Marketplace at http://www.informaticamarketplace.com.

Informatica Velocity
You can access Informatica Velocity at http://mysupport.informatica.com. Developed from the real-world 
experience of hundreds of data management projects, Informatica Velocity represents the collective 
knowledge of our consultants who have worked with organizations from around the world to plan, develop, 
deploy, and maintain successful data management solutions. If you have questions, comments, or ideas 
about Informatica Velocity, contact Informatica Professional Services at ips@informatica.com.

Informatica Global Customer Support
You can contact a Customer Support Center by telephone or through the Online Support.

Online Support requires a user name and password. You can request a user name and password at 
http://mysupport.informatica.com.
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The telephone numbers for Informatica Global Customer Support are available from the Informatica web site 
at http://www.informatica.com/us/services-and-training/support-services/global-support-centers/.
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C h a p t e r  1

Introduction to Test Data 
Management

This chapter includes the following topics:

• Test Data Management Overview, 19

• Test Data Management Use Cases, 20

• TDM Architecture, 22

• TDM Process, 26

• TDM Example, 29

Test Data Management Overview
Test Data Management (TDM) integrates with PowerCenter, PowerExchange, and Informatica applications to 
manage nonproduction data in an organization.

With TDM, an organization can create a smaller copy of the production data and mask the sensitive data. An 
organization can discover the sensitive columns in the test data, and ensure that the sensitive columns are 
masked in the test data. An organization can also create test data that does not contain sensitive data from 
the production database.

Organizations create multiple copies of application data to use for testing and development. Organizations 
often maintain strict controls on production systems, but data security in nonproduction systems is not as 
secure. An organization must maintain knowledge of the sensitive columns in the production data and ensure 
that sensitive data does not appear in the test environment. Development must not have to rewrite code to 
create test data.

Manage data discovery, data subset, data masking, and data generation in Test Data Manager.

Data discovery

Use data discovery to run sensitive field profiles to identify the columns that contain sensitive data. Use 
the profile results to determine which columns to mask and which data masking techniques to apply. 
Define data domains to identify sensitive data columns by patterns in the data or the column metadata. 
When you apply data masking, you can apply the same rule to multiple columns in the same data 
domain. You can run primary and foreign key profiles to discover potential primary key-foreign key 
constraints to define relationships between parent and child tables.

19



Data subset

Use data subset to create a small environment for testing and development. You can define the type of 
data that you want to include in the subset database. You might create a subset database with data 
based on time, function, or geographic location. For example, a time-based subset database might 
include recent payment transactions from all invoice data in a production system.

Data masking

Create data masking rules to apply to source columns and data domains. You can apply different 
masking techniques such as substitution masking, shuffle masking, key masking, and encryption. You 
can configure repeatable results in the masked data. You can assign multiple rules to the same column.

Data generation

Use data generation to create a testing environment that does not use data from the production 
database. Create data generation rules to define the type of data you want to generate. TDM generates 
data in a schema that you can use for testing.

To perform data subset and masking operations, you can generate and run workflows from data subset and 
data masking plans in Test Data Manager. To perform data generation operations, you can generate and run 
data generation plans in Test Data Manager.

You can export test data to an HP ALM server from TDM. You can copy results of subset, masking, and 
generation operations that have flat file targets. Integrate the HP-ALM test tool with TDM to directly copy and 
maintain flat file results in an HP ALM server. You can then use the data to create and run test cases in HP 
ALM.

You can configure a test data warehouse for TDM. Store multiple versions of test data that you can retrieve, 
enhance, and reset, in the test data warehouse. For example, consider a situation where you run multiple test 
cases, or multiple test teams work on an application. Store the non production data in the test data 
warehouse. When one test team completes testing, save the modified test data as another version of the 
original data set in the test data warehouse. Restore the required version from the test data warehouse to the 
test environment to run other test cases or for a different team to work with.

You can perform data masking and data movement on Big Data Edition Hadoop clusters. Use Hadoop 
sources to lower the cost of raw data storage and to solve large scale analytics by using the distributed 
computing capabilities of Hadoop. For example, when you move sensitive data into Hadoop, you can classify 
data for analytics, provision data for testing, or other purposes.

Use Hadoop to improve the speed of processing large volumes of structured and unstructured data. For 
example, you work with heterogeneous data sets and you want to normalize and correlate data sets of the 
size of terabytes or petabytes. The analytics results processed on Hadoop are faster and cost-effective, and 
you can extract the analytics results to a conventional database.

TDM includes the ilmcmd command line program. Run ilmcmd commands to perform a subset of the Test 
Data Manager tasks from the command line.

TDM users have roles and privileges that determine the tasks that they can perform through Test Data 
Manager or the ilmcmd command line program. The administrator manages roles and privileges for users 
from the Informatica Administrator.

Test Data Management Use Cases
Improving performance, security, and compliance in application testing environments are all use cases for 
Test Data Management.
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Using TDM to Improve Performance in Application Testing 
Environments

Testing teams need to be efficient and agile to create and maintain test data while maintaining a 
collaborative testing environment. You can use the features available in TDM to help you meet this 
requirement.

You can perform the following tasks to improve performance in a testing environment:

• You can create subsets of production data to use as test data. The data subset retains primary and 
foreign key relations and the data remains referentially intact. Use data subset to create manageable and 
scalable data for testing.

• You can directly copy flat file test data from TDM to an integrated test tool and use the data to run test 
cases.

• You can generate data based on rules that define the type of data required. Use data generation when you 
need test data but do not want to use production data. For example, consider test teams that work on 
applications that handle sensitive data. The test teams do not have access to production data. They can 
use data generation to create test data.

• You can store multiple versions of test data in a common location. Use the test data warehouse as a 
single and secure location to maintain required versions of test data. You can store data from multiple 
machines that host a Test Data Manager Service in a domain in a single test data warehouse. Multiple 
testing teams can then share the stored data and collaborate efficiently.

• You can restore a data set version to return the test environment to a particular state. For example, you 
might need to return the test environment to an older state or to the original state after you run some test 
cases. Use the test data warehouse to reduce the time and effort to create and manually manipulate test 
data.

Using TDM for Security and Compliance in Application Testing 
Environments

Testing teams need to be compliant and maintain strict controls on the data used in testing environments.

You must identify sensitive information in huge volumes of production data and then ensure that you do not 
expose the information in the test data. This is a challenge and a compliance and security risk.

You can perform the following tasks to help with security and compliance in a test environment:

• To analyze the data and identify sensitive information in the data, run profiles in TDM. You can compare 
the data against multiple compliance regulation standards to ensure that the data meets standard 
compliance regulations. For example, run a profile on the data to identify columns that contain sensitive 
data according to PII, PCI, or PHI compliance regulations.

• To remove sensitive data that you identify, run a data masking operation in TDM. You can use standard 
masking formats such as credit card numbers or Social Security numbers to mask data or create 
customized formats to mask data.

• To reduce the risk associated with creating multiple copies of test data, store the data in the test data 
warehouse. Multiple teams that use different machines that host a Test Data Manager Service in a 
domain can access a single test data warehouse.
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Using TDM With Data Validation Option to Create Verified Test 
Data

Data Validation Option (DVO) is a solution that you use with PowerCenter to validate data. You can validate 
target data to verify that it is accurate and that the transformation process did not introduce errors or 
inconsistencies.

Perform data validation to compare production and development environments when you use TDM to create 
test data.

For example, consider test teams that need to submit compliance reports for test data created from 
production data. You can use TDM with DVO to deliver test data with verifiable proof that the test data does 
not contain sensitive data values.

TDM Architecture
The TDM architecture consists of tools, the TDM server, the Test Data Manager Service and other application 
services, and databases.

The following image shows the components of TDM:

The TDM architecture consists of the tools that you use to modify the data.

The application services include Model Repository Service, Data Integration Service, PowerCenter Repository 
Service, PowerCenter Integration Service, and Test Data Manager Service. The Model Repository Service and 
Data Integration Service access the Model repository and profiling warehouse.

Test Data Manager accesses the Test Data Manager Service and uses the database content from the TDM 
repository and the test data repository. PowerCenter services access the PowerCenter repository. The 
application services access the domain configuration repository and Model repository that maintain 
connections and metadata for the domain.
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TDM Tools
The TDM tools consist of Test Data Manager, Informatica Developer, Informatica Administrator, and the 
PowerCenter Client.

Test Data Manager

A web-based client application that you can use to configure data masking, data subset, data generation, 
and profiles for data discovery. You can also configure connections, and manage project permissions for 
users and user groups.

Informatica Developer

A client application that you use to create and export profiles for data discovery.

Informatica Administrator

A web-based client that a domain administrator uses to manage application services and create users 
and user groups.

PowerCenter Client

A client application that you use to configure permissions on folders and on connection objects for the 
PowerCenter repository.

TDM Server
The TDM server is the interface between Test Data Manager and the application services.

Application Services
TDM uses Informatica services. Create the services in the Administrator tool.

TDM uses the following application services:

PowerCenter Repository Service

An application service that manages the PowerCenter repository. The PowerCenter Repository Service 
accepts requests from the PowerCenter Integration Service when a workflow runs.

PowerCenter Integration Service

An application service that runs data subset, data generation, and data masking workflows. When you 
create the Test Data Manager Service in the Informatica Administrator, you select the PowerCenter 
Integration Service that runs the workflows.

Model Repository Service

An application service that manages the Model repository for data discovery operations.

Data Integration Service

An application service that performs the data discovery operations. The Data Integration Service 
connects to the Model Repository Service to store metadata from data discovery profiles in the Model 
repository. When you create a Data Integration Service in the Administrator tool, you select the data 
profiling warehouse to store data from data discovery profiles. The Data Integration Service performs 
data movement and data masking operations in the Hadoop environment. To run a Hadoop plan, TDM 
uses the Data Integration Service to move the data into Hadoop clusters.

Analyst Service

Manages the Analyst tool that TDM uses to link TDM global objects to objects in the Business Glossary. 
The license for the Analyst Service to use database content from the TDM repository.
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Test Data Manager Service

An application service that creates and manages the TDM repository. The Test Data Manager accesses 
the Test Data Manager Service to use database content from the TDM repository.

TDM Databases
TDM connects to databases for PowerCenter metadata, profiling, TDM configuration, domain configuration, 
and the test data warehouse.

TDM needs connections to the following databases:

TDM repository

A relational database that contains tables that TDM requires to run and the tables that store metadata.

Model repository

A relational database that stores table metadata for data discovery profiles and the connections that you 
create in Test Data Manager. When you perform data masking and data movement operations on 
Hadoop, you can choose to store the mappings in the Model repository for future use.

PowerCenter repository

A relational database that stores metadata for PowerCenter sources and targets. The PowerCenter 
repository also stores metadata for the workflows that you generate from plans in Test Data Manager.

Profiling warehouse

A relational database that stores profile results for data discovery.

Domain configuration repository

A relational database that stores connections and metadata for the Informatica domain.

Test data repository

A relational database that stores the test data warehouse metadata.

Test data mart

A relational database that stores the test data warehouse data.

TDM Connections
TDM connects to databases, repositories, and services to perform data subset, masking, generation, and 
profiles for discovery operations. The connection requirements are based on the operations that you need to 
perform.

To perform data discovery operations, TDM requires connections to a database source and a Data 
Integration Service.

To perform data masking and data movement operations on Hadoop, TDM requires connections to Hadoop 
sources and a Data Integration Service.

Workflows for data subset and masking operations require connections to services, the TDM repository, 
external database sources, and PowerCenter sources and targets.

Workflows for operations to store data in the test data warehouse require connections to the test data 
repository and to the test data mart.

To run workflows to copy flat file results to a test tool, you must first integrate the test tool server with TDM. 
TDM connects to the integrated server to copy the flat file to the configured location.
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Service Connections
TDM requires connections to the following services:

Data Integration Service

TDM requires a connection to a Data Integration Service for data discovery operations. The Data 
Integration Service is the service in the Informatica domain that performs the data discovery operation. 
The Data Integration Service performs data movement and data masking operations in the Hadoop 
environment.

PowerCenter Integration Service

A data masking, data generation, or data subset workflow requires a connection to a PowerCenter 
Integration Service. When you generate a workflow from a plan, select the name of the PowerCenter 
Integration Service to use.

PowerCenter Repository Service

When you import metadata into Test Data Manager from a PowerCenter source, the TDM Server sends a 
request to the PowerCenter Repository Service to extract source metadata from the PowerCenter 
repository and load it to the TDM repository.

You create a Test Data Manager Service in the Informatica domain. When you create the Test Data 
Manager Service, you select the PowerCenter Repository Service. The TDM Server connects to the 
PowerCenter repository and creates the TDM repository tables.

Repository Connections
TDM requires connections to repositories.

TDM accesses the following repositories:

TDM repository

The PowerCenter Integration Service stores TDM components in the TDM repository.

A data masking, data generation, or data subset workflow requires a connection to the TDM repository.

Model repository

When you run profiles to discover data, the TDM Server sends a request to the Data Integration Service 
to extract data for the source tables. The Data Integration Service sends a request to its associated 
Model Repository Service to load the metadata for the tables to the Model repository. When you perform 
data masking and data movement operations on Hadoop, you can choose to store the mappings in the 
Model repository for future use.

Profiling warehouse

The Data Integration Service loads the profile results to the profiling warehouse. When you create a Data 
Integration Service in the Administrator tool, you configure a profiling warehouse.

PowerCenter repository

When you import metadata into Test Data Manager from a PowerCenter source, the TDM Server sends a 
request to the PowerCenter Repository Service to copy source metadata from the PowerCenter 
repository into the TDM repository.

Test data repository

The test data repository stores the test data warehouse metadata.
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Database Connections
TDM requires a connection to a database source to perform data discovery operations and a database target 
to perform data generation operations. It also requires connections for relational sources and targets for 
data subset and data masking. To store data sets in the test data warehouse, TDM requires a connection to a 
test data mart.

Configure connections in the Administrator view of Test Data Manager. To connect TDM to databases, you 
do not need to install a separate driver. To add a test data mart, add the connection and then configure the 
connection as the test data mart from the Administrator | Repository and Mart view in Test Data Manager.

When you generate workflows from data subset or masking plans, you must select connections for relational 
sources and targets. When you generate workflows from data generation plans, you must select connections 
for targets. Select these connections in Test Data Manager when you create a plan. TDM tests the 
connections when it generates workflows from plans, and the PowerCenter Integration Service uses the 
connections when it runs the workflows.

TDM Process
Run a profile against source data, create a subset of the data, and mask the subset data.

The TDM process includes the following high-level steps:

1. Create policies that define the types of data you want to mask and the rules that you might use to mask 
the data.

2. Create a project and import data sources.

3. Optionally, discover information about the source data. Run profiles for data and metadata discovery to 
discover primary keys, entities, and data domains.

4. Define data subset operations and data masking operations. Define the tables that you want to include 
in the subset database and the relationships between the tables. Assign data masking rules to columns 
in the source data.

5. Define data generation operations. Define the tables that you want to include and assign data generation 
rules to columns in the target table.

6. In addition to the target connection, to directly copy flat file results to an HP ALM server, enter the test 
tool integration properties in the plan.

7. To store data in the test data warehouse, select the test data warehouse as the target in the plan.

8. Generate and run the workflow for data masking, data subset, or data generation.

9. Monitor the workflow.

Create a Data Masking Policy
Design policies to mask specific types of data. A policy includes the data domains that describe the data that 
you want to mask. A policy does not contain any data source. You can apply a policy to more than one project 
in Test Data Manager.

Define data domains to group sensitive fields by column name or by the column data. Define patterns in the 
column name or the column data using regular expressions. A data domain also contains masking rules that 
describe how to mask the data.
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To design a data masking rule, select a built-in data masking technique in Test Data Manager. A rule is a data 
masking technique with specific parameters. You can create data masking rules with mapplets imported into 
TDM from PowerCenter.

Create a Project and Import Metadata
Create a project to organize the components for data discovery, masking, subset and generation operations.

Import data sources in the project. Create a target schema. TDM overwrites any data that already exists in 
the target schema. Import metadata for the sources on which you want to perform data subset or masking 
operations. Import target metadata to perform data generation operations. You can import metadata from a 
PowerCenter folder or an external database source.

When you import PowerCenter source metadata, the TDM Server sends a request to the PowerCenter 
Repository Service to extract source metadata from the PowerCenter repository. The PowerCenter Repository 
Service loads the source metadata to the TDM repository. When you import external database metadata, the 
TDM Server extracts metadata from the source tables and loads it into the TDM repository.

Discover Source Information
You can run profiles to discover primary and foreign key data, entity relationships, and data domains in 
source tables.

When a data source has no keys, you can run a primary key profile to identify possible primary keys. When the 
project contains multiple sources, you can run an entity profile to discover possible relationships between 
tables. Select the primary keys and the entities from the profile results to define the subset data structure.

You can run a data domain profile to search for columns in the source data to add to each data domain. Use 
data domain profile results to determine which columns to mask with the same masking rules.

When you run profiles for data discovery, the TDM Server sends a request to the Data Integration Service to 
extract data from the source tables. The Data Integration Service loads the profile results to the profiling 
warehouse. When you add constraints to tables, the TDM Server stores the constraints in the TDM repository. 
The TDM server does not update the data sources.

Define Data Masking and Data Subset Operations
To define data subset operations, define the tables that you want to include in the subset database and the 
relationships between the tables. To perform data masking operations, create a plan to run the masking 
operations. Add policies for masking the data. You can also add rules that are not in policies.

Perform the following tasks in Test Data Manager to define the data masking and data subset operations:

1. Create entities, groups, and templates to define the tables that you want to copy to the subset database. 
An entity defines a set of tables that are related based on physical or logical constraints. A group defines 
a set of unrelated tables. A template is an optional component that contains the entities and groups.

2. Assign data masking rules to columns in the data source.

3. Create a data subset plan, and add the entities, groups, and templates to it. For each column in a parent 
table, you can define criteria to filter the data.

4. Create a data masking plan and assign the policies and rules to the plan that you want to apply.

The TDM Server stores projects, entities, groups, templates, and plans in the TDM repository. When you 
generate and run workflows from plans, the PowerCenter Integration Service runs the workflows and loads 
the data into the target database.
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Define a Data Generation Operation
To perform a data generation operation, create a data generation plan. Add tables and entities to the plan.

Perform the following tasks in Test Data Manager to define the data generation operation:

1. Create entities that you want to add to the generation plan.

2. Create data generation rules and assign the rules to the columns in the target table.

3. Create a data generation plan, and add the entities and tables to the plan. Assign default data generation 
rules to the columns that do not have rule assignments.

Create a Plan for Data Masking and Data Subset
Create a plan for the data masking and data subset operations. A plan includes the components that you 
need to generate a workflow. You can combine a data masking and a data subset operation in the same plan, 
or you can create separate plans. To save the results to an integrated HP ALM server or to store the results in 
the test data warehouse, select the appropriate properties in the plan.

1. Create a data subset plan and add the entities, groups, and templates to it. You can define additional 
criteria to filter the data.

2. Create a data masking plan and assign the policies and rules to the plan that you want to apply.

3. To store the results in the test data warehouse, select the test data warehouse from the list of target 
connections in the plan.

4. To also copy flat file target results to an integrated HP ALM server, enter the test tool integration 
properties in the plan.

5. Generate a workflow from the plan.

6. Run the workflow.

When you generate and run workflows from plans, the PowerCenter Integration Service runs the workflows 
and loads the data into the target database.

Create a Plan for Data Generation
Create a plan to perform data generation operations. You cannot combine a data generation operation with a 
data masking or a data subset operation in the same plan. You must create a separate plan for data 
generation. To save the results to an integrated HP ALM server or to store the results in the test data 
warehouse, select the appropriate properties in the plan.

Perform the following tasks when you want to create a data generation plan:

1. Create a data generation plan and add the tables and entities. You can define additional criteria to filter 
the data.

2. Enter the number of records that you want to generate.

3. To store the results in the test data warehouse, select the test data warehouse from the list of target 
connections in the plan.

4. To also copy flat file target results to an integrated HP ALM server, enter the test tool integration 
properties in the plan.

5. Generate a workflow from the plan.

6. Run the workflow.
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Monitor the Workflow
Monitor workflow progress and monitor progress and logs of other jobs such as importing metadata and 
profiling in the Monitor view. Each workflow appears as a job in the Monitor view.

Access the Monitor view to determine the status of the workflow jobs. You can run the Row Count Report on 
a successfully run workflow to view the number of rows that a plan affects. View the workflow job status. 
Access the TDM job log to troubleshoot problems.

TDM Example
An organization wants to enforce a policy to mask sensitive employee stock data in a large data processing 
environment.

The IT department needs test data for a new employee stock plan in an organization. The organization must 
ensure that the sensitive data is not compromised in the test data. The test database must contain 
representative data from the various application environments, including employee personal data, salary 
data, stock purchases, and job information. Multiple test teams must be able to access the test data and 
replace modified test data with the original test data when required. The organization uses TDM to establish 
and enforce a policy for creating the data in the test environment and to store and reuse the test data in the 
test data mart.

The organization completes the following steps:

1. Create a policy. The compliance officer determines the type of employee data that should be masked. 
The compliance officer creates an Employee_Stock policy.

2. Define data domains. The compliance officer defines data domains to group similar fields for data 
masking. For example, the data contains columns called Employee_Salary, Yearly_Salary, and 
Salary_History. All columns that contain "Salary" in the name belong to the same data domain. All 
columns in the same data domain can receive the same data masking rules.

3. Define data masking rules. The compliance officer creates data masking rules to mask the employee 
data. For example, the compliance officer masks employee names with substitution masking from a 
dictionary. The compliance officer applies random masking to the salary columns. He applies Social 
Security masking to Social Security numbers.

4. Define a project. A project developer defines an Employee_Stock project and imports the data sources to 
the project. The project developer performs all the data subset, data profiling, and data masking 
configuration in the project.

5. Run a profile for data discovery. The project developer runs a profile for data discovery. The profile 
identifies sensitive columns in the source tables and it populates the data domains that the compliance 
officer defined in the policy.

6. Create table relationships. The database does not contain primary and foreign keys. The project 
developer runs a profile for primary keys and entities to find relationships between tables. The project 
developer examines the primary key profile results and the entity profile results to create relationships. 
The project developer creates logical primary and foreign keys in the tables. In some cases, the project 
developer selects an entity to use from the profile results.

7. Create entities and groups for data subset. With the constraints in place, the project developer can 
create entities in an Employee_Stock project. An entity defines a set of related source tables based on 
constraints. The project includes the Employee, JobHistory, Salary, and Employee_Stock tables. The 
project developer also creates a group in the project. A group defines unrelated tables to include in the 
test database. The group includes a table called Stock_History.
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8. Approve or reject profile job results. The compliance officer reviews the results and approves or rejects 
the column assignments to the data domains.

9. Verify all sensitive fields are masked. The compliance officer reviews reports that describe what source 
data is masked in the project.

10. Create a plan to run data subset and data masking. The project developer creates one plan to run the 
data masking and subset operations in a workflow. The project developer adds the entities and groups 
to the plan to define which data to copy to the subset database. The project developer adds the 
Employee_Stock policy to the plan to define how to mask the data. When the project developer runs a 
workflow from the plan, the PowerCenter Integration Service runs the workflow and loads the masked 
data into the subset database.

11. The compliance officer validates the results in the subset database.

12. Create a plan to move the masked data subset to the test data mart. The project developer creates a 
plan with the subset database as the source connection and the test data warehouse as the target 
connection. When the project developer runs a workflow from the plan, the PowerCenter Integration 
Service runs the workflow and loads the masked data as a data set in the test data mart.

13. Reset a data set from the test data mart. The project developer runs a reset operation on the data set to 
restore the original test data to the required connection. When the reset operation runs, the PowerCenter 
Integration Service runs the workflow and loads the data set from the test data mart to the target 
connection.
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C h a p t e r  2

Test Data Manager
This chapter includes the following topics:

• Test Data Manager Overview, 31

• Test Data Manager User Interface, 32

• Overview View, 34

• Policies View, 36

• Datasets View, 36

• Projects View, 37

• Monitor View, 38

• Administrator View, 38

• Expression Builder, 39

• Logging In to the Test Data Manager, 40

Test Data Manager Overview
Test Data Manager is a web-based user interface that you use to perform data discovery, data subset, data 
masking, and data generation operations. Open a view in Test Data Manager based on the task you need to 
perform.

A compliance officer uses Test Data Manager Policies view to create policies, data masking rules, data 
generation rules, and data domains. The compliance officer assigns the data masking rules to data domains.

A developer uses the Projects view in Test Data Manager to define a project and import the data sources to 
the project. The developer runs profiles to discover primary keys, entities, and data domain assignments. The 
developer creates entities for data subset operations and assigns rules to columns for data masking and 
data generation operations. The developer creates plans, generates workflows, and runs the workflows.

The developer opens the Monitor view to check the status of jobs that perform data masking, data subset, 
data generation, and other operations.

An administrator uses the Administrator view to create connections, configure workflow options, perform 
server management, and restrict user access to TDM components. An administrator can also integrate a test 
tool with TDM and configure the test data repository and test data mart for the test data warehouse from the 
Administrator view.
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Test Data Manager User Interface
Test Data Manager contains options to view and edit TDM components.

The following image shows a view in Test Data Manager:

The Contents panel shows an overview of the items in a view. The Details panel shows additional details for 
a single item in the contents panel.

Views
Access Test Data Manager views to perform tasks such as defining data masking policies or configuring 
projects.

Test Data Manager contains the following views:
Overview

View dashboard reports about projects in the TDM repository.

Policies

Define policies, masking rules, and generation rules that you can add to projects.

Projects

Define a project that contains source data and the data subset, data masking, data profiling, or data 
generation operations for the data.

Data Sets

Maintain data sets and multiple versions of a data set that you store in the test data mart.

Monitor

View the status of jobs that import sources or perform data subset, data masking, data profiling, or data 
generation operations. Stop or abort jobs.

Administrator

Manage connections, dictionaries, test data warehouse, and workflow options.

Note: By default, an administrator can access the Administrator view of Test Data Manager. A user must 
have privileges to access the other views in Test Data Manager.
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Search Field
Use the Search field to search for objects within the TDM repository and the test data repository. Search for 
objects such as projects, plans, assignments, and data set versions. You cannot search for connections.

Enter the name or part of the name of the object you want to find. A search tab opens where you can filter the 
types of objects to include in the search. A search count displays the number of objects that match the 
search criteria. The search results return all objects and assignments contained within it and objects that 
contain it. For example, when you include projects within the search objects, the results also list objects such 
as policies, rules, and entities that the project contains. When you search for a rule, the results include the 
rule, assignments, objects that contain the rule, and dictionaries in the rule.

You can search for objects other than connections globally from the Search field. You cannot search for 
objects when indexing tables.

Quick Links Menu
You can quickly navigate to content tabs in Test Data Manager from the Quick Links menu.

From the Quick Links menu, you can open tabs to manage data subset, masking, and generation. You can 
use the Quick Links menu to access shortcuts to create a generation rule, masking rule, policy, data domain, 
or project.

The items that you can access from the Quick Links menu change based on user permissions.

User Preferences Menu
The User Preferences menu contains options that you can use to modify Test Data Manager.

Click User Preferences to view the Edit Preferences dialog box. The Edit Preferences dialog box contains the 
following tabs:

General

Displays general Test Data Manager preferences. Select Show Start Screen to display the Informatica 
Test Data Manager start screen when you log in to Test Data Manager.

Projects

Displays a list of projects that are visible in the dashboards in the Overview view. Disable projects in the 
Projects tab that you do not want to appear in the Overview view.

Actions Menu
Click the Actions menu to modify data that you select in the Content panel or to perform tasks such as 
importing and exporting objects.

You can choose different options in the Actions menu based on the Test Data Manager view.

Data Filter
You can filter data that appears in the Content and Details panel of Test Data Manager views.

Test Data Manager Content and Details panels might contain multiple rows of data. For example, the Policies 
view might show 25 data domain names. You might want to limit the data domain names to names that 
include "Emp." To apply the filter, type "Emp" in the filter field for the data domain name. Click the Filter icon. 
The Policies view shows data domains such as Employee_Domain or Emp_Number.
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To reset the filter results, click the Reset Filter icon.

You can apply filters to different columns of data in the Contents panel based on Test Data Manager view.

Overview View
View dashboard reports about projects in the Overview view. The dashboard reports are graphs that show the 
distribution of data masking, data subset, and data generation objects in projects. You can use links in the 
Overview view to access project and the policy objects.

The following image shows the Overview view:

Dashboards
The Overview view shows the TDM dashboards. The dashboards are summary reports about projects, data 
masking objects, data generation objects, and administration objects.

You can view the distribution of data by sensitivity level in projects. You can view the distribution of data 
masking data domains, policies, and rules in projects. View the distribution of entities, groups, and templates 
in data subset projects.

You can view the number of data masking policies, the number of data domains, and the number of rules in 
the TDM repository.

Project Risk Analysis
The Project Risk Analysis dashboard shows the percentage of columns that are in each domain sensitivity 
level. It also shows the percentage of columns that do not belong to domains.

When you create a data domain, you select the sensitivity level for all columns in the domain. You can select 
a sensitivity level from the levels configured by the administrator.

The Project Risk Analysis dashboard shows the percentage of columns that belong to domains at each 
sensitivity level. You can view the projects that contain the columns. Move the pointer over the section of the 
pie chart that you want to view. The dashboard shows the number of domains in that sensitivity level, and the 
number of projects that contains columns in the domains. Click the Number of Projects link to view a list of 
the projects.
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Project Assignments and Project Objects
The Project Assignments and Project Objects dashboard shows graphs of the number of objects and 
assignments in up to 10 recently accessed projects.

The Project Assignment tab displays by default. This graph displays the number of assignments, including 
data domains, policies, masking rules, and generation rules, in the last 10 accessed projects. The Project 
Objects tab displays the number of subset objects, including entities, groups, and templates, in up to 10 
recently accessed projects.

Recent Project Sensitive Data Distribution
The Recent Project Sensitive Data Distribution dashboard shows a graph of the sensitive domain 
information in the last 10 accessed projects.

You must have set data domain sensitivity levels to view the distribution information. If you do not set data 
domain sensitivity levels, no graph appears.

Recent Activities
The Recent Activities panel shows the last nine Test Data Manager components that changed.

The Recent Activities panel shows the name of the TDM component that changed, the type of component, 
and who made the change. The change actions are created, updated, and deleted. The panel shows the date 
of the change.

Plan Execution
The Plan Execution dashboard displays plan execution data for a particular date.

You can select the plan component, masking, subset, or generation, for which to view data. You can view data 
for plans in progress, completed, or both. The default display is for the current date, all plan components, and 
both completed and in progress status. You can browse the calendar to choose a different date, or enter the 
specific date. Use the arrows to move the date forward or backward.

Global Components
The Global Components dashboard shows the proportion of policies, masking rules, generation rules, and 
data domains, out of the total number of components available in the repository.

Use the Global Components dashboard to view the distribution of policies, data domains, masking, and 
generation rule assignments in the repository in a pie chart. Masking rules and generation rules are displayed 
separately.

Recent Projects
The Recent Projects dashboard lists up to the last 10 projects you modified. You cannot view information on 
projects created or modified by other users.

The Recent Projects dashboard shows the name of the modified project, the project description, the user 
name, and the date of modification. Click on the project name to open the project.
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Policies View
Maintain policies, the data domains, and the data masking and generation rules in the Policies view. Create a 
policy and add the data domains to the policy. You can apply the policy to multiple data masking projects in 
Test Data Manager.

The Policies view lists the policies, the data domains, and the rules in the TDM repository. Select a policy, a 
data domain, or a rule to change it. Or, choose to add a new policy, data domain, or rule, from the Actions 
menu.

The following image shows the Policies view:

Datasets View
Manage multiple versions of data sets from the Data Sets view.

All machines that host a Test Data Manager Service in the domain can connect to a single test data mart. 
The Data Sets view lists all data set versions stored in the test data mart. Select a version of a data set from 
the list to view the general properties in the Overview tab. The Tables tab lists all tables in the data set 
version that you select. The Components tab lists the components in the data set version.

Use the Data Sets list filter to filter and search for a data set version. You can reset a data set version to a 
target, delete a data set version, or lock and unlock a data set version from the Actions menu.
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The following image shows the Data Sets view:

Projects View
Maintain projects in the Projects view. A project is the top-level container that you use to organize the 
components for data discovery, data masking, data subset, and data generation operations.

From the Projects view, you can create a project and you can import source data for the project. Assign 
policies and rules to columns in the source data. Run profiles for data discovery against the data. Run data 
masking and data subset operations on the source data. Run data generation operations to generate data.

The Projects view shows a list of projects. You can select a project to view the data sources and recent 
activities.

When you select a project, you can update it. You can define profiles for data discovery, data masking, and 
data subset operations. You can generate a PowerCenter workflow from within a project.

The following image shows the Projects view:
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Monitor View
In the Monitor view, you can review the status of jobs that perform tasks such as import data, run profiling, or 
run data masking, data subset, and data generation operations. You can review the TDM Server job log to 
investigate problems. You can also stop jobs and recover workflows in the Monitor view.

The following image shows the Monitor view:

Select a job in the Monitor view and choose options from the Actions menu.

Administrator View
An administrator can set default settings, create connections, add and manage dictionaries, manage test 
data repository and test data mart settings, and perform TDM server tasks in the Administrator view.

An administrator can perform the following tasks in the Administrator view:

• Configure default settings including generation rule settings and child and parent record settings.

• Configure data domain sensitivity levels for tracking the sensitive data that users need to mask.

• Add and modify default project configuration fields.

• Configure workflow properties and set default staging and storage connections and create storage tables.

• Create connections to source or target databases.

• Add and manage dictionaries.

• Configure test data repository and test data mart settings.

• View and search application level logs.

• Set or modify the log levels to debug the logs.

• Integrate a test tool with TDM.

• Configure connection and mapping details for a Hadoop connection.
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The following image shows the Administrator view:

Expression Builder
Use the Expression Builder to build an expression using PowerCenter functions.

Click Expression to open the Expression Builder when you perform any of the following tasks:

• Create masking rules with Expression masking type.

• Add pre-processing or post-processing expressions to a standard masking rule.

• Create advanced masking rules.

• Assign rules to a column.

• Configure expressions in an ad hoc generation rule.

• Configure advanced expressions in plans.

The Expression Builder shows a list of PowerCenter functions by category. To view the complete list, expand 
the All Functions list.

You can choose from a list of available columns to include in an expression. Select a function and click the 
Add arrow to add the function to an expression. You can choose columns and operators to enter join 
conditions.

For example, you might create an advanced masking rule that contains a first name and a last name input 
port. The masking rule has two variable ports that receive masked values for the first name and the last 
name. You might create an expression for the output port that concatenates the masked names in the 
variable ports and includes a space between them:

CONCAT( CONCAT( VAR1, ' ' ), VAR2 )
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The following image shows the Expression Builder where you configure expressions:

For more information about the function syntax, see the Informatica Transformation Language Reference.

Logging In to the Test Data Manager
To access the Test Data Manager, enter the host name and port number of the TDM Server in a web browser.

To log in, enter a user name and password defined in Informatica Administrator.

1. In the address bar of a web browser, enter the Test Data Manager URL. 

• Use the following format if Transport Layer Security is enabled:

https://hostname:portnumber/tdm/
• Use the following format if Transport Layer Security is not enabled:

http://hostname:portnumber/tdm/
Where:

• hostname is the host name or IP address of the machine where you installed the TDM Server.

• portnumber is the port number. The default is 6643 if Transport Layer Security is enabled. The default 
is 6605 if Transport Layer Security is not enabled.

For example, you might enter the following URL:

http://TXW1779:6643/tdm/
The Login dialog box of the Test Data Manager appears.

2. Enter the user name and password. 
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Select the security domain. If the Informatica domain is configured to use LDAP authentication, the 
default security domain Native.

3. Click Login. 

The Test Data Manager appears.

To log out of the Test Data Manager, click Logout.
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C h a p t e r  3

Projects
This chapter includes the following topics:

• Projects Overview, 42

• Project Components, 43

• Project Management, 44

• Data Sources, 46

• Project Permission and Security, 48

Projects Overview
A project is the top-level container that you use to organize the components for data discovery, masking, 
subset, and generation operations.

The following image shows a project in Test Data Manager:

A project contains the following views:

Overview

Edit the project general properties in the Properties view. Add policies and rules to the project in the 
Policies view. In the Data Sources view, import data sources to a project for data discovery, data subset, 
data masking, and data generation operations. You can import a source from the PowerCenter 
repository, or you can import a source from a database. You can import multiple types of sources to the 
same project and define relationships between them.
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Discover

Discover the primary keys, the table relationships, and the data domains in the source data.

Define

Define data masking, data subset, and data generation operations. When you define a data masking 
operation, assign the rules and policies to columns in the project source. When you need to create a data 
subset, define entities, groups, and templates. When you need to perform a data generation, assign the 
generation rules to the columns in the tables of the project.

Execute

Define a data subset, data masking, or data generation plan. Generate and run a PowerCenter workflow 
from the plan.

Monitor

View the status of data source import jobs, profiling jobs, workflow generation jobs, data subset jobs, 
data masking jobs, and data generation jobs.

Permissions

Apply the user group and the user permission to projects. When you create a project, you are the project 
owner and have access to the project. If other users need access to the project, you can add the users in 
the Permissions view. Apart from permission on a specific project, users need the minimum required 
privileges to access or perform any tasks on the project.

Project Components
A project contains one or more data sources. Other components that you add to a project depend on the 
operations that you need to perform on the data.

The following table describes the components that you can create in a project:

Component Operation Description

Data Source Data subset
Data discovery
Data masking
Data generation

Defines the input data that you want to transform.

Entity Data subset
Data generation

Defines a set of related tables based on physical or logical constraints. Define 
an entity for a data subset or a data generation operation. Create an entity in 
the Define view of a project.

Group Data subset Defines a set of unrelated tables to copy to a target subset database with data 
subset. Create a Group in the Define view of a project.

Plan Data masking
Data subset
Data generation

Defines data subset, data masking, or data generation operations. Generate a 
PowerCenter workflow from a plan. Define a plan in the Execute view of a 
project.

Policy 
assignments

Data masking Assigns policies to the project. When you assign a policy to a project, the 
project receives the data domains and the data masking rules in the policy.
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Component Operation Description

Profile Data discovery Suggests the primary keys, relationships, and data domains in a source based 
on source data and metadata. Define a profile in the Discover view of a project.

Rule 
assignments

Data masking
Data generation

Defines which data masking or generation rules apply to a source column.

Template Data subset A reusable component that contains the entities and groups that you want to 
subset based on common parameters. Create a template in the Define view of 
a project.

Project Management
When you create a project, you add one or more sources to the project. When you edit a project, you can 
update the name, description, folder location, and associated sources.

When you create a project, you are the project owner. You have access to the project folder by default.

You can export a projects and project components to an XML file. You can import the data from the XML file 
into Test Data Manager. You might export and import a project to back it up, or you might need to move a 
project from a development to a production system.

Creating a Project
Create a project folder to contain the data discovery, subset, masking, and generation components to apply 
to a data source.

1. In Test Data Manager, click Projects to access the projects. 

A list of projects appears.

2. Click Actions > New. 

3. In the Create Project dialog box, enter project properties. The following table describes the project 
properties: 

Option Description

Name The name of the project.

Description The description of the project.

PowerCenter 
Repository

The name of the PowerCenter repository to store the repository folder.

Folder The name of the project folder in the repository. Default is the project name. You can choose 
another folder in the repository.

Owner The name of the user that owns the folder. The folder owner has all permissions on the 
folder. The default is the name of the user that created the folder. You can select another 
user as the folder owner.
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4. Click OK. 

The properties for the project appear in Test Data Manager.

Editing a Project
You can edit a project to change its name, description, or associated sources.

1. To access the projects, click Projects. 

A list of projects appears.

2. Click on the project that you want to edit. 

The project opens in a separate tab with project properties and data sources details.

3. To change the project properties, click Edit. 

You cannot remove a source that is used by entities or groups in the project.

4. In the Edit dialog box, change project options. The following table describes the project options that you 
can change: 

Option Description

Name The name of the project.

Description The description of the project.

Folder The name of the project folder in the repository. Default is the project name. You can choose 
another folder in the repository.

Owner The name of the user that owns the folder. The folder owner has all permissions on the folder. The 
default is the name of the user that created the folder. You can select another user as the folder 
owner.

5. Click Save. 

Deleting a Project
When you delete a project, all sources that are associated with the project is deleted.

1. To access the projects, click Projects. 

The list of projects appears.

2. To select a project without opening it, click the Description or Created On column of the project. 

3. Click Actions > Delete. 

4. In the Confirm Delete dialog box, click Yes. 

Exporting a Project
You can export a project to an XML file and import the XML file to another TDM repository. When you export a 
project, the XML file contains all the project components, such as the source information, the connections, 
the constraints, the data domains, and the assignments.

1. To access the projects, click Projects. 

A list of projects appears.
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2. Click a project to view the project properties and the data sources. 

3. Click Actions > Export. 

4. Choose the name and path of the XML file to create. 

5. Click OK. 

Importing a Project
You can import a project from an XML file that was exported from another TDM repository.

Before you import a project into Test Data Manager, you must import all the global components that are 
assigned in the project.

1. To access the projects, click Projects. 

2. Click Actions > Import. 

3. Browse for the XML file that contains the project to import. Click Finish. 

Test Data Manager imports the project.

Data Sources
To perform data subset, masking, and discovery operations, you must import source metadata into the TDM 
repository. You can import sources from the PowerCenter repository or from a source database. To perform 
data generation operations, you must import target metadata into the TDM repository.

When you create a project, add one or more sources to the project. You can add more than one type of 
source to the project. For example, you can add a flat file source and a relational source to the project. You 
can create constraints to create relationships between the sources and apply filter criteria for data subset 
and data masking.

Note: If the source data has a numeric column with precision greater than 28, you cannot apply a data 
masking or data subset condition to that column. The PowerCenter Integration Service passes the row and 
the column to the target without applying the condition.

TDM Source Definitions
Import source metadata from PowerCenter or directly from the source database to the TDM repository. The 
TDM project and PowerCenter folders share the same name to ensure that the PowerCenter Integration 
Service stores workflow information in the correct PowerCenter folder.

You can import source metadata directly from the source if the source is a relational database. If the source 
contains many tables, you can increase the performance if you import the metadata directly from the source 
instead of from PowerCenter.

When you import source definitions from the PowerCenter repository into the TDM repository, you can import 
all the definitions supported by PowerCenter. When you import source metadata from PowerCenter, you 
import the PowerCenter folder that contains source metadata. Test Data Manager creates a copy of the 
folder in the TDM repository.
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Note: TDM supports all source definitions that PowerCenter supports, with the following exception:

• Columns with the name rowid on Oracle databases. On Oracle databases, you can use the word ROWID as 
a column name only with one or more lowercase letters. For example, Rowid or rowid. Although 
PowerCenter imports these columns without issue, TDM cannot import such columns from PowerCenter.

Hadoop Data Sources
You can perform data movement and data masking operations on Hadoop data sources.

You can use the following Hadoop connections: Hive and Hadoop Distributed File System (HDFS). You can 
import Hive and HDFS connections in Test Data Manager. In a Hadoop plan, you can select the Hadoop 
connections as source, target, or both.

In Hive database schema, there might be some temporary junk tables that are created while running a 
mapping. The following sample formats are the junk tables in a Hive database schema:

w1413372528_infa_generatedsource_1_alpha_check
w1413372528_write_employee1_group_cast_alpha_check

When you import data sources from a Hive database and if there are some temporary junk tables present in 
the schema, you must ensure that you do not select those tables.

You can create a Hadoop plan to move data from Hadoop sources, flat files, or relational databases such as 
Oracle, DB2, ODBC-Sybase, and ODBC-Microsoft SQL Server into Hive or HDFS targets. You can also create a 
Hadoop plan when you want to move data between Hadoop sources and targets. If the source is HDFS, you 
can move data to a Hive or an HDFS target. If the source is Hive, you can move data to a Hive or an HDFS 
target.

To run a Hadoop plan, TDM uses Data Integration Service that supports the Hadoop pushdown optimization 
feature. When you generate and run the Hadoop plan, TDM generates the mappings and submits the 
mappings to the Data Integration Service. The Data Integration Service applies the pushdown optimization 
and runs the mappings on the Hadoop cluster to improve the performance.

You cannot perform data subset or data generation operations for Hadoop sources and targets.

PowerExchange Nonrelational Sources
You can perform TDM operations on nonrelational sources that you define in PowerExchange.

You first need to define datamaps in PowerExchange and import them into PowerCenter. Create the policies, 
projects, and operations in TDM. Import the PowerCenter sources into a project in TDM.

You can perform TDM operations on the following PowerExchange nonrelational sources:

• Adabas

• IMS unload

• Sequential

• Hierarchical and nonhierarchical VSAM

Note: You cannot import a PowerExchange source directly into the TDM repository.

Importing Data Sources
Import data sources from PowerCenter or from an external database to a project in Test Data Manager.

1. To view a list of the projects in Test Data Manager, click Projects. 
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2. Click a project in the list to open it. 

3. Click Actions > Import Metadata. 

The Import Metadata window appears.

4. Choose one of the following options: 

• PowerCenter Repository. Import metadata from PowerCenter.

• Datasource Connection. Import metadata from a database connection.

5. Choose whether you want to review the metadata changes before you import the data sources. Test 
Data Manager displays the information before the import runs. You can choose to skip the import option. 

Test Data Manager shows you the metadata you are importing and the impact on rules and domain 
assignments or entities and groups in Test Data Manager.

6. Click Next. 

7. Choose one of the following options: 

• If you selected PowerCenter Repository, select the PowerCenter folder that contains the data source 
you want to import. You can filter folders by the folder name or the description.

• If you selected Datasource Connection, select the schema to import. You can filter schemas by 
schema name.

8. Click Next. 

9. Select the tables that you want to import. You can filter the tables by data source, table name, or table 
description. If you choose a Hive database and if there are temporary junk tables present in the schema, 
ensure that you do not select those tables. 

10. Click Next. 

11. Choose when to import the sources. Choose one of the following options: 

• Import Now. Import the data source immediately. To run the import in the background, select Run 
import in the background.

• Schedule Later. Schedule the import to occur at a specific date and time. Click the calendar to select 
a date. Use the hour and minute sliders to set the time.

12. Click Finish. 

If the import is running, view the progress of the import job in the Monitor view. After the job finishes, 
access the imported metadata through the Data Sources details view.

Project Permission and Security
Use project permissions to control access to projects.

When you create a project, you become the owner of the project. As the project owner, you can add users and 
user groups and assign the required levels of permission. The domain administrator can also add and edit 
project permissions.

You can access projects based on the permissions that you have. For example, if you do not have any 
permissions for a project, it does not appear in the list of projects. You cannot view projects that appear in 
search results if you do not have the required permissions.

Projects have the following levels of permission:

• Read
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• Write

• Execute

Project Permissions
You must have the required project permissions to access and perform tasks in a project.

The following table lists the project permission levels, the tasks that you can perform with each level, and the 
minimum required privileges for each task:

Permission Description Minimum Required Privilege

Read - Open and view the project.
- Monitor logs for the project workflows.

- View project
- Monitor project
- Audit project

Write - Open and view the project.
- Monitor logs for the project workflows.
- Import metadata.
- Create entities, groups, and templates.
- Assign rules.
- Generate workflows.
- Run profiles.
- Copy the project.
- Delete the project.

- View project
- Monitor project
- Audit project
- Import metadata
- Generate project
- Manage project
- Discover project

Execute - Open and view the project.
- Monitor logs for the project workflows.
- Run workflows.

- View project
- Monitor project
- Audit project
- Execute project

Updating User and Group Security
When you create a project, you can assign read, write, and execute permissions to users and user groups. 
Edit the project permissions assigned to users and user groups from the Permissions tab of the project. 
Changes to permissions take effect from the subsequent login.

1. Open a project and click Permissions. 

A list of the users and user groups with permissions for the project appears.

2. Click Edit on the Users or User Groups tab. 

The Edit Project Permissions dialog box opens.

3. To edit the permission of a user or user group, select the user or user group from the list and edit the 
permission as required. You must save the changes for each user or user group. 

4. To delete a user or user group, select the user or user group from the list and click Delete. 

5. To add a user or a user group: 

a. Click Add Users or Add User Groups. 

b. Select one or more users or user groups. 
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c. Optional. From the list of permissions, select the required permissions if either of the following 
statements is true: 

• You selected a single user or user group.

• You want to assign the same levels of permission to all selected users or user groups.

d. Click OK. TDM adds the users or user groups to the list. 

e. Select each user or user group and assign the required permission levels. You must save the 
changes for each user or user group. Skip this step if you performed step c. 

6. Click OK. 
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C h a p t e r  4

Policies
This chapter includes the following topics:

• Policies Overview, 51

• Policies View, 52

• Policies Task Flow, 52

• Data Masking Rules, 52

• Data Domains, 56

• Policy Packs, 60

• Import and Export, 62

• Linking Business Glossary Terms to Global Objects , 63

• Policy Management, 64

Policies Overview
A policy is a data masking component that describes the methods to maintain the privacy of specific types of 
source data.

A policy contains data domains. A data domain describes the functional meaning of a column based on the 
column data or the column name. For example, a Social_Security data domain contains all database columns 
with numbers in the following format: 999-99-9999. A Salary data domain might include the Salary, Bonus, 
and Commission columns in a database.

A data domain contains data masking rules. A data masking rule is a data masking technique to mask a 
specific type of data. For example, you might configure the Substitution data masking technique for First 
Names and Last Name columns. You configure two Substitution masking rules because each rule contains 
different parameters.

You can configure data domains, rules, and policies separately. Apply the rules to data domains and add the 
data domains to a policy. After you define the policy, you can assign the policy to a data source in a project. 
You can apply a policy to multiple projects.
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Policies View
The Policies view shows the policies, data domains, and rules in the TDM repository.

The following image shows the Policies view in Test Data Manager:

Policies Task Flow
You can create policies, rules, and data domains in any order.

Complete the following high-level steps to define policies:

• Create data masking rules.

• Define data domains to describe which columns can receive the same masking rules.

• Assign the data masking rules to the data domains.

• Create a policy.

• Assign the data domains to the policy.

Data Masking Rules
A data masking rule is a data masking technique to mask a specific type of data. You can create a standard 
rule, advanced rule, or a rule that you import as a mapplet.

A data masking technique defines the logic that masks the data. Masking parameters are options that you 
configure for a masking technique. For example, you can define different dictionary files for substitution 
masking rules. Dictionary files contain the sample data for substitution. You might blur output results by 
different percentages for different columns. Most masking techniques have associated masking parameters.

You can enable users to override masking parameters for a rule. For example, you create a rule with the 
substitution masking technique to mask column data based on a flat file substitution source. You set the 
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override option for the rule. When a developer assigns this rule to columns in a source, the developer can 
select a relational database as a substitution source rather than a flat file.

You can assign rules to source columns, data domains, policies, and plans.

Standard Masking Rules
A standard masking rule is a data masking rule that applies a built-in masking technique. A standard masking 
rule has one input column and one output column.

When you create a standard masking rule, you select the masking technique from a list. You can define one 
masking technique in a standard masking rule and you can apply the rule to one column.

Test Data Manager has masking techniques that you can select to create masking rules. You can use 
standard masking techniques based on the source datatype and masking type that you configure for a 
column. You can restrict the characters in a string to replace and the characters to apply in the mask. When 
you mask numbers and dates, you can provide a range of numbers for the masked data. You can configure a 
range that is a fixed or percentage variance from the original number.

Creating a Standard Masking Rule
Create a rule to define a masking technique, the datatype to mask, and masking parameters that define how 
to apply the technique.

1. To access the Policies view, click Policies. 

2. Click Actions > New > Masking Rule. 

The Rule Wizard appears.

3. Enter a name and optional description for the rule. 

4. Select the datatype of the column to apply the masking rule to. 

5. Select the Standard masking rule. 

6. To enable users to override masking parameters for a rule, select the Override Allowed option. 

7. Click Next. 

Note: The Masking Parameters dialog box changes based on the Masking Technique you select.

8. Enter the masking parameters. 

9. Enter the exception handling options. Configure how to handle null or empty spaces. Configure whether 
to continue processing on error. 

10. Click Finish. 

Rule Simulation
You can simulate the output of a standard rule to preview the output before you assign the rule to a column.

Use the Rule Simulator to view the output of a standard rule before you assign it to a column or add it to a 
plan. View the output of the rule and change the rule properties if required before assigning it to a column. 
You can choose to include data from a connection in the simulation. Alternatively, you can use default 
sample data or enter up to 100 rows of sample data on which to simulate the rule output. View the original 
data values and the masked values in the Rule Simulator tab.

The latest simulation configuration details are stored in the browser cache. You can edit the properties of a 
rule after viewing the simulation results, and run the simulation again on the same data with the updated rule. 
Clearing the cache deletes the configuration information.
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Previewing Rule Output
Use the Rule Simulator to view the output of a standard masking rule on selected data. You can use data 
from a connection, use default sample data, or enter sample data on which to view the rule output.

1. To access the Policies view, click Policies. 

2. Click a masking rule name to open the Rule Properties page of the masking rule. 

3. Click Rule Simulator to open the Rule Simulator configuration tab. 

4. Select the type of configuration from the Source Details list and click Edit. Select Default to use default 
sample data, My Test Data to enter sample data, or Connection to use data from a connection. The 
Configure Source Details page opens. 

5. On the Configure Source Details page, to use source data from a connection: 

a. Select the connection and owner from the lists. 

b. To select a table, type the table name, or click Browse to select the table from a list. 

c. Enter the number of rows to include in the simulation. The default value is 20. The maximum 
number of rows you can include is 100. 

d. Click OK to return to the Rule Simulator tab. 

6. To enter sample data: 

a. Enter the data in the data fields in the Configure Source Details window. Use the buttons to add or 
delete rows. You can enter a maximum of 100 rows. 

b. Click OK to return to the Rule Simulator tab. 

7. To use default sample data: 

a. Click Copy default data. 

b. Click OK to return to the Rule Simulator tab. 

8. On the Rule Simulator tab, click Go to start the simulation. 

View the original source values and the masked values in the Rule Simulator tab.

Advanced Masking Rules
An advanced masking rule is a combination of masking techniques that mask multiple source columns or a 
target column based on values of more than one input column.

For example, you can create a full masked name by masking the first name and last name input columns. 
Define variable columns to contain the masked names. Add an output column that contains a result of an 
expression that combines the first name and last name variable columns.

Create the following types of columns in an advanced rule:

Input

The source column that you want to mask.

Variable

A column that contains intermediate values in a calculation. The variable column receives a value from 
an expression or a masking technique. You can configure multiple variable columns in order to combine 
multiple masking techniques.

Output

The target column that receives the masked value. The output column type contains a masking 
technique and masking parameters.

You cannot use advanced masking for Hadoop data sources.
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Related Topics:
• “Advanced Masking” on page 111

Creating an Advanced Masking Rule
Create an advanced masking rule to combine more than one masking technique or to mask multiple columns.

1. To access the Policies view, click Policies. 

2. Click Actions > New > Masking Rule. 

The Rule Wizard appears.

3. Enter a name and optional description for the rule. 

4. Select the Advanced masking rule. 

5. Click Next. 

6. In the Input Columns area, click Add New. 

The Add Column dialog box appears.

7. Enter the column properties, such as the name, datatype, precision, and scale. Select whether the 
column is mandatory to assign to a data source in all projects. 

Do not enter masking properties for input columns.

8. To enter more input columns, click Add Input Column in the New Masking Rule dialog box. 

9. Add temporary variable columns 

You must apply an expression, masking rule, or dependent column for each variable column you define. 
If you apply a masking rule, configure the input column to create the variable column from.

PowerCenter Mapplet Rules
You can create rules from a PowerCenter mapplet. The mapplet contains the logic to mask the input columns 
and return data to the target columns. When you create a rule from a mapplet, you assign the mapplet 
column names to input and output columns when you assign the rule to a column in the data source.

Import a PowerCenter mapplet from an XML file that you exported from the PowerCenter repository. The 
mapplet can contain any passive PowerCenter transformations.

A mapplet can contain multiple input and multiple output columns. All columns might not be available in all 
projects. You must configure one input column and one output column as required columns. The mandatory 
columns must have source and target assignments when you assign the rule to a column in the data source. 
Test Data Manager has an interface to assign multiple columns to a rule from a mapplet.

The TDM repository stores the mapplet logic when you import the mapplet. You cannot change the mapplet 
in Test Data Manager.

You cannot use PowerCenter mapplets to mask Hadoop data.

Creating a Rule From a PowerCenter Mapplet
You can create a rule from a PowerCenter mapplet. The mapplet contains the logic to mask the source fields.

Export the mapplet to an XML file from PowerCenter before you import it to Test Data Manager.

1. To access the Policies view, click Policies. 

2. Click Actions > New > Masking Rule. 

The Rule Wizard appears.
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3. Enter a name and optional description for the rule. 

4. Choose the datatype to mask. 

5. Select the Mapplet masking type. 

6. Browse for the XML file that contains the mapplet to import. 

7. Click Next. 

8. Select at least one input column and output column as mandatory columns. 

Select the column and click the mandatory column to change the value from No to Yes.

9. Click Finish. 

Data Domains
A data domain is an object that represents the functional meaning of a column based on the column data or 
the column name. Configure data domains to group data source columns for data masking. You can assign a 
masking rule to a data domain and all the columns in the data domain are masked with the same rule.

Create data domains to describe the columns you need to mask with the same masking rules. Assign at least 
one masking rule to each data domain.

For example, you might need to mask all the instances of Social Security number with the same masking rule. 
You can create a data domain that describes the Social Security data that occurs in the different columns. A 
database might have a Social Security number in a column called SSN. The database also has a column 
called SOCIAL_SECURITY in a different table. A Social Security number might also appear in a COMMENTS 
column.

When you create the data domain, you create a data expression that describes the data format for Social 
Security numbers. A Social Security number has this format: 999-99-9999. You can also create multiple 
metadata expressions that describe possible column names for Social Security numbers. Social Security 
column names might include SSN or Social.

After you define a data domain, you can add the data domain to a policy. You can run profiles for data 
discovery against data sources in a project. Run profiles to find the columns for data domains. For example, 
the profile job can find all the Social Security numbers in the source data based on how you defined the data 
domain. The profile assigns data domains to columns.

Note: If you do not have Data Discovery, you can still use data domains to aggregate data. However, you 
must manually associate source columns with the data domains.

Apply Masking Rules to a Data Domain
You can assign one or more data masking rules to the data domain. When you assign a rule to a data domain, 
the columns in the domain receive the data masking rule when you configure data masking.

When you assign data masking rules to the data domain, the rules are called preferred rules. If you assign 
multiple rules to the data domain, you enable one of the rules to be the default rule. The default rule is 
applied to all columns in the data domain. You can manually change the masking rule for a column to a 
different preferred rule. You can also apply more than one masking rule to a column.

For example, an organization has a data domain called Last_Name. The Last_Name data domain describes 
columns that contain last names in company databases. The company can use a shuffle masking rule to 
mask the last names of customers in a database. The shuffle masking rule is the default rule. The 
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organization applies a substitution masking technique to mask the last names of customers in a different 
table. The substitution masking rule is a different preferred masking rule in the data domain.

Metadata and Data Patterns for Data Domains
A data pattern and a metadata pattern are regular expressions that you configure to group columns into a 
data domain. Use regular expressions to find sensitive data such as IDs, telephone numbers, postal codes, 
and Social Security numbers in the source data.

A regular expression is a text string that describes a search pattern. A regular expression provides a way to 
match strings of text or patterns of characters in the source data.

A data domain expression can contain data expressions and metadata expressions. A data expression 
identifies data values in a source. A metadata expression identifies column names in a source. When a data 
domain contains multiple expressions, any column name or column value that matches an expression in the 
pattern appear in the search results.

Regular Expression Syntax
A regular expression contains characters that represent source character types, source character sets, and 
string or word boundaries in the source columns. A regular expression can also contain quantifiers that 
determine how many times characters can occur in the source data. Regular expressions are case sensitive.

The following special characters are examples of characters that you can include in a regular expression:

Any character except [\^$.|?*+()

All characters except the listed special characters match a single instance of themselves. For example, 
abc always matches abc.

\ (backslash) followed by any of the following special characters: [\^$.|?*+(){}
A backslash escapes any special character in a regular expression, so the character loses the special 
meaning.

* (asterisk)

Matches the preceding token zero or more times.

[ (left bracket)

Marks the beginning of specifications for one character that you want to match.

- (hyphen)

Specifies a range of characters. For example, [a-zA-Z0-9] matches any letter or digit.

] (right bracket)

Marks the end of the specifications for one character.

? (question mark)

Makes the preceding item optional.

{n} where n is an integer > = 1

Repeats the previous item n times.

For information about creating regular expressions, see tutorials and documentation for regular expressions 
on the internet such as http://www.regular-expressions.info/tutorial.html.
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Data Patterns
Data patterns are regular expressions that describe the format of source data in a data domain.

A data pattern can contain multiple data expressions. If any of the expressions match patterns of the data for 
a column, then the column belongs in the data domain. You can configure detailed regular expressions to 
identify data in columns.

For example, a Social Security number contains numbers in the following pattern:

999-99-9999
The following regular expression shows a data pattern that describes the format of a Social Security number:

[0-9]{3}-[0-9]{2}-[0-9]{4}

Metadata Patterns
A metadata pattern is a regular expression that identifies column names in a source. A metadata pattern can 
contain multiple metadata expressions.

A metadata expression can be a column name or part of a column name. For example, if you 
configure .*Name* as a metadata expression, column names such as Name, Employee_Name, and 
Organization_Name in the source appear in the search result.

A column name that matches any metadata expression in the pattern appears in the search results.

A Social Security number might have different column names. The following regular expressions are 
metadata expression to find Social Security numbers by column name:

.*SSN*

.*SOCIAL*

.*SECURITY*

Data Domain Options
When you create a data domain you configure options that describe the data domain.

Configure the following options to describe a data domain:

Name

Data domain name.

Sensitivity level

The sensitivity level for all columns in the data domain. The Administrator defines the sensitivity levels 
that you can choose from when you apply the sensitivity level option.

Description

Description of the data domain.

Status

Data domain status is enabled or disabled. When the data domain is enabled, a profile for data discovery 
includes the data domain. Default is enabled.
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Creating a Data Domain
When you create a data domain, you can enter regular expressions that describe the data that you want to 
include in the data domain. You can also enter regular expressions that describe the names of database 
columns to include.

1. To access the policies, click Policies. 

The Policies view shows a list of the policies, data domains, and rules in the TDM repository.

2. Click Actions > New > Data Domain. 

3. Enter the name, sensitivity level, and description for the data domain. Click Next. 

4. Click Next. 

5. Optionally, enter a regular expression to filter columns by data pattern. 

6. To add more expressions for data patterns, click the + icon. 

7. Click Next to add regular expressions that filter columns by column name. Or, click Finish to skip 
entering any more data domain information. 

You can add multiple expressions.

8. Enter regular expressions to filter columns by column name. 

9. Click Next if you want to apply preferred masking rules to the data domain. Or, click Finish to finish 
configuring the data domain. 

10. To add preferred masking rules to the data domain, click Add Rules. 

The Add Rules dialog box appears.

11. Select the data masking rules to add. 

12. Click OK. 

13. Enable one rule as the default rule. 

14. Click Finish. 

Copying a Data Domain
You can create a data domain by copying a data domain.

1. To access the policies, click Policies. 

2. Click a data domain description to select the data domain. 

Do not open the data domain.

3. Click Actions > Duplicate. 

The Copy <Data Domain Name> dialog box appears.

4. Change the name and description of the data domain. Click Save. 
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Policy Packs
A policy pack contains rules that mask common types of sensitive data in the business applications.

TDM includes the following three policy packs:

• PII

• PHI

• PCI

After you install TDM, the policy packs are available in the TDM/Content/Policies folder. Import the TDM 
policy packs in Test Data Manager. The policy packs include the data and metadata patterns of the data 
domains. You can view the regular expression strings that define the search patterns in TDM policy packs.

PII Policy Pack
The Personally Identifiable Information (PII) pack contains data masking rules and policies specific to 
masking personal information.

The following table describes the data domains and the corresponding default rules available in PII policy 
pack:

Data Domain Name Default Rule

Age Domain Age Rule

Birth Date Domain Birth Date Rule

Birth Place Domain Birth Place Rule

Country Domain Country Rule

Credit Card Domain Credit Card Numbers Rule

Drivers License Number Domain Drivers License Rule

Email Address Domain Email Address Rule

First Name Domain First Name Rule

Full Address UPPER Domain Full Address UPPER Rule

Full Name Domain Full Name Rule

Gender Domain Gender Rule

Grades Domain Grades Rule

IP Address Domain IP Address Rule

Job Position Domain Job Position Rule

Last Name Domain Last Name Rule

Organization Name Domain Organization Name Rule
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Data Domain Name Default Rule

Passport Domain Passport Rule

Phone Domain Phone Number Rule

Salary Domain Salary Rule

School Name Domain School Name Rule

Social Security Number Domain Social Security Number Rule

State Domain State Rule

Street Name Domain Address Street Name Rule

UK National Identifier Domain National Identifier Rule

Vehicle Registration Number Domain Vehicle Registration Rule

ZIP Domain ZIP Rule

PHI Policy Pack
The Protected Health Information (PHI) pack contains data masking rules and policies specific to the 
healthcare and the pharmaceutical industries.

The following table describes the data domains and the corresponding default rules available in PHI policy 
pack:

Policy Pack Description

Account Number Domain Account Number Rule

Birth Date Domain Birth Date Rule

Certificate License Number Domain Certificate License Number Rule

Device Identifier Serial Number Domain Device Identifier Serial Number Rule

Email Address Domain Email Address Rule

First Name Domain First Name Rule

Health Plan Beneficiary Number Domain Health Plan Beneficiary Number Rule

IP Address Domain IP Address Rule

Last Name Domain Last Name Rule

Medical Record Number Domain Medical Record Number Rule

Phone Domain Phone Number Rule

Policy Packs       61



Policy Pack Description

Primary Account Number Domain Primary Account Number Rule

Social Security Number Domain Social Security Number Rule

State Domain State Rule

Unique Identifier Domain Unique Identifying Number Rule

Web URL Domain Web URL Rule

ZIP Domain ZIP Rule

PCI Policy Pack
The Payment Card Industry (PCI) pack contains data masking rules and policies specific to the banking and 
the finance industries.

The following table describes the data domains and the corresponding default rules available in PCI policy 
pack:

Policy Pack Description

Account Number Domain Account Number Rule

Birth Date Domain Birth Date Rule

Credit Card Domain Credit Card Rule

Expiration Date Domain Expiration Date Rule

First Name Domain First Name Rule

Last Name Domain Last Name Rule

Import and Export
You can export policies, domains, and rules to XML files and import the XML files to another TDM repository.

When you export a policy, Test Data Manager exports references to the data domains in the policy. When you 
export data domains, Test Data Manager exports references to the rules in the repository. However, Test 
Data Manager does not export the data domains or rules unless you choose to export them.

Test Data Manager exports the policies, data domains, and rules to separate XML files. Each file has a 
default name and number that includes the date. For example: Policy_121112141309.xml or 
Domain_121112141309.xml. You can rename the files before you save them.
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Exporting Policy Components
Export policies, domains, and rules to separate XML files.

1. In the Policies view, choose the policies, data domains, and rules to export. 

To choose an object, select the check box next to the object name.

2. Click Actions > Export. 

3. Click Open to open the XML file in a text editor or click Save to save the XML file on the system. 

Test Data Manager prompts you for each type of XML file you create. It downloads separate files file 
policies, data domains, and rules.

Importing Policy Components
You can import policies, data domains, and rules from XML files that have been exported from a TDM 
repository.

1. In the Policies view, click Actions > Import. 

2. Browse for the XML file to import. 

3. Click Finish to import the file. 

If the file policy, data domain, or rule already exists in the TDM repository, Test Data Manager overwrites 
the original file.

Linking Business Glossary Terms to Global Objects
You can link business terms in the Informatica Business Glossary to TDM global objects such as policies, 
data domains, masking rules, and generation rules. A business term includes the business definition and 
examples of how to use the business term. Use this to store information that users can look up from one 
central location. When you link a business term to a TDM object, you can view the TDM object when you 
select the business term in the Analyst tool.

View business terms linked to objects from the Policies view. You must configure an Analyst Service in the 
Test Data Manager Service properties to view or link business terms with TDM objects.

When you select an object from the Policies view, a list of business terms linked to the object appears in the 
Linked Business Terms tab. The list displays the term, the name of the glossary that the term belongs to, and 
a description.

You can add and remove business term links to objects from the Policies view. Click the business term link in 
the Linked Business Terms tab to view the business term in the Analyst tool.

If you delete a TDM object that has a business term linked to it, you delete the link to the business term. If 
you edit the name of a linked TDM object, the edit reflects in the glossary. If you delete a business term from 
a glossary, you delete the object link to the business term.

Linking a Business Term to an Object
You can link business terms to an object on which you have Manage privileges.

Perform the following steps to link a business term to a TDM global object.

1. To access the Policies view, click Policies. 
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2. Select the policy, data domain, masking rule, or generation rule that you want to link a business term to. 

3. Click Add on the Linked Business Terms tab. The Link Asset to Business Term page opens. 

4. Select the glossary from which you want to select a business term. The list of business terms in the 
glossary appears. 

5. Select the terms that you want to link to the object and then click OK. The business terms appear in the 
list of linked business terms. 

Removing a Business Term Link to an Object
You can remove a business term link to objects on which you have Manage privileges. You can remove the 
link from Test Data Manager or from the Business Glossary UI.

Perform the following steps to remove a business term link to a TDM global object from Test Data Manager.

1. To access the Policies view, click Policies. 

2. Select the policy, data domain, masking rule, or generation rule that you want to edit. The list of business 
terms linked to the object appears in the Linked Business Terms tab. 

3. Select the business term that you want to remove. 

4. Click Delete on the Linked Business terms tab. A confirmation page opens. 

5. Click Yes to confirm the deletion. The application deletes the link to the object and updates the Linked 
Business Terms tab. 

Policy Management
The Policies view shows the policies in the TDM repository. You can create and edit a policy from the 
Policies view.

You can create a policy before or after you define data masking rules and data domains. After you create a 
policy, you can edit the policy to add data domains and rules. You can copy a policy if you need to create a 
policy with similar rules or data domains. The duplicate policy contains the rules and data domains from the 
original policy.

You can export a policy from a TDM repository to an XML file. Import the XML file in another TDM repository.

Creating a Policy
Create a policy in the Policies view. You can create the policy before you create data domains and rules. You 
can add the data domains and rules to the policy at any time.

1. In the Policies view, click Actions > New > Policy. 

The New Policy dialog box appears.

2. Enter a name and optional description for the policy, and click Next. 

3. To add data domains to the policy, click Add Data Domains. 

4. Select the data domains from the list. 

5. Click Finish. 

The policy appears in the Policies view.
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Editing a Policy
You can edit the policy properties and update the data domains in a policy.

1. To access the Policies view, click Policies. 

2. Click the name of the policy you want to open. 

3. On the Policy tab, click Edit. 

The Edit Policy dialog box appears.

4. You can change the policy name, description, or status. 

5. Click the Data Domains tab to edit data domains in the policy. 

6. Click Add to add data domains to the policy. 

A list of data domains appears.

7. Select the data domains you want to add to the policy. 

8. Click OK to select the data domains. 

9. Click Save. 

Deleting a Policy
When you delete a policy, you do not delete the data domains or rules that you added to the policy. When you 
delete a policy you remove all the assignments that you created with the policy.

1. To access the Policies view, click Policies. 

2. Click to open the policy you want to delete. 

3. Click Actions > Delete. 

4. Confirm that you want to delete the policy. 

Test Data Manager deletes the policy.

Copying a Policy
You can create a policy by copying a policy. When you copy a policy, Test Data Manager copies the data 
domains and rules in the original policy to the new policy.

1. To access the Policies view, click Policies. 

2. Click a policy description to select the policy. 

Do not open the policy.

3. Click Actions > Duplicate. 

The Copy <Policy Name> dialog box appears.

4. Change the name and description of the policy. Click Save. 
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C h a p t e r  5

Data Discovery
This chapter includes the following topics:

• Data Discovery Overview, 66

• Data Discovery Sources, 67

• Discover View, 68

• Column Properties, 69

• Data Discovery Task Flow, 71

• Primary Key Discovery , 71

• Entity Discovery, 72

• Data Domain Discovery, 73

• Profile Management, 75

• Apply the Results, 78

• Project Tables, 81

Data Discovery Overview
Run profiles to discover source data for data masking and data subset operations.

Before you run data masking, you can discover which columns to mask with the same masking rules. Before 
you create a data subset, you can discover relationships between tables and the entities for the data subset 
database. You can apply profiling results instead of manually configuring data subset entities or manually 
applying a data masking rule to one column at a time.

You can run the following types of profiles:

Entity profile

Determines relationships between tables. When you run the profile, the Data Integration Service 
evaluates the structure of the source tables and identifies potential table relationships. Select entities 
from the profile results. TDM adds the logical constraints in the TDM repository, but does not apply 
these constraints in the source tables. When you generate a workflow from a data subset plan, TDM 
uses the constraints to create subset data with referential integrity.

Primary key profile

When you run the profile, the Data Integration Service evaluates the structure of the source tables and 
identifies potential primary keys. The primary key profile includes the percentage of unique values in a 
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column or combination of columns. Select primary keys from the profile results. TDM adds the primary 
keys in the TDM repository, but does not add them to the source tables.

Data domain profile

Identifies the columns that belong in a data domain based on the data value of the column or the column 
name. Use the results when you apply data masking rules. You can apply a rule to all columns that 
belong to the data domain instead of manually applying the rule to one column at a time.

You can run data domain profiles and primary key profiles at the same time. You can also import and run 
profiles that you create in Informatica Developer.

Data Discovery Sources
You can run profiles for data discovery on relational sources.

You can run profiles for data discovery on the following sources:

• Oracle

• Microsoft SQL Server

• IBM DB2

• Sybase

• Teradata

Use ODBC to connect to Sybase and Teradata sources.

You can run data domain profiles on Hive and HDFS sources.

Rules and Guidelines for Data Discovery Sources
Use the following rules and guidelines when you configure the data discovery sources:

• You cannot run a profile for data discovery on nonrelational sources. However, you can use profiling in 
PowerCenter or Informatica Data Quality to create and run profiles and then export the results. You can 
import the results to the TDM repository with Test Data Manager. For information on how to run profiles in 
Informatica Data Quality and export them, see the Informatica Profile Guide.

• You can import the results of profiles that use specific options in Informatica Data Quality.

- You can view the results of profiles that use the Enterprise Discovery Profile and Profile options.

- To view the profile results for Hadoop, you import the profile results from the Developer client with the 
Enterprise Discovery Profile option.

- You can import the results of data discovery performed with mapplets created using simple regular 
expressions. You cannot import results if the mapplets use labeler, tokenizer, content set, or reference 
tables.

- You cannot export data domains from Informatica Data Quality and import them into TDM. You must 
create the data domains in both Informatica Data Quality and TDM. The names of the data domain must 
be identical in both.

- You can import and view domain discovery results of profiles run in the project. You can import the 
results of profiles created in folders within the project, but you cannot view the results in TDM.
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• A table that you import to the repository must have the same connection when you use it in a profile. If 
you use a different connection for the profile than you used to import the data source, you might receive 
unexpected results.

• You cannot run a profile that contains two tables with the same name. For example, a project might have 
more than one EMPLOYEE table. Each EMPLOYEE table might have a different owner. You must create a 
separate profile for each EMPLOYEE table.

Discover View
View tables, manage primary key-foreign key relationships, configure profiles, and update columns for 
masking in the Discover view.

The following image shows the Discover view in a Project:

The Discover view contains the following views:

Tables

View the tables in the data source. Select a table and view the relationship between the table and other 
tables in the project. View the columns in a table. Define primary key and foreign keys in tables.

You can disable physical primary key columns when you do not need the composite primary keys or 
entity relationships. In the Tables | Columns view, you select a row with a physical primary key and 
enable or disable the primary key from the Actions menu. You can also edit the precision of a source 
table column based on the values that you need in the target column.

Profile

Define a profile for data discovery. Configure the profile to find columns for data domains and possible 
primary key-foreign key relationships between tables.

Columns

View the results of a data domain profile. Maintain data domain assignments and define similar column 
values for value cascades.
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Column Properties
You can configure column properties for a project source.

The following table describes the properties listed on the Discover | Columns view:

Property Description

Table Name Name of the table.

Column Name of the column.

Datatype Column datatype.

Domain Name of the data domain that the column belongs to.

Restricted The column in the database is a restricted column. The PowerCenter Integration Service 
does not write the value of a restricted column to a target.

Sensitive Indicates whether a column contains sensitive data.

Similar Value 
Columns

Shows the number of columns that are related to this column in a value cascade.

Sensitive Columns
When you mark a column as sensitive, you indicate that the column contains sensitive data. Sensitive 
columns are for reference only and they do not affect processing.

When you assign a data domain to a column, Test Data Manager marks the column as sensitive.

Value Cascades
Use a value cascade to mask similar columns in different tables with the same masking rules. Use a value 
cascade when the columns that you want to mask are not related by key constraints. Data masking returns 
the same values into each column. Configure a group of similar value columns to define a value cascade.

Configure value cascades as similar value columns and define one of the columns as the driving column. If 
you assign a rule to the driving column, Test Data Manager assigns the rule to all the columns in the group. 
For example, you configure employee_num column in one table and EmpID in another table as similar value 
columns. Define employee_num as the driving table. When you assign a data masking rule to employee_num, 
EmpID receives the same masking rule. The columns in a value cascade must be the same type.

When you view the columns in a project, a driving table shows a number in the Similar Value Columns 
column. The number indicates how many other columns are in the value cascade. The similar value columns 
do not show a number in the Similar Value Columns column.

You can view a list of the columns in a value cascade. Select the driving column in the content panel. Click 
the Similar Value Columns view in the details panel. A list of the similar value columns appears.

You cannot use value cascades for Hadoop sources.
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Creating a Value Cascade
Configure a value cascade as a group of similar value columns and define one of the columns as the driving 
column.

1. In the Discover | Columns view, select multiple columns that you need to define as similar columns. 

2. Click Actions > Set as similar value columns. 

A list of the columns with similar values appears.

3. Choose one column as the driving column. 

To select the column, click the driving table column checkbox to change the value from No to Yes.

Changing a Value Cascade
You can change a value cascade configuration. You can change the driving column, delete a column, or add 
similar value columns.

1. In the Discover | Columns view, select the driving table of the value cascade you want to change. 

A driving table has a numeric value in the Similar Value Columns column.

2. Click the Similar Value Columns view in the Details panel. 

A list of the columns in the value cascade appears.

3. Click Edit Similar Value Columns. 

The Edit Similar Value Columns dialog box appears.

4. To change the driving column to a different column, change the Driving Column value to Yes for the 
column that you want. 

You do not have to disable the previous driving table column. The value changes to No by default.

5. To add similar value columns to the group, click Add. 

Select the columns from the Add Similar Value Columns dialog box.

6. To remove columns from the group, select the columns on the Edit Similar Values dialog box and then 
click Delete. 

Deleting a Value Cascade Group
You can delete a value cascade.

1. In the Discover | Columns view, select the driving table for the value cascade. 

A driving table has a numeric value in the Similar Value Columns column.

2. Click the Similar Value Columns view in the Details panel. 

A list of the similar value columns in the value cascade appears.

3. Select any column in the group and click Delete. 

4. Confirm that you want to delete the similar values group. 

Test Data Manager removes the value cascade.
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Auto Cascades
An auto cascade masks the primary key in a parent table and related foreign keys in child tables with the 
same value.

Tables with key constraints have auto cascades applied by default. You can manually disable or enable auto 
cascades. For example, you need to mask the employee ID in an employee master table and two child tables. 
The employee ID is a primary key in the master table. When you mask the employee ID in the employee table, 
the employee ID in the child tables receives the same masked value.

To use auto cascades, key constraints must exist between the parent and the child tables.

You cannot use auto cascades for Hadoop sources.

Data Discovery Task Flow
You can run profiles for data discovery to find primary keys and entity relationships between tables in the 
source data. You can run a data domain profile to search for columns to assign to data domains for data 
masking.

Before you can run profiles, the administrator must configure a connection to the source database for data 
discovery. The administrator must also configure connections to the Data Integration Service and the Model 
Repository Service.

Complete the following high-level steps to perform data discovery:

1. Create a profile.

2. Select the type of profiling you want to perform. You can choose to run a primary key profile, an entity 
profile, or a data domain discovery profile.

3. If you choose to run a data domain discovery profile, choose the data domains to search for.

4. Choose the sampling size for the profile.

5. Run the profile and monitor the job.

6. After the job completes, open the profile again.

7. Review the primary key profile results, the entity profile results, and data domain profile results.

8. Select and approve the results that you want to use for data masking and data subset operations.

Primary Key Discovery
To discover possible keys in source tables, create a primary key profile.

To identify potential data quality issues, create a primary key profile that discovers non-unique rows. A 
primary key discovery profile is also useful when the primary key is a combination of columns that uniquely 
defines a row. Non-conforming rows might contain duplicate information. After you discover potential keys in 
a table, you can add the keys to the source table in a project.

For example, an Employee table contains an EmpID column. The value of the column is 100% unique. A 
primary key profile identifies the column as a possible primary key that you can add to the table in the 
project.
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Primary Key Profile Options
When you run a primary key profile, the Data Integration Service infers primary key candidates from the 
source tables. To limit the candidate results, configure inference options.

A primary key profile identifies the columns and combinations of columns that meet a specific conformance 
level. You can edit the maximum number of columns to combine for unique key identification.

The following table describes the options for primary key profiles:

Option Description

Primary Key Rows The maximum number of columns that the profile can combine to form a primary key. Default 
is 3.

Max Rows The maximum number of rows to profile. Default is 1,000.

Conformance Criteria The minimum percentage or maximum number of key violations that the profile allows. 
Default is a minimum percentage of 99.

Entity Discovery
To discover data relationships between source tables, create an entity profile. Entity discovery shows the 
tables that are potential entities.

The entity profile discovers entity relationships in the source data. An entity consists of related parent and 
child tables. The entity profile returns a list of possible entities by comparing column names in the source 
tables. You can select entities from the profile results to add to the project. When you run a data subset 
operation, the subset database structure and the data in the subset is determined by the entities that you 
define for the subset.

For example, the Employee table, the Employee_Detail table, and an Employee_Address table contain an 
EmpID column. The entity profile suggests that the Employee table could be an entity with two direct 
relationships. The Employee table has two child tables. When you view the profile results, you select the 
Employee table as an entity. When you run a data subset operation, you can create a filter on EmpID to 
retrieve the data for employees with an EmpID less than 2000. The data subset operation filters data for each 
table in the entity relationship.

Entity Profile Options
TDM infers foreign key candidates from the source tables. To limit the candidate results, specify inference 
options.

Define options to configure how the entity profile matches the datatypes of the primary keys and the foreign 
keys of the entity table.
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The following table describes the entity profile options:

Option Description

Datatypes used in 
comparisons

The datatype to use for comparisons.
Select one of the following options:
- Inferred Datatypes. Compares the primary key and the foreign key based on the 

datatypes inferred by TDM.
- Documented Datatypes. Compares the primary key and the foreign key based on the 

datatypes defined for the source column.

Comparison case 
sensitivity

Performs case-sensitive comparisons.

Trim spaces before 
comparison

Trims spaces before comparing values.
Select one of the following options:
- None. Does not trim leading or trailing spaces.
- Both. Trims both leading and trailing spaces.
- Leading. Trims leading spaces.
- Trailing. Trims trailing spaces.

Maximum foreign keys 
returned

Maximum number of matched foreign key results that you want to return.

Minimum confidence 
percent

Minimum percentage of foreign key values that match the inferred datatype.

Regenerate signature Determines whether the data profiling warehouse should clear the existing object 
information before the Data Integration Service runs the profile.

Data Domain Discovery
Data domain discovery finds the source columns that contain similar data. The profile assigns the same data 
domain name to each column that contains similar data. You can assign the same data masking rules to all 
the columns in a data domain at the same time.

Create a data domain to describe the columns you need to mask with the same data masking rules. When 
you create a data domain, you configure regular expressions that define patterns in the data or patterns in 
the column names.

Run the data domain discovery profile to find the columns that match the criteria in the data domain regular 
expressions. When you configure a profile for data domain discovery, select the tables to search in the data 
domain discovery operation. Select which data domains to search for in the tables. You can select policies 
that contain data domains instead of selecting each data domain to search for.

After you run the profile for data discovery you can view the profile results. The profile results assign source 
columns to data domains. You can choose which profile results to use for data masking.

Data Domain Profiling on Hive and HDFS Sources
You can run data domain profiles on Hive and HDFS data sources to identify sensitive data.

You can run a data domain profile on Hive data sources. You cannot run primary key and entity profiles on 
Hive data sources.
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You can run a profile on an HDFS source from the Developer tool. You can then import the profile results to 
the TDM repository with Test Data Manager. After you import the profile results, you must run the profiles to 
view the data domain profile results in Test Data Manager. You cannot view primary key profile and entity 
profile results for HDFS sources in Test Data Manager.

Data Domain Profile Sampling Options
When you run a profile for data domain discovery, configure sampling options to limit the number of rows to 
search or limit the regular expressions to search with.

The following table describes the sampling options that you can select in a profile for data discovery:

Option Description

Data Search for patterns in the data only.

Column Name Search for patterns in the column name only.

Data and Column Name Search for patterns in the data and in the column name.

Maximum Rows to Profile Limit the number of rows to profile. Default is 1000.

Minimum Conformance Percent Minimum percentage of rows where the column data or metadata matches the data 
domain.

Assigning a Data Domain to Multiple Columns
You can manually assign a data domain to multiple columns at a time. You can also remove the data domain 
assignment from multiple columns at a time.

1. Open a project. 

2. Navigate to the Discover | Columns view. 

A list of all the columns in the project appears.

3. Select the columns that you want to assign the data domain to. 

4. Click Actions > Edit Assignments. 

The Edit Data Domain Assignment dialog box appears.

5. Choose the data domain to assign to the columns. 

You can choose a blank data domain to remove the previous data domain assignment.

6. Click Save. 

The data domain assignments appear in the Columns view.

Manually Updating the Column Data Domain
You can manually update a data domain for a column. When you add a data domain to a column, Test Data 
Manager marks the column as a sensitive column.

1. Open the project and click Discover | Columns.

2. Click the Domain column for the column you want to update.
A list of data domains appears.

3. Select the data domain to add to the column.
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Note: You can run a profile for data domain discovery to update the data domain for columns.

Profile Management
You can create and run profiles, add primary and unique keys to the source, and verify and add constraints to 
the source. Alternatively, you can import profiles that you create and run in Informatica Developer.

You can run a profile multiple times, and you can edit a profile between runs.

Creating a Primary Key Profile
Create a primary key profile to show a list of possible primary keys that you can add to tables that do not 
have keys. Create and run primary key profile in the Discover view.

Create a primary key profile if the source data does not contain primary and foreign key relationships.

1. Open the project and click the Discover view. 

2. Click the Profile view. 

3. Click Actions > New Profile to create a profile. 

4. In the New Profile dialog box, enter the profile name and description. Choose to create a primary key 
profile. 

5. Select the tables to profile and click OK. 

6. Click Next. 

7. In the Select Sampling Options pane, click Override default inference options to change the primary key 
options. 

8. Click Save. 

9. Click Actions > Run Profile. 

Creating an Entity Profile
Create an entity profile if the source data does not contain primary and foreign key relationships. The entity 
profile creates a list of possible parent tables that you can define for data subset operations. Create and run 
entity profiles in the Discover view.

1. Open the project and click the Discover view. 

2. Click the Profile view. 

The Profile view shows a list of the profiles in the project.

3. Click Actions > New Profile to create a profile. 

4. Select the tables to profile and click OK. 

5. Click Next. 

6. In the Select Sampling Options pane, click Override default inference options to change the entity 
options. 
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The following table describes the entity options that you can update:

Entity Option Description

Datatypes used in 
comparison

Determines how Test Data Manager derives datatypes to compare in the tables.
Choose one of the following options:
- Inferred datatypes. Datatype derived from the values in the column.
- Metadata. The datatype described in the schema.

Comparison case 
sensitivity

Indicates if the foreign key comparison is case-sensitive or not. If you choose case-
sensitivity, profile job performance might be affected.

Trim spaces before 
comparison

Trims leading spaces, trailing spaces, or leading and trailing spaces.

Minimum confidence 
percent

Minimum percentage of rows without key violations that the profile allows for foreign 
key discovery.

Regenerate Signature Determines whether the data profiling warehouse should clear the existing object 
information before the Data Integration Service runs the profile.

7. Click Save. 

8. Click Actions > Execute to run the profile. 

Creating and Running a Data Domain Profile
Create and run data domain profiles in the Discover view.

A project must contain policies before you create a data domain profile. The policies contain the data 
domains that you can use in a profile for data discovery.

1. Open the project and click the Discover view. 

2. Click the Profile view. 

The Profile view shows a list of the profiles in the project.

3. Click Actions > New Profile to create a new profile. 

4. In the New Profile dialog box, enter the profile name and description. Choose to create a data domain 
profile. 

5. Select the tables to profile and click OK. 

6. Click Next. 

7. In the Select Sampling Options pane, choose whether to add policies or data domains to the profile. 
When you select a policy, Test Data Manager includes all data domains in the policy. 

Test Data Manager returns a list of policies or data domains in the pane.

8. Select the policies or the data domains to profile. 

9. In the Sampling panel, select whether to run data discovery on the source data, the column name, or the 
data and the column name. 

You can run a profile for column metadata and then run it again for the source data.

10. Enter the maximum number of rows to profile. 

11. Enter the minimum conformance percent. 
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All rows might not conform to the data domain expression pattern. You can enter a minimum percentage 
of the profiled rows that must conform.

12. Click Save. 

13. Click Actions > Execute. 

Importing a Profile
You can create a profile in Informatica Developer, run the profile, and export the profile results to an XML file. 
Import the XML file into the TDM repository from Test Data Manager. The profile results appear in Test Data 
Manager. You can also import a profile from another TDM repository.

1. Open the project and click the Discover | Profile view. 

2. Click Actions > Import Profile. 

The Import Profiles dialog box appears.

3. Enter a profile name and description, and select a profile type. 

4. Click Choose File to navigate to the XML file exported from Informatica Developer and click OK. 

5. Click Finish. 

The imported profile appears in the Discover view.

Editing a Profile
You can edit a profile and run it multiple times. When you run the profile, the Data Integration Service 
overwrites the original profile results.

When you edit a profile, you can change the profile name and description. You can add or remove tables. 
When you run data domain profiles, you can change the policies and data domains in the profile. When you 
run primary key profiles and entity profiles, you can change the options.

1. Open the project and click the Discover | Profile view. 

2. In the Discover view, click a profile name to open it. 

3. Click Edit. 

The Edit Profile dialog box appears. The dialog box has the General tab, the Tables tab, and the 
Relationship Sampling tab or the Sampling tab depending on the profile type.

4. On the General tab, you can edit the name and description of the profile. 

You cannot change the profile type.

5. On the Tables tab, add or remove tables that you want to profile. 

To add a table, click Add and select the tables you want to add. To delete a table, select the check box 
for the table you want to delete. Click Delete.

6. On the Relationship Sampling tab, select to override default inference options. Edit the options for 
finding primary key and foreign keys in the source data. 

7. On the Sampling tab, you can change the data domains or policies in the profile. You can choose to run 
the profile against the source data, the column name, or both data and column name. 

8. Click Actions > Execute to run the profile. 
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Deleting a Profile
You can delete profiles.

1. Open the project and click the Discover view. 

2. In the Discover pane, select the profile row, but do not open the profile. 

3. Click Actions > Delete to delete the profile. 

4. Click Yes to confirm the delete. 

Apply the Results
After the profile run, you must close the profile in the Test Data Manager and open it again to view the profile 
results. Click separate views for the primary key results, the entity profile results, and the data domain profile 
results.

Primary Key Results
The primary key results is a list of possible primary keys that you can add to tables that do not have keys. 
Use the unique percentage value in the profile results to determine which column or combination of columns 
that you might add as a primary key for a table.

The following image shows sample primary key profile results:

To view primary key results, close the profile and open it again to display the results. Click the Profile | 
Primary Key view. Examine the primary key profile results. The primary key candidates include the 
percentage of unique values in a column or combination of columns.

The following table describes the fields in the primary key results:

Property Description

Table Name The name of the table that contains the column with the primary key candidate.

Column Name The name of the column or combination of columns that the Data Integration Service infers to 
be a primary or unique key.
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Property Description

Relationship The function of the column in the table is primary key.

Uniqueness The percentage of unique values in the column. Use the unique percentage value in the profile 
results to determine which column or combination of columns to add as a primary key. A unique 
percentage of 100 indicates that all values in the column are unique.

Verified Indicates whether the primary key candidate has been verified as not containing another 
constraint.

Existing 
constraints

Shows any existing primary key or foreign key constraint for the column.

Status Indicates whether a user verified, approved, or rejected the primary key candidate.

Apply the Primary Key Profile Results
You can choose primary key candidates from the profile results and add the keys to tables in the project.

You can configure a status that indicates whether you want to accept the primary key candidate or reject the 
primary key candidate. When you approve a primary key, the Test Data Manager adds the key to the table in 
the TDM repository.

Select a column and change the status from the Actions menu. Select Verify, Approve, or Reject.

When you approve the primary key candidate, the Test Data Manager adds the primary key to the table. When 
you reject the primary key candidate, it does not affect the subset operation.

Use the Verified column to track results as you finish the review. The Verified column does not affect data 
subset operations.

Entity Discovery Results
The Entity view shows the list of possible entity relationships in the source data. You can select a column in 
the profile results and see other columns that might contain the same data. You can select entities from the 
profile results to add to a data subset operation.

To view entity discovery results after you run the profile, close the profile and open it again. Click the Profile | 
Entity view.

Select an entity to view the constraints in the Constraints view. Test Data Manager shows the parent 
columns, the child columns, and the relationships. Approve the constraints to add them to an entity.

You can approve each entity that you want to add to a project.
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The following image shows the results of an entity discovery profile:

Data Domain Discovery Results
The data domain profile results show a list of source columns and possible data domains to assign to the 
columns. You can select which data domain candidates to use for data masking from the profile results.

To view data domain discovery results, close the profile and open it again. Click the Profile | Data Domain 
view.

Select a column and click on the Data Preview tab to view the source data of the selected column. The data 
viewer displays the first 200 records of columns returned in the data domain profile.

You can select rows and approve the data domain for each column. When you approve the suggested data 
domain for the column, you can assign the rules in the domain to each column in the data domain. You can 
assign the rules in the Define | Data Masking view.

After you are finished working on the data domain for a column, you can verify the data domain for each 
column in the Data Domain view. The Verify column is for tracking. It does not affect the data domain profile 
operation.

When you finish approving the data domains, you can mark the data domain classification as completed. Use 
this method to verify that you reviewed all the results. Completing the data domain classification does not 
affect any process.

The following image shows the data domain discovery results:
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The following table describes the columns in the data discovery results:

Column Name Description

Table Name of the table.

Source Name of the column to mask.

% Data Conformance The percentage of rows that contain metadata or data patterns that match the data domain.

% Null The number of rows that contain NULL values in the source column.

Patterns The number of data domain data or metadata patterns that match the column.

Column Name Match Indicates if the column name is the matching data domain pattern.

Current Data Domain Shows the previous data domain when you run the data domain profile more than once.

Profiled data domain The data domain name returned from the latest profile run.

Status Shows whether the data domain is verified or approved.

Project Tables
You can view the source tables in a project. You can view the primary keys and foreign keys in each table.

Click the Discover | Tables view to see the data source tables in the project. You can filter the list of tables by 
the table name or by the description.

Click the table name to view the table properties in the General Properties pane. View the columns in the 
table in the Columns view. Test Data Manager also shows the child tables in the Relationship Overview pane.

Table Classification
You can assign a classification to source tables to identify what kind of data the table contains. The 
classification does not affect profile operations. You can filter tables by this classification when you create 
entities or plans.

In the Discover | Tables view, select the tables that you want to assign a classification to. Choose one of the 
following table classifications:

• Temporary

• Master

• Configuration

• Transactional

• Log

• Seed

For example, you might want to know which tables are master tables when you determine which tables are 
driving tables for entities. You might want to configure more filter criteria for tables that contain transactions 
or logs.
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Constraints
Foreign key constraints define parent-child relationships between the source tables. Use constraints to 
determine the tables to include in a data subset. You can also limit the values that you want to store in the 
data subset table columns.

When you create a data entity, you select one table for the entity. The table that you select is the entity driving 
table. Test Data Manager adds other tables to the entity based on the constraints for the driving table.

Use data discovery to find relationships between tables. When you identify the relationships that you want to 
add to the TDM repository, create and edit constraints in Test Data Manager.

The following types of constraints define relationships between tables in an entity:

Primary Key

A column or combination of columns that uniquely identifies a row in a data source. A table can have 
one primary key.

Logical Manual

A parent-child relationship between tables based on columns that are not keys. You can create the 
following logical constraints:

• Logical constraints that you accept from data discovery profiles. You can delete these logical 
constraints.

• Logical constraints that you define in Test Data Manager. You can delete these logical constraints.

Related Topics:
• “Entities” on page 86

Major and Minor Constraint Severity
When you define a foreign key constraint, configure the constraint severity as major or minor. The severity 
determines the scope of the data that a data subset receives based on the constraints. You can change the 
severity to change the final output of a subset operation. The constraint severity level does not affect the 
structure of an entity. You can change the severity level for a constraint after you create an entity. You can 
also change the severity level at run time in a subset plan. Doing this does not change the severity levels in 
the entity.

Major constraints are constraints that move in both directions, child to parent and parent to child. When you 
want the parent table to select additional child records that are related to the parent, assign a major 
constraint between two tables.

When you define a constraint, you define it on the child table. When you define a constraint with a major 
severity level, all of the children of the parent are included in the data subset. For example, you define a 
constraint between Customer and Leads. Customer is the parent table. You create a filter on Leads to return 
only high-quality leads. The subset receives the customer for a high-quality lead, but it also receives all the 
leads for the customer. This major constraint honors referential and transactional integrity. You can apply 
only such a major constraint from within an entity.

The child record selected for the subset operation pulls in related parent records from both parent tables. 
The parent records select all the related child records from the child table. As more records are selected in 
the child table, the related parent records are selected again. This is because the records selected by one 
parent in the child table might refer to parent records in another parent that is not a part of the subset. This 
process continues in a loop until there are no more related records to select.

To configure a subset operation that aims to exclude additional data, you can select the Referential Integrity 
Only option in a plan at run time. When you select this option, the data included remains referentially intact, 
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but this option does not guarantee that the subset will include all child records pertaining to a parent. 
Therefore, the subset operation might not maintain transactional integrity.

When you change the constraint definition at run time, the relations set in the entity do not change.

Minor constraints are unidirectional constraints, from child to parent. Minor constraints do not move in the 
reverse direction from parent to child. When you do not want the parent table to select additional child table 
records that are related to the parent, assign a minor constraint between two tables.

When you define a constraint with a minor severity level, the parent row is included in the data subset, but the 
data subset does not receive all of the children of the parent row. From the example above, the data subset 
receives the high-quality leads and the customers for the high-quality leads.

If the schema has constraints that form cycles, or if the schema has objects that have more than one major 
parent constraint, TDM performs recursive evaluation to calculate the subset. TDM needs a staging 
connection to perform recursive evaluation. You must therefore create a staging connection to perform 
subset operations on tables with cyclic or tending to cyclic constraints. It is recommended that you use the 
source connection as the staging connection.

Manually Add Keys to Tables in a Project
You can manually add primary keys and foreign keys to tables to establish relationships between tables for 
data subset operations. When you manually add keys, you do not need to run a primary key discovery profile.

When you add keys, you define constraints for data subset operations in the project. You do not update the 
source database.

You can add the following types of keys:
Logical Primary Key

You can add one column or column combination as the primary key for a table. Use the unique 
percentage value in the profile results to determine which column to add as the primary key. A unique 
percentage of 100 indicates that all values in the column are unique.

Constraint

Add a column or column combination as a foreign key in a table. When you define a constraint, you 
define a foreign key in a table and relate it to a column in a parent table.

Creating a Logical Primary Key
You can add a logical primary key to a table to create table relationships for data subset.

1. In a project, click the Discover | Tables view. 

2. Click a table name to select the table. 

3. Click Columns. 

The columns in the select table appear.

4. Select the checkbox for the column that you want to update. 

5. Click Create Logical Primary Key. 

Test Data Manager adds a logical manual primary key to the column.
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Creating a Logical Relationship Between Tables
You can add a logical foreign key to a table to create a table relationship for data subset. Choose a column 
from a parent table to establish a key relationship between the tables.

1. In a project, click Discover > Tables. 

2. Click the table in which you want to create the foreign key. 

3. Click the Constraints tab. 

4. Click Create New Constraint. 

5. Enter the constraint properties. 

The following table describes the constraint properties:

Property Description

Name Constraint identifier.

Constraint Type Select the constraint type as Foreign Key.
When you want to perform a data generation operation, you select the constraint type as 
Conditional.

Severity Level Choose one of the following values:
- Major. The relationship includes the parent table and it includes the other children of the 

parent.
- Minor. The relationship includes the parent table but it does not include the other children 

of the parent.

Parent Table Choose the parent table to establish the foreign key with.

Enable Constraint Enable the foreign key relationship.

6. Click Next. 

A list of the columns in the table appears in the left panel. A list of the columns in the parent table 
appears in the right pane.

7. Click a child column from the left pane. Click a parent column from the right pane. Click the Link icon to 
map the parent-child relationship. 

8. Click Finish. 
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C h a p t e r  6

Data Subset
This chapter includes the following topics:

• Data Subset Overview, 85

• Data Subset Task Flow, 86

• Entities, 86

• Entity Management, 91

• Groups, 94

• Templates, 96

• Data Subset Plans and Workflows, 97

Data Subset Overview
You can create a subset of production data if you need a small, targeted, and referentially intact copy of the 
production data to use in a nonproduction environment. A nonproduction environment might include 
development, test, or training environments.

For example, you might create a subset of financial data for a specific region or time period.

To create a data subset, you define one or more of the following components:
Entity

Defines a set of tables that are related based on physical or logical constraints. Create an entity when 
you need to copy data from related tables to a subset database. When you create an entity, select 
parameters to filter data in columns that you want to include in the subset database. You can manually 
create an entity or use an entity from profile results.

Group

Defines a set of unrelated tables. Create a group when you need to copy data from one or more 
unrelated tables to a subset database.

Template

Contains entities and groups. A template must contain at least one entity. Create a template when you 
want to reuse a set of entities and groups.

After you define the data subset components, add them to a plan. You can generate a workflow from the 
plan. The workflow loads a subset of the source data into a target database.
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Data Subset Task Flow
To define a data subset, add entities, groups, and templates to an project. Create a data subset plan and add 
the entities, groups, and templates from the project to the plan. To load data into the subset database, 
generate and start a workflow from the plan.

Complete the following high-level tasks to create the components for the data subset plan:

1. Create a project that contains one or more sources.

2. Create an entity to select related parent and child tables to include in the subset database.

3. Create filter criteria that defines what data to include in the subset database.

4. Optionally, create a group to select unrelated tables to include in the subset database.

5. Optionally, create a template that contains the entities and groups.

6. Create a data subset plan and add the entities, groups, and templates to it. Define parameters to filter 
the data in the columns. For example, you can define a parameter to filter a month column to contain 
only October.

7. Generate a workflow from the plan.

8. Start the workflow.

9. Monitor the progress of the workflow.

10. In the target database, verify that the correct data was copied.

Entities
An entity defines a structure for copying related data to the subset database.

An entity consists of a driving table and related tables. A driving table is the starting point for defining 
relationships between tables in the entity. Test Data Manager defines the tables that relate to the driving 
table based on physical and logical constraints. You can add tables that have cyclic or circular relationships 
within the table or between tables. You must add a staging connection before you can add these tables to an 
entity.

When you create an entity, you select a table as the driving table. Test Data Manager retrieves all related 
tables to the driving table based on the constraints in the driving table. Test Data Manager adds the related 
tables to the entity by default.

Define filter parameters for columns of tables in the entity. The filter parameters define the criteria for the 
subset of the data. To define the subset criteria, you can enter a specific value or a variable that is present in 
the parameter file.

Related Topics:
• “Constraints” on page 82

Entity Example
An employee has an ID number of 10 and you want information about EmpID 10 from multiple tables. A table 
called Employee contains an EmpID column. The Employee_History and Employee_Order tables have 
constraints that relate them to the Employee table that contain the EmpID column.
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Create an entity and define Employee as the driving table. Test Data Manager adds the Employee_History and 
Employee_Order tables to the entity. Define a criteria in which the EmpID value must be equal to 10.

Create a plan, generate the workflow, and start the workflow. The target database contains all the data for 
EmpID 10. The Employee table has one row with EmpID 10, the Employee_History table has multiple rows of 
history for EmpID 10, and Employee_Order has all the orders for EmpID 10.

Entities View
Create, edit, and delete entities in the Define | Data Subset view of a project.

When you create an entity, you can configure it with the following views:

Entity Map

The Entity Map view is a graphical representation of the tables in the entity and the relationships 
between the tables. You can disable and enable relationships, and edit filter criteria for each table in the 
Entity Map view. To select multiple rows in the Relationships view, you can click the required links in the 
graphical representation of the entity.

Tables

The Tables view contains a list of the tables in the entity. You can edit filter criteria for each table in the 
Tables view.

Relationships

The Relationships view shows a list of relationships in the entity. For each constraint, the view shows 
the parent table and the child table in the relationship. You can disable and enable relationships between 
tables in the Relationships view. To select specific links in the Entity Map view, you can select the 
corresponding rows in the Relationships view.

Entity Map View
The entity map is a graphical representation of the tables in an entity and the relationships between the 
tables.

When you create an entity, you define a driving table for the entity. The driving table is a starting point for 
determining the structure of the entity. Test Data Manager determines the rest of the tables in the entity 
based on the constraints that include the driving table.

If you drag the entity map panel to the left, a Table Properties panel appears that includes information about 
a selected table or constraint.

You can select any table in the map to edit the filter criteria. You can click a link to edit the constraint 
between the tables. You can disable relationships between tables from the map. When you select links in the 
Entity Map view, the corresponding rows are selected in the Relationships view.

Entity Map Example

You might define the driving table as Employee. Employee has a primary key, EmpID. Employee has three 
child tables that have the EmpID foreign key. The EmployeeBankDetails child table has an AccountNum 
constraint that relates EmployeeBankDetails to a BankAccounts table. When you create an entity with 
Employee as the driving table, Test Data Manager might create an entity map similar to the following map:
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The driving table icon contains a star in the entity map.

To add a filter criteria for Employee, click the Employee table in the entity map. Edit the filter criteria from the 
Table Properties panel.

To edit the constraint between the EmployeeDetails and Employee table, click the link between the tables.

When you click the links between the Employee, EmployeeBankDetails, and BankAccounts table, the 
corresponding rows are selected in the Relationships view.

Choose Tables to View from the Entity Map
You can change which tables you view in the entity map. You can view all the tables or you can view the 
tables by their relationships with a selected table. By default the entity map shows enabled relationships.

You can choose the Show excluded tables option with any of the views to show disabled relationships.

Select one of the following views:

All

Shows all tables in the entity.

All parents

Shows all the parent tables of a selected table.

All immediate relationships

Shows the tables that have constraint relationships with a selected table. You can view one level of 
parent and child tables from the selected table.

All children

Shows all the child tables of a selected table.

All cyclic relationships

Shows all constraint relationships that create cyclic relationships. The maximum number of cyclic 
relationships that TDM displays is 1000. You can choose to hide nodes and paths that are not a part of 
the cycles.

Tables View
The Tables view contains a list of the tables in the entity. You can edit filter criteria for each table from the 
Tables view.

The Tables view shows the table name, description, and the name of the database that contains the table. 
The status field indicates whether the entity includes or excludes the table. When you disable a relationship 
in the entity and the table is not related to any table in the entity map, the table is excluded from the data 
subset database.

Relationships View
The Relationships view shows a list of the relationships between tables in the entity. You can disable and 
enable relationships from the Relationships view.

The Relationships view shows the parent table, the child table, and the database names for each table. The 
view shows the name of the constraint that defines the relationship between the tables. When a table has 
more than one relationship in an entity, the table appears more than once in the view.

The Status field indicates whether the relationship is enabled or disabled.

When you select a row in the Relationships view, the corresponding link is selected in the Entity Map view.
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Disabling and Enabling Relationships in the Relationships View
You can enable or disable a relationship in the Relationships view.

1. In Test Data Manager, open a project. 

2. Navigate to the Define | Data Subset view. 

3. Select the entity you need to change. 

4. Click the Relationships view. 

5. Select the relationship to change. 

6. Click Enable Relationship or Disable Relationship. 

The status changes to disabled or enabled.

Enabling a Relationship in the Entity Map
You can enable a disabled relationship from the entity map.

1. In the Entity Map view, select Show Excluded Tables. 

Test Data Manager includes disabled relationships in the entity map. The entity map shows a disabled 
relationship with broken lines between the objects in the relationship.

2. Click the broken line between the tables in the relationship you want to enable. 

3. Click Enable Relationship. 

The broken line becomes a solid line when Test Data Manager enables the relationship.

Disabling a Relationship in the Entity Map
You can disable relationships between entity objects.

1. In Test Data Manager, open a project. 

2. Navigate to the Define | Data Subset view. 

3. Click the entity to open the Entity Map view. 

4. Click the link between the parent and child icons in the map to select the link. 

Test Data Manager highlights the link.

5. Click Disable Relationship. 

The link appears as a dotted line.
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6. Click the Relationships view. 

The relationship status is disabled.

Review Changes
When you modify a constraint that affects a table in an entity, you must update the entity to reflect the 
change.

For example, you create an entity that contains a table called EMP. After you create the entity, you add a 
constraint relationship between EMP and another table. When you add the constraint, the additional table 
does not appear in the entity unless you update the entity relationships.

When you view the list of entities in a project, Test Data Manager flags the entity as having a change impact. 
Open the entity and click Review Changes to see the relationship changes that impacted the entity. You can 
select a relationship and accept the change to update the entity.

Note: After you review and update the entity, you must indicate that you are finished reviewing the changes. 
In the Entity view, click Actions > Mark Changes Review as Complete. The Review Changes notification no 
longer appears for the entity.

The following image shows the Review Changes dialog box:
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Entity Management
Manage entities to perform data subset operations.

You can create, edit, and delete entities in the Define | Data Subset view. You can export and import entities.

Creating an Entity
When you create an entity, you select the driving table. Test Data Manager retrieves the related tables based 
on the constraints. You can add filter criteria to the driving table to filter source data when you create the 
data subset database. You can disable relationships between tables in the entity.

Before you create an entity, perform data discovery to identify constraints. Add constraints to the source to 
define the child tables.

1. Open a project. 

2. Click Define > Data Subset. 

3. Click Actions > New > Entities. 

4. In the New Entity dialog box, enter a name and optional description for the entity. 

5. Click Select Table to select a driving table from the list. 

6. Click OK. 

Test Data Manager displays a diagram of the relationship between the tables in the entity. You can view 
a list of the tables or a list that shows the relationships between the tables.

7. To create a subset of the data based on filter criteria, click Edit in the Properties pane. 

The Edit Criteria dialog box appears.

8. To add criteria for a column, click the Entity Criteria tab. 

9. Click Add Criteria. 

10. Select the columns on which you want to filter data and click OK. 

The columns that you selected appears in the columns list in the Entity Criteria tab.

11. If you want to define the filter expression in the entity, select an operator from the list to filter the data. 

You can indicate a filter condition in the entity, but define the expression in the plan.

12. If you enter a filter condition, enter a specific value or a variable to complete the filter expression. 

Note: If you want to provide a variable in the entity criteria, you must start the parameter value with "$$" 
for nonrelational sources. For relational sources, you must start the parameter value with "$".

13. Click Save for each filter criteria that you create. If you define multiple filters in an entity, the filter 
conditions act as "AND." 

14. Select the rows and click Save to exit the Edit Criteria dialog box. 

Database Functions in Entity Criteria
You can use database functions in entity filter criteria. To ensure that TDM processes the filter query 
correctly, you must use the IN operator and a Select clause.

For example, consider filter criteria that uses the add_months database function. Workflow generation fails if 
the plan contains the query entered directly, as TDM does not recognize this as a database function. TDM is 
unable to pass the criteria with the database function as is to the database.

To use the filter criteria with a database function, use the IN operator and enter the query with a Select 
clause.
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To add the required filter criteria, in the Edit Criteria dialog box, select the operator IN from the list of 
operators. Enter the database function as a Select clause in the Value field.

select HIREDATE from <table> where HIREDATE > add_months(current_date, -3)

TDM processes the filter criteria correctly and passes the query to the database. The workflow runs 
successfully with this entity criteria.

Editing an Entity
You can edit an entity to change the general properties, relationships, and filter criteria for tables.

1. On the Entity tab, click Edit. 

2. On the General tab, edit the entity name, description, and status. 

3. On the Entity Criteria tab, select columns and enter filter criteria. 

4. Click Save. 

Optimizing Relations
By default, all constraint relationships within an entity are major. This can sometimes result in including 
excess data in the subset, when you run a subset operation. Optimize the relations such that the entity has a 
minimum number of major relations to ensure the subset operation fetches minimal data while considering 
all tables in the entity. You can also optimize relations at run time in a plan. When you optimize relations at 
run time, you do not save the changes to the entity.

The entity must have a criteria before you can optimize relations in the entity. TDM generates an error if you 
optimize relations without assigning criteria at the entity level.
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Perform the following steps to optimize relations in an entity:

1. Open the entity. 

2. Click Actions > Optimize Relations. 

TDM analyzes the constraints in the entity and proposes major relationships or minor relationships 
based on analysis. The Optimize Relationships page displays the proposed relationship between each 
parent table and child table along with the current relationship.

3. Optional. Click Download Optimizations to download and save the optimization information in a CSV file. 

4. Click Optimize to accept all the proposed relationships. You cannot apply results selectively . 

The entity is updated with the optimized relations. You can manually edit any required constraints even 
after you save the changes.

Exporting an Entity
You can export an entity to an XML file and import the XML file to another TDM repository.

1. Click Projects to open the Projects view. 

A list of projects appears.

2. Open the project that contains the entity to export. 

3. Click the Define view. 

The list of entities, groups, and templates in the project appear.

4. Select an entity to export. 

Use the checkbox to select the entity.

5. Click Actions > Export. 

6. Choose the name and path of the XML file to create. 

The default name is a string that contains "Entity_" and the current date and the time.

7. Click OK. 

Importing an Entity
You can import an entity from an XML file that was exported from another TDM repository.

1. To open the Projects view, click Projects. 

2. Click the project description to select a project to import the entity into. 

Do not open the project.

3. Click Actions > Import. 

4. Browse for the XML file that contains the entity to import. 

The XML file has a default name similar to Entity_130315081854.xml.

5. To import the entity, click Finish. 
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Deleting an Entity
If you do not use an entity, you can delete the entity. If you delete an entity that is assigned to a plan, the plan 
is not valid.

To delete an entity, first remove it from all plans and templates.

1. In the Define | Data Subset view in the project, click an entity name to select it. 

Do not open the entity.

2. Click the Actions > Delete. 

3. In the Delete Confirmation message box, click OK. 

Groups
A group defines one or more unrelated tables that you want to copy to a subset database. Create a group to 
add unrelated tables to a plan, or to copy unfiltered data to a target.

When you add tables to a group, you can include residual tables in the group. A residual table is a table that 
has not been added to a group or entity. Select residual tables when you want to include all the tables in a 
source in a data subset plan.

When you edit a group, you can add or remove tables from the group.

You create, edit, and delete groups in the Define view of an application.

Creating a Group
To create a group, select the tables that you want to add to a data subset plan.

1. On the Define | Data Subset view in the project, click Actions > New > Groups. 

2. In the Create Group dialog box, enter a name for the group and optional description for the group. Click 
Next. 

3. To select one or more tables for the group, click Add Tables. 

4. Optionally, you can filter the list of tables to search for. 

5. Click Save. 

Editing a Group
You can edit a group to change its description, tables, and tables.

1. In a project, click Define | Data Subset. 

The Groups panel shows a list of the groups in the project.

2. Click a group name to select a group. 

Do not open the group.

3. Click Edit. 

The Edit dialog box appears.

4. On the group General tab, edit the group name or the description. 
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5. On the Tables tab, change the tables in the group. 

6. Click Save. 

Exporting a Group
You can export a group to an XML file and import the XML file to another TDM repository.

1. Click Projects to open the Projects view. 

A list of projects appears.

2. Open the project that contains the group to export. 

3. Click the Define view. 

The list of entities, groups, and templates in the project appear.

4. Select group to export. 

Use the checkbox to select the entity.

5. Click Actions > Export. 

6. Choose the name and path of the XML file to create. 

The default name is a string that contains "Group_" and the current date and the time.

7. Click OK. 

Importing a Group
You can import a group from an XML file that was exported from another TDM repository.

1. To open the Projects view, click Projects. 

2. Click the project description to select a project to import the group into. 

Do not open the project.

3. Click Actions > Import. 

4. Browse for the XML file that contains the group to import. 

The XML file has a default name similar to Group_130315081854.xml.

5. To import the group, click Finish. 

Deleting a Group
If you do not use a group in a project, you can delete it. You cannot delete a group that you assigned to a plan 
or template.

To delete a group, first remove it from all assigned plans and templates.

1. In a project, click Define | Data Subset. 

The Groups panel shows a list of the groups in the project.

2. Click a group name to select a group. 

Do not open the group.

3. Click Actions > Delete. 

The Edit dialog box appears.

4. In the Delete Confirmation message box, click Yes. 
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Templates
A template is a container for data subset groups and entities. A template must contain at least one entity.

Use a template to add multiple groups and entities to a plan or to add groups and entities to multiple plans. 
You can add groups and entities to more than one template.

You create, edit, and delete templates in the Define | Data Subset view in an project.

Template Example
You want information from multiple tables about different employees. You create a template that gets 
information about an employee. The template contains an entity that uses multiple tables to gather 
information about an employee with ID number 10. The template also contains a group that contains 
unrelated configuration tables.

After you create the template, you can change it to get information about a different employee. For example, 
you can change the employee to ID number 25 and get the same information about employee ID 25.

Creating a Template
Create a template to contain the entities and groups to add to a data subset plan. You can map template 
parameters to the entity parameters.

1. On the Define | Data Subset view in the project, click Actions > New > Templates. 

2. In the Create Template dialog box, enter a name for the group and optional description for the group. 

3. In the Create Template dialog box, enter a name for the template and optional description for the 
template. Click Next. 

4. Click Add Entities to add entities to the template. 

5. On the Add Entities dialog box select the checkbox of the entities you want to add. Click Next. 

6. Click Next. 

The template parameter dialog box appears. The right panel of the dialog box shows the parameters for 
entities.

7. To add a template parameter, click Add. 

The template parameters dialog box appears.

8. Enter the template parameter name, description, and datatype. 

a. Add a parameter for each of the column datatypes in the main table. For each parameter that you 
want to add, enter a name, description, and the datatype. 

Each parameter that you add appears in the list.

b. To assign parameters to columns in the main table, link the template parameter to the entity 
parameter. Select the template parameter, select an entity parameter, and click the link button. 

9. Click Next to add Groups to the template or click Finish to exit the template wizard. 

10. If you chose to enter groups, select one or more groups, and click Finish. 
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Editing a Template
Edit a template to add or remove entities, groups, and parameters.

1. On the Define | Data Subset view in the project, click a template to open it. 

2. Click Edit. 

The Edit template dialog box displays the General, Entities, Parameter Map, or Group.

3. Click a tab, update the template and click Save. 

Deleting a Template
You can delete template if it is not assigned to a plan.

To delete a template, first remove it from the assigned plan.

1. On the Define | Data Subset view in the project, select a template. 

2. Click Delete. 

3. In the Delete Confirmation message box, click Yes. 

Data Subset Plans and Workflows
A data subset plan contains the entities, groups, and templates that represent the tables and the data that 
you want to load to the subset database. Generate a workflow from the plan to create PowerCenter mappings 
to run the subset operation.

When you start a workflow for the plan, the data subset operation starts.
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C h a p t e r  7

Data Masking
This chapter includes the following topics:

• Data Masking Overview, 98

• Data Masking Components, 99

• Data Masking Task Flow, 99

• Masking Rule Assignments, 100

• Data Masking Plans and Workflows, 104

• Masking Components in PowerCenter, 104

Data Masking Overview
Use data masking to replace source data in sensitive columns with realistic test data for nonproduction 
environments. When you create data masking rules, you define the logic to replace sensitive data. To 
configure the sensitive columns that you want to mask, assign data masking rules to source columns, data 
domains, and policies.

A policy defines the data masking rules, the data to mask, and the masking parameters for a source. When 
you assign data masking rules to policies, you can assign multiple source columns to the data masking rules. 
You can also assign a rule directly to a source column. You can assign data masking rules based on the data 
type of the source columns.

To implement data masking, create a data masking plan and generate a workflow from the plan. A data 
masking plan can contain policies and rules. In a data masking plan, select a rule that is assigned to a 
column. Policies and rules define how to mask sensitive and confidential data in a target database. A data 
masking plan contains at least one rule or one policy.

When you start the workflow, the PowerCenter Integration Service performs the masking operation.
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Data Masking Components
To perform data masking operations, assign rules to data domains, policies, and columns. Use data domains 
and data discovery to find columns that you want to mask. Create cascades to mask similar columns.

The following table describes the components that you create to implement data masking operations:

Component Description

Assignments The allocation of rules to a column to mask the column data.
You assign a rule to a column through either a column assignment or a data domain assignment. A 
column assignment assigns a rule directly to a column in a source. A data domain assignment 
assigns one or more rules in a data domain to columns in a source.

Column 
sensitivity

A sensitive column contains sensitive data. Configure column sensitivity to mark columns that you 
want to mask.

Data domain An object that represents the functional meaning of a column based on the column data or the 
column name. Use a data domain to filter the ports that you want to mask when you assign a rule 
to columns. Define patterns in the data or patterns in the column names when you configure a data 
domain.

Plan Defines data masking operations. A data masking plan indicates whether to mask data in place in 
the source database or in stream in a target database.

Policy Defines the data masking rules, the data to mask, and the masking parameters for a source.

Rule Defines the data masking technique, an optional rule qualifier, and masking parameters.
A masking technique defines the logic that is used to mask the data.
Masking parameters define how a masking technique in a rule masks source data.
You can set an override option in a rule that defines whether users can modify the masking 
parameters for the rule when they assign the rule to columns in a source.

Value cascade Masks similar columns across tables. You can identify similar columns in a project and configure 
them to cascade masking rules. Use cascades when some fields are denormalized across multiple 
tables.

Data Masking Task Flow
To implement data masking operations, assign masking rules to columns in a source. Create a plan and add 
policies and rules to the plan. Generate a workflow from the plan to mask data in a target database.

Complete the following high-level steps to create the components that you need in a data masking plan:

1. Create rules, data domains, and policies to define the masking techniques and masking parameters.

2. Create a project that contains one or more data sources.

3. Add policies to the project. When you add a policy to a project, the project receives the data domains and 
the rules that the policy contains.

4. Add additional rules to the project. When you add additional rules to a project, the project receives the 
masking rules.
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5. Assign rules to columns in the source. You can assign rules from a policy or data domain. You can 
assign the default rules from data domains to multiple columns at a time. Manually assign advanced 
rules and mapplet rules to columns.

6. Create a plan and add data masking components to the plan. Generate a workflow from the plan. 
Monitor the progress of the workflow in the Monitor view or in the Plan view.

Masking Rule Assignments
You can assign a data masking rule to a column in the Define | Data Masking view. Choose a rule from a list 
in the Masking Rule column in the view. The data domain default rule appears at the top of the list when you 
click the Masking Rule column.

The following image shows the Define | Data Masking view in a project:

The following table describes the fields in the Data Masking view:

Column Description

Name Name of the table.

Owner Name of the database schema.

Columns Name of the column to mask.

Data Type Data type of the column to mask.

Domain Name of the domain that you assigned to the column either from a data domain discovery or a 
manual assignment.

Sensitive Indicates if the column is a sensitive column. Value is Yes or No.

Similar Value 
Columns

Indicates that the column is configured with other columns in a cascade. The column shows the 
number of other columns in the cascade.

Policy Policy name that the column is assigned to.

Masking Rule The rules to apply to the column. When you click inside the Masking Rule column, you can choose 
which rule to apply to the column. A preferred rule from a data domain has an asterisk (*) before 
the name.

Override Shows the override property status for a rule. If the property is Yes, you can override the rule 
properties when you assign the rule to a column. When you override the rule parameters for a 
column the Override column value is Yes-Overridden.
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Available Data Masking Rules
The Data Masking view lists the rules that you can assign to each column of the data source. You can assign 
one or more rules for a column if the masking rules are available for the column.

If no rules appear for a column when you click Masking Rule, check for the following situations:

• The project has no rules for the column datatype.

• The project does not contain policies with masking rules.

• A data domain that has a preferred rule that you need to use is not in a policy that you assigned to the 
project.

The PowerCenter Integration Service does not mask integers greater than 28 characters.

If a column has a data domain assignment, the preferred rules for the data domain appear at the top of the 
list in the Masking Rule column. If you forget to add a rule to a data domain, you can assign rules from policy 
preferred rules. The policy preferred rules appear below the data domain rules in the rules list.

You can apply the default data domain rules to multiple columns at a time. Select multiple columns and click 
Rule Assignment. You can choose to assign the default rules in the Rule Assignment dialog box.

Note: In the Data Masking view, you must click the Save icon after each time you assign a rule. If you do not 
save the rule assignment before you assign another rule, the Test Data Manager discards the rule 
assignment.

When you select mapplet rules, advanced rules, or any rule that uses multiple columns, you must configure a 
mapping between the source ports and the rule ports. The Test Data Manager notifies you when you need to 
configure the source to rule port mapping.

Assigning Masking Rules to Columns
Assign masking rules from data domains or policies to one or more columns in the project source that you 
want to mask.

1. In the project, click Define | Data Masking to access the Data Masking view. 

2. Select a column to assign a masking rule to. 

3. If the Domain is blank for the column, click the Policy column and choose a policy that contains the data 
masking rule that you want to assign. 

4. Click inside the Rule column to view the list of available rules. 

The data domain preferred rules appear at the top of the list. The other rules in the policy appear at the 
bottom of the list.

5. Select a masking rule. If you choose substitution masking rule, you can specify the rule assignment 
parameters. If you choose mapplet or advanced rule, you can assign the rule columns to the columns in 
the project. 

6. Click Save for each column that you update. 
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Overriding a Masking Rule
You can override rule parameters when you assign the masking rule to a column. The rule must have the 
override property enabled.

1. In the Define | Data Masking view, select a column that has a masking rule with the override property 
enabled. 

The Override column value is Yes.

2. Click Actions > Override. 

The Edit <Rule Type> dialog box appears and shows the rule parameters.

3. Change the rule parameters and the exception parameters as required. 

4. Click Save. 

Test Data Manager adds an Overridden flag to the Override column when you override the rule.

Assigning Multiple Masking Rules to a Column
You can assign multiple masking rules to a column. To assign more than one rule, create a duplicate row in 
the Define | Data Masking view and update the rule.

1. Open the Define | Data Masking view for a project. 

2. Select a column that you want to assign multiple rules to. 

Use the checkbox to select the column.

3. Click Rule Assignment . 

The Rule Assignments dialog box appears.

4. Select the column that you want to assign multiple policies to. 

Use the checkbox to select the column.

5. Click Copy Rule Assignment. 

The Test Data Manager creates a row that is a duplicate of the row you selected.

6. Change the policy to view more preferred masking rules. 

7. In the Masking Rule column, select a rule from the list. 

8. Click Save. 

The Define | Data Masking view shows two rows for the same column. Each column has a different rule 
assignment.

Assigning Default Values to Multiple Columns
You can assign the default data domain rules to multiple columns at the same time.

1. Open the Define | Data Masking view for a project. 

2. Select the columns that you want to assign default values to. 

3. Click Rule Assignment. 

The Rule Assignments dialog box appears.

4. Select which columns you want to update with the default values. You can select the checkbox at the top 
of the dialog box to select all rows. 

5. Click Default Assignments. 
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The Test Data Manager updates each column with the default rule.

6. Click Save. 

Assigning Custom Masking Rules to Columns
Mapplet rules can require values from multiple ports. You must map each source input column to a rule input 
and output port that you configure in the mapplet rule.

1. In the Define | Data Masking view, click the Masking Rule column for the column that requires a mapplet 
rule. 

2. Select the mapplet rule from the list. 

The Custom Rule Assignment dialog box appears with the list of columns in the table.

3. Select a source input column in the left panel and a rule input port in the right panel. 

Note: When you select a source input column, the rule ports with same datatype become available for 
mapping.

4. Click the Link icon to create a mapping. 

An arrow appears that links the source port to the rule port.

Note: To create a mapping, you can also click Show Simple and map the ports.

5. If you need to remove the link, select the source input port and the rule input port. Click the Unlink icon. 

The arrow between the ports disappears.

6. After you map the rule input ports, click Next. 

7. Select a rule output port in the left panel and a source input column in the right panel. 

8. Click the Link icon to create a mapping. To remove a mapping, click the Unlink icon. 

9. Click Save. 

Assigning Advanced Masking Rules to Columns
Assign an advanced masking rule to a column and map source input columns to the rule input and output 
ports. To perform expression cascade, you can add another table, select columns from the table, and map 
the input columns. An expression cascade joins the two tables to generate a combined masked output.

1. In the Define | Data Masking view, click the Masking Rule column for the column that requires an 
advanced rule. 

2. Select the advanced rule from the list. 

The Advanced Rule Assignment dialog box appears with the list of columns in the table.

3. To select columns from another table, click the Add Associated Table icon. 

The Add Associated Table dialog box appears.

4. Select an associated table and click OK. 

The table name appears with a list of column.

5. Select a source input column in the left panel and a rule input port in the right panel. 

Note: When you select a source input column, the rule ports with same data type become available for 
mapping.

6. Click the Link icon to create a mapping. 

An arrow appears that links the source port to the rule port.
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Note: To create a mapping, you can also click Show Simple and map the ports.

7. If you need to remove the link, select the source input port and the rule input port. Click the Unlink icon. 

The arrow between the ports disappears.

8. After you map the rule input ports, click Next. 

9. Provide a join condition for the two source input tables to perform expression cascade. 

10. Click Next. 

11. Select a rule output port in the left panel and a source input column in the right panel. 

12. Click the Link icon to create a mapping. To remove a mapping, click the Unlink icon. 

13. Click Save. 

Deleting Masking Rule Assignments
You can delete a masking rule assignment to a column.

1. In the Define | Data Masking view, select the column that you need to delete the rule assignments for. 

2. Click Clear Assignment. 

Test Data Manager prompts you to confirm deleting the assignment.

3. Click OK to delete the rule assignment from the column. 

Data Masking Plans and Workflows
A data masking plan contains columns and policies that represent the tables and data that you want to mask. 
The plan also contains the rules to use to mask the data. A data masking plan contains at least one port with 
an assigned rule or one policy. You generate a workflow from a plan to perform the masking operations.

When you start a workflow for the plan, the data masking operation starts.

Related Topics:
• “Creating a Data Masking and Data Subset Plan” on page 208

• “Generating a Workflow” on page 212

Masking Components in PowerCenter
When you generate and run a workflow from a data masking plan, the PowerCenter Integration Service 
creates the masking components that are required to run a data masking workflow. The PowerCenter 
Integration Service stores these components in the PowerCenter repository.

The PowerCenter Integration Service creates the following components to perform the data masking 
operations:

• Mappings

• Transformations
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• Mapplets

• Sessions and workflows

Important: If you edit the components that are generated from Test Data Manager in the PowerCenter Client, 
the session might generate unexpected results.

Mapplet Export
To implement PowerCenter masking techniques that are not available in Test Data Manager, you can create 
and export masking mapplets from PowerCenter to an XML file. You can import mapplets as rules into Test 
Data Manager.

Include one or more Data Masking transformations in the mapplet. The mapplet can be a single or multiple 
port mapplet. The transformations must be passive transformations. For a single input and output port 
mapplet, you can configure the same port as both the input and output port, and you can complete this action 
for multiple ports at a time when you assign a mapplet that you imported as a rule to columns in a project.

When you assign a mapplet to a columns, assign the source and target columns to the mapplet. The TDM 
Server applies the PowerCenter transformation within the mapplet to the columns. You can also export rules 
as PowerCenter mapplets.

Masking Components in PowerCenter       105



C h a p t e r  8

Data Masking Techniques and 
Parameters

This chapter includes the following topics:

• Data Masking Techniques and Parameters Overview, 107

• Data Masking Techniques, 107

• Data Masking Parameters, 108

• Custom Masking, 110

• Advanced Masking, 111

• Credit Card Masking, 113

• Email Masking, 114

• Encryption Masking, 116

• Expression Masking, 116

• IP Address Masking, 117

• Key Masking, 118

• Nullification Masking, 121

• Phone Masking, 121

• Random Masking, 121

• Shuffle Masking, 126

• SIN Masking, 127

• SSN Masking, 127

• Substitution Masking, 128

• URL Masking, 129

• Name Substitution Example , 129

• Shuffle Address Example, 135

106



Data Masking Techniques and Parameters Overview
A data masking technique is the type of data masking to apply to a selected column. The masking 
parameters are that options that you configure for the technique.

The type of masking technique that you can apply depends on the datatype of the column that you need to 
mask. When you choose a masking technique, Test Data Manager displays parameters for the masking 
technique.

You can restrict the characters in a string to replace and the characters to apply in the mask. You can provide 
a range of numbers to mask numbers and dates. You can configure a range that is a fixed or percentage 
variance from the original number.

You can configure different masking parameters for a masking technique and save each configuration as a 
masking rule. The PowerCenter Integration Service modifies source data based on masking rules that you 
assign to each column. You can maintain data relationships in the masked data and maintain referential 
integrity between database tables.

Data Masking Techniques
You can apply masking techniques based on the source datatype that you configure for a column. For 
example, if the column datatype is numeric, you can define a masked value that is within a fixed or percent 
variance from the original value.

The PowerCenter Integration Service does not mask integers greater than 28 characters.

The following table describes the masking techniques that you can choose when you define a rule:

Masking 
Technique

Description

Advanced Applies masking techniques to multiple input and output columns. You can create an expression 
to combine multiple columns. You can mask all datatypes.

Credit card Applies a built-in mask format to disguise credit card numbers. You can mask the string datatype.

Email address Applies a built-in mask format to disguise email addresses. You can mask the string datatype.

Encryption Applies encryption to the source data. You can assign an encryption method to mask the data 
with. You can encrypt string data types.

Expression Applies an expression to a column to create or disguise data. Use expression masking if the 
expression references one column. If the expression includes multiple columns, use the 
calculated masking technique with advanced masking. You can mask all datatypes.

IP address Applies a built-in mask format to disguise IP addresses. You can mask the string datatype.

Key Produces deterministic results for the same source data, masking rules, and seed value. You can 
mask date, numeric, and string datatypes.

Mapplet Applies masking rules from a PowerCenter mapplet. The mapplet contains the logic to mask the 
input columns and return data to the target. A mapplet can have multiple input and output 
columns.
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Masking 
Technique

Description

Nullification Replaces a column of data with a null value. You can mask all datatypes.

Phone Applies a built-in mask format to disguise phone numbers. You can mask the string datatype.

Random Produces random, non-repeatable results for the same source data and masking rules. You can 
mask date, numeric, and string datatypes.

Shuffle Applies sensitive column values from one row to another row in the same table. You can restrict 
which rows to shuffle data from. You can mask date, numeric, and string datatypes.

SIN Applies a mask to Social Insurance numbers. You can mask a string datatype.

SSN Applies a built-in mask format to disguise Social Security numbers. You can mask the string 
datatype.

Substitution Replaces a column of data with similar but unrelated data from a dictionary. You can mask date, 
numeric, and string datatypes.

URL Applies a built-in mask format to disguise URL data. You can mask a string datatype.

Data Masking Parameters
Configure data masking parameters to define how to apply a data masking technique. The parameters that 
you configure depend on the data type that you need to mask. Some masking techniques are not available for 
all data types.

You can configure the data masking properties and the exception handling parameters in the New Masking 
Rule wizard.
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The following image shows data masking parameters that appear when you configure a Credit Card data 
masking rule:

Repeatable Output
Repeatable data masking output returns deterministic values. Use repeatable masking when you generate a 
data masking workflow more than once and you need to return the same masked values each time it runs.

Configure repeatable output if you have the same value in multiple source tables and you want to return the 
masked value in all of the target tables. The tables in the target database receive consistent masked values.

For example, customer John Smith has two account numbers, 1234 and 5678. The account numbers are in 
multiple tables. The PowerCenter Integration Service masks John Smith as Frank Martinez in all the tables. It 
always masks account number 1234 as 6549 and account number 5678 as 3214.

You can enter a seed value when you configure repeatable output. You can configure a dictionary file with 
replacement data values for substitution masking. When you configure repeatable output, TDM returns the 
same value from the dictionary whenever a specific value appears in the source data.

Seed
Apply a seed value to create repeatable output for data masking output. The seed value is a starting point for 
generating masked values.

You can define a seed value from 1 through 999. The default seed value is 1. Apply the same seed value to a 
column to return the same masked data values in different source data. For example, if you have the same 
Cust_ID column in four tables, and you want all of them to output the same masked values, apply the same 
seed value when you mask each column.
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The TDM administrator can also set a central seed value for all data masking components with repeatable 
output. The central seed value overrides any other seed value.

Exception Handling
Data masking exception handling defines options for handling nulls, blanks, empty strings, and errors in 
source data. You can configure exception handling for each data masking rule that you create. You can 
specify preprocessing and post processing expression parameters to apply changes before and after 
masking the data.

The following table describes the exception handling options:

Option Description

Preprocessing 
Expression

Optional. Expression to define changes to make to the data before masking. Click Edit to 
configure the preprocessing expression.

Post processing 
Expression

Optional. Expression to define changes to make to the masked data before saving the data to 
the target. Click Edit to configure the post processing expression.

Null and Empty 
Spaces

The default behavior for handling null values or empty columns in the source data. Choose one 
of the following options:
- Constant. Mask the data with a constant value. Enter the value to use.
- Default server value. Mask the source column with the default value from 

thedefaultValue.xml file.
- Log error and continue. Log an error in the PowerCenter session log and continue 

processing.
- Treat as value. Treat null values or spaces as a valid source value. Mask the space or null 

value with a valid value.
- Ignore. Do not mask the null or empty space.
Note: For columns with dependent masking, there are no separate rules to handle null and 
empty spaces. TDM masks the dependent column based on the rules and values of the column 
that it depends on.

Error Handling The default behavior for handling errors in the source data. Choose one of the following 
options:
- Constant. Mask the data with a constant value. Enter the value to use.
- Default server value. Mask the source column with the default value from 

thedefaultValue.xml file
- Log exception and continue. Log an exception in the PowerCenter session log and continue 

processing.
- Ignore and continue. Do not mask the null or empty space.
- Error. Log an error in the PowerCenter session log and stop processing.

Trim Leading or 
Trailing Spaces

Trims the leading and trailing spaces from source data. When you enable this option the 
following source fields are the same: " Jones", "Jones", "Jones " .

Custom Masking
Use custom masking when you want to apply multiple masking techniques to a column or when you want to 
configure multiple input and output columns in the same masking rule. You can mask all data types.

To create a custom masking rule, you must import the PowerCenter mapplets. Set the mapplet input columns 
and output columns as required. The mapplet must contain at least one input and one output column.
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When you assign the custom masking rule to columns, you must map the source columns to the columns in 
the custom masking rule.

You cannot use custom masking for Hadoop data sources.

Custom Masking Parameters
Configure input and output columns that you import from a mapplet when you create a custom masking rule.

The following table describes the general properties that you can configure for input and output columns:

Parameter Description

Column Name The name of an input or an output column within a mapplet. When you assign the rule to a column, 
you map the column names in the rule to column names in the database.

Column Type The column type. The mapplet can contain the following types of columns:
- Input. Receives the input data.
- Output. Returns the output data.

Data Type The data type of the column.

Precision The precision for the column. The maximum number of digits or the maximum number of characters 
that the column can accommodate. For example, 874.560 has a precision of 6.

Mandatory Indicates if you must assign the column to a table column in the project. Applies to input and output 
columns. You must set at least one input and one output column as required.

Group Name Specifies the group to which the columns belong. The group name can be input, output, or any other 
name that you provide when you create a mapplet.

Advanced Masking
Use advanced masking when you want to apply multiple masking techniques to a column or when you want 
to configure multiple input and output columns in the same masking rule. You can mask all datatypes.

When you configure advanced masking, you configure the input columns, output columns, and variable 
columns. Variable columns are work fields that you can define to temporarily store data.

When you create the columns in the masking rule, the column names do not need to be the same as the 
column names in the source. When you assign the masking rule to columns, you must map the source 
columns to columns in the advanced masking rule.

You cannot use advanced masking for Hadoop data sources.
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Related Topics:
• “Advanced Masking Rules” on page 54

Advanced Masking Parameters
Configure parameters for each column that you create in an advanced masking rule.

The following table describes the general properties that you can configure for input, output, and variable 
columns:

Parameter Description

Column Name The name of an input, output, or variable column. Enter any name. The name does not have to match 
the name of a column in the source. When you assign the rule to source data in a project, you map 
the column names in the rule to column names in the database.

Column Type The column type. You can configure the following types of columns:
- Input. Receives the source data.
- Variable. A temporary column that contains intermediate values. You can apply masking rules to 

variable column values in order to mask data before returning data to output columns.
- Output. Returns the output data. You can apply an expression or a masking rule to variable column 

data and return the data in the output column.

Datatype The datatype of the column.

Precision The precision for the column. The maximum number of digits or the maximum number of characters 
that the column can accommodate. For example, 798.650 has a precision of 6.

Scale Number of digits to the right of the decimal point in a number.

Mandatory Indicates if you must assign the column to a column in the source. Applies to input and output 
columns.

The following table describes the masking properties that you can configure for variable columns and output 
columns:

Parameter Description

Expression An expression to apply to the variable column. You can create the expression in the Expression 
Builder.

Masking Rule Applies a masking rule to the input column and writes the results in the variable column. You can 
enter the following parameters.
- Condition. Defines whether an input column should be masked or not. If the condition is true, the 

PowerCenter Integration Service masks the column.
- Rule. The data masking rule to apply to the input column.
- Override properties. You can change the data masking rule parameters if the rule owner enabled 

the rule to be overridden.
- Input column. The name of the input column to apply the masking rule to. Select an input column 

from the columns that you added to the rule.
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Parameter Description

Condition 
Input

Applies an expression to the Output column only. Select a condition from the list. If you applied 
conditions on the input column, you can use it for the output column.

Dependent Applies dependent masking. Dependent masking replaces the value of a column based on the values 
returned from a dictionary row for another column. You must define substitution masking for another 
column before configuring a column for dependent masking.
Enter the following parameter:
- Input column. The name of the input column that you configured for substitution masking.
- Dictionary column. Choose the dictionary column to replace the dependent column with.

Advanced Masking Example
You can create an expression to combine multiple columns in an advanced masking rule.

Create an expression in the Expression Builder. Select columns, functions, variables, and operators to build 
expressions. The expression can reference input columns and variable columns.

For example, you have a CUSTOMERS table that contains first and last names. You want to mask the names 
and combine the masked values into a masked full name.

The following table shows the columns that you create in an the advanced masking rule to combine the 
masked names:

Column Name Column Type Masking Technique Expression

FIRST_NAME INPUT – –

LAST_NAME INPUT – –

FIRST_MASKED VARIABLE Substitution on FIRST_NAME _

LAST_MASKED VARIABLE Substitution on LAST_NAME _

FULL_NAME OUTPUT Expression FIRST_MASKED || ' ' || LAST_MASKED

Mask the FIRST_NAME and LAST_NAME with Substitution. Return FULL_NAME using an expression that 
combines the FIRST_MASKED and LAST_MASKED columns.

When you create expressions in the Expression Builder, use the point-and-click interface to minimize errors. 
Verify that the expression returns a value that matches the output column data type.

Credit Card Masking
Credit card masking applies a built-in mask format to disguise credit card numbers. The PowerCenter 
Integration Service creates a masked number that has a valid checksum. You can choose from multiple credit 
card number formats. Mask the string datatype with credit card masking.

The PowerCenter Integration Service generates a logically valid credit card number when it masks a credit 
card number. The length of the source credit card number must be between 13 to 19 digits. The input credit 
card number must have a valid checksum based on credit card industry rules.
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You can apply repeatable masking to credit card numbers. Each credit card type has a different format. You 
can choose to keep the same credit card type in the masked credit card number, or you can change the credit 
card type. For example, if the source credit card number is a Visa credit card number, you can configure the 
rule to return a Visa credit card number. Or, you can configure the rule to return a credit card number that is a 
different credit card type.

The source credit card number can contain numbers, spaces, and hyphens. If the credit card has incorrect 
characters or is the wrong length, the Integration Service writes an error to the session log. The PowerCenter 
Integration Service applies a default credit card number mask when the source data is not valid.

The PowerCenter Integration Service does not mask the six-digit Bank Identification Number (BIN) at the 
beginning of the number. For example, the PowerCenter Integration Service might mask the credit card 
number 4539 1596 8210 2773 as 4539 1516 0556 7067.

Credit Card Masking Parameters
The following table describes the parameters that you can configure for credit card masking:

Parameter Description

Repeatable Returns the same masked value when you generate a workflow multiple times, or when you 
generate masked values for a column that is in multiple tables.

Seed Starting point for creating repeatable output. Enter a number between 1 and 999. Default seed 
value is 1.

Keep card issuer The PowerCenter Integration Service returns the same credit card type for the masked credit card. 
For example, if the source credit card is a Visa card, generate a masked credit card number that is 
the Visa format.

Replace card 
issuer

Replaces the source credit card type with another credit card type. When you enable replace card 
issuer, select which type of credit card to replace it with. You can choose credit cards such as 
AMEX, VISA, JCB, and MASTERCARD. Default is ANY.

Email Masking
Email masking generates realistic email addresses. You can apply a mask from the masked values of a first 
and last name. You can apply a constant domain name or create an expression to define the domain. Mask 
the string datatype with email masking.

You can configure email masking to mask email addresses the same way each time the same user appears 
in the source data. You can configure an email address from the masked first and last name columns. You 
can configure email masking as repeatable between workflows, or you can configure email masking to be 
repeatable in one workflow.

Note: The PowerCenter Integration Service always returns ASCII characters for an email address.

Email Masking Parameters
When you configure email masking, you can configure parameters to mask the user name and the domain 
name in the email address. You can specify dictionary files that contain the user names and the domain 
names. You can define an expression that combines names to create realistic email user names.
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Email Masking General Parameters
The following table describes the parameters that define how to mask an email address:

Parameter Description

Repeatable 
output

Returns the same masked value when you generate a workflow multiple times, or when you 
generate masked values for a column that is in multiple tables.

Seed Starting point for creating repeatable output. Enter a number between 1 and 999. Default is 1.

Standard Replaces an email string with characters. The standard email masking technique does not create 
realistic domain or user names.

Advanced Replaces an email string with name and domain values from a dictionary or mapping. You cannot 
perform advanced email masking for Hadoop data sources.

Columns to form 
email

Indicates where to retrieve the columns to form the email address. Choose one of the following 
options:
- From mapping. Do not use a dictionary for user names. Assign the column names when you 

assign the rule to source columns.
- From dictionary. Mask user names from a dictionary file.

User Name Masking Parameters
The following table describes the parameters that define how to mask the user name in the email address:

Parameter Description

Dictionary for 
columns

The dictionary to use when you choose to form an email from a dictionary column. Choose a 
dictionary that contains first and last names.

Expression Defines an expression when you select to create an email from a mapping. You can create an 
expression to define the user name from parts of the first and last names. The column names in 
the expression do not have to match the source column names. Assign columns to the 
expression when you assign rules to columns.

First name column The dictionary column that contains the first name of the email address.

First name length Length for the first name. For example, you might choose the first letter of the name, or the first 
4 letters of the name. Default is 10.

Delimiter The delimiter between the first and last names of the email address. Choose a period, 
underscore, or hyphen.

Last name column Dictionary column that contains the last name of the email address.

Last name length The length for the last name. For example, you might choose the first 6 characters of the last 
name. Default is 10.
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Domain Name Masking Parameters
The following table describes the parameters that define how to mask the domain name:

Parameter Description

Constant A constant value to mask the email address with. Each email address receives the same 
domain name.

Random Indicates whether to use a flat file or relational dictionary.

Domain lookup 
dictionary

The dictionary file to use from the imported sources.

Domain name column The column that contains a dictionary name in the domain lookup dictionary.

Encryption Masking
Encryption masking applies encryption algorithms to mask source data. You can choose the algorithm to 
encrypt the data. Mask string datatypes with encryption masking.

Select from the following encryption algorithms:

AES

Advanced Encryption Standard with 128-bit encoding.

CRC

Cyclic Redundancy Check. Finds data transmission errors or verifies that data is not modified. Computes 
a checksum.

MD5

MD5 Message-Digest Algorithm. One-way cryptographic hash function with a 128-bit hash value.

To configure encryption masking, enter an encryption key that is 16 characters or less.

Expression Masking
Expression masking applies an expression to a column to mask or change data. Mask all data types with 
expression masking.

To configure expression masking, you create an expression in the Expression Builder.

Select column, functions, variables, and operators to build expressions. The expression can reference input 
columns and output columns.

In expression masking, you can append additional data to the source column data. For example, you want to 
mask the first names. The source has the FirstName column and you want to concatenate the values in the 
FirstName column with the string ABC. When you configure the data masking rule, select the FirstName 
column and enter the following expression in the expression editor.

CONCAT(FirstName,'ABC')
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When you configure expression masking for a column, the column name appears as the expression by 
default.

Select functions, columns, variables, and operators from the point-and-click interface to minimize errors 
when you build expressions.

When you create an expression, verify that the expression returns a value that matches the column data type. 
The PowerCenter Integration Service returns zero if the return value does not match a numeric column. It 
returns NULL if the return value does not match a string column.

For information about expression syntax, see the Informatica Transformation Language Reference.

Expression Masking Parameters
You can configure parameters for the expression masking technique.

The following table describes the parameters that you can configure for expression masking:

Parameter Description

Repeatable Output Determines if the masked value should persist for a given column value. You must enter a seed 
value when you enable repeatable output.

Alphanumeric 
Seed

The alphanumeric seed is a key that allows multiple data masking rules to generate the same 
masked values from the same source values. Define the same seed in each data masking rule 
that requires the same results for a column. The seed can be any text.

Expression Accepts PowerCenter expressions and performs a calculation based on values within a single 
row.

Rules and Guidelines for Expression Masking
Use the following rules and guidelines for expression masking:

• You cannot use the output from an expression as input to another expression. If you manually add the 
output column name to the expression, you might get unexpected results.

• Select functions, columns, variables, and operators from the point-and-click interface to minimize errors 
when you build expressions.

• If the data masking rule is configured for repeatable masking, specify the storage table in the data 
masking plan. If the storage table does not exist, the data masking operation fails.

IP Address Masking
IP address masking applies a built-in mask format to change IP addresses. Mask string datatypes with IP 
address masking.

Use IP address masking to mask data with the string datatype.

IP masking splits an IP address into four numbers, separated by periods. The first number is the network. The 
PowerCenter Integration Service masks the network number within the network range.
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The PowerCenter Integration Service does not mask the class and private network address. The PowerCenter 
Integration Service masks a Class A IP address as a Class A IP Address and a 10.x.x.x address as a 10.x.x.x 
address.

For example, the PowerCenter Integration Service can mask 11.12.23.34 as 75.32.42.52, and 10.23.24.32 
as 10.61.74.84.

Key Masking
Key masking produces deterministic results for the same source data, masking rules, and seed value. Mask 
date, numeric, and string datatypes with key masking.

The following table describes the parameters that you can configure for key masking:

Parameter Description

Seed A start number that enables the PowerCenter Integration Service to return deterministic 
data. You can mask the date, numeric, and string datatypes.

Mask Format The type of character to substitute for each character in the input data. You can limit each 
character to an alphabetic, numeric, or alphanumeric character type. You can mask the 
string datatype.

Source String 
Characters

The characters in the source string that you want to mask. You can mask the string 
datatype.

Result String 
Replacement 
Characters

Substitutes the characters in the target string. You can mask the string datatype.

Mask Format
Configure a mask format to limit each character in the output column to an alphabetic, numeric, or 
alphanumeric character.

If you do not define a mask format, the PowerCenter Integration Service replaces each source character with 
any character. If the mask format is longer than the input string, the PowerCenter Integration Service ignores 
the extra characters in the mask format. If the mask format is shorter than the source string, the 
PowerCenter Integration Service does not mask the characters at the end of the source string.

Note: The mask format contains uppercase characters. When you enter a lowercase mask character, Test 
Data Manager converts the character to uppercase.

The following table describes mask format characters:

Character Description

A Alphabetical characters. For example, ASCII characters a to z and A to Z.

D Digits. From 0 through 9.

N Alphanumeric characters. For example, ASCII characters a to z, A to Z, and 0-9.
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Character Description

X Any character. For example, alphanumeric or symbol.

+ No masking.

R Remaining characters. R specifies that the remaining characters in the string can be any character type. 
R must appear as the last character of the mask.

Source String Characters
Configure source string characters to choose the characters that you want to mask.

For example, if you set the number sign (#) as a source string character, it is masked every time it occurs in 
the input data. The position of the characters in the source string does not matter, and you can configure any 
number of characters. If you do not configure source string characters, the masking replaces all the source 
characters in the column.

The source characters are case sensitive. The PowerCenter Integration Service does not always return unique 
data if the number of source string characters is fewer than the number of result string characters.

The following table describes the options that you can configure for source string characters:

Option Description

Mask Only Masks characters in the source that you configure as source string characters. For example, if you 
enter A and b as source string characters, every instance of A and b in the source data will change. A 
source character that is not an A or b will not change.

Mask all 
except

Masks all characters in the source except for source string characters. For example, if you enter "-" as 
the source string character, every character except for "-" will change.

Result String Replacement Characters
Configure result string replacement characters to specify masking output.

The PowerCenter Integration Service replaces characters in the source string with the result string 
replacement characters. For example, enter the following characters to configure each mask to contain 
uppercase alphabetic characters A through F:

ABCDEF
To avoid generating the same output for different input values, configure a wide range of substitute 
characters, or mask only a few source characters. The position of each character in the string does not 
matter.
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The following table describes the options for result string replacement characters:

Option Description

Use only Masks the source with only the characters you define as result string replacement characters. For 
example, if you enter the characters A, B, and c, the masking replaces every character in the source 
column with an A, B, or c. The word "horse" might be replaced with BAcBA.

Use all 
except

Masks the source with any characters except the characters you define as result string replacement 
characters. For example, if you enter A, B, and c result string replacement characters, the masked data 
never has the characters A, B, or c.

Date Key Masking
You can configure key masking with dates to generate deterministic output.

You can change the seed to match the seed value for another column to return repeatable datetime values 
between the columns.

The PowerCenter Integration Service can mask dates between 1753 and 2400 with key masking. The 
PowerCenter Integration Service always generates valid dates. If the source year is in a leap year, the 
PowerCenter Integration Service returns a year that is also a leap year. If the source month contains 31 days, 
the PowerCenter Integration Service returns a month that has 31 days. If the source month is February, the 
PowerCenter Integration Service returns "February."

Numeric Key Masking Parameters
You can configure key masking for numeric values and generate deterministic output.

When you configure a column for numeric key masking, you can select a seed value for the column. When the 
PowerCenter Integration Service masks the source data, it applies a masking algorithm that requires the 
seed.

You can change the seed value for a column to produce repeatable results if the same source value occurs in 
a different column. Configure repeatable results when you want to maintain a primary key-foreign key 
relationship between two tables. In each rule, enter the same seed value for the primary-key column as the 
seed value for the foreign-key column. The PowerCenter Integration Service produces deterministic results 
for the same numeric values. The referential integrity is maintained between the tables.

String Key Masking Parameters
Configure string key masking to mask all or part of a string. To limit the masking output to certain characters, 
specify a mask format and result string replacement characters. If you need repeatable output, specify a 
seed value.

The following table describes the masking parameters that you can configure for key masking string values:

Parameter Description

Seed A start number that enables the PowerCenter Integration Service to return deterministic data. 
Select a seed value between 1 and 1,000. Apply the same seed value to a column to return the 
same masked data values in different source data.

Mask Format The type of character to substitute for each character in the input data. You can limit each 
character to an alphabetic, numeric, or alphanumeric character type.
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Parameter Description

Source String 
Characters

The characters in the source string that you want to mask. For example, mask the number sign 
(#) character whenever it occurs in the input data. Leave this field blank to mask all the input 
characters. The PowerCenter Integration Service does not always return unique data if the 
number of source string characters is less than the number of result string characters.

Result String 
Replacement 
Characters

Substitutes the characters in the target string. For example, enter the following characters to 
configure each mask to contain uppercase alphabetic characters A through F:

ABCDEF

Nullification Masking
Nullification masking replaces a column of data with a null value. Use nullification masking to mask binary, 
date, numeric, or string data.

Nullification masking has no parameters.

Phone Masking
Phone masking applies a built-in masking format to change phone number data. Mask string datatypes with 
phone masking.

Phone masking does not change the format of the original phone number. For example, phone masking can 
mask the phone number (408)382 0658 as (408)256 3106.

The source data can contain numbers, spaces, hyphens, and parentheses. Phone masking does not mask 
alphabetic or special characters.

Random Masking
Random masking produces random, non-repeatable results for the same source data and masking rules. 
Random masking does not require a seed value. Mask date, numeric, and string datatypes with random 
masking.

The results of random masking are non-deterministic. Use random masking to mask date, numeric, or string 
datatypes.
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The following table describes the options that you can configure for random masking:

Option Description

Range A range of output values. The PowerCenter Integration Service returns data between the 
minimum and maximum values. You can configure a range for date, numeric and string 
datatypes.

Blurring A range of output values with a fixed or percent variance from the source data. Returns data 
that is close to the value of the source data. You can configure blurring for date and numeric 
datatypes.

Mask Format The type of character to substitute for each character in the input data. You can limit each 
character to an alphabetic, numeric, or alphanumeric character type. You can configure a mask 
format for the string datatype.

Source String 
Characters

The characters in the source string that you want to mask. You can configure source string 
characters for the string datatype.

Result String 
Replacement 
Characters

Substitutes the characters in the target string. You can configure replacement characters for 
the string datatype.

Range Masking
Configure a range to define an output range for numeric, date, or string data.

When you define a range for numeric or date values, the PowerCenter Integration Service masks the source 
data with a value between the minimum and maximum values. When you configure a range for a string, you 
configure a range of string lengths.

Note: When you configure date random masking, the maximum datetime must be later than the minimum 
datetime. 

Blurring
Configure blurring to return a random value that is close to the original value. For random masking of 
datetime or numeric data, blurring creates an output value within a fixed or percent variance from the source 
data value.

Date Blurring

To blur a datetime source value, select a unit of time to blur, a high bound, and a low bound. You can select 
year, month, day, or hour as the unit of time. By default, the blur unit is year.

For example, to restrict the masked date to a date within two years of the source date, select year as the unit. 
Enter two as the low and high bound. If a source date is 02 February, 2006, the PowerCenter Integration 
Service returns a date between 02 February, 2004 and 02 February, 2008.

Numeric Blurring

To blur a numeric source value, select a fixed or percent variance, a high bound, and a low bound. The high 
and low bounds must be greater than or equal to zero.
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The following table lists the masking results for blurring range values when the input source value is 66:

Blurring Type Low High Result

Fixed 0 10 Between 66 and 76

Fixed 10 0 Between 56 and 66

Fixed 10 10 Between 56 and 76

Percent 0 50 Between 66 and 99

Percent 50 0 Between 33 and 66

Percent 50 50 Between 33 and 99

Mask Format
Configure a mask format to limit each character in the output column to an alphabetic, numeric, or 
alphanumeric character.

Note: The mask format contains uppercase characters. When you enter a lowercase mask character, Test 
Data Manager converts the character to uppercase.

The following table describes mask format characters:

Character Description

A Alphabetical characters. For example, ASCII characters a to z and A to Z.

D Digits. From 0 through 9.

N Alphanumeric characters. For example, ASCII characters a to z, A to Z, and 0-9.

X Any character. For example, alphanumeric or symbol.

+ No masking.

R Remaining characters. R specifies that the remaining characters in the string can be any character type. 
R must appear as the last character of the mask.

If you do not define a mask format, the PowerCenter Integration Service replaces each source character with 
any character. If the mask format is longer than the input string, the PowerCenter Integration Service ignores 
the extra characters in the mask format. If the mask format is shorter than the source string, the 
PowerCenter Integration Service does not mask the characters at the end of the source string.

Source String Characters
Source string characters are characters that you want to mask in the source. Configure source string 
characters if you want to mask a few of the characters in the input string.

For example, if you set the number sign (#) as a source string character, it is masked every time it occurs in 
the input data. The position of the characters in the source string does not matter, and you can configure any 
number of characters. If you do not configure source string characters, the masking replaces all the source 
characters in the column.
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The source characters are case sensitive. The PowerCenter Integration Service does not always return unique 
data if the number of source string characters is fewer than the number of result string characters.

The following table describes the options that you can configure for source string characters:

Option Description

Mask Only Masks characters in the source that you configure as source string characters. For example, if you 
enter A and b as source string characters, every instance of A and b in the source data will change. A 
source character that is not an A or b will not change.

Mask all 
except

Masks all characters in the source except for source string characters. For example, if you enter "-" as 
the source string character, every character except for "-" will change.

Result String Replacement Characters
Result string replacement characters are a set of characters that the PowerCenter Integration service can use 
to mask to the source data. You can configure the masking rule to mask the source only from the set of 
characters, or you can configure the masking rule to mask the source with any character except the result 
string replacement characters.

The PowerCenter Integration Service replaces characters in the source string with the result string 
replacement characters. For example, enter the following characters to configure each mask to contain 
uppercase alphabetic characters A through F:

ABCDEF
To avoid generating the same output for different input values, configure a wide range of substitute 
characters, or mask only a few source characters. The position of each character in the string does not 
matter.

The following table describes the options for result string replacement characters:

Option Description

Use only Masks the source with only the characters you define as result string replacement characters. For 
example, if you enter the characters A, B, and c, the masking replaces every character in the source 
column with an A, B, or c. The word "horse" might be replaced with BAcBA.

Use all 
except

Masks the source with any characters except the characters you define as result string replacement 
characters. For example, if you enter A, B, and c result string replacement characters, the masked data 
never has the characters A, B, or c.

Date Random Masking Parameters
To mask datetime values with random masking, either configure a range of output dates or choose a 
variance.

When you configure a variance, choose a part of the date to blur. Choose the year, month, day, hour, minute, 
or second. The PowerCenter Integration Service returns a date that is within the range you configure.
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The following table describes the parameters that you can configure for random masking of datetime values:

Parameter Description

Range The minimum and maximum values to return for the selected datetime value. The date range is a fixed 
variance.

Blurring Masks a date based on a variance that you apply to a unit of the date. The PowerCenter Integration 
Service returns a date that is within the variance. You can blur the year, month, day, or hour. Choose a 
low and high variance to apply.

Numeric Random Masking Parameters
When you mask numeric data, you can configure a range of output values for a column.

The PowerCenter Integration Service returns a value between the minimum and maximum values of the range 
depending on column precision. To define the range, configure the minimum and maximum ranges or a 
blurring range based on a variance from the original source value.

The following table describes the parameters that you can configure for random masking of numeric data:

Parameter Description

Range A range of output values. The PowerCenter Integration Service returns numeric data between the 
minimum and maximum values.

Blurring Range A range of output values that are within a fixed variance or a percent variance of the source data. 
The PowerCenter Integration Service returns numeric data that is close to the value of the source 
data. You can configure a range and a blurring range.

String Random Masking Parameters
Configure random masking to generate random output for string columns.

To configure limitations for each character in the output string, configure a mask format. Configure filter 
characters to define which source characters to mask and the characters to mask them with.

The following table describes the parameters that you can configure for random masking of string columns:

Parameter Description

Range The minimum and maximum string length. The PowerCenter Integration Service returns a 
string of random characters between the minimum and maximum string length.

Mask Format The type of character to substitute for each character in the input data. You can limit each 
character to an alphabetic, numeric, or alphanumeric character type.

Source String 
Characters

The characters in the source string that you want to mask.

Result String 
Replacement Characters

Substitutes the characters in the target string.
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Shuffle Masking
Shuffle masking masks the data in a column with data from the same column in another row of the table. 
Shuffle masking switches all the values for a column in a file or database table. You can restrict which values 
to shuffle based on a lookup condition or a constraint. Mask date, numeric, and string datatypes with shuffle 
masking.

For example, you might want to switch the first name values from one customer to another customer in a 
table. The table includes the following rows:

100 Tom Bender
101 Sue Slade
102 Bob Bold
103 Eli Jones

When you apply shuffle masking, the rows contain the following data:

100 Bob Bender
101 Eli Slade
102 Tom Bold
103 Sue Jones

You can configure shuffle masking to shuffle data randomly or you can configure shuffle masking to return 
repeatable results.

You cannot use shuffle masking to mask Hadoop data.

Note: If the source file might have empty strings in the shuffle column, set the Null and Empty Spaces option 
to Treat as Value in the rule exception handling. When you set the option to Treat as Value, the PowerCenter 
Integration Service masks the space or the null value with a valid value. The default is to skip masking the 
empty column.

Shuffle Masking Parameters
You can configure masking parameters to determine if shuffle masking is repeatable, the masking is 
repeatable for one workflow run, or the masking is random. You can also configure a lookup to ensure that 
replacement values originate from rows that contain specific values.

The following image shows Data Masking parameters that appear when you configure a Shuffle data 
masking rule:
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The following table describes the parameters that you can configure for shuffle masking:

Parameter Description

Shuffle Type Select random or representative shuffling:
- Random. Shuffle values from one row to another without checking if the target values are unique for 

each source value. For example, the Integration Service masks 12345 with 65432 in a row. The 
Integration Service can also replace 33333 with 12345 in another row.

- Representative. All source rows with the same value receive the same shuffle value. When the 
Integration Service replaces 12345 with 65432, then it can use 65432 as a mask value for any row 
with a 12345 source value. Representative masking does not save values between workflow runs. 
Use repeatable masking to return the same values between workflow runs.

Seed Starting point for creating repeatable output. Enter a number between 1 and 999. Default is 1.
Enabled when Representative Shuffle Type is selected.

Constrained Restricts applying shuffle masking to rows that are constrained by another column. For example, 
shuffle employee names based on gender. Or, shuffle addresses within the same city. Choose the 
constraint column when you assign the rule to columns in a project.

SIN Masking
You can mask a Social Insurance number (SIN) that is nine digits. The digits can be delimited by any set of 
characters. Mask string datatypes with social insurance masking.

If the number contains no delimiters, the masked number contains no delimiters. Otherwise the masked 
number has the following format: xxx-xxx-xxx.

You can define the first digit of the masked SIN.

Enable Start Digit and enter the digit. The PowerCenter Integration Service creates masked Social Insurance 
numbers that start with the number that you enter.

You can configure repeatable masking for Social Insurance numbers. To configure repeatable masking for 
SIN numbers, click Repeatable Output and enter a Seed Value.

SSN Masking
SSN masking applies a built-in mask format to change Social Security numbers. Mask string datatypes with 
SSN masking.

The PowerCenter Integration Service generates valid Social Security numbers. To avoid generating numbers 
that the Social Security Administration has already issued, you can download the latest version of the High 
Group List at the following location:

http://www.ssa.gov/employer/highgroup.txt
The PowerCenter Integration Service accesses the latest High Group List from the following location:

<PowerCenter Installation Directory>\infa_shared\SrcFiles\highgroup.txt
The PowerCenter Integration Service generates Social Security numbers that are not on the High Group List.
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The SSN masking accepts any SSN format that contains nine digits. You can delimit the digits with any set of 
characters. For example, the SSN masking accepts the following format:

+=54-*9944$#789-,*()”
You can configure repeatable masking for Social Security numbers. Select the Repeatable Output option, 
select the Seed option, and enter a value.

The PowerCenter Integration Service returns deterministic Social Security numbers with repeatable masking. 
The PowerCenter Integration Service cannot return all unique Social Security numbers because it cannot 
return valid Social Security numbers that the Social Security Administration has issued.

Substitution Masking
Substitution masking replaces a column of data with similar but unrelated data from a dictionary. Mask date, 
numeric, and string datatypes with substitution masking.

Use substitution masking to mask string data with realistic output. For example, if you want to mask address 
data, you specify a dictionary file that contains addresses.

When you configure substitution masking, select the relational or flat file dictionary that contains the 
substitute values. The PowerCenter Integration Service performs a lookup on the dictionary and replaces 
source data with data from the dictionary. Substitution is an effective way to replace production data with 
realistic test data.

When you assign a substitution masking rule to a column, you can specify the rule assignment parameters.

The following table describes the rule assignment parameters that you can configure:

Parameter Description

Lookup Condition The column name in the source table you can refer to 
match with the column in the dictionary. This field is 
optional.

Unique Substitution Column The column name in the source table to substitute with 
unique data. This field is optional.

You can substitute data with repeatable or non-repeatable values. When you choose repeatable values, the 
PowerCenter Integration Service produces deterministic results for the same source data and seed value. 
You must configure a seed value to substitute data with deterministic results. The PowerCenter Integration 
Service maintains a storage table of source and masked values for repeatable masking. You can specify the 
storage table you want to use when you generate a workflow.

You cannot use substitution masking to mask Hadoop data.

Substitution Masking Parameters
You can substitute data with repeatable or non-repeatable values.

When you choose repeatable values, the PowerCenter Integration Service produces deterministic results for 
the same source data and seed value. You must configure a seed value to substitute data with deterministic 
results.
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You can configure the following substitution masking parameters:

Parameter Description

Repeatable 
Output

Returns deterministic results between sessions. The PowerCenter Integration Service saves 
masked values in the storage table.

Seed A start number that the PowerCenter Integration Service uses to return deterministic data.

Unique 
Substitution 
Data

Replaces the target column with unique masked values for every unique source column value. If 
there are more values in the source than in the dictionary file, the data masking operation fails 
because the dictionary file does not contain sufficient unique values to substitute the data. For 
security, the default is nonunique substitution.

Dictionary 
Information

Required. Configuration of the flat file or relational table that contains the substitute data values. 
Configure the following parameters:
- Dictionary. Displays the flat file or relational table name that you select.
- Masked Value. The column returned to the masking rule.
- Lookup Column. The source data column to use in the lookup.
- Serial Number Column. The column in the dictionary that contains the serial number.

URL Masking
URL masking applies a built-in mask format to change URL data. Mask string datatypes with URL masking.

The PowerCenter Integration Service parses a URL by searching for the :// string and parsing the substring 
to the right of it. The source URL must contain the :// string. The source URL can contain numbers and 
alphabetic characters.

The PowerCenter Integration Service does not mask the protocol of the URL. For example, if the URL is 
http://www.yahoo.com, the PowerCenter Integration Service can return http://MgL.aHjCa.VsD/. The 
PowerCenter Integration Service might generate a URL that is not valid.

Note: The PowerCenter Integration Service always returns ASCII characters for a URL.

Name Substitution Example
You want to mask employee names and you want to preserve the gender and nationality of the names in the 
masked data.

You create substitution masking rules to mask first names based on gender and nationality. Substitution 
masking replaces a column of data with similar but unrelated data from a dictionary. You use substitution 
masking to mask string data with realistic output. You use advanced masking to apply multiple masking 
techniques to a column.

Complete the following steps to create rules to mask names based on gender and nationality:

1. Add a dictionary in Test Data Manager.

2. Create a substitution rule that substitutes first names based on gender.

3. Create an advanced masking rule to substitute first names based on nationality.
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Add a Dictionary in Test Data Manager
Add a dictionary in Test Data Manager to use for substitution masking.

The dictionary must contain country, gender, and first name columns. You can use a flat file or a relational 
dictionary. Test Data Manager uses the dictionary to substitute data.

The following text is a sample from the flat file dictionary that you use to mask the employee names:

SNO, COUNTRY, GENDER, FIRSTNAME
1, US, M, Adam
2, US, F, Sarah
3, JP, M, Mahito
4, JP, F, Kyoko

Adding a Relational Dictionary
When you add a relational dictionary, you define the connection to the dictionary.

1. In the Administrator | Dictionaries view, click Actions > New Dictionary. 

The New Dictionary tab appears.

2. Enter the name of the dictionary, an optional description of the dictionary, and the type of the dictionary. 

3. Click Select to define a connection. 

The Select Relational Dictionary dialog box appears.

4. Select a datasource connection from the menu, and click Next. 

5. Select a datasource, and click Next. 

6. Select a table from the list of tables in the datasource, and click Finish. 

7. Review the Connection, Schema, and Table properties you selected. 

8. Click Save. 

A tab with the dictionary properties opens and the dictionary appears in the Administrator | Dictionaries 
view.

Adding a Flat File Dictionary
When you add a flat file dictionary, you can select a dictionary from the local system.

1. In the Administrator | Dictionaries view, click Actions > New Dictionary. 

The New Dictionary tab appears.

2. Enter a name and optional description for the dictionary. Select Flat File as the dictionary type. 

3. Click Choose File to browse to the location of the dictionary. Select the dictionary file, and click Open. 

4. Optionally, select to overwrite the file if a dictionary exists in the <TDM installation directory>/TDM/
infa_shared/LkpFiles directory. 

5. Select the file encoding type. 

6. Click Save. 

A tab with the dictionary properties opens and the dictionary appears in the Administrator | Dictionaries 
view.
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Creating the Substitution Rule
Create a substitution rule that substitutes first name based on gender.

1. In the Policies view, click Actions > New > Masking Rule. 

The New Rule window appears.

2. Enter a name and optional description for the rule. 

3. Select the string datatype and standard substitution masking type. Select override allowed. 

4. Click Next. 

5. Enter the following substitution masking parameters: 

• Dictionary. Select the dictionary to use for the masking rule.

• Masked Value. Select FIRSTNAME.

• Lookup column. Select GENDER.

• Serial number column. Select the serial number column.

The following image shows the substitution masking parameters:

6. Click Finish. 

The rule appears in the Policies view.

Creating the Advanced Masking Rule
Create an advanced rule that substitutes first names based on nationality with a lookup condition on gender.

1. In the Policies view, click Actions > New > Masking Rule. 

The New Masking Rule window appears.

2. Enter a name and optional description for the rule. 

3. Select the advanced masking type. 

4. Click Next. 

5. Click Create Input Column in the Specify Masking Properties window. 

The Add Column window appears.
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6. Enter the following general properties: 

• Column name. Enter in_Country.

• Column type. Select input.

• Datatype. Select string.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

The following image shows the in_Country column properties:

7. Click OK. 

The in_Country input column appears in the list of input columns.

8. Click Create Input Column. 

The Add Column window appears.

9. Enter the following general properties: 

• Column name. Enter in_FirstName.

• Column type. Select input.

• Datatype. Select string.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

10. Click OK. 

The in_FirstName input column appears in the list of input columns.

11. Click Create Input Column. 

The Add Column window appears.

12. Enter the following general properties: 

• Column name. Enter in_Gender.

• Column type. Select input.

• Datatype. Select string.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

13. Click OK. 
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The in_Gender input column appears in the list of input columns.

14. Click Create Input Column. 

The Add Column window appears.

15. Enter the following general properties: 

• Column name. Enter var_FirstName_us.

• Column type. Select variable.

• Datatype. Select string.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

16. Select the masking rule masking property. Configure the following masking properties: 

• Condition. Enter in_Country='us'.

• Rule. Select the substitution rule you created in Step 2.

• Override Properties. Click Edit. Enable Repeatable Output and Unique Substitution Data options, and 
click Save. The property appears as Yes (Overridden).

• Lookup column. Select in_Gender.

• Unique column. Selct in_Country.

• Input column. Select in_FirstName.

The following image shows the var_FirstName_us column properties:

17. Click OK. 

The var_FirstName_us variable column appears in the list of variable columns.

18. Click Create Input Column. 

The Add Column window appears.

19. Enter the following general properties: 

• Column name. Enter var_FirstName_jp.

• Column type. Select variable.

• Datatype. Select string.

• Precision. Select 10.
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• Scale. Select 10.

• Mandatory. Select the check box.

20. Select the masking rule masking property. Configure the following masking properties: 

• Condition. Enter in_Country='jp'.

• Rule. Select the substitution rule you created in Step 2.

• Override Properties. Click Edit. Enable Repeatable Output and Unique Substitution Data options, and 
click Save. The property appears as Yes (Overridden).

• Lookup column. Select in_Gender.

• Unique column. Selct in_Country.

• Input column. Select in_FirstName.

21. Click OK. 

The var_FirstName_jp variable column appears in the list of variable columns.

22. Click Create Input Column. 

The Add Column window appears.

23. Enter the following general properties: 

• Column name. Enter o_FirstName.

• Column type. Select output.

• Datatype. Select string.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

24. Select the conditional inputs masking property. Configure the following masking property: 

• Conditional input. Select in_FirstName.

The following image shows the o_FirstNames column properties:

25. Click OK. 

The o_FirstName variable column appears in the list of output columns.
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The following image shows the rule columns:

26. Click Next. 

Review the rule map that appears.

27. Click Finish. 

The rule appears in the Policies view.

Shuffle Address Example
You want to mask employee addresses and keep the ZIP code unmasked.

Create a shuffle rule and an advanced masking rule to shuffle addresses and leave the ZIP code unmasked. 
Shuffle masking masks the data in a column with data from the same column in another row of the table. 
Shuffle masking switches all the values for a column in a file or database table. You can restrict which values 
to shuffle based on a lookup condition or a constraint.

Create shuffle masking rules with a dictionary that contains three address columns and a ZIP code column. 
The ZIP code remains unmasked. The three address columns shuffle, but remain consistent.

The following text shows a sample flat file with the required columns:

SNO,AddressLine1,AddressLine2,AddressLine3,ZIP
1,3290 Apple Lane,Chillicothe,IL,61523
2,7760 Ash Street,Dallas,TX,75240
3,2229 Ash Street,Moscow,TN,38057
4,6698 Caldwell Road,Rochester,NY,14620

Complete the following steps to create rules to shuffle addresses with the ZIP code unmasked in Test Data 
Manager:

1. Create a shuffle rule.

2. Create an advanced masking rule that keeps the ZIP code column unmasked and shuffles the address 
columns together.
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Creating the Shuffle Rule
Create a shuffle rule in Test Data Manager.

1. In the Policies view, click Actions > New > Masking Rule. 

The New Rule window appears.

2. Enter a name and optional description for the rule. 

3. Select the string datatype and standard shuffle masking type. Select override allowed. 

4. Click Next. 

5. Enter the following shuffle masking parameters: 

• Shuffle type. Select Random.

• Constrained. Select Constrained.

The following image shows the shuffle masking parameters:

6. Click Finish. 

The rule appears in the Policies view.

Create the Advanced Masking Rule
Create an advanced masking rule that shuffles address lines.

The advanced rule shuffles three address line columns together and keeps the ZIP code column unmasked. 
The rule uses shuffle masking with a lookup on AddressLine3 and dependent masking on AddressLine1 and 
AddressLine2.

In the rule editor, you create input columns, variable columns, and output columns.

Setting Up the Advanced Masking Rule
Set up the advanced masking rule.

1. In the Policies view, click Actions > New > Masking Rule. 

The New Masking Rule window appears.
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2. Enter a name and optional description for the rule. 

3. Select the advanced masking type. 

4. Click Next. 

Creating the Input Columns
Create input columns in the advanced masking rule.

1. Create an input column. Click Create Input Column in the Specify Masking Properties window. 

The Add Column window appears.

2. Enter the following general properties: 

• Column name. Enter i_AddressLine1.

• Column type. Select Input.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

The following image shows the i_AddressLine1 column properties:

3. Click OK. 

The i_AddressLine1 input column appears in the list of input columns.

4. Create an input column with the following general properties: 

• Column name. Enter i_AddressLine2.

• Column type. Select Input.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

5. Create an input column with the following general properties: 

• Column name. Enter i_AddressLine3.

• Column type. Select Input.

• Datatype. Select String.

• Precision. Select 10.
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• Scale. Select 10.

• Mandatory. Select the check box.

6. Create an input column with the following general properties: 

• Column name. Enter i_ZIP.

• Column type. Select Input.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

Creating the Variable Columns
Create variable columns in the advanced masking rule.

1. Create a variable column to shuffle AddressLine3 based on ZIP. Click Create Input Column. 

The Add Column window appears.

2. Enter the following general properties: 

• Column name. Enter v_AddressLine3.

• Column type. Select Variable.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

3. Select the masking rule masking property. Configure the following masking properties: 

• Condition. Leave blank.

• Rule. Select the shuffle rule that you created in Step 2.

• Override Properties. Select None.

• Lookup column. Select i_ZIP.

• Input column. Select i_AddressLine3.

The following image shows the v_AddressLine3 column properties:
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4. Click OK. 

The v_AddressLine3 variable column appears in the list of variable columns.

5. Create a variable column to mask AddressLine2 based on the masked value of AddressLine3. Click 
Create Input Column. 

The Add Column window appears.

6. Enter the following general properties: 

• Column name. Enter v_AddressLine2.

• Column type. Select Variable.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

7. Select the dependent masking property. Configure the following masking properties: 

• Input column. Select v_AddressLine3.

• Dictionary column. Select i_AddressLine2.

The following image shows the v_AddressLine2 column properties:

8. Click OK. 

The v_AddressLine2 variable column appears in the list of variable columns.

9. Create a variable column to mask AddressLine1 based on the masked value of AddressLine3. Click 
Create Input Column. 

The Add Column window appears.

10. Enter the following general properties: 

• Column name. Enter v_AddressLine1.

• Column type. Select Variable.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.
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11. Select the dependent masking property. Configure the following masking properties: 

• Input column. Select v_AddressLine3.

• Dictionary column. Select i_AddressLine1.

12. Click OK. 

The v_AddressLine1 variable column appears in the list of variable columns.

Creating the Output Columns
Create output columns in the advanced masking rule.

1. Click Create Input Column. 

The Add Column window appears.

2. Enter the following general properties: 

• Column name. Enter o_AddressLine1.

• Column type. Select Output.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

3. Select the dependent masking property. Configure the following dependent properties: 

• Input column. Select v_AddressLine3.

• Dictionary column. Select i_AddressLine1.

The following image shows the o_AddressLine1 column properties:

4. Click OK. 

The o_AddressLine1 variable column appears in the list of variable columns.

5. Click Create Input Column. 

The Add Column window appears.

6. Enter the following general properties: 

• Column name. Enter o_AddressLine2.

• Column type. Select Output.

• Datatype. Select String.
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• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

7. Select the dependent masking property. Configure the following dependent properties: 

• Input column. Select v_AddressLine3.

• Dictionary column. Select i_AddressLine2.

8. Click OK. 

The o_AddressLine2 variable column appears in the list of variable columns.

9. Click Create Input Column. 

The Add Column window appears.

10. Enter the following general properties: 

• Column name. Enter o_AddressLine3.

• Column type. Select Output.

• Datatype. Select String.

• Precision. Select 10.

• Scale. Select 10.

• Mandatory. Select the check box.

11. Select the dependent masking property. Configure the following dependent properties: 

• Input column. Select v_AddressLine3.

• Dictionary column. Select i_AddressLine3.

12. Click OK. 

The o_AddressLine3 variable column appears in the list of variable columns.

Saving the Advanced Masking Rule
Save the advanced masking rule.

1. Verify that all the rule columns that you created are visible in the columns list. 

The following image shows the rule columns:

2. Click Finish. 

The rule appears in the Policies view.
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C h a p t e r  9

Data Generation
This chapter includes the following topics:

• Data Generation Overview, 142

• Data Generation Components, 143

• Data Generation Task Flow, 143

• Data Generation Rule Types, 144

• Standard Generation Rules, 144

• Custom Generation Rules, 146

• Ad Hoc Generation Rules, 147

• Conditional Constraints, 148

• Data Generation Rule Assignments, 149

• Data Generation Plans and Workflows, 151

Data Generation Overview
Use data generation to create realistic test data for test environments. You can define generation rules that 
define the logic to generate data.

Import metadata into a project to define the type of data that you want to generate. You assign generation 
rules that you create or default rules to the target columns to generate data based on the data type of the 
column. When you create a rule, you can choose a generation technique and configure parameters to create 
random test data.

To implement data generation, you create a data generation plan and a workflow from the plan. If the target 
is a flat file, you can configure test tool integration properties in the plan. Configure test tool integration to 
copy the results to a location in an integrated HP ALM server. To store the test data along with the metadata 
in the test data warehouse, select the test data warehouse as the target connection.

Data Generation Example

You work for an organization that sells plane tickets. You want to generate data in tables that contain 
customer information such as identification number, status of membership, and address. You want 
additional tables to store ticket details such as ticket number and flight number. To generate the data, you 
can perform the following tasks:

• Create data generation rules that load dictionary values such as names into the tables.

• Create random number strings for ticket numbers.
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• Create a numeric sequence for identification numbers.

• Use a reference lookup for values such as airport codes.

• Create projects to import metadata, enable relationships, and create entities.

• Make rule assignments, create a plan, and run the plan to generate the data.

Data Generation Components
To perform data generation operations, assign rules to columns. Import metadata to define the columns in 
the target database.

The following table describes the components that you create to implement data generation:

Component Description

Assignments The allocation of rules to a column to generate the column data.

Plan Defines data generation operations. You import the target schema metadata into the repository in the 
plan and configure the settings.

Rule Defines the data generation technique and parameters.
A generation technique defines the logic to generate the data. Generation parameters define how a 
generation technique in a rule generates data.
You can set an override option in a rule that defines whether users can modify the generation 
parameters for the rule when they assign the rule to the columns in a target.

Table The target table in which you assign a generation rule.

Entity Defines a set of tables that are related based on physical or logical constraints.

Data Generation Task Flow
To implement data generation operations, assign generation rules to target columns. Create a plan and add 
rules to the plan. Generate a workflow from the plan and run the workflow to generate data in the target 
database.

To create the components that you need in a data generation plan, perform the following high-level steps:

1. Create generation rules that define the generation techniques and configure the parameters. Define 
default rules that generate data for columns that you do not assign a generation rule to.

2. Create a project and import metadata into the project.

3. If you want to restrict the generated values in a column based on values in another column, create a 
conditional constraint.

4. Add generation rules to the project and assign the rules to columns in the project.

5. Create a plan and add data generation components to the plan.

6. Generate and run the plan. View the progress of the workflow in the Monitor view.
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Data Generation Rule Types
A data generation rule is a rule that defines how you want to generate data in the target table. When you 
create a data generation rule, you choose a generation technique and configure generation parameters.

You can create the following data generation rule types:

Standard

A data generation rule that uses predefined generation techniques.

Custom

A data generation rule that generates data based on PowerCenter mapplets logic.

Ad Hoc

A data generation rule that you create within a project for a column in the target table.

Standard rules and custom rules are global rules. Global rules are rules that you create in the Policies view of 
Test Data Manager. When you create a global generation rule in the Policies view, you specify a rule name. 
This rule is available for projects that you create. You assign the rule to one or more columns in the project 
that you want to generate data into.

Ad hoc generation rules are rules that you create in the Define | Data Generation view of a project. Ad hoc 
rules do not have a name, and you cannot move an ad hoc rule. You can find ad hoc generation rules within 
the projects. You select the target columns for an ad hoc generation rule when you create the rule. You can 
select a standard generation technique for an ad hoc generation rule or you can select an ad hoc generation 
technique. You can use reference lookup, effective dates, and expression generation techniques only in an ad 
hoc generation rule.

A data generation technique defines the logic that generates the data. When you create a generation rule, the 
techniques vary based on datatype you select. Generation parameters are options that you configure for a 
generation technique. For example, you can define different start dates and end dates for random date 
generation.

You can enable users to override generation parameters for a rule. For example, you create a rule that 
generates random dates from 2011 to 2012. You set the override option for the rule. When a user assign this 
rule to a target column, the user can select Saturday and Sunday as exclude dates so that the rule generates 
random weekday dates from 2011 to 2012.

Standard Generation Rules
A standard generation rule is a global rule that applies a system-defined generation technique. A standard 
generation rule has one output column.

When you create a standard generation rule, you select the generation technique. You can define one 
generation technique in a standard rule and you can apply the rule to one column at a time. You can apply the 
rule multiple times to different columns.

You can use standard generation techniques to generate string, numeric, date, and binary datatypes. The 
techniques vary based on the datatype.

For example, you create a standard generation rule with the random date technique to generate birth dates. 
You can assign the rule multiple times in a project to generate birth dates in more than one column or you 
can use the rule in multiple projects.
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Creating a Standard Generation Rule
To create a standard generation rule, you choose a generation technique based on the data type and 
configure the generation parameters to apply the technique.

1. Click Policies to access the Policies view. 

2. Click Actions > New > Generation Rule. 

The Rule Wizard appears.

3. Enter a name and optional description for the rule. 

4. Select the data type of the column to apply the generation rule to. 

5. Select the standard generation rule. 

6. To enable users to override generation parameters for a rule, select Override Allowed. 

7. Click Next. 

8. Enter the generation parameters. 

Note: The parameters that appear depend on the Generation Technique that you select.

9. Enter the exception test data options. Configure whether to allow null or empty spaces. Configure 
whether to generate data that is not valid. 

10. Click Finish. 

Editing a Generation Rule
You can edit a global generation rule.

1. Click Policies to access the Policies view. 

2. Click the name of the generation rule that you want to edit. 

The rule opens in a tab.

3. Click Edit. 

4. Edit the parameters that you want to change and click OK to save the rule. 

Overriding a Generation Rule
After you assign a generation rule to a column, you can override the rule properties for the column. You can 
override rule properties for global generation rules.

1. Open a project and click Define > Data Generation. 

2. Select the column that you need to override the rule properties for. 

3. Click Actions > Override. 

The Generation Rule Override window appears.

4. Update the values in the generation rule properties. 

5. Click Save for each column that you update. 

The Override column value shows Yes-Overridden for the column that you updated.
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Deleting a Generation Rule
You can delete a global generation rule.

1. Click Policies to access the Policies view. 

2. Click the box to the left of the generation rule that you want to delete. 

3. Click Actions > Delete. 

The Delete Generation Rule window appears. The Delete Generation Rule window contains a warning if 
the rule has assignments.

4. Click OK to delete the rule. 

Custom Generation Rules
A custom generation rule is a global rule that generates data based on PowerCenter mapplet logic.

You can import a mapplet to create a custom generation rule. You must mark at least one input and one 
output column as required. Use custom rules to generate data for string, numeric, and date data types.

For example, an EMPLOYEES table contains columns for first name and last name. You create a custom 
generation rule to combine the first and last name of an employee to generate the full name.

You can also create custom rule with mapplets when you want to use PowerCenter transformations, such as 
an SQL transformation or a Stored Procedure transformation. You can also use custom mapplets when you 
need to use the logic to generate records or generate output with the user defined procedure.

Creating a Custom Generation Rule
Create a custom rule using PowerCenter mapplet to generate data.

1. To access the Policies view, click Policies. 

2. Click Actions > New > Generation Rule. 

The Rule Wizard appears.

3. Enter a name and optional description for the rule. 

4. Select the Custom Rule generation type. 

5. To select a mapplet from the local folder, click Browse. 

6. Click Next. 

The Configure Mandatory Columns dialog box appears with a list of input columns and output columns 
that are available in the mapplet.

7. To mark the columns as required fields, select the columns, and click Set Mandatory. 

You must at least select one input column and one output column as required fields.

8. Click Finish. 

The custom rule appears as another tab. Review and close the tab.
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Ad Hoc Generation Rules
An ad hoc generation rule is a data generation rule that you create within a project. You can create an ad hoc 
generation rule for a column in the target table.

An ad hoc rule does not have a name. You cannot move an ad hoc rule because you use target columns to 
define the rule.

An ad hoc rule can have more than one target column, based on the generation technique that you select.

When you create an ad hoc rule, the generation techniques that you can select depend on the data type of the 
column. To create an ad hoc rule, you can use a standard or an ad hoc generation technique. The ad hoc 
generation techniques include expression generation, reference lookup generation, and effective dates 
generation.

For example, an Airport table contains airport codes. You create a reference lookup rule on a From_City 
column that generates data from the Airport table and inserts it into the From_City column in the target table.

Creating an Ad Hoc Generation Rule
You can create an ad hoc generation rule in a project. The generation techniques change based on the data 
type of the column that you selected. The generation parameters change based on the generation technique 
that you select.

1. In a project, click Define > Data Generation to access the Data Generation view. 

2. Select a column to assign the ad hoc generation rule to. 

3. Click inside the Generation Rule column to view the list of rules available for the data type of the column. 

4. Click New Generation Rule. 

The New Generation Rule window appears.

5. Select the generation technique. 

6. Enter the generation parameters. 

Note: If a Java heap space exception occurs, contact the Administrator to increase the heap size.

7. Enter the exception test data options. Configure whether to allow null or empty spaces. Configure 
whether to generate data that is not valid. 

Editing an Ad Hoc Generation Rule
You can edit an ad hoc rule assignment to a column.

1. In a project, click Define > Data Generation to access the Data Generation view. 

2. Select a column to edit the ad hoc rule assignment. 

3. Click Actions > Edit Generation Rule. 

The Edit Generation Rule window appears.

4. Edit the parameters that you want to change. 
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Conditional Constraints
Create conditional constraints to restrict the data that you want to generate in a column based on the data in 
another column. The conditional constraint that you enter becomes a part of the metadata of the target table.

Configure expressions to apply constraints at the table level. Use the Expression Builder to enter the 
expressions. You can create multiple conditional constraints for a table.

You cannot use conditional constraints for the following data generation techniques:

• Numeric sequence

• Date sequence

• Random data patterns

Conditional Constraints Example

You have a table that contains airline ticket information and you want to generate airport codes in From_City 
and To_City columns in the table. You create and assign a dictionary generation rule to the columns. You do 
not want the From_City column and the To_City column to have the same value in a row. You create a 
conditional constraint and enter the following expression in the Expression Builder:

To_City != From_City
When you perform the data generation operation, TDM adheres to the conditional constraint and generates 
data in the From_City and To_City columns.

The following table lists sample flight details with generated data:

Flight Code From_City To_City

11A1 BOS SFO

22B2 AUS EWR

33C3 SEA JFK

Conditional Constraints and Data Conflicts
When you perform a data generation operation, there might be conflicts between the conditional constraint 
and the values specified in the data generation rule parameters. The data generation operation prioritizes the 
data generation rule over the conditional constraint and TDM generates data with warning messages.

Conditional Constraints and Data Conflicts Example

You want to generate data in the Created_Date and Modified_Date columns in an Employee table. You create 
a random generation rule with a date range from January 1, 1970 to July 31, 2014, and assign the rule to both 
Created_Date and Modified_Date columns. You want the value in the Modified_Date column to be greater 
than the value in the Created_Date column. You create a conditional constraint and enter the following 
expression in the Expression Builder:

Modified_Date > Created_Date
When the Created_Date column contains July 31, 2014, TDM cannot generate data that adheres to the 
conditional constraint because the data generation rule parameters restrict the end dates to July 31, 2014. 
TDM generates a date within the specified range in the Modified_Date column and generates warning 
messages.
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The following table lists sample employee details with generated data:

Employee ID Created_Date Modified_Date

1111 7/31/2014 1/13/2002

2111 6/5/2000 5/6/2010

8112 7/31/2014 5/16/1990

Creating a Conditional Constraint
Create a conditional constraint to restrict the data generated in a column based on the data in another 
column. Configure an expression to create a conditional constraint.

1. In a project, click Discover > Tables. 

2. Click the table in which you want to create the conditional constraint. 

3. Click the Constraints tab. 

4. Click Create New Constraint. 

The New Constraint dialog box appears.

5. Enter a name for the conditional constraint. 

6. Select the constraint type as Conditional. 

7. Click Next. 

8. Create an expression in the Expression Builder. Select the required columns, functions, variables, and 
operators to build expressions. 

9. Click Finish. 

Data Generation Rule Assignments
You can assign a global or an ad hoc generation rule to a column within a project.

To assign a rule, choose a rule from the list in the Generation Rule column or select New Generation Rule. If 
you do not select a rule, the column receives the default rule that you configure in default settings.
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The following image shows the Define | Data Generation view in a project:

The following table describes the fields in the Data Generation view:

Column Description

Table Name of the table.

Column Name of the column of the generated data.

Data Type Data type of the column of the generated data.

Is Null Indicates whether the column can contain null values.

Generation Rule The generation rule that you want to apply to the column. When you click inside the column, you 
can choose which rule to apply to the column. The rules change based on the data type of the 
column. Select New Generation Rule to create an ad hoc generation rule for the column.

Override Shows the override property status for a rule. If the property is Yes, you can override the rule 
properties when you assign the rule to a column. When you override the rule parameters for a 
column the Override column value is Yes-Overridden.

Available Data Generation Rules
The Data Generation view lists the rules that you can assign to each column of the target table.

If no global rules appear for a column when you click Generation Rule, make sure that the project contains 
global generation rules for the column datatype.

Ad hoc generation rules are available for columns of all datatypes. Click New Generation Rule to create an ad 
hoc generation rule.

Note: In the Data Generation view, you must click the Save icon each time you assign a rule. If you do not 
save the rule assignment before you assign the next rule, the Test Data Manager discards the rule 
assignment.

Assigning Standard Generation Rules to Columns
Assign standard generation rules to one or more target columns to generate data in the columns.

1. In a project, click Define > Data Generation to access the Data Generation view. 
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2. Select a column to assign a generation rule to. 

3. Click inside the Generation Rule column to view the list of rules available for the datatype of the column. 

4. Select a rule. 

5. Click Save for each column that you update. 

Assigning Custom Generation Rules to Columns
Assign custom generation rules to one or more target columns to generate data in the columns.

1. In the Define | Data Generation view, click the Generation Rule column for the column that requires a 
mapplet rule. 

2. Select the mapplet rule from the list. 

The Custom Rule Assignment dialog box appears with the list of columns in the table.

3. Select a source input column in the left panel and a rule input port in the right panel. 

Note: When you select a source input column, the rule ports with same datatype become available for 
mapping.

4. Click the Link icon to create a mapping. 

An arrow appears that links the source port to the rule port.

Note: To create a mapping, you can also click Show Simple and map the ports.

5. If you need to remove the link, select the source input port and the rule input port. Click the Unlink icon. 

The arrow between the ports disappears.

6. After you map the rule input ports, click Next. 

7. Select a rule output port in the left panel and a source input column in the right panel. 

8. Click the Link icon to create a mapping. To remove a mapping, click the Unlink icon. 

9. Click Save. 

Deleting Generation Rule Assignments
You can delete a generation rule assignment to a column.

1. In a project, click Define > Data Generation. 

2. Select the column that you want to delete the rule assignment for. 

3. Click Actions > Clear Assignment. 

The Clear Rule Assignment window appears.

Data Generation Plans and Workflows
A data generation plan contains columns and entities that represent the tables and data that you want to 
generate. The plan also contains the rules to generate the data. You generate a workflow from a plan to 
perform the generation operations.

When you start a workflow for the plan, the data generation operation starts.
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Data Generation Techniques and 
Parameters

This chapter includes the following topics:

• Data Generation Techniques and Parameters Overview, 152

• Data Generation Techniques, 153

• Data Generation Parameters, 154

• Custom Generation, 155

• Dictionary Generation, 156

• Effective Dates Generation, 158

• Expression Generation, 160

• Random Generation, 161

• Reference Lookup Generation, 168

• Sequence Generation, 170

• Set of Values Generation, 172

Data Generation Techniques and Parameters 
Overview

A data generation technique defines how you want to generate data in a column. A generation parameter is 
an option that you configure for the technique.

The type of generation technique that you can apply depends on the datatype of the column that you need to 
generate. When you choose a generation technique, Test Data Manager displays parameters for the 
generation technique.

Some generation techniques are available only for ad hoc generation rules. The generation techniques that 
you can select to create a rule can change when you create an ad hoc generation rule.

You can create generation rules that create random strings, use data from a dictionary or set of values, or 
that create data based on a sequence that you define.
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Data Generation Techniques
You can apply generation techniques based on the target datatype that you configure for a column.

For example, if the column datatype is numeric, you can define generation values that are within a fixed range 
or values in a sequence. You can select an additional rule to create values that are not valid values within the 
data set.

The following table describes the generation techniques that you can choose when you define a rule:

Generation 
Technique

Description

Custom Standard technique that applies generation rules from a mapplet. The custom mapplet accepts 
input and uses the logic in the mapplet to generate the output.

Dictionary Standard technique that imports dictionary values to generate data.

Effective Dates Ad hoc technique that generates related dates for two columns in the target database.

Expression Ad hoc technique that accepts expression as the input to generate the output.

Random Standard technique that generates random strings, values, and dates.

Reference Lookup Ad hoc technique that generates data from a reference lookup table. You can have multiple 
column assignments within a reference lookup rule.

Sequence Standard technique that generates numeric and date values in a sequence.

Set of Values Standard technique that uses a finite set of values to use in data generation.
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Data Generation Parameters
Configure data generation parameters to define how to apply a data generation technique. The parameters 
that you configure depend on the data type that you need to generate. Some generation techniques are not 
available for all data types.

The following image shows data generation parameters that appear when you configure a random string 
generation rule:

Exception Test Data
Configure exception test data parameters to generate null and values that are not valid.

Select a global rule that you previously saved or select default to generate random null values and values that 
are not valid. Invalid values are data values that do not conform to the generation rule.

For example, you want to create a random date generation rule that generates 85% of the dates between 
2012, and 15% of the dates between 2005 and 2010. You create a rule called Dates_2005 that generates 
dates from 2005 to 2010. You save the Dates_2005 rule. You create a rule called Recent_Dates that 
generates dates from 2012 to 2013. When you create the Recent_Dates rule, you select Dates_2005 in the 
invalid values parameter and enter 15 in the percent parameter.
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Exception Test Data Parameters
You can configure exception test data parameters based on the data generation rules that you create. You 
can use exception test data parameters to generate null values and values that are not valid.

The following table describes the exception test data parameters:

Parameter Description

Null Values A list of global rules that you previously created or the 
default rule to generate null values. The rules are 
available based on the datatype you select.
Percentage defines the percent of rows to have the null 
values.

Invalid Values A list of global rules that you previously created or the 
default rule to generate values that are not valid. The 
rules are available based on the datatype you select.
Percentage defines the percent of rows to have the values 
that are not valid.

Custom Generation
Create custom generation rules to generate data for string, numeric, and date data types.

Custom generation rule is a global rule. To create custom generation rule, import a PowerCenter mapplet. 
Mark at least one input and one output column as required.

The following image shows the custom generation parameters:

Custom Generation Example

An EMPLOYEES table contains columns for first name and last name. Create and assign standard generation 
rules to generate first names and last names. Create a custom generation rule to combine the first and last 
name of an employee to generate the full name in the target table.
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Custom Generation Parameters
Configure input and output columns that you import from a mapplet when you create a custom generation 
rule.

The following table describes the general properties that you can configure for input and output columns:

Parameter Description

Column Name The name of an input or an output column within a mapplet. When you assign the rule to a column, 
you map the column names in the rule to column names in the database.

Column Type The column type. The mapplet can contain the following types of columns:
- Input. Receives the input data.
- Output. Returns the output data.

Data Type The data type of the column.

Precision The precision for the column. The maximum number of digits or the maximum number of characters 
that the column can accommodate. For example, 874.560 has a precision of 6.

Mandatory Indicates if you must assign the column to a table column in the project. Applies to input and output 
columns. You must set at least one input and one output column as required.

Group Name Specifies the group to which the columns belong. The group name can be input, output, or any other 
name that you provide when you create a mapplet.

Dictionary Generation
A dictionary generation rule is a global or ad hoc generation rule that loads dictionary values into the target 
test database.

Before you create a dictionary generation rule, you must add a dictionary to TDM in the Administrator | 
Dictionaries view. Users that have permissions to create generation rules have permissions to add 
dictionaries.

Dictionary generation can use the string, numeric, date, and binary data types. You can create a rule based on 
a dictionary column. The binary data type contains a serial number column that increases performance. 
Generate dictionary values for columns that have a finite number of values, such as states or countries.

You can create dictionary generation rule either from a flat file or relational database. You can generate data 
for a binary data type from relational databases but not from flat files.

Dictionary generation rules can be global rules or ad hoc rules.
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The following image shows the dictionary generation parameters:

Dictionary Generation Example

You want to load customer names into the target database. You import a dictionary that has first and last 
name columns. You create two dictionary rules with the string data type. When you create the first name rule, 
you select the dictionary that contains the names and choose the first name dictionary column. In the last 
name rule, you select the same dictionary and choose the last name dictionary column.

Dictionary Generation Parameters
Create a dictionary generation rule to load dictionary values into target databases. Configure dictionary 
generation parameters for string, date, numeric, and binary data types.

The following table describes the parameters that you can configure to generate dictionary data:

Parameter Description

Dictionary Name The name of the dictionary. You need to import a 
dictionary in TDM.

Dictionary Column The column that you want to get the data from. If the 
values in the dictionary are larger than the size of the 
column then it truncates the values.

Dictionary Lookup Column The lookup column in the dictionary that you can match 
with the table column to generate data. When you assign 
a standard generation rule to a column or create an ad 
hoc generation rule, you can specify the lookup column. 
This field is optional.
If you enter double data type value in the lookup column 
and table column, the process generates null values in the 
target table.

Table Column The column in the target table based on which you can 
match the lookup column in the dictionary. When you 
assign a standard generation rule to a column or create 
an ad hoc generation rule, you can specify the table 
column. This field is optional.
If you enter double data type value in the lookup column 
and table column, the process generates null values in the 
target table.
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Parameter Description

Serial Number Columns A serial number to find the location of the data. You can 
configure serial number for relational databases and not 
for flat files. You enter the serial number column for 
binary data types.

Generate Unique Values Generates unique data values. You cannot generate 
unique values for flat file dictionaries and binary data 
types.

Null Values A list of global rules or a default rule that is available for 
the data type you select. A null value is a value that a 
default rule or a global rule generates in the target for the 
columns based on the data type you select.

Invalid Values A list of global rules or a default rule that is available for 
the data type you select. Any value that does not exist in 
the dictionary is not valid.
You cannot generate values that are not valid for binary 
data types.

Effective Dates Generation
An effective dates generation rule is an ad hoc rule that generates related date data for two columns. The 
effective dates are sequences of dates that consist of start dates and end dates. You can create effective 
dates rules with the date data type.

An effective dates generation rule generates a random start date within a range. The rule creates an end date 
that is after the start date and another start date that immediately follows the end date. The number of rows 
in the grouping column that have the same value determines the number of dates in the effective dates 
sequence.

The column in which you create the rule must be either the effective start date or the effective end date. If 
you create the rule on the effective start date column, you must select a different column as the effective end 
date column. If you create the rule on the effective end date column, you must select a different column as 
the effective start date column. The rule generates date values for both columns. You select the grouping 
column to generate sequences of dates in multiple rows.
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The following image shows the effective dates generation parameters:

Effective Dates Generation Parameters
Create effective dates generation rule for the date data type.

The following table describes the parameters that you can configure to generate data for effective dates:

Parameter Description

Start Date/Time The date and time at which you can start to generate 
dates.

End Date/Time The date and time at which you can stop to generate 
dates.

Exclude The days of the week that you do not want to include in 
the generated dates. You can enter up to two days, and 
both the days cannot be same.

Effective Start Date The column name in the target table where you want to 
put the generated effective start date. Default is the 
column name in which you create the effective dates 
generation rule. You can change it to any other available 
column name.

Effective End Date The column name in the target table where you want to 
put the generated effective end date. You can select any 
column other than the effective start date.
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Parameter Description

Grouping Column The column that determines how you group the data to 
generate effective dates in the target columns.

Invalid Values Any value with effective end date greater than the 
effective start date. If effective start date is less than 
effective end date of the previous record for the grouping 
column, the values are not valid.
This parameter has default rule selected and you cannot 
change the rule. You enter the percent for values that are 
not valid.

Effective Dates Generation Example
You want to generate start dates and end dates for customer addresses.

The target table has two customers. Each customer has one identification number. The table has three 
address rows for each customer. You choose a date range to generate a random effective start date for each 
customer. You select an effective start date column to put the start date into. You select an effective end 
date column to put an end date into. You select the customer identification number as the grouping column.

The rule generates a random start date for the first address row for each customer. The rule generates a 
random end date that occurs after the start date. The rule generates a start date for the next row that is after 
the end date of the previous row.

The following table shows a sample table with the generated data:

Customer ID Address Start Date End Date

1111 55 Crestwood Dr 11/20/2001 06/17/2003

1111 200 Larkin St 06/18/2003 04/16/2004

1111 1000 Cooke Ln 04/17/2004 08/16/2012

2222 12708 Danbrooke Ct 03/06/2008 05/19/2010

2222 1200 S Sixth Ave 05/20/2010 07/06/2011

2222 2243 Creeksie Ct 07/07/2011 11/24/2013

Expression Generation
An expression generation rule is an ad hoc rule that generates data from an expression. You can create 
expression rules with the string, numeric, and date datatypes.

When you create an expression generation rule, you use the Expression Builder to create an expression. In 
the Expression Builder, you can choose from a list of columns and functions to include in the expression. To 
enter a join condition, you can choose columns and operators. Click the Add arrow to include the column in 
the expression.
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The following image shows the expression generation parameters:

Expression Generation Example

You want to create a Name column that combines the data from the FirstName and LastName columns. You 
use the following expression to create the rule:

CONCAT (FirstName+'/'+LastName)

Expression Generation Parameters
You can configure expressions to generate data for string, date, and numeric datatypes.

The following table describes the parameters that you can configure to generate expressions:

Parameter Description

Expression An expression that you can configure to generate data.

Null Values A list of global rules or default rule that are available for 
the datatype you select. A null value is value that a 
default rule or a global rule generates in the target 
column based on the datatype you select.

Invalid Values A list of global rules or default rule that are available for 
the datatype you select. Any value that does not follow 
the specified expression is not valid.

Random Generation
A random generation rule is a global or ad hoc rule that creates random string, numeric, and date values. You 
can use random generation to generate data such as salary and birth dates.

When you configure random generation, you can specify a minimum and maximum length for data strings 
and a minimum and maximum value for numeric data. You can include a regular expression to create a fixed 
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percentage of the generated data. The percentages of the pattern distributions must total 100. When you 
generate dates, you can select a start date and end date to create random dates within a range.

Random generation rules can be global rules or ad hoc rules.

The following image shows the random generation parameters:

Random Generation Example

You want to generate addresses for customers. You create a rule that uses the random technique and the 
string data type. You define a regular expression in the rule. The regular expression creates rows with a four 
digit number, a random string of 12 characters, and "St." or "Ave." You set the pattern percentage to 100 to 
generate all the rows with the regular expression.

Date Random Generation Parameters
Create a random data generation rule for date data types.

The following table describes the parameters that you can configure to generate random data for date data 
types:

Parameter Description

Start Date/Time The date and time at which you can start to generate 
random dates.

End Date/Time The date and time at which you can stop to generate 
random dates.

Exclude The days of the week that you do not want to include in 
the generated dates. You can enter up to two days, and 
both the days cannot be same.
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Parameter Description

Null Values A list of global rules or default rule that are available for 
the date data type. A null value is a value that a default 
rule or a global rule generates in the target column for the 
date data type.

Invalid Values A list of global rules or default rule that you can select for 
the date data type. Any value that is less than the 
minimum or more than the maximum for a specified date 
range is not valid. Any date that falls on excluded dates is 
not valid.

String Random Generation Parameters
Create a random data generation rule for string datatypes.

The following table describes the parameters that you can configure to generate random data for string 
datatype:

Parameter Description

Random A range provided to generate random data. You can select 
Random to specify the range of the string for data 
generation.

Minimum Length The minimum length for the string datatype. Default is 1.

Maximum Length The maximum length for the string datatype. Default is 
the maximum value that the column permits.

From Regular Expression A regular expression to generation random data. You can 
select From Regular Expression to create fixed 
percentage of data for generation.

Pattern A regular expression that describes the format of 
generated data.

Distribution The percentage of rows with the regular expression data. 
If you want to use more expressions, you can add more 
rows.

Generate Unique Values Generates unique data values. You cannot generate 
unique values when you select From Regular Expression.
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Parameter Description

Null Values A list of global rules or default rule that are available for 
the string datatype. A null value is a value that a default 
rule or a global rule generates in the target columns for 
the string datatype.

Invalid Values A list of global rules or default rule that you can select for 
the string datatype. Any value that is less than the 
minimum length or more than maximum length for a 
specified range is not valid. A string that does not match 
the specified pattern is not valid.
You cannot generate values that are not valid when you 
select From Regular Expression.

Numeric Random Generation Parameters
Create random data generation rule for numeric datatypes.

The following table describes the parameters that you can configure to generate random data for numeric 
datatype:

Parameter Description

Random A rule to generate random data. You can select Random 
to specify the range of numeric values for data 
generation.

Minimum Value The minimum value for the numeric datatype. Default is 0.

Maximum Value The maximum value for the numeric datatype. Default is 
the maximum value that the column permits.

From Regular Expression A regular expression to generation random data. You can 
select From Regular Expression to create fixed 
percentage of data for generation.

Pattern A regular expression that describes the format of 
generated data.

Distribution The percentage of rows with the regular expression data. 
If you want to use more expressions, you can add more 
rows.

Generate Unique Values Generates unique data values. You cannot generate 
unique values when you select From Regular Expression.
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Parameter Description

Null Values A list of global rules or default rule that are available for 
the numeric datatype. A null value is a value that a default 
rule or a global rule generates in the target for the 
numeric datatype.

Invalid Values A list of global rules or default rule that you can select for 
the numeric datatype. Any value that is less than the 
minimum or more than the maximum for a specified range 
is not valid. A value that does not match the specified 
pattern is not valid.
You cannot generate values that are not valid when you 
select From Regular Expression.

Data Patterns for Random Generation
You can enter data patterns from regular expressions to generate string and numeric data.

To generate numbers that contain special characters or any other operators, you use random string data 
generation technique. You can use the following operators to generate string data patterns: . , \d , \w, 
(opt1| opt2|…..), {} , [].

To generate numbers that do not contain special characters or any other operators, you use random numeric 
data generation technique. To generate numeric data, you can combine the following patterns: \d, 
alternates (1|2|3|…), and [0-9]. You cannot nest the alternates.

When you enter data patterns to generate the credit card number, Social Security number, and Social 
Insurance numbers, the generated data might not be valid. These numbers follow certain algorithms and you 
cannot use data patterns to generate valid numbers.

String Data Pattern Examples
You want to generate email addresses, credit card numbers, phone numbers, Social Insurance numbers, 
Social Security numbers, dates, IP addresses, and employee IDs from regular expressions.

Email Address

To generate email addresses, you must enter the pattern in the following order:

1. Enter the first eight characters as lowercase alphabet characters [a-z].

2. Enter the sign (@).

3. Enter hotmail, yahoo, gmail, aol, or Comcast.

4. Enter .com, co.uk, or .net.

To generate an email address, use the following pattern: [a-z]{8}@(hotmail|yahoo|gmail|aol|Comcast)\.
(com|co\.uk|net). To generate a data pattern for uppercase and lower alphabet characters, you can enter 
([a-z]|[A-Z]){8}@(gmail|hotmail)\\.(com|co\\.uk).

Credit Card Number

To generate a credit card number, you enter the first character and the pattern.
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The following table shows the output for sample patterns that generate credit card numbers:

Pattern Sample Output

4\d{3}-\d{4}-\d{4}-\d{4} 4312-0036-5436-0876

3\d{4} \d{4} \d{6} 3852 0000 023237

Phone Number

The following table shows the output for sample patterns that generate phone numbers:

Pattern Sample Output

\d{3}\.\d{3}\.\d{4} 617.555.1212

\d{3}-\d{3}-\d{4} 617-555-1212

\(\d{3}\) \d{3}-\d{4} (617) 555-1212

\+\d\.\d{3}\.\d{3}\.\d{4} +1.617.555.1212

\d\.\d{3}\.\d{3}\.\d{4} 1.617.555.1212

Social Insurance Number

The following table shows the output for sample patterns that generate Social Insurance numbers:

Pattern Sample Output

\d{3}-\d{3}-\d{3} 289-645-236

\d{3}\.\d{3}\.\d{3} 289.645.236

\d{3} \d{3} \d{3} 289 645 236

Social Security Number

The following table shows the output for a sample pattern that generates a Social Security number:

Pattern Sample Output

\d{3}-\d{3}-\d{4} 999-99-9999

^\d{3}-\d{2}-\d{4}$ 333-22-4444

(^(?!000)\d{3}) ([- ]?) ((?!00)\d{2}) ([- ]?) ((?!0000)\d{4}) 123-45-6789
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Date

The following table shows the output for sample patterns that generate dates:

Pattern Sample Output

(1|3|5|7|8|10|12)-([1-9]|[12][0-9]|30|31)-(200[0-9]|
201[0-3])

5-30-2013

(4|6|9|11)-([1-9]|[12][0-9]|30)-(200[0-9]|201[0-3]) 11-22-2012

(0[1-9]|1[0-2])\/((0[1-9]|2\d)|3[0-1])\/(19\d\d|200[0-3]) 12/31/2003

IP Address

The following table shows the output for sample patterns that generate IP addresses:

Pattern Sample Output

([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])/.([0-9]|[1-9]
[0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])/.([0-9]|[1-9][0-9]|1[0-9]
{2}|2[0-4][0-9]|25[0-5])/.([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4]
[0-9]|25[0-5])

255.255.0.0

(25[0-5]|2[0-4][0-9]|[0-1]{1}[0-9]{2}|[1-9]{1}[0-9]{1}|[1-9])\.
(25[0-5]|2[0-4][0-9]|[0-1]{1}[0-9]{2}|[1-9]{1}[0-9]{1}|[1-9]|
0)\.(25[0-5]|2[0-4][0-9]|[0-1]{1}[0-9]{2}|[1-9]{1}[0-9]{1}|
[1-9]|0)\.(25[0-5]|2[0-4][0-9]|[0-1]{1}[0-9]{2}|[1-9]{1}[0-9]
{1}|[0-9])

192.168.0.1

Employee ID

The following table shows the output for sample patterns that generate employee IDs:

Pattern Sample Output

([A-Z][a-z]{2}_\d+) Idd_1111

([A-Z][A-Z]-\d\d\d\d) ID-4321

Numeric Data Pattern Examples
You want to generate credit card numbers, phone numbers, Social Insurance numbers, and Social Security 
numbers from regular expressions.

To generate a 10-digit phone number, consider the following scenarios:

• A phone number that starts with 3 or 4, you enter the data pattern as (3|4)\d{9}.

• A phone number that starts with 6 and consists of digits such as 2,4,6, and 8, you enter the data pattern 
as 6(2|4|6|8){9}.

• A phone number that starts with 6 and consists of digits between 3-7, you enter the data pattern 6 [3-7]{9}.
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The following table shows the sample output for the patterns that you can enter:

Example Pattern

Credit card number You enter the pattern as 5\d{15} to generate a sample 
output as 5312003654360876.

Phone number You enter the pattern as \d{10} to generate a sample 
output as 6175551212.

Social Insurance number You enter the pattern as \d{9} to generate a sample 
output as 289645236.

Social Security number You enter the pattern as \d{9} to generate a sample 
output as 999999999.

Reference Lookup Generation
A reference lookup generation rule is an ad hoc rule that generates data from a reference table. You can 
create reference lookup rules with the string, numeric, and date data types.

Create a reference lookup generation rule to generate column data using data from an existing table. Specify 
the parent table and assign the parent columns to child columns in the target database.

You must assign a parent table and parent column to the target column that you create the rule for. When you 
create the rule you can also assign parent columns from the same parent table to other target child columns.
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The following image shows the reference lookup generation parameters:

Reference Lookup Generation Example

You want to generate customer identification numbers in a column. You want to use the same customer 
identification numbers that exist in a different table. You create a reference lookup generation rule that 
references the column in the other table and generates the values from that table.

Reference Lookup Generation Parameters
Create reference lookup rules for string, numeric, and date data types.

The following table describes the parameters that you can configure to generate data from a reference 
lookup table:

Parameter Description

Minimum Value The minimum number of child records for a parent record. 
Default is 1.

Maximum Value The maximum number of child records for a parent 
record. Default is 3.

Data Source The connection to the parent table.

Parent Table The parent table that you can get the data from.

Child Column The column name on which you create the rule. You 
cannot remove the first child column. To enter additional 
child columns, you can add more rows.
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Parameter Description

Parent Column The parent column for the corresponding child column. 
You add more rows to enter additional child and parent 
columns. You can also assign parent columns from the 
same parent table to the other target child columns.

Parent Table Filter A conditional expression that you enter to extract the 
data. The data you extract from the parent table must 
conform to this condition.

Parent records without children The percent of parent records without a child.

Child records without a parent The percent of child records without a parent. You can 
enter a value greater than 0. If you enter 0, you must 
provide a default value instead of null values.

Default Value The default value that you want to generate in the target 
column instead of null values. The default value can be 
one of the values present in the parent table if the tables 
are in a parent-child relationship. Required if the percent 
of child records without a parent is set to 0. Optional if 
the percent of child records without a parent field is 
blank. Disabled if you enter a non-zero value in the 
percent of child records without parent field to generate 
null values.

Sequence Generation
A sequence generation rule is a global or ad hoc rule that generates numeric and date values in a sequence.

You select a beginning value and an increment value when you create a sequence generation rule.

Sequence generation rules can be global rules or ad hoc rules.

The following image shows the sequence generation parameters:

Sequence Generation Example

You want to generate ticket numbers in ascending order. The target table has a TICKET_NUMBER column. 
You create a sequence generation rule with the numeric data type. You enter a start value of 1000 and an 
increment value of one (1).
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Date Sequence Generation Parameters
Create sequence generation rule for date data types.

The following table describes the parameters that you can configure to generate a sequence of data for date 
data type:

Parameter Description

Start Date The date at which you can start generation of sequence 
data for date data types.

Increment by The value to increment after the start date. You can enter 
a number and select year, month, day, hour, minutes, or 
seconds.

Null Values A list of global rules or default rule that are available for 
the date data type. A null value is a value that a default 
rule or a global rule generates in the target column for the 
date data types.

Invalid Values A list of global rules or default rule that are available for 
the date data type. Any value that is less than the 
sequence start value for a positive increment or more 
than the sequence start value for a negative increment is 
not valid.

Numeric Sequence Generation Parameters
Create sequence generation rule for numeric datatypes.

The following table describes the parameters that you can configure to generate a sequence of data for 
numeric datatype:

Parameter Description

Start Value The minimum value to start generation of a sequence. 
You can enter a number to generate the sequence data.

Increment Value The value to increment after the start value during 
generation of the sequence data. You can enter a number 
to increment the value.

Null Values A list of global rules or default rule that are available for 
the numeric datatype. A null value is value that a default 
rule or a global rule generates in the target column for the 
numeric datatype.

Invalid Values A list of global rules or default rule that are available for 
the numeric datatype. Any value that is less than the 
sequence start value for a positive increment or more 
than the sequence start value for a negative increment is 
not valid.
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Set of Values Generation
A set of values generation rule is a global or ad hoc rule that writes a small data set to the target table. You 
can list the data values that you want to write to the table when you create a set of values generation rule.

You can use the string, numeric, and date data types in a set of values generation rule. You add data values in 
the rule and specify what percent of the rows in the target table you want to have the value. You can use set 
of values generation for columns that have a small number of values, such as membership status.

Set of values rules can be global rules or ad hoc rules.

The following image shows the set of values parameters:

Set of Values Generation Example

You want to generate payment information. The target database has a PAYMENT_TYPE column with Visa, 
MasterCard, and Paypal values. You want 60% of the rows to have the Visa value, 30% of the rows to have the 
MasterCard value, and 10% of the rows to have the Paypal value.
You create a set of values rule with the string data type. You add Visa in the value field and enter 60 in the 
distribution percent field. You click the add button twice to add two additional values to the rule. In the 
second row, you enter MasterCard in the value field and 30 in the distribution percent field. In the third row, 
you enter Paypal in the value field and 10 in the distribution field.

Set of Values Generation Parameters
Configure set of values parameters to generate data for string, date, and numeric datatypes.

The following table describes the parameters that you can configure to generate a set of values:

Parameter Description

Value The exact data value that you want to write to a target 
table. You can enter exact values for the string and 
numeric datatypes. You enter a date for date datatype. If 
you want to use more than one value, you can add more 
rows.

Distribution% The percent of rows for the specified value. The sum of 
the distribution of the values have to be 100%.
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Parameter Description

Null Values A list of global rules or default rule that are available for 
the datatype you select. A null value is a value that a 
default rule or a global rule generates in the target 
columns based on the datatype you select.

Invalid Values A list of global rules or default rule that are available for 
the datatype you select. Any number, date, or string that 
is not a part of the set of values is not valid.
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Data Sets
This chapter includes the following topics:

• Data Sets Overview, 174

• Data Set Versions, 175

• Data Sets Task Flow, 176

• Data Sets View, 177

• Creating a Data Set, 179

• Data Set Version Components, 179

• Creating a Data Set Version From a Single Plan, 181

• Creating a Data Set Version by Reusing The Data Set Name, 181

• Deleting a Data Set or a Data Set Version, 182

• Reset a Data Set Version, 182

• Monitor a Data Set Version Job, 187

• Data Set Version Permissions, 187

Data Sets Overview
A data set is a collection of data that consists of one or more tables from a data source. Manage and store 
multiple versions of data sets in the test data mart.

Tables in a data set can be from a single data source or from multiple data sources. A data set generally 
corresponds to one or more test cases. You can create data sets based on the test cases that you want to 
run, and store them in the test data mart. You can create a data set from TDM when you perform one or more 
of the following tasks:

• Create a subset of production data.

• Create a masked copy of production data.

• Generate data.

To create a data set, select the test data warehouse as the target when you create a plan. You can then add 
tags and other metadata information to the data set. Metadata includes the source table metadata and plan 
metadata. You can search the test data mart based on the metadata properties.

Run the plan to create the data set. You can create multiple versions of a data set. View the list of data sets 
and the properties in the Data Sets view.
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To share data sets with other users in a domain, multiple machines that host a Test Data Manager Service 
can connect to a single test data mart. You can use a single test data mart to share and reuse data sets 
across teams and projects.

During the process of testing, test data might change. Test data can get corrupted. You can return a test 
environment to a specific previous state when you reset a data set version from the test data mart to the 
required connection.

For example, consider a situation where test teams run multiple test cases, or when multiple test teams work 
on an application. Store the original test data as a data set in the test data mart. When one test team 
completes testing, create another version of the data set with the modified test data. You can then reset the 
original test data from the test data mart to the test environment. You can reset any data set version to return 
the test environment to the required state.

Before you create a data set, you must configure the test data repository and the test data mart.

Data Set Versions
Test data might change when you use the data to run test cases. You can store the changed data as another 
version of a data set in the test data mart.

Each time you add a data set to the test data mart, you create another version of the data set. A data set 
version refers to a specific version of a data set in the test data mart. For example, consider a situation 
where a test team runs tests on different features of an application. Before you use the data, store the data in 
the test data mart. You create the first version of the data set. To test different features, you add tables and 
columns to the test data. You can store the updated test data with the same data set name in the test data 
mart. You create the second version of the data set. You can add versions to the test data mart each time 
you want to save the test data.

To identify a data set version, add tags to a data set version. You can use tags to perform a keyword search 
for data set versions. When you create a version of a data set, the version inherits the tags of the previous 
version. You can edit inherited tags and add additional tags.

To prevent users from editing a data set version or resetting the data set version, you can lock the data set 
version. For example, if you do not want users to reset a specific data set version to a target, you can lock the 
data set.

You can create another version of a data set in the following ways:

• You can rerun the plan that you used to create the previous version of the data set without changing the 
name of the data set.

• You can create and run a different plan and enter the same data set name.

Data set versions can have similar metadata or entirely different metadata. For example, you create a data 
set version DA_APP when you test version 1.0 of an application for a specific customer. You test specific 
features of the application in this release. You use source data that contains tables relevant to the tests you 
run. You might add tags to identify the customer. When you test the next version of the application for the 
customer, you test different features that require different test data. You create and run a different plan with 
a different data source. Because this is test data for a single application, you enter the same data set name 
to create another version of the data set. The version retains the tags that identify the customer.
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Data Set Version Tags
You can add tags to a data set version to classify and identify each version of the data set.

For example, consider a data set version that contains test data that you require to run specific test cases. 
You can add the name of the test case, an identification number, or any relevant information as a tag to 
identify the data set version.

You can perform a keyword search for data set versions based on tags. When multiple test teams create data 
set versions, the teams can add tags to identify the data set versions. Share tag information to help users 
search for a data set version that you want to share.

You can also use tags to filter and search for data set versions in the Data Sets view.

You can add tags when you create a data set version. A data set version inherits the tags added to the 
previous version. You can edit or delete the inherited tags and add tags when you create a data set version. 
You can add multiple tags to a data set version. Use a comma to separate the tags.

You can add tags to an existing data set version from the Overview tab on the data set version page.

Locking and Unlocking a Data Set Version
To prevent users from editing or resetting a data set version, you can lock the data set version.

You cannot make changes to a locked data set version. The owner and the administrator can reset a locked 
data set version to a target, but cannot edit or delete the data set version when it is locked. You can reset a 
locked data set version if you need to check the data before you allow other users to edit or reset it. You can 
unlock the data set version when you want to allow edits to the data set version.

You can lock and unlock a data set version from the Actions menu on the Overview or Permissions tab on 
the data set version page.

Editing a Data Set Version
You can edit the description and tags of a data set version.

1. To open the data set version, click the required data set version in the Data Sets view. 

The data set version page opens.

2. To edit the description or tags, click Edit on the General or Tags tab. 

3. Add or edit the description as required. You can enter a maximum of 4,000 characters. 

4. To add a tag, enter the text in the Tags field. You can use special characters and spaces in a tag. Use a 
comma to separate tags. 

5. Click Save. 

Data Sets Task Flow
Perform the following steps in a data subset, data masking, or data generation plan, to create a data set in 
the test data mart:

1. Open a project and create a plan with the required components.

2. Configure the plan properties in the Plan Settings window.
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3. From the list of target connection types, select Test Data Mart. TDM enters the test data mart that you 
have configured.

4. Enter the Data Set Properties. TDM creates the data set version number.

5. Configure the error and recovery strategies and advanced settings.

6. Generate and run a workflow.

7. Monitor the workflow.

To create another version of the data set, run the plan again. For example, you create the first version of a 
data set with the original test data. After you run the first set of test cases, the test data changes. To store 
the updated test data in the test data mart, run the same plan again and create another version of the data 
set.

You can also enter the same data set name in a different plan to create another version of the data set. For 
example, to test different features of a single application, you might require different test data. Run a 
different plan with a different data source. Because the test data is for a single application, you enter the 
same data set name. You create another version of the data set from a different plan and with different data.

Data Set Creation Guidelines
Create a data set to store versions of test data in the test data mart.

Read the following guidelines before you create a data set or another version of a data set.

• You cannot create a data set if the tables contain columns with user-defined data types. If a table 
contains columns with user-defined data types, mark the columns as restricted before you include the 
tables in a plan to create a data set. To mark a column as restricted, open the project and click Discover > 
Columns and select the option Restricted for the required column.

• Verify whether the tables in the data source contain primary keys. Create logical keys in all transactional 
tables that do not have any primary keys. A reset operation might fail if a transactional table with null 
values does not have primary keys.

• If a table contains more than two character columns with a precision of 4000 each, edit the precision to 
3,999 or less. A reset operation might fail if a data set contains more than two character columns with a 
precision of 4,000 each and you do not disable constraints during the reset operation.

Data Sets View
View a list of data sets from the Data Sets view in Test Data Manager.

The Data Sets view displays a list of data sets and the properties. You can configure the properties that 
appear in the Data Sets view. Click the sort arrow on any of the properties. Click Columns and then select or 
clear the properties in the list.
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The following image shows the Data Sets view:

The Data Sets view contains the following tabs:

Data Sets

The Data Sets tab lists the data sets with the corresponding data set versions that you store in the test 
data mart. You can view data sets created by all Test Data Manager services in the domain that connect 
to a single test data mart. You can filter and search for data sets based on properties listed. The 
following data set properties appear on the Data Sets tab:

• Name. The name of the data set.

• Project. The name of the project in which you ran the plan.

• Connection. The name of the source connection used in the plan.

• Description. The description added to the plan.

• Application Name. The name of the application.

• Application Version. The application version number.

• Plan Name. The name of the plan in which you created the data set version.

• Created By. The name of the user who ran the plan.

• Creation Date. The date and time of creation of the data set version.

• Reset Count. The number of times that you run a reset operation on the data set version.

• Locked. Status of the data set version.

• Tags. The tags added to the data set version. The Tags column is hidden by default. To view the Tags 
column, select Tags from the list of properties.

Overview

The Overview tab lists the general properties and the tags of a data set version that you select in the 
Data Sets tab.

Tables

The Tables tab lists the tables in the data set version. You can view the table name, table type, and the 
data source to which the table belongs. Filter and search for tables based on the properties listed.

Plan Components

The Plan Components tab lists the masking rules, policies, templates, groups, entities, and generation 
rules in the data set version.
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Creating a Data Set
Run a plan to create a data set. Create and run different plans for data generation operations.

Read the data set creation guidelines before you create a data set.

1. Open a project and add the required data sources and the project components. 

2. To create a plan, click Execute and then click Actions > New. 

3. Enter a name and optional description for the plan. Click Next. 

4. Add and configure the required components. 

5. Configure the plan settings. 

6. To create a data set, select Test Data Mart from the list of target connections. 

The Data Set Properties section appears.

7. Enter a data set name. TDM enters the plan name by default. You can edit the name. 

When you enter a data set name that does not exist in the test data mart, you create the first version of a 
data set. TDM enters the data set version number.

8. Enter an application name. 

9. Enter the application version. 

10. Add tags to the data set. Use a comma to separate tags. 

11. Configure the error and recovery settings and advanced settings as required. 

12. Optionally, configure an override strategy for a data source or a table. 

13. To save the plan, click Finish. 

14. To generate and run the workflow, click Actions > Generate and Execute in the Plan Properties page. 

You can view the job log messages in the Monitor page. When the job completes successfully, you can view 
the data set in the Data Sets view.

Related Topics:
• “Project Components” on page 43

• “Creating a Project” on page 44

Data Set Version Components
To open a data set version in a separate page, click the required data set version in the Data Sets view.

You can configure the properties that appear in the Tables and Monitor tabs. Click the sort arrow on any of 
the properties. Click Columns and then select or clear the properties in the list.

The data set version page contains the following tabs:

Overview

The Overview tab lists the general properties and the tags of the data set version.
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Tables

The Tables tab lists the tables in the data set version. Filter and search for tables based on properties 
listed. The following properties appear in the Tables tab:

• Name. The name of the table.

• Description. The description of the table.

• Table Type. The classification that you apply to the table.

• Number of Columns. The number of columns in the table.

• Data Source. The data source to which the table belongs.

Columns

The Columns tab lists the columns in a table that you select in the Tables tab. Filter and search for 
columns based on properties listed. The following properties appear in the Columns panel:

• Name. The name of the column.

• Data Type. The data type of the column.

• Precision. The precision for a decimal column.

Plan Components

The Plan Components tab lists the components of the data set version. Select a plan component to view 
the criteria including groups, entities, data masking rules, or data generation tables, and rules in the 
Criteria tab. The Tables tab lists the tables properties. The Relationships tab lists the relationships 
between tables in the data set version.

Monitor

The Monitor tab lists the jobs and workflows for the data set version. You can view jobs run on the data 
set version by any Test Data Manager Service in the domain. Filter and search for jobs based on 
properties listed. Select a job in the Monitor view to view the job details in the Workflow/Sessions pane. 
The following job properties appear in the Monitor tab:

• Test Data Manager Service. The name of the Test Data Manager Service that ran the job.

• Job Type. The type of job run.

• Job ID. The identification number that TDM assigns to the job.

• Status. The current status of the job.

• Start Time. The start time of the job.

• End Time. The end time of the job.

• User. The name of the user who created the job.

Permissions

The Permissions tab lists the users and user groups that have permission on the data set version. You 
can assign and edit permissions to users and user groups from the Permissions tab.
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Creating a Data Set Version From a Single Plan
You can create a version of a data set when you want to store the edited test data. To create a data set 
version, create a data set with the same name. You can create a data set version from the plan that you used 
to create the data set. You must ensure that you do not change the data set name.

1. Click Projects and open the project in which you created the data set. 

2. Click Execute and open the plan in which you created the data set. 

3. Optional. To edit the plan properties, click Edit on the Plan Properties tab. Do not edit the target 
connection or the name of the data set. 

a. Update the application name and application version if required. 

b. The tags added to the data set appear in the list of tags. You can add tags or delete the existing 
tags. 

c. To save the plan, click Finish. 

4. To generate and run the workflow, click Actions > Generate and Execute on the Plan Properties page. 

You can view the job log messages in the Monitor view. When the job completes successfully, you can view 
the data set version in the Data Sets view.

Related Topics:
• “Project Components” on page 43

• “Creating a Project” on page 44

Creating a Data Set Version by Reusing The Data Set 
Name

You can create another version of a data set from a different plan. You must enter the same data set name to 
create the data set version.

Read the data set creation guidelines before you create a data set version.

1. Click Projects and open the project from which you want to create the data set version. 

2. Click Execute and open the plan from which you want to create the data set version. Alternatively, create 
a plan. You must select Test Data Warehouse as the target connection. 

3. To create a version of a data set, enter the data set name in the Data Set Properties section. Data set 
names are not case sensitive. When you enter the name of a data set that exists in the test data mart, 
you create a version of the data set. 

4. Update the application name and application version if required. 

5. The tags added to the data set appear in the list of tags. You can add tags or delete the existing tags. 

6. Enter or edit the plan settings, and then click Finish to save the plan. 

7. To generate and run the workflow, click Actions > Generate and Execute on the Plan Properties page. 

You can view the job log messages in the Monitor page. When the job completes successfully, you can view 
the data set version in the Data Sets view.
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Related Topics:
• “Project Components” on page 43

• “Creating a Project” on page 44

Deleting a Data Set or a Data Set Version
Delete a data set or specific versions of a data set from the Data Sets view. When you delete a data set, you 
delete the data and the metadata related to the data set.

1. Open the Data Sets view. 

2. You can delete a data set or specific versions of data sets. 

• To delete a data set, select the data set. TDM selects all versions of the data set. You can select 
multiple data sets.

• To delete a specific version of a data set, select the version. You can select multiple versions of 
different data sets.

3. Click Actions > Delete. 

Reset a Data Set Version
Reset is the process of moving data from a data set version in the test data mart to a target.

During the course of testing, the test data might change. You might want to reset the test data in a target 
with a version of the data set from the test data mart.

For example, a test team is responsible for testing certain features of an application. The team creates test 
data to use in the test cases that it runs. Before the team uses the data in test cases, the team saves the data 
as a data set version in the test data mart. When the team completes tests on some features, the data might 
change or get corrupted. The team might require the original test data to run the rest of the test cases. The 
team can replace the data in the test system with the data set version in the test data mart. You can perform 
a reset operation from the data set version to a target. Use the test system as the target.

You can configure a reset operation to delete the target data and replace it with the data set version. In this 
case, the reset operation restores the target to the exact same state as the data set version. Perform this 
reset operation if testers do not share the tables. You do not need records that exist in the target and not in 
the data set version.

You might want to retain data in the target that is not in the data set version. Consider a case where multiple 
testers use the test data. You need the first 100 records in a Customer table. You create a data set version 
that contains the first 100 records of the Customer table. After running a few tests, you want to replace the 
test data with the data set version. You must configure the reset operation to ensure that the additional data 
in the target remains untouched when you reset the data in the data set version.

In reset operations that selectively delete and load data, TDM runs an SQL script to create a backup of the 
deleted data in the target.

You can select the required configuration when you configure the reset operation.
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Classification of Data Set Version Tables
You can classify the tables in a data set version as master tables or transactional tables. The results of the 
reset operation depends on how you classify the tables.

A reset operation does not delete records in master tables. It performs an upsert on master tables. When 
testers share all records in a table, classify the table as a master table. Because the reset does not delete 
records in master tables, the reset operation does not delete records that might impact the work of other 
testers.

Classify tables that are descendants of master tables as transactional tables. Records in transactional tables 
are generally not shared records. When you delete a record, you do not impact the work of another tester. By 
default, during a reset operation TDM performs an insert on transactional tables. You can choose to change 
the default behavior when you configure the reset operation.

If you do not classify a table, by default a reset operation considers the table as a transactional table.

TDM performs the following tasks during an upsert:

• Updates records that exist in both the data set version and the target.

• Inserts records that are present in the data set version and not in the target.

During an insert, TDM inserts records from the data set version that do not exist in the target. If the record 
exists, the insert fails.

Based on how you classify tables as master and transactional, TDM identifies top-level transactional tables 
and begins the cascade delete at this level.

A top-level transactional table is a direct child of a master table. All parents of a top-level transactional table, 
if any, are master tables.

Verify the table classification before you perform a reset operation.

Classifying a Data Set Version Table
Classify tables in a data set version as master tables or transactional tables to control the results of a reset 
operation.

1. Open the required data set version. 

2. Click the Plan Components. 

3. Click the Tables tab in the panel below the list of plan components to display a list of tables and the 
properties. 

4. Click Edit Table Type to open the Edit Table dialog box. 

5. Select the required table type from the list of table types. 

6. If you classify a table as a master table, you must choose one of the following options: 

• Mark all descendant tables as transactional tables. TDM marks all related descendant tables as 
transactional tables.

• Mark all other tables as transactional. TDM marks all related descendant tables and all unrelated 
tables as transactional tables.

A list of the tables in the data set version with the impact of the classification on the tables appears.
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The following image shows the Edit Table dialog box:

7. Click OK. 

Reset With and Without Downtime
You can choose to disable constraints and indexes when you perform a reset operation.

Disabling constraints during the reset might increase the performance of the reset operation because the 
constraints do not exist. TDM performs delete and load in multiple tables in parallel and the reset operation 
might take less time to complete.

When you do not disable constraints between tables during a reset operation, TDM must check the order in 
which deletes and inserts happen. TDM cannot perform load and delete for multiple tables in parallel. TDM 
must consider constraints before deleting records. The reset operation might take longer to complete than 
when you disable constraints and indexes.

You apply constraints between tables. When you disable constraints, you disable constraints for the entire 
table. During the time the constraints are disabled, tests that you run using the tables might fail as the 
constraints do not exist. Consider a case where multiple testers use the test data. You create a data set 
version that contains the first 100 records of the Customer table. After running a few tests, you want to reset 
the test data with the data set version. If you disable constraints for the table during the reset operation, 
tests run by other testers that include the Customer table might fail. The reset operation causes a downtime 
for running tests that use the target connection.

While disabling constraints can increase performance, there might be a tradeoff with a downtime in testing if 
the target tables are shared among testers.

If multiple testers use the tables, a slower reset operation might be better than a downtime in testing for 
multiple testers. If the target tables are not used by other testers, and you are sure that no tests that include 
the tables are run during the reset, you can increase the performance of the reset by disabling constraints.
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Analyze the requirement and consider this tradeoff when you configure a reset operation.

Consider a case where multiple testers use the test data. You create a data set version that contains the first 
100 records of the Customer table. After running a few tests, you want to replace the test data with the data 
set version.

Resetting a Data Set Version
You can reset a specific version of a data set to a target. Reset a data set version to a target to reuse a 
specific version of test data or to reset test data to an earlier state. You can configure the reset operation 
based on how you want to replace the test data.

Ensure that you classify the tables in the data set version before you perform a reset operation. TDM 
considers unclassified tables as transactional tables during a reset operation.

1. Open the required data set version. 

2. Click Actions > Reset. 

The Reset dialog box opens.

3. Select the target connection from the list of connections. 

The source is the test data mart. You cannot edit the source. Select the database where you want to 
replace the data as the target connection.

4. Configure the settings for the reset operation: 

• Truncate Tables. Select this option if you want to completely replace the target connection with data 
from the data set version. TDM deletes all data in the target, and copies the data set version to the 
target. TDM disables constraints and indexes when it performs this operation.

• Disable Constraints and Indexes. Select this option if you want to disable constraints and indexes 
during the reset operation.

• Upsert in Transactional Tables. Select this option if you want to perform an upsert on transactional 
tables instead of an insert. If the parent records of records in the data set version have changed to 
point to a different parent in the target, the insert might fail. The reset operation fails if the insert 
fails. Select this option and perform an upsert on transactional tables.

5. Enter the reset recovery properties. 

• Backup Recovery Prefix. Enter a prefix for the backup schema. TDM creates a backup schema in the 
format prefix_tablename.

• Backup Recovery User Name. The name of the schema where you want to store the backup tables.

You cannot enter the reset recovery properties if you choose to truncate tables. TDM does not create a 
backup when it truncates tables.

6. Edit the Error and Recovery and Advanced Settings as required. 

7. Click Next. 

8. Optional. You can override the reset settings at the data source level or at the table level. 

9. Select the PowerCenter Integration Service to use for the reset operation. You must select the service 
that you configured in the Test Data Manager Service. 

10. Select to run the operation or schedule it to run later. 

11. Click OK. 

You can view the job log messages in the Monitor tab.
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Reset Process Flow
You can perform a reset operation that truncates tables or a reset operation that does not truncate tables.

Perform a reset with the truncate tables option when you own the target schema or when you do not share 
the data. By default, TDM disables the constraints and indexes during the reset. The outage or downtime that 
this causes does not impact the work of other users because you do not share the tables.

Do not truncate tables if you share the table data and you need to reset a part of the data.

TDM performs the following tasks when you perform a reset operation and select the Truncate Tables option:

1. Disables the constraints and indexes.

2. Deletes all tables in the target.

3. Inserts all tables from the data set version to the target.

4. Enables the constraints and indexes.

TDM performs the following tasks when you perform a reset operation and do not select the truncate tables 
option:

1. Identifies records for deletion from transactional tables that have child tables.

2. If records for deletion exist, TDM performs the following tasks. If there are no records to delete, TDM 
skips this step.

a. Creates staging tables for the identified records and stages the keys.

b. Identifies top-most transactional tables in the data set version.

c. For each record in a top-most transactional table in the target, if a record exists in the data set 
version, TDM marks the record in the staging table.

d. Runs an SQL script to cascade mark records in the staged tables for deletion. If a parent record is 
marked for deletion, TDM marks the child record for deletion.

e. Checks if recovery is enabled for the reset operation and that the user name and prefix information 
are available.

f. If the recovery option is enabled and the prefix information provided, TDM performs the following 
tasks. If the recovery option is not enabled, TDM skips this step.

a. Creates temporary tables in the backup schema and then moves records from the staging area 
to the backup schema.

b. Stores a backup of all records marked for deletion in the backup tables in the backup schema. 
TDM runs an SQL script to back up the tables and uses the naming convention 
prefix_targetname.

3. Checks if the Disable Constraints and Indexes option is enabled.
If the option is enabled, the reset operation performs the following steps:

1. Disables the constraints and indexes.

2. Deletes marked records from the target. TDM reads the marked records from the staging tables.

3. Moves data from the data set version to the target. TDM processes multiple tables in parallel 
because the constraints and indexes are disabled.

4. Enables the constraints and indexes.

If the option is not enabled, the reset operation performs the following steps:

1. Deletes marked records from the target. TDM reads the marked records from the staging tables.

2. Moves data from the data set version to the target. TDM processes the tables according to 
constraints because the constraints exist.
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4. Deletes the temporary tables, if created.

5. Deletes the staging tables, if created.

6. If the reset operation is successful, TDM deletes the backup tables. If the reset operation is not 
successful, TDM retains the backup tables and displays an error message.

Restoring Deleted Data After a Failed Reset
If you need to restore data that was deleted during a failed reset operation, you can restore the data from the 
backup created during the reset. Run a separate plan to restore the data from the backup. Ensure that you 
have the backup prefix used during the failed reset operation.

Perform the following high-level steps to restore data from the backup schema:

1. Create a group that contains all the tables that were backed up during the reset operation. 

The backed up tables include all transactional tables.

2. Open a project and create a plan. 

3. Add the group as a subset component to the plan. 

4. Add the connection that contains the backup schema as the source connection. 

5. Add the database where you want to restore the data as the target connection. 

6. In the target settings in the plan, disable the constraints and indexes. 

Select the following values for the Update Strategy properties:

• Treat Source Row As: Update.

• Update As: Update else Insert.

7. In the Advanced Settings, enter the backup prefix in the Reset Recovery Prefix field. 

8. Run the plan. 

Monitor a Data Set Version Job
You can monitor jobs for all data set versions in the Monitor view from the Test Data Manager home page. 
You can monitor jobs for a specific data set version from the Monitor tab in the data set version page.

You can view jobs created by any Test Data Manager Service in the domain. Identify the node based on the 
Test Data Manager Service listed in the properties.

You can monitor the following types of jobs for a data set version:

• Created. A job that creates a data set version in the test data mart.

• Reset. A job that resets a data set version from the test data mart to a target.

Data Set Version Permissions
Assign data set version permission to control the level of access to a data set version.

When you run the plan that creates the data set version, you become the owner of the data set version. A 
data set version owner and the domain administrator can add users and user groups and assign the required 
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level of access. You can access data set versions based on the permissions that you have. If you do not have 
the required permissions, you cannot open data set versions that appear in search results.

Data set versions have the following levels of permission:

• Read

• Write

• Execute

To perform a task that uses the data set version, you must also have the minimum required level of privileges 
as a TDM user.

The following table lists the permission levels, the tasks that you can perform with each level, and the 
minimum required privileges for each task:

Permission Description Minimum Required Privilege

Read - Open and view the data set version. - View project

Write - Open and view the data set version.
- Edit the data set version description and tags.
- Delete an unlocked data set version.

- View project
- Manage project

Execute - Open and view the data set version.
- Reset a data set version.

- View project
- Execute project

The data set version owner and the administrator can lock and unlock a data set version. You cannot edit or 
reset a locked data set version.

Editing Data Set Version Permission
When you create a data set version, you can provide read, write, and execute permissions to other users and 
user groups. Edit the data set version permissions assigned to users and user groups from the Permissions 
tab of the data set version.

1. Open a data set version and click Permissions. 

A list of the users and user groups with permissions for the data set version appears.

2. Click Edit on the Users or User Groups tab. 

The Edit Dataset Version Permissions dialog box opens.

3. To edit the permission of a user or user group, select the user or user group from the list and edit the 
permission as required. You must save the changes for each user or user group. 

4. To delete a user or user group, select the user or user group from the list and click Delete. 

5. To add a user or a user group: 

a. Click Add Users or Add User Groups. 

b. Select one or more users or user groups. 

c. Optional. From the list of permissions, select the required permissions if either of the following 
statements is true: 

• You selected a single user or user group.
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• You want to assign the same levels of permission to all selected users or user groups.

d. Click OK. TDM adds the users or user groups to the list. 

e. Select each user or user group and assign the required permission levels. You must save the 
changes for each user or user group. Skip this step if you performed step c. 

6. Click OK. 

Data Set Version Permissions       189



C h a p t e r  1 2

Plans and Workflows
This chapter includes the following topics:

• Plans and Workflows Overview, 190

• Workflow Connections, 191

• Plan Components, 192

• Persist Mapping, 193

• Plan Settings, 193

• Masking Components, 201

• Subset Components, 201

• Generation Components, 201

• Hadoop Components, 202

• Component Criteria, 202

• Source Settings, 203

• Plan Management, 208

• Workflow Generation, 212

• Executing a Workflow, 213

• Workflow Executions View, 214

Plans and Workflows Overview
A plan defines a data subset, data masking, or data generation operation. It includes the components that 
you need to generate a workflow.

When you create a plan, you add data masking, data subset components, or data generation components 
based on the operation that you need to perform. You cannot add data masking or data subset components 
to a plan when you want to add data generation components. You can add policies and rules to run data 
masking operations. Add entities, groups, and templates to run data subset operations. Add entities and 
tables to run data generation operations.

If you add both subset and masking components to a plan, the subset component gets priority. TDM 
performs the subset operation first. TDM then applies masking rules to columns in the subset data that have 
masking assignments. TDM does not apply masking assignments to source data that is not included in the 
subset, even if the data is part of a cascade.
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Define the workflow connections in the plan. Define the source and target connections. If required for the 
plan, edit staging and storage connections and define lookup and dictionary connections.

To copy flat file results to a test tool that you have integrated with TDM, configure the test tool properties in 
the plan.

To store data in the test data warehouse, you select the test data warehouse as the target in the plan.

You can create multiple workflows from one plan. Define workflow properties in the plan, such as commit 
properties, update strategies, and recovery strategies.

View the sessions that run from each workflow. View statistics that describe the number of rows that the 
target receives. The Session Details tab shows the affected rows, the rejected rows, and the number of rows 
that the session wrote to the target.

When you start a workflow, the PowerCenter Integration Service completes the plan operations.

Plans and Workflows Task List
Complete the following steps to create the plan and run the workflow:

1. Create a plan. Enter a plan name and description.

2. Add data masking rules and policies to the plan.

3. Add data subset entities, groups, and templates.

4. Add data generation entities and tables to the plan. When you enter data generation components, you 
cannot enter data masking or data subset components.

5. Switch masking rules off or on.

6. Optionally, change the criteria of data subset components.

7. Configure plan settings including the plan properties, error and recovery strategies, and advanced 
settings.

8. To store data in the test data warehouse, select the test data warehouse as the target connection.

9. To copy flat file results to a test tool that you have integrated with TDM, configure the test tool 
properties in the plan.

10. Optionally, configure an override strategy for a data source or a table.

11. Generate a workflow.

12. Run the workflow.

13. Monitor the workflow.

Workflow Connections
Workflows contain connections to the PowerCenter Integration Service, the TDM repository, and one or more 
connection objects.

An offline job requires three connections to the TDM repository. When you run a plan with multiple workflows, 
each workflow requires one connection. You can run a maximum of eight workflows at a time. When you run 
eight workflows, you need 11 connections. Additional workflows move into the queued state.

Each workflow can use different connections to relational sources and paths to flat files. Choose the 
connections in the plan.
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When you create a plan, you can select the following connections:

• Source. The connection that is used to connect to the source.

• Target. The connection that is used to connect to the target.

• Staging connection. A connection to a database for staging data. The default connection entered in the 
Preferences view appears. You can change the connection for a plan.

• Lookup connection. A connection to a database that contains lookup tables.

• Storage connection. A connection to a database that contains storage tables. The default connection 
entered in the Preferences view appears. You can change the connection for a plan.

• Teradata connection. An ODBC connection to a Teradata database.

• Dictionary connection. A connection to a database that contains a dictionary table for substitution, email 
masking, and data generation.

Plan Components
When you create a plan, you add components to the plan based on the operations that you want to perform.

You can perform data masking operations, data subset operations, or both. You can also perform data 
generation operations. When you perform data generation operations, you cannot perform data subset or 
data masking operations.

The following table describes the components that you can add to a plan for each type of operation:

Component Description

Rule Data masking rules. For data masking operation, you can add rules assigned to a policy and add rules 
that are not assigned to a policy.
You can add rules to a data masking plan.

Policy A Policy is a set of data domains. Each data domain can have multiple rules.
You can add policies to a data masking plan.

Entity Defines a set of tables that are related based on physical or logical constraints. An entity can contain 
parent tables and child tables. An entity maintains relational hierarchy in the tables. Define filter 
parameters for ports in the entity to extract the columns from the tables in an entity. When you run a 
workflow generated from a data subset plan, the PowerCenter Integration Service extracts source data 
based on the filter parameters defined in the entity and loads the data to the subset tables.
If an entity is part of a template that is in the plan, you cannot add the same entity to the plan. Remove 
the template from the plan, or remove the entity from the template to continue.
You can add entities to a data subset or a data generation plan.

Group Defines a set of tables to copy to a target subset database.
You can add groups to a data subset plan.

Template A reusable component that contains the entities and groups of a specific module that you want to 
subset based on common parameters.
You can add templates to a data subset plan.

Table Defines the target table columns that contain generation rule assignments.
You can add tables to a data generation plan.
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Persist Mapping
You can store the mappings in the Model repository when you run a Hadoop plan.

When you create a Hadoop plan, you can enable or disable the Persist Mapping option in the plan settings. 
Default is what the TDM administrator configures. You can choose to override this setting at the plan level. 
You can choose to persist mappings in the Model repository so that the mappings are available for future 
use. You can persist mapping if you want to troubleshoot a problem. After you persist mapping, you can view 
and edit the mappings.

You can connect to the Informatica Developer Tool, create mappings in the folder, and store the mappings in 
the Model repository. When you choose to persist mappings in Model repository and run the Hadoop plan, the 
TDM generated mappings overwrite the mappings in the Model repository if the folder name in the 
Informatica Developer Tool is same as the plan name in TDM. If you do not want TDM mappings to overwrite 
the mappings in the Model repository, you must not create a folder name in the Informatica Developer Tool in 
the following format: Plan_XY, where XY is the plan ID

Plan Settings
Configure plan settings that apply to all data sources in the plan.

The plan settings include PowerCenter options, connection information, test data warehouse settings, test 
tool integration information, recovery strategies, and source and target properties.

Connection Options
Enter source and target connections.

The following table describes connection options:

Connection 
Options

Description

Treat the subset 
criteria as a 
variable

Appears if you select at least one subset component in a plan. Use the subset criteria as a 
variable only when there is an entity with a parameter value instead of a specific value in the 
entity criteria. When you select this option, you must enter the parameter file name and 
parameter file path.

Use Source 
Connection as 
Target Connection

Use the same connection for source and targets. Use with inplace masking.

Source Connection A connection to the source database. Select a source connection from the list. For Hadoop 
sources, you can select a Hive or an HDFS connection.

Source Connection 
Directory Path

Displays if flat file sources are present. Enter the path to the flat file source directory.

Target Connection Choose variable, relational, test data warehouse, or flat file connection from the list. Select a 
target connection from the list. For Hadoop targets, you can select a Hive or an HDFS 
connection.
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Connection 
Options

Description

Target JDBC 
Connection

Appears if you select ODBC target connection. The connection that contains the JDBC 
connection string of the ODBC target database. Required if ODBC does not support the data 
type, if you disable indexes and constraints, and if you want to perform data masking, data 
subset, and data generation operations. Optional if you want to perform simple data movement 
operations.

Parameter File 
Name

Appears if you select variable source and target connections or treat the subset criteria as a 
variable. The name of the parameter file that contains the entity parameter values and the 
variable names for source and target connections. Enter the name of the parameter file.

Parameter File 
Path

Appears if you select variable source and target connections or treat the subset criteria as a 
variable. The path to the file that contains the entity parameter values and the variable names 
for source and target connections. Enter the path to the parameter file.

Source File Name The name of the IMS source file or VSAM source file. If the source is a Hierarchical IMS file, 
enter the name of the source unload file. If the source is a Hierarchical VSAM/SEQ file, enter 
the name of the source file. Required if the source connection is PXW_NRDB Batch.

Target File Name The name of the IMS target file or VSAM target file. If the target is a Hierarchical IMS file, enter 
the name of the target unload file. If the target is a Hierarchical VSAM/SEQ file, enter the name 
of the target file. The target file name must be different from the source file name. Required if 
the target connection is PXW_NRDB Batch.

Teradata ODBC 
Connection

Name of the Teradata ODBC connection. Required if the target connection is Teradata PT. 
Select a connection from the list.

Dictionary Lookup 
Connection

Connection to a database that contains lookup tables. Required if the plan has a dictionary 
generation rule assignment or a mapplet rule that includes a transformation. Choose relational 
or flat file from the list. Select a dictionary lookup connection from the list.

Dictionary 
Connection

A connection to the database that contains the dictionary table. The dictionary connection 
option does not appear unless the project contains a rule that requires a relational dictionary.

Email Dictionary 
Connection

A connection to the database that contains the email dictionary table. The email dictionary 
connection option does not appear unless the project contains a masking rule that requires a 
relational email dictionary.

Number of Records 
to Generate

Required. The number of records that you want to generate in the target table when you create a 
generation plan.

Reference Lookup 
Connection

A connection to the database that contains parent tables. Required if the generation plan has 
reference lookup rule assignment. Choose relational or flat file from the list. Select a dictionary 
lookup connection from the list.

Dictionary Connections
A dictionary is a flat file or relational table that contains substitute data. When you define a relational 
dictionary, you can define the connection to the dictionary in the project plan and workflow.

The Dictionary Connection field appears in the Plan Settings if the plan requires a connection.

When you define a substitution masking rule with a flat file dictionary, you can browse to a dictionary from 
Test Data Manager. Test Data Manager imports the structure of the dictionary file to enable you to define the 
serial number column and the lookup column.
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By default, when you run a workflow, the PowerCenter Integration Service finds flat file dictionaries in the 
following location: <Informatica installation directory>\server\infa_shared\lkpfiles

You cannot change this location. The TDM installation installs the built-in dictionaries in the lkpfiles location. 
When you create a custom dictionary file, Test Data Manager copies the file to the lkpfiles directory.

Note: To access a dictionary on Microsoft SQL Server, create an ODBC connection using the DataDirect SQL 
Server Wire Protocol driver.

Data Set Properties
Configure the data set properties to use the test data mart as the target connection in a plan.

The data set properties appear when you select the test data mart from the list of target connections.

The following table describes the test data warehouse settings:

Property Description

Name Required. Name of the data set.

Description Enter a description for the data set.

Data Set Version The data set version. You cannot edit the version.

Application The application name.

Application Version The application version.

Tags Tags for the data set. Enter the required tags separated by commas.

Test Tool Integration Options
Configure test tool integration in a plan to copy the flat file target results to a specific location in an HP ALM 
server. The administrator must first enable test tool integration for the TDM setup. You must run the 
workflow from Test Data Manager. The test tool integration job does not run when you run the workflow from 
the PowerCenter client.

The following table describes the test tool integration properties that you can configure:

Test Tool Integration 
Options

Description

Attach to Test Tool Select this option to copy the flat file target results to a location in the HP ALM server 
integrated with TDM.

Project Required. Browse to select the project in the HP ALM server where you want to store the 
flat file results.
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Target Options
Configure properties for committing data and error recovery in the Target fields.

The following table describes target options:

Other Property 
Options

Description

Truncate Table Truncates the table before loading it. By default, this is not selected.

Disable Indexes Disables indexes for faster loading.

Disable 
Constraints

Disables physical constraints in the database before loading the data to the target and enables 
the constraints after the data loads.
If TDM fails to enable the constraints after loading the data, the workflow fails. You must then 
manually enable the constraints in the database and run the workflow again.
Note: When the target connection is DB2 for zOS and if you select disable constraints, TDM 
drops and recreates the constraints and moves the data. But the database tablespace goes into 
Check Pending state and you cannot perform operations on any of the tablespace. You must run 
the Check Data utility in the current database tablespace.

Optimize 
Relationship Type 
for Entities

Optimizes relations in an entity at the plan level. Optimizes relations to ensure a minimal 
number of major relations such that the operation includes all tables in the entity.
Note: You must have provided criteria at the plan level when you select this option.

Update Strategy Options
Configure how the PowerCenter Integration Service updates the target in the plan update strategy options. 
Configure whether the source rows are insert or update rows. Determine how the PowerCenter Integration 
Service updates the target based on whether the rows exist in the target.

The following table describes the options for update strategy:

Update 
Strategy 
Option

Description

Treat source 
rows as

Indicates how the PowerCenter Integration Service treats source rows. Choose Insert or Update. If 
an imported PowerCenter mapplet contains a transformation that is configured to set the update 
strategy, the default option is Insert.

Update as Determines whether the PowerCenter Integration Service updates or inserts rows.
Choose one of the following options:
- Update. The PowerCenter Integration Service updates all rows flagged for update.
- Insert. The PowerCenter Integration Service inserts all rows flagged for update.
- Update else Insert. The PowerCenter Integration Service updates rows flagged for update if they 

exist in the target, and inserts remaining rows marked for insert.

Data Generation Properties
Before you create a plan to generate data, you can define default settings in the Administrator | Preferences 
view. You can update the default settings when you create a data generation plan.

The default rules are not populated if the rules are not part of a particular project. If the default rules are 
blank, then you need to select the default rules that are applicable to the plan.
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The following table describes the properties to update default settings for data generation:

Property Description

Default Numeric 
Generation Rule

The default rule you have set to generate data for numeric datatype. You can select a 
separate default rule for numeric datatype.

Default String 
Generation Rule

The default rule you have set to generate data for string datatype. You can select a separate 
default rule for string datatype.

Default Date 
Generation Rule

The default rule you have set to generate data for date datatype. You can select a separate 
default rule for date datatype.

Default Binary 
Generation Rule

The default rule you have set to generate data for binary datatype. You can select a separate 
default rule for date datatype.

Apply Default Rule to The default rule you have set for all the columns without generation rules. You can also 
apply the default rule to the columns that do not have null values.

Minimum The minimum number of child records for a parent record. Default is 1. You can enter a 
minimum numeric value.

Maximum The maximum number of child record for a parent record. Default is 1. You can enter a 
maximum numeric value.

Parent Records 
Without Children

The number of parent records that have no child. Enter the percent value for self-cyclic 
tables or reference lookup generation rules.

Child Records Without 
Parent

The number of child records that have no parent. Enter the percent value for self-cyclic 
tables or reference lookup generation rules.

Error and Recovery Options
Configure properties for committing data and error recovery in the Error and Recovery fields. The section is 
minimized by default. The options are populated with default data if available.

The following table describes the error and recovery options:

Error and Recovery 
Options

Description

Stop on Error Indicates how many non fatal errors the PowerCenter Integration Service encounters before 
it stops the session. If you enter zero, the session does not stop for non fatal errors. Default 
is zero.

Suspend on Error Suspend workflow processing when an error occurs. You can fix errors and then restart the 
workflow. The default is No.

Rollback Transactions 
on Error

Rolls back the transaction at the next commit point when it encounters a non fatal write 
error. The default is Yes.
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Error and Recovery 
Options

Description

Recover Strategy Strategy for recovering a workflow when errors occur.
Choose one of the following recovery strategies:
- Resume from last checkpoint. The PowerCenter Integration Service saves the session 

state of operation and maintains target recovery tables.
- Restart task. The PowerCenter Integration Service runs the task again when it recovers the 

workflow.
- Fail task and continue workflow. Default. The PowerCenter Integration Service cannot 

recover the task, but it continues the workflow.

Enable High 
Availability Recovery

Select Yes to enable workflow recovery. High availability recovery is not available for web 
service workflows. The default is No.

Commit Type Choose a source-based or target-based commit. By default, the PowerCenter Data 
Integration Service performs a target-based commit.

Commit Interval The number of rows to process before a commit. Default is 10,000.

Advanced Options
The Advanced Options include options to set the locale, change the staging connection and storage 
connection, and set the number of tables to process in a workflow. You can also configure an email address 
to send notifications to. This section is minimized by default. The options are populated with default data if 
available.

The following table describes advanced options:

Advanced 
Options

Description

Staging 
Connection

A connection to a database for creating temporary staging tables. The default set in the Workflow 
Generation section appears. You can change the connection used in a plan. Use this connection 
for scenarios that involve Cyclic Subset, Tending to Cyclic subset, Inplace Batch Updates, Non 
Relational Shuffle, and Hierarchical PWX.
It is recommended that you use the source connection as the staging connection.

Storage 
Connection

A connection to a database that contains storage tables. The Data Masking transformation 
maintains the storage tables for repeatable substitution and expression masking between 
sessions. A storage table row contains the source column and a masked value pair. The storage 
tables for substitution and expression masking are separate tables, 
IDM_SUBSTITUTION_STORAGE and IDM_EXPRESSION_STORAGE.

Datetime Format 
String

Date-time format defined in the session properties. You can enter seconds, milliseconds, 
microseconds, or nanoseconds.
- Seconds. MM/DD/YYYY HH24:MI:SS
- Milliseconds. MM/DD/YYYY HH24:MI:SS.MS
- Microseconds. MM/DD/YYYY HH24:MI:SS.US
- Nanoseconds. MM/DD/YYYY HH24:MI:SS.NS
Default is microseconds.

Enable High 
Precision

Processes the Decimal datatype to a precision of 28. Default is No.
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Advanced 
Options

Description

Tables Per 
Workflow

Sets the number of tables to process in a workflow. Default is 10.

Mapplet Use to Reuse or Replace the mapplets in PowerCenter.

Max Parallel 
Sessions

The maximum number of sessions that can run at the same time. Applicable if you disable 
indexes and constraints in the target by selecting the options under Target options.

Locale Sets the locale for data masking.

Data Integrity for 
Subset

Sets the integrity level for major constraints in the source data. Choose one of the following 
options:
- Referential Integrity only. Ensures that the subset operation maintains referential integrity. This 

might fetch minimal data but might break transactional integrity.
- Transactional Integrity for Major Relation Type. Ensures that the subset operation maintains 

referential and transactional integrity. This might fetch additional data, but honors referential 
and transactional integrity.

Default is Transactional Integrity for Major Relation Type.

Email An email address to send notifications to when the plan execution completes. Click settings to 
configure the email address, subject, and text of the email.

Target Load 
Type

Choose Normal or Bulk.
If you select Normal, the PowerCenter Integration Service loads targets normally. Choose Normal 
mode if the mapping contains an Update Strategy transformation.
Choose Bulk to improve session performance. Bulk load limits the ability to recover because no 
database logging occurs.
Default is Normal.

Target Schema 
Name

Table name prefix. Specify the target schema name if the target is in a different schema.

Source Schema 
Name

Table owner name. Specify the source schema name if the source is in a different schema. Enter 
the schema name in uppercase unless the schema name is case sensitive in the database. If the 
schema name is case sensitive in the database, enter the name as in the database.

Batch Update Enables batch update to update target rows in a batch mode. Improves performance. Use with 
inplace masking. When you use connection variables, ensure that the staging connection is same 
as the source connection.

Batch Size The number of target rows that you want to move at a time. This option is available when you 
select the Batch Update as Yes. Use with inplace masking.
Note: The batch size must be greater than the total number of records.

Use Oracle 
ROWID in Source

Determines whether to use the ROWID from Oracle sources as a column. The ROWID indicates the 
physical location of a row in the database. Enabled when the Oracle source and target 
connections are the same.

Join parent and 
child tables 
using

Choose how to join the parent and the child tables in the SQL. Choose one of the following 
options:
- IN clause. At least one value in the parent table must match a value in the child table.
- EXISTS clause. The join must return at least one row.
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Advanced 
Options

Description

Enable special 
characters in 
metadata

Select whether to allow special characters in plan metadata. Choose one of the following options:
- Yes. Select yes to allow special characters in metadata.
- No. Select no to disable special characters in metadata.
Default is No.

Reset Recovery 
prefix

Required if you are running the plan to recover records deleted during a failed reset operation. The 
backup recovery prefix that you entered during the reset operation.

Generate 
Mappings With 
Source Data type

Select Yes if the data source was created with the ODBC connection type and if the source table 
or column names contain special characters. Select Yes when you want to generate a mapping 
with the actual source data type if ODBC does not support a data type. Applicable for databases 
that do not have native drivers support on Linux.

Hadoop Plan Settings
Enter source and target connections for the Hadoop plan.

The following table describes connection options:

Connection 
Options

Description

Source Connection Required. A connection to the source database. Select a source connection from the list. When 
you create a Hadoop plan, you can select Oracle, DB2, Sybase, Microsoft SQL Server, Hive, flat 
file, or HDFS connections.

Target Connection Required. When you create a Hadoop plan, you can select a relational or an HDFS target 
connection from the list. When you select a relational target connection type, you can select the 
Hive connection.

Truncate Tables Truncates the table before loading it. By default, this option is selected. You can truncate the 
tables for Hive connections. You cannot truncate tables for HDFS connections.

Stop on Error Indicates how many non fatal errors the Data Integration Service encounters before it stops the 
mapping. If you enter zero, the mapping does not stop for non fatal errors. Default is zero.

Recover Strategy Strategy for recovering a workflow when errors occur.
Choose one of the following recovery strategies:
- Start from last failure. The Data Integration Service continues to run the workflow from the 

previous failed state.
- Start from beginning. The Data Integration Service runs the workflow from the beginning when 

it recovers the workflow.

Date-time Format 
String

Date-time format defined in the session properties. You can enter seconds, milliseconds, 
microseconds, or nanoseconds.
- Seconds. MM/DD/YYYY HH24:MI:SS
- Milliseconds. MM/DD/YYYY HH24:MI:SS.MS
- Microseconds. MM/DD/YYYY HH24:MI:SS.US
- Nanoseconds. MM/DD/YYYY HH24:MI:SS.NS
Default is microseconds.

Max Parallel 
Sessions

The maximum number of mappings that can run at the same time.
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Connection 
Options

Description

Locale Sets the locale for data movement and data masking operations.

Persist Mapping Optional. Stores the mappings in the Model repository for future use.

Masking Components
Masking components are the policies and masking rules in a data masking operation. When you create a plan 
for a data masking operation, select the data masking components that you want to include in the workflow.

When you run a data masking operation, you can restrict the masking operation to some of the masking rules 
instead of applying all of the masking rules. You can choose the policies and masking rules that you want to 
test.

The Masking Components dialog box shows the policies and rules in the project. Select the policies and rules 
that you want to apply in the masking operation. The PowerCenter Integration Service performs masking with 
the components that you select. You can disable and enable masking for specific columns in a workflow run 
when you configure the plan criteria.

Subset Components
Subset components are the entities, groups, and templates in a data subset operation. When you create a 
plan for a data subset operation, select the subset components that you want to include in the workflow.

When you run a data subset operation, you can restrict the subset operation to some of the entities instead of 
performing the data subset operation on all the entities in the project. You can choose the entities, groups, 
and templates that you want to test.

The Add Subset Components dialog box shows the entities, groups, and templates in the project. Select the 
components that you want to apply in the data subset operation. The PowerCenter Integration Service 
performs the data subset operation with the components that you select.

Generation Components
Generation components are the entities and tables in a data generation operation. When you create a plan for 
a data generation operation, select the data generation components that you want to include in the workflow.

To run data generation, you can restrict the generation operation to some of the generation rules instead of 
applying all the generation rules. You can choose the generation rules that you want to test. When you 
configure the plan criteria, you can enter the number of records that you want to generate.

The Generation Components dialog box shows the entities and tables in the project. Select the components 
that you want to apply in the data generation operation.
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Hadoop Components
You can add policies, rules, and groups to a Hadoop plan.

In a Hadoop plan, you can move data from source to target with or without masking. When you create a 
Hadoop plan, you can add groups and masking components such as policies and rules that you want to 
include in the workflow. If you want to move the master data to a Hadoop target without masking, you can 
create a group and add the group to a Hadoop plan.

In Test Data Manager, you can click the Add Masking Components dialog box to add the policies and rules to 
a plan. You can click the Add Groups dialog box to add the groups to a plan. The Data Integration Service 
performs the data masking or data movement operation when you run the Hadoop plan.

Component Criteria
You can define filter criteria for data subset components and for data masking components in a plan. Define 
the filter criteria for each column you need to filter.

You can define expressions to limit data values for specific columns in a data subset operation. You can also 
limit the value to a percentage of rows, an interval of rows, or to an absolute value. You can disable and 
enable data masking for a column.

Define filter criteria for a column in the Plan Components panel. Choose the data masking or data subset 
component to filter.

Filtering Data Subset Components
You can define filter criteria for data subset components at the column level.

1. To create a data subset filter for a column, click the data subset component in the Plan Components 
panel. 

2. Select a column from the Criteria panel to apply the filter to. 

Test Data Manager shows existing filter criteria. You can change the filter criteria or add new criteria.

3. Choose a method to filter the column data: 

Option Description

Custom Create a basic expression or an advanced expression to filter the data.

Limit Limit the subset results by percentage, by absolute value, or by an interval of rows to write to the 
target.

4. If you choose the Custom method, select one of the following options to define a filter: 

Option Description

Basic Define a simple expression that includes just an operator and operand.

Advanced Define an expression in the Expression Editor. You can include multiple columns and functions in 
the expression.
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Disabling Masking for a Column
You can disable or enable masking for a column in the plan.

1. Click a masking component in the Plan Components panel. 

2. Select a column from the Criteria panel. 

3. To disable masking for the column, click OFF. 

4. To enable masking for the column, click ON. 

Source Settings
The source level properties are a subset of plan settings. You can change the settings for all the tables in the 
source or you can change the settings for each table in the source.

If a property is not available at the data source level, the property value at the plan level takes precedence. A 
lookup connection appears in the settings if there is a mapplet rule that is associated with a column in the 
data source.

To change settings at the source or table level, choose the Source Settings tab when you edit the plan.

Connection Properties
The following table describes connection options that you can configure at the data source level and the 
table level:

Connection 
Options

Description

Source 
Connection

A connection to the source database. Select a source connection from the list. For Hadoop 
sources, you can select a Hive or an HDFS connection.

Source 
Connection 
Directory Path

The path to the flat file source directory. Appears if flat file sources are present.

Source Filename The name of the source file. Required if the source is a flat file. Default is <name of selected 
source>.dat.

Target 
Connection

A connection to the target database or the target file. Choose relational or flat file from the list. 
Select a target connection from the list. For Hadoop targets, you can select a Hive or an HDFS 
connection.

Target JDBC 
Connection

Appears if you select ODBC target connection. The connection that contains the JDBC 
connection string of the ODBC target database. Required if ODBC does not support the data type, 
if you disable indexes and constraints, and if you want to perform data masking, data subset, and 
data generation operations. Optional if you want to perform simple data movement operations.

Output Filename The name of the target file. Required if the target is a flat file. Default is <name of selected 
source>.out.

Column Delimiter A character that separates columns from each other in the .csv file. Required if the source is a 
flat file. Default is a comma (,).
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Connection 
Options

Description

Row Separator A character that separates columns from each other in the .csv file. Required if the source is a 
flat file. Default is a pair of double quotes ("").

Source File Name The name of the IMS source file or VSAM source file. If the source is a Hierarchical IMS file, 
enter the name of the source unload file. If the source is a Hierarchical VSAM/SEQ file, enter the 
name of the source file. Required if the source connection is PXW_NRDB Batch.

Target File Name The name of the IMS target file or VSAM target file. If the target is a Hierarchical IMS file, enter 
the name of the target unload file. If the target is a Hierarchical VSAM/SEQ file, enter the name 
of the target file. The target file name must be different from the source file name. Required if 
the target connection is PXW_NRDB Batch.

Teradata ODBC 
Connection

Name of the Teradata ODBC connection. Required if the target connection is Teradata PT. Select 
a connection from the list.

Lookup 
Connection

Connection to a database that contains lookup tables. Required if the plan has a mapplet rule 
which includes a transformation. Choose relational or flat file from the list. Select a lookup 
connection from the list.

Dictionary 
Connection

A connection to the database that contains the dictionary table. The dictionary connection option 
does not appear unless the project contains a rule that requires a relational dictionary.

Email Dictionary 
Connection

A connection to the database that contains the email dictionary table. The email dictionary 
connection option does not appear unless the project contains a masking rule that requires a 
relational email dictionary.

Test Tool Integration Properties
The following table describes the test tool integration properties that you can configure at the data source 
level:

Test Tool 
Integration Options

Description

Attach to Test Tool Select this option to copy the flat file target results to a location in the HP ALM server 
integrated with TDM.
You must run the workflow from Test Data Manager. The test tool integration job does not 
run when you run the workflow from the PowerCenter client.

Project Required. Browse to select the project in the HP ALM server where you want to store the flat 
file results.

Target Properties
The following table describes target options that you can configure at the data source level and at the source 
level:

Other Property Options Description

Truncate Table Truncates the table before loading it. Default is disabled.
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Update Strategy Properties
The following table describes strategy options that you can configure at the data source level:

Update 
Strategy 
Option

Description

Treat source 
rows as

Indicates how the PowerCenter Integration Service treats source rows. Choose Insert or Update. If 
an imported PowerCenter mapplet contains a transformation that is configured to set the update 
strategy, the default option is Insert.

Update as Determines whether the PowerCenter Integration Service updates or inserts rows.
Choose one of the following options:
- Update. The PowerCenter Integration Service updates all rows flagged for update.
- Insert. The PowerCenter Integration Service inserts all rows flagged for update.
- Update else Insert. The PowerCenter Integration Service updates rows flagged for update if they 

exist in the target, and inserts remaining rows marked for insert.

Error and Recovery Properties
The following table describes connection options that you can configure at the data source level:

Error and Recovery 
Options

Description

Commit Type Choose a source-based or target-based commit. By default, the PowerCenter Data 
Integration Service performs a target-based commit.

Commit Interval The number of rows to process before a commit. Default is 10,000.

Source and Target Properties
You can override the name of the table owner if you want to select a table from a different schema.

The following table describes source and target options that you can configure at the data source level:

Source and Target 
Options

Description

Imported Source 
Owner Name

The default name of the source owner.

Runtime Source 
Owner Name

The name of the table owner from which you want the source data. Specify the owner name 
of the source table if you need the table from a different schema. Enter the schema name in 
uppercase unless the schema name is case sensitive in the database. If the schema name is 
case sensitive in the database, enter the name as in the database.

Target Prefix Name The name prefix of the target table. Specify the target schema name if the target is in a 
different schema.

Source Settings       205



Advanced Properties

The following table describes advanced options that you can override at the data source level and at the 
table level:

Advanced Options Description

Datetime Format 
String

Date-time format defined in the session properties. You can enter seconds, milliseconds, 
microseconds, or nanoseconds.
- Seconds. MM/DD/YYYY HH24:MI:SS
- Milliseconds. MM/DD/YYYY HH24:MI:SS.MS
- Microseconds. MM/DD/YYYY HH24:MI:SS.US
- Nanoseconds. MM/DD/YYYY HH24:MI:SS.NS
Default is microseconds.

Target Load Type Choose Normal or Bulk.
If you select Normal, the PowerCenter Integration Service loads targets normally. Choose 
Normal mode if the mapping contains an Update Strategy transformation.
Choose Bulk to improve session performance. Bulk load limits the ability to recover because 
no database logging occurs.
Default is Normal.

Target Schema 
Name

Table name prefix. Specify the target schema name if the target is in a different schema.

Source Schema 
Name

Table owner name. Specify the source schema name if the source is in a different schema.

Source Pre SQL SQL query executed before the plan is run. Required if you need to perform an operation 
before you run the plan. Enter the complete SQL statement.

Source Post SQL SQL query executed after the plan is run. Required if you need to perform an operation after 
you run the plan. Enter the complete SQL statement.

Batch Size The number of target rows that you want to move at a time. This option is available when you 
select the Batch Update as Yes. Use with inplace masking.
Note: The batch size must be greater than the total number of records.

Use Oracle ROWID in 
Source

Determines whether to use the ROWID from Oracle sources as a column. The ROWID indicates 
the physical location of a row in the database. Enabled when the Oracle source and target 
connections are the same.

Performance Hint Optimizes the SQL query after the plan is run. Enter a performance hint value only for Oracle 
databases.

.
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Partitioning Properties
You must specify partitioning details if the tables in the source database contain partitions.

The following table describes partitioning options that you can configure at the table level:

Partitioning 
Property

Description

Enable Partitioning Select to enable partitioning of output tables.

Partition Type Select the type of partitioning:
- Pass Through. Use pass through partitioning to increase data throughput without increasing 

the number of partitions.
- Key Range. Use key range when the source data tables are partitioned by key range.
- Database Partitioning. Use database partitioning for Oracle or IBM DB2 sources and 

targets.

Number of partitions The number of partitions in the source data. Enter the number of partitions and click Select to 
enter partition information for the target data.

Hadoop Data Source Settings
Enter source and target connections for the Hadoop plan.

The following table describes connection options:

Connection 
Options

Description

Source Connection Required. A connection to the source database. Select a source connection from the list. When 
you create a Hadoop plan, you can select Oracle, DB2, Sybase, Microsoft SQL Server, Hive, flat 
file, or HDFS connections.

Target Connection Required. When you create a Hadoop plan, you can select a relational or an HDFS target 
connection from the list. When you select a relational target connection type, you can select the 
Hive connection.

Output Filename The name of the target file. Required if the target is HDFS. Default extension is .csv.

Column Delimiter A character that separates columns from each other in the .csv file. Required if the source is a 
flat file. Default is a comma (,).

Row Separator A character that separates columns from each other in the .csv file. Required if the source is a 
flat file. Default is a new line.

Truncate Tables Truncates the table before loading it. By default, this option is selected. You can truncate the 
tables for Hive connections. You cannot truncate tables for HDFS connections.

Date-time Format 
String

Date-time format defined in the session properties. You can enter seconds, milliseconds, 
microseconds, or nanoseconds.
- Seconds. MM/DD/YYYY HH24:MI:SS
- Milliseconds. MM/DD/YYYY HH24:MI:SS.MS
- Microseconds. MM/DD/YYYY HH24:MI:SS.US
- Nanoseconds. MM/DD/YYYY HH24:MI:SS.NS
Default is microseconds.
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Connection 
Options

Description

Max Parallel 
Sessions

The maximum number of mappings that can run at the same time. Default number of mappings 
is 5.

Locale Sets the locale for data movement and data masking operations.

Plan Management
After you create a plan you can edit it. You can copy the plan, export it to an XML file, or delete the plan. You 
can import a plan that you created in another TDM repository and exported.

Creating a Data Masking and Data Subset Plan
When you create a plan, add components to it to define its operations. You can combine a data subset and a 
data masking operation in the same plan, or create separate plans. To perform a data generation operation, 
you must create a separate plan. Add entities, groups, and templates to complete data subset operations. 
Add rules and policies to plans to perform data masking operations.

1. Open a project and click Execute to view the project plans. 

2. Click Actions > New. 

3. In the New Plan dialog box, enter a name and optional description for the plan. 

4. To add a data masking operation to the plan, click Add Masking Components. 

5. Select the policies and rules to add to the plan. Click Next. 

6. To add a data subset operation to the plan, click Add Subset Components. 

7. Select the entities, groups, and templates to add to the plan. Click Next. 

You can assign criteria for masking columns and generating subsets.

8. To skip adding a data generation component, click Next. 

9. To skip masking a rule, select the check box for the rule and click Off. 

10. To filter subset components, select the component and choose to enter a basic or advanced expression. 

Test Data Manager shows any existing filter criteria. You can change it.

11. To limit the subset results, click Limit and choose to limit by percentage, by absolute value, or by 
defining an interval of rows to create. Click Next. 

12. Configure the connections and other properties. If the target is a flat file, you can configure test tool 
integration properties. If you select the test data mart as the target connection, you can enter the data 
set properties. Click Next. 

13. To override plan settings for a data source, select the data source and click Override Plan Settings and 
enter the properties. 

14. To override data source settings for a table, select the table and click Override Data Source Settings and 
enter the properties. 

15. Click Finish. 

The plan appears in the project.
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Related Topics:
• “Generating a Workflow” on page 212

• “Data Masking Plans and Workflows” on page 104

Creating a Data Generation Plan
To perform a data generation operation, you create a plan and add data generation components to the plan. 
When you add data generation components, you cannot add data subset or data masking components to the 
same plan.

1. Open a project and click Execute. 

2. Click New Plan. 

3. In the New Plan dialog box, enter a name and optional description for the plan. 

4. Click Next. 

5. To skip adding the masking components, click Next. 

6. To skip adding the subset components, click Next. 

7. To add the generation components to the plan, click Add Generation Components. 

8. Select the entities and the tables to add to the plan. 

9. Click OK. 

The entities and tables appear in the list.

10. Click Next. 

11. To view or filter the table names, select the table. 

12. To specify generation criteria for an entity, select the entity and enter the values. 

13. Click Next. 

14. To configure generation plan settings, enter the number of records that you want to generate. 

15. Configure connection and target properties. If the target is a flat file, you can configure test tool 
integration properties. If you select the test data warehouse as the target connection, you can enter the 
test data warehouse settings. 

16. To make changes to data generation, error recovery, and advanced settings, you can edit the settings. 

17. Click Next. 

18. Click Next. 

19. To override plan settings, click Override Plan Settings and enter the properties. 

20. To override table settings, click Override Data Source Settings and enter the properties. 

21. Click Finish. 

The generation plan appears in the project.

Creating an Ad Hoc Generation Plan
You can create an ad hoc generation plan for a column.

1. Open a project and click Define > Data Generation. 

2. Select a column from the table for which you want to create an ad hoc generation plan. 

3. Click Actions > Generate and Execute. 

The Generate and Execute Plan dialog box appears.
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4. Enter a name for the plan or keep the default plan name that appears on the screen. 

5. Select the Integration Service. 

6. Enter the number of records that you want to generate. 

7. Configure connections and target properties. 

8. To make changes to data generation, error and recovery, and advanced settings, edit the settings. 

9. Click OK. 

A Create and Execute dialog box appears.

10. To run the plan, click Yes. 

Creating a Hadoop Plan
To perform data movement and data masking operations for Hadoop connections, you can create a Hadoop 
plan. Add groups and data masking components to a Hadoop plan. You cannot perform data subset or data 
generation operations for Hadoop sources and targets.

1. Open a project and click Execute. 

2. Click Actions > New. 

3. In the New Plan dialog box, enter a name and optional description for the plan. 

4. Select Hadoop plan type. 

5. Click Next. 

6. To add a data masking operation to the plan, click Add Masking Components. 

7. Select the policies and rules to add to the plan. Click OK. 

8. Click Next. 

9. To add groups to the plan, click Add Groups. You can add groups to a plan to move data from a source 
to a target. 

10. Select the groups to add to the plan. Click OK. 

11. Click Next. 

12. Review all the masking components and groups. 

You cannot edit the groups.

13. Click Next. 

14. Configure source and target connections. 

15. Configure target properties, error and recovery settings, and advanced settings. 

16. Click Next. 

17. To override plan settings, click Override Plan Settings and enter the properties. 

18. To override table settings, click Override Data Source Settings and enter the properties. 

19. Click Finish. 

Copying a Plan
Copy a plan to create another plan with similar components. Create a copy of a plan and edit the copy.

1. Open a project and click Execute to view the project plans. 

2. Click the plan Description or Status field to select a plan. 
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Do not open the plan.

3. Click Actions > Duplicate. 

4. Optionally, enter a project name and a description. 

The default name is Copy of <original name>.

Exporting a Plan
You can export a group to an XML file and import the XML file to another TDM repository.

1. Open a project and click Execute to view the project plans. 

2. Click the plan Description or Status field to select a plan. 

Do not open the plan.

3. Click Actions > Export. 

4. Choose to save the file. 

5. Enter the XML file name and the path of the file. 

The default name is a string that contains "Plan_" and the current date and the time.

Importing a Plan
You can import a plan from an XML file that was exported from another TDM repository.

1. To open the Projects view, click Projects. 

2. Click the project description to select a project to import the plan into. 

Do not open the project.

3. Click Actions > Import. 

4. Browse for the XML file that contains the group to import. 

The XML file has a default name similar to Plan_130315081854.xml.

5. Click Finish to import the plan. 

Deleting a Plan
You can delete plans. When you delete the plan, you delete the workflow for the plan.

1. Open a project and click Execute to view the project plans. 

2. Click the plan Description or Status field to select a plan. 

Do not open the plan.

3. Click Actions > Delete. 

4. Click Yes to confirm the delete. 
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Workflow Generation
Generate a workflow from a plan, and then run the workflow to perform data subset, data masking, and data 
generation operations.

You can generate and start a workflow in a single step.

When you generate a workflow, the PowerCenter Repository Service generates mappings for the workflow. 
When you start a workflow, the PowerCenter Integration Service performs the data masking, data subset, and 
data generation tasks defined in the plan. You can select the PowerCenter Integration Service to run the 
workflow.

You can view the status of generated workflows or the load configuration on the Monitor view.

Generating a Workflow
After you create a plan, generate a workflow. The PowerCenter Repository Service generates the mappings to 
include in the workflow.

1. In a project click Execute to access the plans in the project. 

2. Select a plan from the list. 

3. Click Actions > Generate Workflow. 

4. Choose whether to run it immediately or to generate the workflow later. 

Related Topics:
• “Creating a Data Masking and Data Subset Plan” on page 208

• “Data Masking Plans and Workflows” on page 104

Export to HP ALM
You can export flat file results of a plan in TDM to an HP ALM server. You must enable and configure test tool 
integration before you can export the results.

Enter the test tool integration settings when you define the plan settings. TDM runs a separate job in the 
same workflow to copy the flat file to the HP ALM server in addition to the TDM server. The test tool 
integration job creates a test resource folder in the HP ALM server and appends the plan name and the job ID 
to the folder name.

You must run the workflow from Test Data Manager. The test tool integration job does not run if you run the 
workflow from the PowerCenter client.

Note: You cannot export a flat file from TDM if you enable version control on the HP ALM server. You must 
disable version control and then run the TDM workflow.

Workflow View
The Workflow view contains a list of the workflows that you generate from a plan. You can view details about 
the workflows and sessions that you generated from the plan.

The Workflow Details panel contains the list of workflows in the plan and the properties panel contains the 
workflow properties and session names.
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The Workflow view has a Workflow Details panel and a Properties panel. The Workflow Details panel 
contains the list of workflows in the plan. The Properties panel contains properties for a workflow and the 
session names in the workflow.

Properties Panel
The Properties panel in the Workflow view contains a list of the workflows generated from a plan.

You can view the following information about generated workflows:

Property Description

Workflow Name A string that includes the project name, plan name, connection, and table name.

User The name of the user that generated the workflow.

Generation Date and time that the workflow was generated.

Details Panel
The Details panel shows the Workflow details and the Session details for a workflow that you select in the 
Workflows view.

The Workflow details shows the summary information about a workflow. When you select a workflow in the 
Workflow view, the workflow details appear. You can view the workflow name, the user, and the project 
name.

The Session details panel appears next to the Workflow details panel. The panel shows each session name 
and the number of tables that the session processes for a workflow.

Executing a Workflow
After you generate a workflow, you can execute the workflow to run sessions from the PowerCenter 
mappings. If you generated multiple workflows for the same plan, you can execute each workflow separately.

You can start a workflow from the Plan | Properties view or the Plan | Workflow view.

1. If the plan you selected contains one workflow, click Actions > Execute Workflow in either view. 

2. If the plan you selected contains multiple workflows, click the Workflow view. 

a. Select the workflow that you want to start. 

b. Click Actions > Execute Workflow. 

3. View workflow status in the Workflow Execution view. 

Note: If you run the workflow with the Disable Constraints option selected, and TDM fails to enable the 
constraints after loading the data, the workflow fails. You must then manually enable the constraints in the 
database and run the workflow again.
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Workflow Executions View
The Workflow Executions view shows the current workflow that runs for the plan. You can also view the 
status of all the previous workflows. The list can contain workflow runs for workflows that no longer exist in 
the plan. The order of the workflow is based on the start date and time. To copy flat files to an integrated test 
tool, the workflow runs a separate job.

To view the workflow log, you can click Job ID. To view the session log, you can click Session ID in the 
Sessions tab.

The following table describes the fields in the Workflow Executions view for each workflow run:

Field Description

Job ID The job number that identifies the job. If you click the Job ID, you can view the workflow log.

Name The workflow string that includes the project name, plan name, connection, and table name.

Description Describes the type of job that the workflow performs. The job type can be profiling, import, and 
workflow operations.

Status The current status of the workflow.
- In Queue. The PowerCenter Integration Service is waiting for resources before it starts the 

workflow.
- Running. The workflow is running.
- Success. The workflow finished successfully.
- Error. The workflow did not complete due to errors.

Start Date/Time The date and time that the workflow started.

End Date/Time The date and time that the workflow ended.

User The name of the user that started the workflow.

Workflow Tasks
You can stop, abort, and recover the workflow in the Workflow Executions view.

You can perform the following tasks on the Workflow Executions view:

Auto Refresh

Causes the view to refresh every ten seconds automatically. You can turn auto refresh on and off.

Abort

Stops a job immediately without waiting for a commit. You can abort all jobs, such as profiling and 
import. You cannot abort workflows.

Workflow Stop

Stops a workflow after the next commit occurs.

Workflow Abort

Stops a workflow immediately without waiting for a commit.
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Workflow Recover

Recover a stopped workflow. If high availability recovery is enabled, the PowerCenter Integration Service 
restarts the workflow from the last saved checkpoint. Otherwise, the PowerCenter Integration Service 
recovers the workflow according to the recovery strategy that you set in the plan.

Workflow Properties Panel
The Properties panel shows summary information about a workflow that you select in the Workflow 
Executions view.

The Properties panel shows the same information as the workflow you select in the list. The properties also 
include generation date, the elapsed time, and the project name.

Workflow Sessions Tab
The Sessions tab lists the sessions that ran in the workflow that you select in the Workflow Executions view.

The following table describes the fields for each session in the Sessions tab:

Field Description

Job ID The job number that identifies the session. If you click the Job ID, you can view the session 
log.

Session Name The session name is the same value as the workflow name, except the session name starts 
with "S" and ends with a sequential number. If you click the session name, you can view the 
session details.

Status The current status of the session.
- In Queue. The PowerCenter Integration Service is waiting for resources before it starts the 

session.
- Running. The session is running.
- Success. The session finished successfully.
- Error. The session did not complete due to errors.

Source Rows 
Succeeded

The number of valid source rows read.

Source Rows Failed The number of source rows in error.

Target Rows 
Succeeded

The number of rows written to the target.

Target Rows Failed The number of rows that were not written to the target.

Start Date/Time The date and time that the session started.

End Date/Time The date and time that the session ended.

User The name of the user that started the workflow.

Session Details
The Session Details dialog box contains a list of tables that a session processed. The Session Details dialog 
box appears when you click the session name in the Workflow Execution Sessions tab.

If the Workflow Executions view has refresh enabled, the session details refresh when the workflows refresh.
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The following table describes the fields in the Session Details dialog box:

Field Description

Tables The names of the tables that the session processed.

Affected Rows The number of rows that the session processed from the table.

Rejected Rows The number of rows that the PowerCenter Integration Service did not process due to errors.

Throughput The number of affected rows that the PowerCenter Integration Service did not process due to 
errors.

Last Error Message The text of the last error message in the session. Click the link to view the complete message.
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C h a p t e r  1 3

Monitor
This chapter includes the following topics:

• Monitor Overview, 217

• Jobs, 218

• Monitor Tasks, 219

• Logs, 220

• Sessions, 221

• Monitoring for Hadoop, 222

Monitor Overview
In the Monitor view, you can monitor the status of jobs that you start in Test Data Manager. You can stop 
jobs from running and view job and session logs.

You can monitor jobs for all projects in the Monitor view. To monitor jobs for a single project, open the 
project and click Monitor.

You can monitor jobs for all data set versions in the Monitor view.

To monitor jobs for a specific data set version, open the data set version and click Monitor. You can view 
jobs run on the data set version from any machine that hosts a Test Data Manager Service in the domain.

You can sort, filter, and perform tasks on jobs in the Monitor view. Select a job in the Monitor view to view the 
job details in the Properties pane. You can also view the workflow and session logs for a job.

217



The following image shows the Monitor view:

Jobs
Check the status of a job and view the job details in the Monitor view.

You can view the following types of jobs in the Monitor view:

Import from Source

Imports source data from a source file.

Import from PowerCenter

Imports a source from the PowerCenter repository.

Profiling

Performs data discovery for primary keys, entities, and data domains.

Generate Workflow

Generates a workflow from a plan.

Execute Workflow

Runs a workflow for data subset, data masking, or data generation operations after you generate the 
workflow.

Workflow

Runs the data subset, data masking, or data generation operation. The execute workflow job might run 
multiple workflows.

Upload to test tool

Uploads all flat files created by a successful workflow to the integrated HP ALM server location.

Reset Dataset Version from Mart

Resets target data with a data set version from the test data warehouse.

Session

Performs a task within the workflow. A workflow might have multiple sessions. Select a workflow to 
view the session details in the Session pane.
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Job Details
You can sort and filter jobs by job details.

The Monitor view contains the following job details:

Job ID

The job ID number. TDM creates consecutive job ID numbers for each job.

Name

The name or the type of job. You can view import, profiling, workflow, and session jobs.

Description

The name of the plan, profile, PowerCenter folder, or connection associated with the job.

Status

The status of the job. A job can have the following statuses:

• Error. The job did not run successfully. Click the job ID to view the job log file.

• In Queue. The job is in the queue to run.

• Running. The job is running.

• Success. The job ran successfully.

• Terminated. The job was terminated.

Project

The name of the project that contains the job. Project details are not visible in the Monitor view within a 
project.

Start Date / Time

The date and time the job started.

End Date / Time

The date and time the job ended.

User

The user that ran the job.

Monitor Tasks
You can perform tasks in the Monitor view based on the job that you view.

You can perform the following tasks in the Monitor view:

Auto Refresh

Refreshes the view every ten seconds. If you disable the auto refresh, click Actions > Refresh to 
manually refresh.

Abort

Stops a job immediately. You can abort all jobs except workflows.

Workflow Stop

Stops a workflow after the next commit occurs.
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Workflow Abort

Stops a workflow immediately.

Workflow Recover

Recovers an aborted or stopped workflow. If high availability recovery is enabled, the PowerCenter 
Integration Service restarts the workflow from the last saved checkpoint. Otherwise, the PowerCenter 
Integration Service clears the state of operation and the recovery information before it restarts the 
workflow.

Logs
You can view logs to troubleshoot jobs. To view the logs, select a job and click the Logs tab. You can view 
the session, workflow, and console logs.

When a TDM job runs, the TDM server generates logs. The PowerCenter Integration Service generates the 
session and workflow logs. When a TDM job fails, you can view the logs to debug problems.

When a job is triggered, TDM always generates console logs. If the job logs are not available, you can view 
the console logs to check the messages.

When you click a job ID, you can view the following log details:
Date/ Time

The date and time the job ended.

Severity

The severity level of the log messages.

Description

The detailed description of the error message, the cause of the problem, and the solution.

Severity Levels
You can view the severity level of a log message and get a clear understanding of the problem level.

The log messages include the following severity levels:
Error

Indicates that the TDM server failed to perform an operation or respond to a request from a client 
application.

Warning

Indicates that the TDM server is performing an operation that might cause an error.

Info

Indicates that the TDM server is performing an operation that does not cause errors or problems.

Debug

Indicates TDM Server operations at a detailed level. The debug messages generally record the success 
or failure of server operations.

Trace

Indicates TDM Server operations at a more specific level than the debug logs. Trace messages are 
generally trace code paths.
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Viewing the Log Messages
View the log messages to troubleshoot the problems when a TDM job fails. You can search and filter the log 
messages based on the dates, severity levels, and keywords in the error description.

1. Click Monitor. 

2. Click a job ID and click the Logs tab. 

A list of log messages appears.

3. Search and filter the logs from the list of log messages. 

4. Select the log message and download the log file. 

5. To download the log file, click Download. 

6. To view console logs for each job, select a job ID and click Actions > View Console Logs. 

Sessions
When you select a job ID within the execution workflow, you can view the Sessions tab. The Sessions tab 
lists the sessions that ran for the workflow.

The Sessions tab contains the following fields:
Job ID

The job number that identifies the session. If you click Job ID, you can view the processed tables, 
affected and rejected rows of the tables, error messages, and session logs.

Session Name

The name of the session that ran in the workflow.

Status

The current status of the session. The session can have the following statuses:

• In Queue. The PowerCenter Integration Service is waiting for resources before it starts the workflow.

• Running. The workflow is running.

• Success. The workflow completed successfully.

• Error. The workflow did not complete due to errors.

Source Rows Succeeded

The number of valid source rows read during the session.

Source Rows Failed

The number of source rows that failed due to errors.

Target Rows Succeeded

The number of rows written to the target.

Target Rows Failed

The number of rows that were not written to the target.

Start Date/Time

The date and time that the session started.
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End Date/Time

The date and time that the session ended.

User

The name of the user that started the workflow.

Monitoring for Hadoop
You can view the mapping logs for a Hadoop plan.

You can click the Job ID to view the mapping logs. You cannot view the source and target row count details 
because Hadoop mappings do not return row count details for any job.

You cannot view the workflow logs for a Hadoop plan.
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Reports
This chapter includes the following topics:

• Reports Overview, 223

• Data Masking Report, 224

• Plan Audit Report, 224

• Plan Detail Report, 225

• Row Count Report, 226

• Reports for Hadoop, 226

Reports Overview
You can run a report from Test Data Manager to see detailed information about a plan or a policy. Run the 
type of report that contains the information you want to see.

Test Data Manager contains data masking, plan audit, plan detail, and row count reports. You can run a data 
masking report on a project. You can run a plan audit, plan detail, or a row count report on a plan.

When you run a report in Test Data Manager, the report opens in a new window. Make sure you do not have a 
pop-up blocker enabled so that the report window can open.

The following table describes the reports that you can run in Test Data Manager:

Report Description

Data Masking 
Report

A report that you run on a project that lists all the table columns and the rules and policies that 
are assigned to the columns.

Plan Audit Report A report that you run on a plan that contains detailed information about the policy assignments 
in the plan.

Plan Detail Report A report that you run on a plan that lists policy assignments, entity details, groups, templates, 
and template components that are part of the plan.

Row Count A report that you run on a plan that lists the tables in the plan and the number of rows in each 
table that the plan affects.
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Data Masking Report
A data masking report lists all the columns within a project and the rules and policies that you assign to the 
project.

Running the Data Masking Report
1. Click Projects to view a list of the projects in Test Data Manager. 

2. Click a project in the list to open it. 

3. Click Define > Data Masking > Print Masking Report to view the project plans. 

The data masking report opens in a new window.

Plan Audit Report
Run a plan audit report to view detailed information about the data masking components that took part in a 
plan execution.

You can generate a plan audit report to present to auditors or administrators that need comprehensive 
information about the policies and rules that took part in a plan execution.

You can create a plan audit report for a plan that has successfully completed at least one execution.

The following table lists the properties in a plan audit report:

Component Properties

Policy Assignment You can view the following policy assignment details:
- Data Source
- Table
- Column
- Data Type
- Data Domain
- Policy
- Rule
- Rule Type
- Additional Details
- Masking Properties
- Exception Handling

Plan Execution You can view the following plan execution details:
- Source Connection
- Target Connection
- Created Date
- Plan Start Date
- Plan End Date
- Total Rows Processed
- Status of the Plan

Running a Plan Audit Report
1. Click Projects to view a list of the projects in Test Data Manager. 
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2. Click a project in the list to open it. 

3. Click Execute to view the project jobs. 

4. Click a plan. 

5. Click Actions > Plan Audit Report. 

The row count report opens in a new window.

Plan Detail Report
A plan detail report lists the data subset and data masking components within a plan.

The following table lists the properties in a plan detail report:

Component Detail

Masking Assignment You can view the following policy assignment details:
- Data Source
- Table
- Column
- Data Type
- Data Domain
- Policy
- Rule
- Masking Properties

Entity You can view the following entity details:
- Name
- Description
- Filter Criteria

Group You can view the following group details:
- Name
- Description

Template You can view the following template details:
- Name
- Description
- Filter Criteria

Template Component You can view the following template component details:
- Name
- Type
- Description
- Component Name

Running the Plan Detail Report
1. To view a list of the projects, click Projects. 

2. Click a project in the list to open it. 

3. To view the project plans, click Execute. 

4. Click a plan. 
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5. Click Actions > Plan Detail Report. 

The plan detail report opens in a new window.

Row Count Report
A row count report contains a list of the tables that took part in a plan execution and the number of rows that 
the plan affected.

Running the Row Count Report
1. To view a list of the projects, click Projects. 

2. Click a project in the list to open it. 

3. To view the project jobs, click Monitor. 

4. Click a job that has an Execute Workflow job type. 

5. Click Actions > Row Count Report. 

The row count report opens in a new window.

Reports for Hadoop
You can run a plan audit report and plan detail report for a Hadoop plan.

In a plan audit report, you can view the policy and rule assignment details. In a plan detail report, you can 
view the Hadoop plan components.

You cannot run a row count report on a Hadoop plan because Hadoop mappings do not return row count 
results.
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ilmcmd
This chapter includes the following topics:

• ilmcmd Overview, 227

• Configuring ilmcmd, 228

• Running ilmcmd, 228

• Entering Options and Arguments, 228

• Syntax Notation, 229

• Delete, 229

• Export, 231

• Import, 232

• Search, 233

• Workflow, 235

• Reset, 236

• Register, 238

ilmcmd Overview
ilmcmd is a command line program that you use to perform TDM tasks. You can use ilmcmd to complete a 
subset of the tasks that you can perform with Test Data Manager.

Use ilmcmd to perform the following tasks:

• Import XML files into the TDM repository.

• Export data subset, data masking, and data generation objects to XML files.

• Search for data subset and data masking objects.

• Validate policies, plans, and data subset objects.

• Delete data subset, data masking, and data generation objects.

• Generate and run workflows.

• Display the status of workflows.

You must have the required privileges to perform these tasks. For tasks related to projects, you must also 
have the required permission on the project.

You cannot use ilmcmd to search for data generation objects.
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Configuring ilmcmd
When Test Data Manager runs on HTTPS, you must configure the ilmcmd before you can run ilmcmd 
commands.

Before you configure ilmcmd, you must import the browser certificate to the following location:

<Install directory>/TDM/utilities/ilmcli/conf
To generate a keystore, you must import the browser certificate. The keystore is necessary to run ilmcmd 
commands.

1. To set the password and generate a keystore, run the following command: 

keytool -import -file <Imported certificate> -keystore client.ks
2. Edit the userConfig.ilm file and add the keystore location for the javax.net.ssl.trustStore parameter. You 

can find the userConfig.ilm file in the following location: 

<Installation directory>/TDM/utilities/ilmcli/conf/userConfig.ilm
3. Add the password that you used to create the keystore for the javax.net.ssl.trustStorePassword 

parameter. 

Running ilmcmd
Invoke ilmcmd from the command line. You can issue commands directly or from a script, batch file, or other 
program. On Windows, ilmcmd is a batch file with a .bat extension. On UNIX, ilmcmd is a shell script with no 
extension.

1. At the command line, switch to the directory where the ilmcmd executable is located. 

By default, ilmcmd is installed in the following directory:

<installation directory>\utilities\ilmcli\bin
2. Enter ilmcmd followed by the command name and its required options and arguments. 

For example:

ilmcmd -command_name [-option1] argument_1 [-option2] argument_2...
To view the command line syntax, enter the following command:

ilmcmd -h

Entering Options and Arguments
The ilmcmd command line program uses a set of options and arguments.

Use the following rules when you enter command options and arguments:

• To enter options, type a hyphen followed by the program syntax for the command.

• Enter options in any order.

• If an argument contains spaces, enclose the argument in double quotes.

• The first word after the option is the argument.

• Most options require arguments. You must separate options from arguments with a single space.
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• Commands, options, and object names are case sensitive.

Syntax Notation
To use the ilmcmd command line program, review the syntax notation.

The following table describes the syntax notation for the ilmcmd command line program:

Convention Description

-x Option placed before an argument. This designates the parameter you enter. For example, to 
enter the user name for ilmcmd, type -un or -UserName followed by the user name.

<x> Required option. If you omit a required option, the command line program returns an error 
message.

<x | y> Select between required options. If you omit a required option, the command line program 
returns an error message.
If a pipe symbol (|) separates options, specify exactly one option. If options are not separated by 
pipe symbols, specify all the options.

[x] Optional option. The command runs whether or not you enter these options.

[x | y] Select between optional options. For example, you can display help for all ilmcmd commands by 
using the -h or -help option.

[-h|-help]
The command runs whether or not you enter the optional parameter.

< <x | y> | <a | b> > When a set contains subsets, the superset is indicated with bold brackets (< >).
Subsets are separated with the bold pipe symbol (|).

Delete
Deletes objects from the ILM repository. To delete an object, specify the name of the object or the name of 
an XML file that lists the object details.

When you delete an object by name, you specify the object type and the location of the object in the 
repository. You can delete the following object types:

• Data domain

• Masking rule

• Generation rule

• Policy

• Project

• Plan
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The ilmcmd delete command uses the following syntax:

ilmcmd 
<-Delete | -d>
<<-File | -f> XML_file_location | <-Object | -o>>
<-ObjectType | -ot> object_type
<-Project> project_name
<-Name | -n> object_name
[-Help | -h]

The following table describes ilmcmd delete options and arguments:

Option Argument Description

-ObjectType
-ot

object_type Required to delete an object by name. The type of object to export. For example, you 
can enter "Group."

-Project project_name Required to delete an object by name. The name of the project that contains the object 
to delete.

-Name
-n

object_name Required to delete an object by name. The name of the object that you want to delete.

-Help
-h

n/a Optional. Displays help for the command.

Delete Examples
Deleting a Masking Rule

The following sample command deletes the Credit_Card_Mask rule on UNIX:

./ilmcmd -d -ot MaskingRule -n Credit_Card_Mask 
Deleting a Policy

The following sample command deletes the Personal policy on UNIX:

./ilmcmd -d -ot Policy -n Personal
Deleting a Generation Rule

The following sample command deletes the SIN_RandomNumeric rule on Windows:

ilmcmd -d -ot GenerationRule -n SIN_RandomNumeric
Deleting a Project

The following sample command deletes the Customer_DataGeneration project on Windows:

ilmcmd -d -ot Project -n Customer_DataGeneration
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Export
Exports objects from the ILM Test Data Manager to an XML file.

When you export an object from the ILM repository, you specify the object type and the location of the object 
in the repository. You can export the following object types:

• Masking rule

• Generation rule

• Policy

• Data domain

• Entity

• Group

• Template

• Profile

• Project

• Data source

• Source definition

• Connections

• Plan

The ilmcmd export command uses the following syntax:

ilmcmd 
<-Export | -e> 
<-ObjectType | -ot> object_type
<-Name | -n> object_name
<-Project> project_name 
<-File | -f> XML_file_location
<-DataSourceName | -dsn> schema_name
[-Help | -h]

The following table describes the ilmcmd export options and arguments:

Option Argument Description

-ObjectType
-ot

object_type Required. The type of object to export. For example, you can enter "Group" 
or "RuleAssignment." If the object type contains a space in it, remove the 
space when you enter the argument.

-Name
-n

object_name Required. The name of the object you want to export.

-Project
-p

project_name Required to export a plan, entity, group, or template. The name of the project 
that contains the plan or port assignment to export.

-File
-f

XML_file_location Required. The path and file name of the XML file to which you export the 
object.
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Option Argument Description

-DataSourceName
-dsn

schema_name Required to export a port assignment. The name of the schema that 
contains the port assignment to export.

-Help
-h

n/a Optional. Displays help for the command.

Export Examples
Exporting a Policy

The following sample command exports the Policy_Customer policy to the Policy_Customer.xml file:

ilmcmd -e -ot Policy -n Policy_Customer -f C:\Informatica\ILMServer\CLI
\Policy_Customer.xml

Exporting a Masking Rule

The following sample command exports the Credit_Card_Mask rule to the CCR.xml file:

ilmcmd -e -ot MaskingRule -n Credit_Card_Mask -f /home/infa1/Desktop/CCR.xml
Exporting a Generation Rule

The following sample command exports the SIN_RandomNumeric rule to the SINRN.xml file:

ilmcmd -e -ot GenerationRule -n SIN_RandomNumeric -f E:\rules\SINRN.xml
Exporting a Project

The following sample command exports the CustRecord_Data project to the CustRecord.xml file:

ilmcmd -e -ot Project -n CustRecord_Data -f E:\project\CustRecord.xml

Import
Imports objects from an XML file to the ILM Test Data Manager.

You can import the following object types:

• Masking rule

• Generation rule

• Policy

• Data domain

• Entity

• Group

• Template

• Profile

• Project

• Data source

• Source definition
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• Plan

The ilmcmd import command uses the following syntax:

ilmcmd 
<-Import | -i>
<-File | -f> XML_file_location
[-Help | -h]

The following table describes the ilmcmd import options and arguments:

Option Argument Description

-File
-f

XML_file_location Required. The path and file name of the import file.

-Help
-h

n/a Optional. Displays help for the command.

Import Examples
Importing a Plan

The following sample command imports the plan listed in the Plan_Customer.xml file to the repository:

ilmcmd -i -f C:\Informatica\ILMServer\CLI\Plan_Customer.xml -un Administrator -pd 
Administrator -hn ilmserver -port 6002

Importing a Source Definition

The following sample command imports the source definition listed in the SrcDef_CustomerDB.xml file to the 
repository:

ilmcmd -i -f C:\Informatica\ILMServer\CLI\SrcDef_CustomerDB.xml -un Administrator -pd 
Administrator -hn ilmserver -port 6002

Importing a Generation Rule

The following sample command imports the generation rule listed in the SIN_RandomNumeric.xml file to the 
repository:

ilmcmd -i -f E:\Rules\SIN_RandomNumeric.xml

Search
Searches for source definitions, masking rules, policies, and plans.

You can search for the following object types in the repository:

• Masking rule

• Policy

• Data domain

• Entity

• Group

• Template
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• Profile

• Project

• Data source

• Source definition

• Connection

• Plan

You cannot use ilmcmd to search data generation objects.

The ilmcmd search command uses the following syntax:

ilmcmd 
<-Search | -s>
<-ObjectType | -ot> object_type 
<-Project | -p> project_name
<-DataSourceName | -dsn> schema_name 
<-NamePattern | -np> name_pattern
[-Help | -h]

The following table describes the ilmcmd search options and arguments:

Option Argument Description

-ObjectType
-ot

object_type Required. The type of object to export. For example, you can enter "Group" or 
"Project." If the object type contains a space in it, remove the space when you 
enter the argument.

-Project
-p

folder_name Required to search for a source definition, plan, entity, group, or template. The 
name of the project that contains the object to search for.

-DataSourceName
-dsn

schema_name Required to search for a source definition. The name of the schema that 
contains the source definition.

-NamePattern
-np

name_pattern Required. The name pattern. Use the asterisk (*) character as a wild card. For 
example, the name pattern Rule_C* returns the following rules:
- Rule_Customer
- Rule_CustID

-Help
-h

n/a Optional. Displays help for the command.

Search Examples
Searching for a Masking Rule

The following sample command searches for rules that match the name pattern Rule*:

ilmcmd -s -ot Rule -np Rule.*
The sample command returns the following output:

Rule_Customer
Rule_Ticket

Searching for a Policy

The following sample command searches for policies that match the name pattern CUST*:

ilmcmd -s -ot Policy -np CUST.*
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The sample command returns the following output:

CUSTOMER
CUST_COUPONS

Workflow
Generates a workflow, displays the status of a workflow run, or runs a workflow.

The ilmcmd workflow command uses the following syntax:

ilmcmd 
<-WorkFlow | -wf> 
<<-Generate | -g> |  <-Execute | -ex>  | <-GetStatus | -gs>>
<-Project> folder_name 
<-PlanName | -pn> plan_name
<-WorkFlowName | -wfn> Workflow_name
<-IntegrationService | -is> integration_service_name
[-Help | -h]

The following table describes the ilmcmd workflow options and arguments:

Option Argument Description

-Generate
-g

n/a Generates a workflow.

-Execute
-ex

n/a Runs the workflow.

-GetStatus
-gs

n/a Gets the status of a workflow.

-GetWorkFlows
-gwf

n/a Gets workflows for a plan.

-Project project_name Required. The name of the folder that contains the plan.

-PlanName
-pn

plan_name Required. The plan name.

-WorkFlowName
-wfn

workflow_name Required to generate a workflow. The location of the workflow 
properties file.

-IntegrationService
-is

integration_service_name Required to run a workflow. The name of the PowerCenter 
Integration Service. Required when you run the workflow.

-JobId job_id Required. The job ID of the workflow run.

-Help
-h

n/a Optional. Displays help for the command.
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Workflow Examples
Generating a Workflow

The following sample command generates a workflow for the Plan_NameMasking plan:

ilmcmd -wf -g -Project Infa_Project -pn Plan_NameMasking
Monitoring a Workflow

The following sample command monitors the status of a workflow for a plan:

ilmcmd -wf -gs -JobId 360
Running a Workflow

The following sample command runs a workflow for the Plan_NameMasking plan:

ilmcmd –wf –ex –Project TDM –pn Plan_NameMasking –is PCInteg

Reset
You can reset a data set version to a target and override the source properties.

The reset command uses the following syntax:

ilmcmd 
[options]
<-Reset | -r>
<-DatasetVersionName | -dvn> Data set version name
<-ResetFile | -rf> File location
<-ResetIntegrationService | -ris> Integration Service
[-Verbose | -v]
[-Help | -h]

The following table describes the reset command options and arguments:

Option Argument Description

-Reset
-r

n/a Required. The reset job that you create to reset a data set version.

-DatasetVersionName
-dvn

Data set version 
name

Required. The name of the data set version that you want to reset.

-ResetFile
-rf

File location Required. The location of the file that contains the reset objects.

-ResetIntegrationService
-ris

Integration Service Required. The name of the Integration Service that runs the reset 
workflow operation.

-Verbose
-v

n/a Optional. Verbose output. Displays more than the minimum 
information about the object.

-Help
-h

n/a Optional. Displays or prints the help options.
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Reset Example

The following sample command resets a data set version:

ilmcmd –r –dvn “RESET Version1” –rf “C:\Documents\ResetObject.json” –ris PIS
Sample Reset File Properties

Use a sample reset file to configure the reset properties.

After you install TDM, you can find the ResetObject.xml file or the ResetObject.json file in the following 
location:

<Installation directory>/TDM/utilities/ilmcli/conf/
The following table describes the reset file properties and the description:

Property Description

SOURCE_CONN_NAME The name of the source connection.

TRUNCATE_TRGT_TABLES The target tables that TDM truncates if you want to completely 
replace the target connection with data from the data set version. 
TDM deletes all data in the target, and copies the data set version 
to the target. TDM disables constraints and indexes when it 
performs this operation.

AUTOMATIC_DISABLE_CONSTRAINT Disable the constraints automatically during the reset operation.

MANUAL_DISABLE_CONSTRAINT Disable the constraints manually during the reset operation.

DISABLE_INDEXES Disable indexes during the reset operation.

UPSERT_IN_TRANSACTIONAL_TABLES Performs an upsert on transactional tables instead of an insert. If 
the parent records of records in the data set version have changed 
to point to a different parent in the target, the insert might fail. The 
reset operation fails if the insert fails.

ENABLE_RECOVERY Enables the reset recovery options.

BACKUP_RECOVERY_PREFIX A prefix for the backup schema. TDM creates a backup schema in 
the format prefix_tablename.

BACKUP_RECOVERY_USER_NAME The name of the schema where you want to store the backup 
tables.

STOP_ON_ERROR Indicates how many non fatal errors the PowerCenter Integration 
Service encounters before it stops the session. If you enter zero, 
the session does not stop for nonfatal errors. Default is zero.

ENABLE_HIGH_PRECISION Processes the decimal data type to a precision of 28. Default is 
No.

MAX_TABLES_PER_MAPPING Sets the number of tables to process in a workflow. Default is 10.

MAX_PARALLEL_SESSIONS The maximum number of sessions that can run at the same time. 
Applicable if you disable indexes and constraints in the target.

LOCALE_CODE Sets the locale code for data reset operations.
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Property Description

EMAIL_ADDRESS An email address to send notifications to.

EMAIL_SUBJECT The subject of the email that you enter.

EMAIL_TEXT The content of the email that you enter.

TARGET_LOAD_TYPE The target load type. You can choose Normal or Bulk.
If you select Normal, the PowerCenter Integration Service loads 
targets normally. Choose Normal mode if the mapping contains an 
Update Strategy transformation.
Choose Bulk to improve session performance. Bulk load limits the 
ability to recover because no database logging occurs.
Default is Normal.

ENABLE_SPECIAL_CHARACTERS_IN_METADATA Enables the support for special characters in metadata.

TARGET_CONN_TYPE The type of the target connection. You can select the relational 
connection types such as Oracle, Microsoft SQL Server, DB2, and 
Sybase.

TARGET_CONN_NAME The name of the target connection.

TARGET_PREFIX_NAME The name prefix of the target table. Specify the target schema 
name if the target is in a different schema.

Register
You can register a test data warehouse to perform the test data warehouse operations. If you did not select 
Enable Test Data Warehouse from the Administrator tool, you can provide the URL to register test data 
warehouse from the command line.

The register command uses the following syntax:

ilmcmd 
[options]
<-RegisterTestDataWarehouse | -rtdw>
[-tdwUrl | -tu] <URL>
[-Verbose | -v]
[-Help | -h]

The following table describes the register command options and arguments:

Option Argument Description

-RegisterTestDataWarehouse
-rtdw

n/a The test data warehouse server that you register to perform the test data 
warehouse operations.

-tdwUrl
-tu

URL The URL for the test data warehouse.
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Option Argument Description

-Verbose
-v

n/a Optional. Verbose output. Displays more than the minimum information 
about the object.

-Help
-h

n/a Optional. Displays or prints the help options.

Register Example

The following sample command registers the test data warehouse server URL:

ilmcmd -rtdw -tu http://10.65.146.136:6605/tdm
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tdwcmd
This chapter includes the following topics:

• tdwcmd Overview, 240

• Configuring tdwcmd, 240

• Running tdwcmd, 241

• Entering Options and Arguments, 241

• Syntax Notation, 242

• Version, 242

• List, 243

tdwcmd Overview
tdwcmd is a command line program that you can use to perform test data warehouse tasks.

Use the tdwcmd command to perform the following tasks:

• View the version details of the client on which the Test Data Manager Service is running.

• List the repository, data mart, connection, and data set details.

You must have the required privileges to perform these tasks. For tasks related to projects, you must also 
have the required permission on the project.

Configuring tdwcmd
When TDM runs on HTTPS, you can configure tdwcmd before you run the tdwcmd commands.

Before you configure tdwcmd, import the browser certificate to the following location:

<TDM installation directory>/TDM/utilities/tdwcli/conf
To generate a keystore, you must import the browser certificate. The keystore is necessary to run the 
tdwcmd commands.

1. To set the password and generate a keystore, run the following command: 

keytool -import -file <Imported certificate> -keystore client.ks
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2. Edit the userConfig.ilm file and add the keystore location for the javax.net.ssl.trustStore parameter. You 
can find the userConfig.ilm file in the following location: 

<TDM installation directory>/TDM/utilities/tdwcli/conf/userConfig.ilm
3. Add the password that you used to create the keystore for the javax.net.ssl.trustStorePassword 

parameter. 

Running tdwcmd
Invoke tdwcmd from the command line. You can issue commands directly or from a script, batch file, or other 
program.

On Windows, tdwcmd is a batch file with a .bat extension. On UNIX, tdwcmd is a shell script with no 
extension.

1. At the command line, switch to the directory where the tdwcmd executable file is located. 

By default, tdwcmd is installed in the following directory:

<TDM installation directory>\utilities\tdwcli\bin
2. Enter tdwcmd followed by the command name and the required options and arguments. 

For example:

tdwcmd -command_name [-option1] argument_1 [-option2] argument_2...
To view the command line syntax, enter the following command:

tdwcmd -h

Entering Options and Arguments
The tdwcmd command line program uses a set of options and arguments.

Use the following rules when you enter the tdwcmd command options and arguments:

• To enter options, type a hyphen followed by the program syntax for the command. Use two consecutive 
hyphens for the long name of the option, and use a single hyphen for the short name of the option.

• You can enter options in any order.

• If an argument contains spaces, enclose the argument in double quotes.

• The first word after the option is the argument.

• Most options require arguments. You must separate options from arguments with a single space.

• Commands, options, and object names are case sensitive.
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Syntax Notation
To use the tdwcmd command line program, review the syntax notation.

The following table describes the syntax notation for the tdwcmd command line program:

Convention Description

--x or -x An option placed before an argument. The option designates the parameter that you enter. For 
example, to enter the user name for tdwcmd, type --UserName or -un followed by the user name.

<x> Required option. If you omit a required option, the command line program returns an error 
message.

<x | y> Select between required options. If you omit a required option, the command line program 
returns an error message.
If a pipe symbol (|) separates options, specify one option. If there are no pipe symbols to 
separate the options, specify all the options.

[x] Optional option. The command runs whether or not you enter these options.

[x | y] Select between optional options. For example, you can display help for all tdwcmd commands by 
using the --Help or -h option.

[--Help|-h]
The command runs whether or not you enter the optional parameter.

< <x | y> | <a | b> > When a set contains subsets, indicate the supersets with bold brackets (< >).
Separate the subsets with the bold pipe symbol (|).

Version
You can print the version information for the client and the version on which the Test Data Manager Service is 
running.

With the tdwcmd version command, you can perform the following tasks:

• Find the version of the client on which the Test Data Manager Service is running.

• Print the version information of the client.

The tdwcmd version command uses the following syntax:

tdwcmd 
<--version>

The following table describes tdwcmd CreateTDWREPO options and arguments:

Option Argument Description

--version n/a View and print the version details of the client on which the Test Data Manager Service is 
running.
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List
You can search and list test data repository, connection, test data mart, and data set details.

You can search for the following object types in the repository:

• Test data repository

• Test data mart

• Connection

• Data set

• Data set version

• Data set version tables

• Test Data Manager Service details

• User authentication parameters

The list command uses the following syntax:

tdwcmd 
<--list | -list>
[--Repository | -Repository] 
[--DataMart | -DataMart]
[--Connection | -Connection]
<--Dataset | -Dataset> 
[--MartName | -mn] MartName
<--DatasetVersion | -DatasetVersion>
[--VersionMartName | -vmn] VersionMartName
[--DatasetName | -dn] DatasetName
<--DatasetVersionTable | -DatasetVersionTable> 
[--TableMartName | -tmn] TableMartName
[--TableDatasetName | -tdn] TableDatasetName
[--DatasetVersionNumber | -dvn] DatasetVersionNumber
<--HostName | -host_name] HostName
[--HTTPPort | -http_port] HTTPPort
[--HTTPSPort | -https_port] HTTPSPort
<--UserName | -un> UserName
<--Password | -pd> Password
<--SecurityDomain | -sdn> SecurityDomain
<--DomainName | -dn> DomainName
<--TDMServiceName | -tsn> TDMServiceName
[--Verbose | -v] 
[--Help | -?, -h] 

The following table describes the list command options and arguments:

Option Argument Description

--Repository
-Repository

n/a The test data repository.

--DataMart
-DataMart

n/a The data mart that stores the test data from the test data 
warehouse.

--Connection
-Connection

n/a The connection to the test data repository.

--Dataset
-Dataset

n/a Required. The data set that you create in the test data 
warehouse.
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Option Argument Description

--MartName
-mn

MartName The name of the data mart.

--DatasetVersion
-DatasetVersion

n/a Required. The version of the data set.

--VersionMartName
-vmn

VersionMartName The name of the data mart.

--DatasetName
-dn

DatasetName The name of the data set.

--DatasetVersionTable
-DatasetVersionTable

n/a Required. The version of the data set table.

--TableMartName
-tmn

TableMartName The name of the data mart.

--TableDatasetName
-tdn

TableDatasetName The name of the data set.

--DatasetVersionNumber
-dvn

DatasetVersionNumber The version number of the data set.

--HostName
-host_name

HostName Required. The TDM host name.

--HTTPPort
-http_port

HTTPPort Required if you do not specify an HTTPS port. Port number to 
connect to the TDM service.

--HTTPSPort
-https_port

HTTPSPort Required if you do not specify an HTTP port. Port number to 
connect to the Test Data Manager Service.

--UserName
-un

UserName Required. The Informatica domain user name.

--Password
-pd

Password Required. The password for the Informatica domain user.

--SecurityDomain
-sdn

SecurityDomain Required. The Informatica security domain.

--DomainName
-dn

DomainName Required. The name of the TDM domain.

--TDMServiceName
-tsn

TDMServiceName Required. The name of the Test Data Manager Service.
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Option Argument Description

--Verbose
-v

n/a Optional. Verbose output. Displays more than the minimum 
information about the object.

--Help
-?, -h

n/a Optional. Displays or prints the help options.

List Examples
Listing a Test Data Repository

The following sample command lists the test data repository details:

tdwcmd --list --Repository --HostName localhost --HTTPPort 6605 -un Administrator -pd 
Administrator -sdn Native -dn  Domain_SandboxVMLin_TDM961HF14 --TDMServiceName TDMS

Listing a Test Data Mart

The following sample command lists the test data mart details:

tdwcmd --list --DataMart --HostName localhost --HTTPPort 6605 -un Administrator -pd 
Administrator -sdn Native -dn  Domain_SandboxVMLin_TDM961HF14 --TDMServiceName TDMS

Listing a Connection

The following sample command lists the connection details:

tdwcmd --list --Connection --HostName localhost --HTTPPort 6605 -un Administrator -pd 
Administrator -sdn Native -dn  Domain_SandboxVMLin_TDM961HF14 --TDMServiceName TDMS
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C h a p t e r  1 7

tdwquery
This chapter includes the following topics:

• tdwquery Overview, 246

• Configuring tdwquery, 246

• Running tdwquery, 247

• Select Clause, 248

tdwquery Overview
tdwquery is a command line program that you can use to analyze data in a data set version that you store in 
the test data mart.

You can run queries to view data in a data set version. You can run queries on tables in a single data set 
version at a time. You can use multiple joins, functions, and clauses to filter and search for data when you 
run queries.

Before you run a query, you must configure the properties file.

Configuring tdwquery
You must configure the tdwquery properties file before you can run a query.

1. Browse to the following location and find the properties file userConfig.ilm: 

<Informatica installation directory>/TDM/utilities/tdwquery/conf/
2. Use a text editor to open the file and enter the values of the properties in the file. 
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You must configure the following properties:

Property Description

TDW_REPO_URL The URL of the test data repository that you want to connect to. The URL appears in 
the Repository tab of the Administrator | Repository and Mart view in Test Data 
Manager.

USERNAME Name of the TDM user that runs the query. The TDM user must have the Test Data 
Manager Service View Project privilege and at least read permission on the data set 
version.

PASSWORD Password of the TDM user.

DOMAINNAME Name of the domain to which the TDM user belongs.

NAMESPACE Namespace of the TDM user.

SERVICENAME Name of the Test Data Manager Service

MARTNAME Name of the test data mart where you stored the data set version.

DATASETVERSIONNAME Name of the data set version that you want to run a query on.

PAGENUMBER Required if you enter a value for PAGESIZE. The number of the page that you want to 
view.

PAGESIZE Required if you enter a value for PAGENUMBER. The number of records that you want 
to appear on each page.

Running tdwquery
Run tdwquery from the command line. On Windows, tdwquery is a batch file with a .bat extension. On UNIX, 
tdwquery is a shell script with no extension.

You must configure the tdwquery properties file before you run a query.

1. At the command line, switch to the directory where the tdwquery executable is located. 

By default, tdwquery is installed in the following directory:
<Informatica installation directory>/TDM/utilities/tdwquery.

2. To run a query: 

• On Windows, enter tdwquery followed by the clause and the required syntax.
For example:

tdwquery "SELECT * FROM td_empdetails"
You can also prefix the schema name to the clause. For example:

tdwquery "SELECT * FROM AA.td_empdetails"
• On UNIX, enter ./ tdwquery followed by the clause and the required syntax.

For example:

./tdwquery "SELECT * FROM td_empdetails"
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You can also prefix the schema name to the clause. For example:

./tdwquery "SELECT * FROM AA.td_empdetails"

Select Clause
You can use the Select and Select Distinct clauses to run queries to analyze data in a table.

For example, the following query returns all data in table1:

SELECT * from table 1

The following query returns distinct data values from the columns col 1 and col 2 in table 2.

SELECT DISTINCT col 1, col 2 from table 2

You can use joins, aggregate functions, the Where clause with options, and other clauses with the Select and 
Select Distinct clauses.

You can run queries with table names and column names that contain spaces or dashes. You must enter the 
table name or column name within '\"'. Use the following syntax:

SELECT \"<column-name>\" from \"<table name>\"

Note: 

• You cannot use other special characters in a query.

• You can use only English characters, the underscore ('_'), and numeric characters in a query.

Alias

You can use aliases when you run a query with the Select and Select Distinct clauses.

For example:

SELECT <alias_name>.<column_name> FROM <table_name> <alias_name> 

SELECT <column_name> as <alias_name> from <table_name>

SELECT e.dept_id FROM Employee e

SELECT emp_name as name from TDWEMP

SELECT e.dept_id, e.name FROM Employee e WHERE e.name like 'J%'

Joins
You can use joins when you run a query with the Select and Select Distinct clauses.

You can use the following types of joins in a query:

Inner Join

Use the following syntax to perform an inner join:

SELECT <columns>
FROM <table 1>
INNER JOIN <table 2>
ON <table 1>.<column_name> = <table 2>.<column_name>  
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For example:

SELECT suppliers.supplier_id, suppliers.supplier_name, orders.order_date
FROM suppliers, 
INNER JOIN orders
ON suppliers.supplier_id = orders.supplier_id

Left Outer Join

Use the following syntax to perform a left outer join:

SELECT <columns>
FROM <table 1> 
LEFT OUTER JOIN <table 2>
ON <table 1>.<column_name> = <table 2>.<column_name>

For example:

SELECT suppliers.supplier_id, suppliers.supplier_name, orders.order_date
FROM suppliers
LEFT OUTER JOIN orders
ON suppliers.supplier_id = orders.supplier_id

Right Outer Join

Use the following syntax to perform a right outer join:

SELECT <columns> 
FROM <table 1>
RIGHT OUTER JOIN <table 2>
ON <table 1>.<column_name> = <table 2>.<column_name>

For example:

SELECT orders.order_id, orders.order_date, suppliers.supplier_name
FROM suppliers
RIGHT OUTER JOIN orders
ON suppliers.supplier_id = orders.supplier_id

Full Outer Join

Use the following syntax to perform a full outer join:

SELECT <columns>
FROM <table 1>
FULL OUTER JOIN <table 2>
ON <table 1>.<column_name> = <table 2>.<column_name>

For example:

SELECT suppliers.supplier_id, suppliers.supplier_name, orders.order_date
FROM suppliers
FULL OUTER JOIN orders
ON suppliers.supplier_id = orders.supplier_id

Aggregate Functions
You can use aggregate functions when you run a query with the Select and Select Distinct clauses.

You can use the following types of aggregate functions in a query:
AVG

Use the following syntax:

SELECT AVG(<column_name>) FROM <table_name>
For example:

SELECT AVG(SAL) FROM TDWEMP
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COUNT

Use the following syntax:

SELECT COUNT(<column_name>) FROM <table_name>
For example:

SELECT COUNT(*) FROM TDWEMP
MAX

Use the following syntax:

SELECT MAX(<column_name>) FROM <table_name>
For example:

SELECT MAX(SAL) FROM TDWEMP
MIN

Use the following syntax:

SELECT MIN(<column_name>) FROM <table_name>
For example:

SELECT MIN(SAL) FROM TDWEMP
SUM

Use the following syntax:

SELECT SUM(<column_name> FROM <table_name>
For example:

SELECT SUM(SAL) FROM TDWEMP

Where Clause
You can use the Where clause to specify filter criteria in a query with the Select and Select Distinct clauses.

You can run queries that use parentheses with the Where clause. For example:

SELECT * from Employee where NAME ='Mary' OR (NAME='Jessica' AND DEPT_ID=1)
You can use the Where clause with the following conditions in a query:

Single condition

Use the following syntax:

SELECT * FROM <table_name> WHERE <column_name> = <column_value>
For example:

SELECT * FROM customers WHERE state = 'California'
And

Use the following syntax:

SELECT * FROM <table_name> WHERE <column_name> = <column_value> AND <column_value> 
<operator> <column_value>

For example:

SELECT * FROM customers WHERE state = 'California' AND company_name = 'Informatica'
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OR

Use the following syntax:

SELECT * FROM <table_name> WHERE <column_name> = <column_value> OR <column_name> 
<operator> <column_value>

For example:

SELECT * FROM customers WHERE state = 'California' OR company_name = 'Informatica'
Combining OR and AND

Use the following syntax:

SELECT * FROM <table_name> WHERE <column_name> = <column_value> OR <column_name> 
<operator> <column_value> AND <column_name> <operator> <column_value>

For example:

SELECT * FROM customers WHERE state = 'California' OR available_credit > 500 and 
revenue < 90

Joining and where

Use the following syntax:

SELECT columns FROM <table 1> LEFT OUTER JOIN <table 2> ON <table 1>.<col 1> = 
<table 2>.<col 1> WHERE <table 1>.<col 1> <operator> <column_value>

For example:

SELECT suppliers.supplier_id, suppliers.supplier_name, orders.order_date FROM 
suppliers LEFT OUTER JOIN orders ON suppliers.supplier_id = orders.supplier_id WHERE 
supplier.supplier_id > 10

Exists

Use the following syntax:

SELECT DISTINCT <col 1> FROM <table 2> WHERE EXISTS (SELECT * FROM <table 2> WHERE 
<table 1>.<col 1> <operator> <table 1>.<col 1>)

For example:

SELECT DISTINCT store_type FROM stores WHERE EXISTS (SELECT * FROM cities_stores 
WHERE cities_stores.store_type = stores.store_type)

In

Use the following syntax:

SELECT * FROM <table 1> WHERE <col 1> IN (SELECT <col 1> FROM <table 2>)
For example:

SELECT * FROM Employee WHERE dept_id IN (SELECT DEPT_ID FROM TDWDEPT)
Like

Use the following syntax:

SELECT * FROM <table 1> WHERE <col 1> LIKE <value>
You can use characters or wildcards '%' and '_'. For example:

SELECT * FROM Employee WHERE name LIKE 'J%'
Is Null or Is Not Null

Use the following syntax:

SELECT * FROM <table 1> WHERE <col 1> IS NULL

Select Clause       251



For example:

SELECT * FROM Employee WHERE ssn IS NULL
Between

Use the following syntax:

SELECT * FROM <table 1> WHERE <col 1> BETWEEN <value> AND <value>
For example:

SELECT * FROM Employee WHERE delt_id BETWEEN 2 AND 3
Not

Use the following syntax:

SELECT * FROM <table 1> WHERE <col 1> NOT <CONDITION> <value>
For example:

SELECT DISTINCT * from STATE s WHERE NOT EXISTS (SELECT ct.state_id from city ct 
where ct.state_id = s.state_id)
SELECT * FROM Employee WHERE dept_id NOT IN (SELECT DEPT_ID FROM TDWDEPT)
SELECT * FROM Employee WHERE name NOT LIKE 'J%'
SELECT * FROM Employee WHERE delt_id NOT BETWEEN 2 AND 3

Additional Clauses
You can use the following clauses when you run a query with the Select clause:

Group by

Use the following syntax:

SELECT <col 1> FROM <table 1> GROUP BY <col 1>
For example:

SELECT name FROM Employee GROUP BY NAME
Having

Use the following syntax:

SELECT <col 1> FROM <table 1> GROUP BY <col 1> HAVING <col 1> LIKE <value>
For example:

SELECT name FROM Employee GROUP BY NAME HAVING name like 'J%'
Order by

Use the following syntax. You can use the optional modifiers ASC and DESC:

SELECT <col 1> FROM <table 1> ORDER BY <col 1> ASC
For example:

SELECT dept_id, name FROM Employee ORDER BY dept_id ASC
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A p p e n d i x  A

Data Type Reference
This appendix includes the following topics:

• Data Type Reference Overview, 253

• Oracle, 254

• Microsoft SQL Server, 258

• DB2 for Linux, UNIX, and Windows, 262

• Sybase ASE, 264

• HDFS, 267

• Hive, 267

• MySQL, 268

• Flat File, 270

• VSAM, 270

• DB2 for z/OS, 272

• IMS Flat, 273

• Sybase IQ, 275

• Netezza, 277

• Teradata, 279

Data Type Reference Overview
You can pass different data types from sources to targets and perform TDM operations on the data types.

In TDM, you can perform data masking, data subset, and data discovery operations on the source databases 
for supported data types. You cannot perform the operations on data types that TDM does not support. For 
some data types, you might need to configure the precision and scale to a specific range of values.
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Oracle
The following table describes the operations that you can perform on data types in Oracle database:

Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Binary_Double Yes Yes Yes Yes Yes

Binary_Float Yes Yes Yes Yes Yes

Blob Yes Yes Yes Yes No You can 
perform 
nullification 
masking.

Char Yes Yes Yes Yes Yes

Clob Yes Yes Yes Yes No

Date Yes Yes Yes Yes Yes You cannot run 
data domain 
profiles.

Dburitype No No No Yes No Use dictionary 
generation rule 
to generate 
data.

Decimal(P,S) Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Float Yes Yes Yes Yes Yes You cannot run 
entity profiles.
To generate test 
data, you enter 
a precision 
value less than 
15.

Httpuritype No No No Yes No Use dictionary 
generation rule 
to generate 
data.

Integer Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Interval day to 
second

Yes Yes No No No You can enter 
the following 
criteria: Is Null, 
Is Not NulI, Like, 
Not Like, Is 
Empty, and Is 
Not Empty.
For the Interval 
day(9) to 
second(9) data 
type, you must 
set the 
precision 
greater than 18.

Interval year to 
month

Yes Yes No Yes No You can enter 
the following 
entity criteria: Is 
Null, Is Not NulI, 
Like, Not Like, 
Is Empty, and Is 
Not Empty.
For the Interval 
year(9) to 
month data 
type, you must 
set the 
precision 
greater than 11.
Use dictionary 
generation rule 
to generate 
data.

Long Yes Yes Yes Yes No

Longraw Yes Yes Yes Yes No You can 
perform 
nullification 
masking.
Use dictionary 
generation rule 
to generate 
data.

Nchar Yes Yes Yes Yes Yes

Nclob Yes Yes Yes Yes No Use string 
generation rule 
to generate 
data.

Number Yes Yes Yes Yes Yes

Nvarchar Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Nvarchar2(N) Yes Yes Yes Yes Yes

Raw Yes Yes Yes Yes No You can 
perform 
nullification 
masking.
Use dictionary 
generation rule 
to generate 
data.

Real Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Rowid Yes Yes No No No

Smallint Yes Yes Yes Yes Yes

Timestamp Yes Yes Yes Yes Yes You cannot run 
data domain 
profiles.

Timestamp with 
time zone

Yes Yes No No No You can enter 
the following 
entity criteria: Is 
Null, Is Not NulI, 
Like, Not Like, 
Is Empty, and Is 
Not Empty.

Urowid Yes Yes No No No

Varchar Yes Yes Yes Yes Yes

Varchar2(N) Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

XML Yes Yes No Yes No You can enter 
the following 
entity criteria: Is 
Null, Is Not NulI, 
Is Empty, and Is 
Not Empty.
If you assign a 
dictionary 
generation rule 
that contains 
specified invalid 
values for the 
XML data type 
in an Oracle 
database, the 
data generation 
task fails.

Xdburitype No No No Yes No Use dictionary 
generation rule 
to generate 
data.

You cannot perform data masking, data subset, profiling, and data generation operations on the following 
Oracle data types:

• Anydata

• Anydataset

• Anytype

• Bfile

• Ordaudio

• Orddicom

• Orddoc

• Ordimage

• Ordimagesignature

• Ordvideo

• Sdo_Geometry

• Sdo_Georaster

• Sdo_Topo_Geometry

• SI_Averagecolor

• SI_Color

• SI_Colorhistogram

• SI_Featurelist

• SI_Positionalcolor

• SI_Stillimage

• SI_Texture
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• Timestamp with local time zone

• Uritype

Microsoft SQL Server
The following table describes the operations that you can perform on data types in Microsoft SQL Server 
database:

Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Bigint Yes Yes Yes Yes Yes

Binary Yes Yes Yes Yes No Use dictionary 
generation rule 
to generate 
test data.
Use 
nullification 
data masking 
rule to mask 
the data.

Bit Yes Yes Yes Yes Yes If you enter 
data patterns, 
you must 
provide T and F 
values instead 
of 1 and 0.

Char Yes Yes Yes Yes Yes

Date Yes Yes Yes Yes Yes You can 
primary 
profiles.

Datetime Yes Yes No Yes Yes You cannot run 
data domain 
profiles.

Datetime2 Yes Yes Yes Yes No

Datetimeoff
set

Yes Yes No Yes No

Decimal Yes Yes Yes Yes Yes You can enter a 
precision value 
up to 28.
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Float Yes Yes Yes Yes Yes To perform a 
data masking 
operation, you 
must set the 
precision to 
less than 28.
When you run a 
test data 
generation 
operation, TDM 
truncates data 
if the precision 
value is greater 
than 17.
You cannot run 
entity profiles.

Geography Yes Yes No No No You can enter 
the following 
entity criteria: 
Is Null and Is 
Not Null.

Geometry Yes Yes No No No You can enter 
the following 
entity criteria: 
Is Null and Is 
Not Null.

Image Yes Yes Yes Yes No

Int Yes Yes Yes Yes Yes

Money Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Nchar Yes Yes Yes Yes Yes

Ntext Yes Yes Yes Yes No

Numeric Yes Yes Yes Yes Yes You can enter a 
precision value 
up to 28.

Nvarchar Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Real Yes Yes Yes Yes Yes When you run a 
test data 
generation 
operation, TDM 
truncates data 
if the precision 
is greater than 
15.
You cannot run 
entity profiles.

Smalldateti
me

Yes Yes No Yes Yes You cannot run 
data domain 
profiles.

Smallint Yes Yes Yes Yes Yes

Smallmoney Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Sql_variant Yes Yes No Yes No You can enter 
the following 
entity criteria: 
Is Null, Is Not 
NulI, Is Empty, 
and Is Not 
Empty.

Text Yes Yes Yes Yes No

Time Yes Yes Yes Yes Yes When you enter 
values in 
milliseconds, 
TDM truncates 
the data.
You can run 
primary key 
profiles.

Timestamp n/a n/a n/a Yes No

Tinyint Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Uniqueidenti
fier

Yes Yes No Yes Yes You can enter 
the following 
entity criteria: 
Is Null, Is Not 
Null, Like and 
Not Like.
You must not 
assign a data 
generation 
rule.
You cannot run 
entity and data 
domain 
profiles.

Varbinary Yes Yes Yes Yes No Use dictionary 
generation rule 
to generate 
test data.
Use 
nullification 
data masking 
rule to mask 
the data.

Varchar Yes Yes Yes Yes Yes

XML Yes Yes No Yes No You can enter 
the following 
entity criteria: 
Is Null and Is 
Not Null.
Use dictionary 
generation rule 
to generate 
data.

You cannot perform data masking, data subset, profiling, and data generation operations on the following 
Microsoft SQL Server data types:

• Hierarchyid
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DB2 for Linux, UNIX, and Windows
The following table describes the operations that you can perform on data types in DB2 database for Linux, 
UNIX, and Windows operating systems:

Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Bigint Yes Yes Yes Yes Yes

Blob (N) Yes Yes Yes Yes No You can perform 
nullification 
masking.
Use dictionary 
generation rule 
to generate 
data.

Char for bit 
data

Yes Yes Yes Yes No

Char varying 
(Length)

Yes Yes Yes Yes Yes To run a profile, 
you must keep 
the field length 
less than or 
equal to 255.

Character (N) Yes Yes Yes Yes Yes

Clob (N) Yes Yes Yes Yes No You can perform 
nullification 
masking.

Date Yes Yes Yes Yes Yes

Dbclob (N) Yes Yes Yes Yes No You can perform 
nullification 
masking.

Dec Yes Yes Yes Yes Yes

Decfloat (16) Yes Yes Yes Yes No

Decfloat (34) Yes Yes Yes Yes No

Decimal Yes Yes Yes Yes Yes

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Double 
Precision

Yes Yes Yes Yes Yes You cannot run 
entity profiles.
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Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Float Yes Yes Yes Yes Yes You can enter a 
precision value 
up to 28.
You cannot run 
entity profiles.

Graphic (N) Yes Yes Yes Yes Yes

Integer Yes Yes Yes Yes Yes

Long Varchar Yes Yes Yes Yes No

Long 
Vargraphic

Yes Yes Yes Yes No

Num Yes Yes Yes Yes Yes

Numeric Yes Yes Yes Yes Yes

Real Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Smallint Yes Yes Yes Yes Yes

Time Yes Yes Yes No Yes

Timestamp Yes Yes Yes Yes Yes

Varchar for 
Bit Data

Yes Yes Yes <TBD> No

Varchar (N) Yes Yes Yes Yes Yes To run a profile, 
you must keep 
the field length 
less than or 
equal to 255.

Vargraphic 
(N)

Yes Yes Yes Yes Yes

XML Yes Yes No Yes No You can enter 
the following 
entity criteria: Is 
Null and Is Not 
Null.
Use dictionary 
generation rule 
to generate 
data.
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Sybase ASE
The following table describes the operations that you can perform on data types in Sybase ASE database:

Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Bigdatetime Yes Yes Yes Yes Yes

Bigint Yes Yes Yes Yes Yes

Bigtime Yes Yes Yes Yes Yes

Bit Yes Yes Yes Yes Yes You can enter 
the following 
entity criteria: 
Is Null, Is Not 
Null, Like, and 
Not Like.

Binary (n) Yes Yes Yes Yes No You can 
perform 
nullification 
masking.

Char (n) Yes Yes Yes Yes Yes You can enter 
characters up 
to 2000.
To run a profile, 
you must enter 
the field length 
less than or 
equal to 255.

Date Yes Yes Yes Yes Yes

Datetime Yes Yes Yes Yes Yes

Decimal 
(P,S)

Yes Yes Yes Yes Yes You cannot run 
entity profiles.
You can enter a 
precision value 
up to 28.

Double 
Precision

Yes Yes Yes Yes Yes You cannot run 
entity profiles.
You can 
perform data 
masking for 
precision 
values up to 28.
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Float (P) Yes Yes Yes Yes Yes You cannot run 
entity profiles.
You can 
perform data 
masking for 
precision 
values up to 28.

Image Yes Yes Yes Yes No Use dictionary 
generation rule 
to generate 
date.
You can 
perform 
nullification 
masking.

Int Yes Yes Yes Yes Yes

Longsysnam
e

Yes Yes Yes Yes Yes

Money Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Nchar (N) Yes Yes Yes Yes No

Numeric 
(P,S)

Yes Yes Yes Yes Yes You cannot run 
entity profiles.
You can enter a 
precision value 
up to 28.

Nvarchar (N) Yes Yes Yes Yes No

Real Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Smalldateti
me

Yes Yes Yes Yes Yes

Smallint Yes Yes Yes Yes Yes

Smallmoney Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Sysname Yes Yes Yes Yes Yes

Text Yes Yes Yes Yes No

Time Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Timestamp Yes Yes Yes Yes No You can 
perform 
nullification 
masking.
Timestamp 
values are 
system 
generated in 
Sybase 
database.
You can restrict 
the data type 
from Test Data 
Manager to 
generate data.

Tinyint Yes Yes Yes Yes Yes When you 
assign a data 
generation rule, 
ensure that you 
provide a range 
between 0 and 
255.

Unichar (N) Yes Yes Yes Yes Yes

Unitext Yes Yes Yes Yes No

Univarchar 
(N)

Yes Yes Yes Yes Yes

Unsigned 
bigint

Yes Yes Yes Yes Yes You cannot 
provide 
negative 
values.

Unsigned int Yes Yes Yes Yes Yes You cannot 
provide 
negative 
values.

Unsigned 
smallint

Yes Yes Yes Yes Yes You cannot 
provide 
negative 
values.

Unsigned 
tinyint

Yes Yes Yes Yes Yes When you 
assign a data 
generation rule, 
ensure that you 
provide a range 
between 0 and 
255.

266        Appendix A: Data Type Reference



Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Varbinary 
(N)

Yes Yes Yes Yes No You can 
perform 
nullification 
masking.

Varchar (N) Yes Yes Yes Yes Yes To run a profile, 
you must enter 
the field length 
less than or 
equal to 255.

HDFS
The following table describes the operations that you can perform on data types in HDFS:

Data Types Data Movement Data Masking Comments

Datetime Yes Yes When you create a Hadoop 
plan, you must provide the 
date time format in the 
source.

Number Yes Yes

String Yes Yes

Hive
The following table describes the operations that you can perform on data types in Hive database:

Data Types Data Movement Data Masking

Bigint Yes Yes

Binary Yes Yes

Boolean Yes Yes

Decimal Yes Yes

Double Yes Yes

Float Yes Yes
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Data Types Data Movement Data Masking

Int Yes Yes

Smallint Yes Yes

String Yes Yes

Tinyint Yes Yes

You cannot perform a data movement and data masking operation on the following Hive data types:

• Array

• Char

• Date

• Maps

• Struct

• Timestamp

• Varchar

MySQL
The following table describes the operations that you can perform on data types in MySQL database:

Data Types Data Movement Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Bigint Yes Yes Yes Yes Yes

Binary Yes Yes Yes Yes No

Bit Yes Yes Yes Yes Yes You cannot run 
data domain 
profiles.

Blob Yes Yes Yes Yes No

Char Yes Yes Yes Yes Yes

Date Yes Yes Yes Yes Yes

Datetime Yes Yes Yes Yes Yes

Decimal Yes Yes Yes Yes Yes

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.
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Data Types Data Movement Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Enum Yes Yes Yes Yes Yes

Float Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Int Yes Yes Yes Yes Yes

Mediumblob Yes Yes Yes Yes No

Mediumint Yes Yes Yes Yes Yes

Mediumtext Yes Yes Yes Yes No

Set Yes Yes Yes Yes Yes

Smallint Yes Yes Yes Yes Yes

Text Yes Yes Yes Yes No

Time Yes Yes Yes Yes Yes

Timestamp Yes Yes Yes Yes Yes

Tinyblob Yes Yes Yes Yes No

Tinyint Yes Yes Yes Yes Yes

Tinytext Yes Yes Yes Yes No

Varbinary Yes Yes Yes Yes No

Varchar Yes Yes Yes Yes Yes

Year Yes Yes Yes Yes Yes TDM generates 
data for the 
year range 
from 1901 to 
2155.
For any other 
date range, 
TDM generates 
zero in the 
target 
database.

You cannot perform a data masking, data subset, profiling, and data generation operation on the following 
MySQL data types:

• Longblob

• Longtext
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Flat File
The following table describes the operations that you can perform on data types in flat files:

Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Bigint Yes Yes Yes Yes Yes

Datetime Yes Yes Yes Yes Yes

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Int Yes Yes Yes Yes Yes

Nstring Yes Yes Yes Yes Yes

Number Yes Yes Yes Yes Yes

String Yes Yes Yes Yes Yes

VSAM
The following table describes the operations that you can perform on data types in VSAM:

Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Bin Yes Yes No Yes No You can enter 
the following 
entity criteria: 
Is Null and Is 
Not Null.

Char Yes Yes Yes Yes Yes

Date Yes Yes Yes Yes Yes

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Float Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num16 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num16U Yes Yes Yes Yes Yes You cannot run 
entity profiles.
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Num32 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num32U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num64 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num64U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num8 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num8U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Numchar Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Packed Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Spacked Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Time Yes Yes Yes Yes Yes

Timestamp Yes Yes Yes Yes Yes

Upacked Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Uzoned Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Varbin Yes Yes No Yes No You can enter 
the following 
entity criteria: 
Is Null and Is 
Not Null.

Varchar Yes Yes Yes Yes Yes

Zoned Yes Yes Yes Yes Yes You cannot run 
entity profiles.
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DB2 for z/OS
The following table describes the operations that you can perform on data types in DB2 for z/OS database:

Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Bigint Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Binary Yes Yes Yes Yes No

Blob n/a n/a n/a Yes n/a You can 
generate data 
through the 
native client.

Char Yes Yes Yes Yes Yes

Char for bit 
data

Yes Yes Yes Yes No

Clob n/a n/a n/a Yes n/a You can 
generate data 
through the 
native client.

Date Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Dbclob n/a n/a n/a Yes n/a You can 
generate data 
through the 
native client.

Decfloat n/a n/a n/a Yes n/a You can 
generate data 
through the 
native client.

Decimal Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.
You can enter a 
precision value 
up to 28.

Float Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Graphic No No No Yes Yes

Integer Yes Yes Yes Yes Yes

Long Varchar Yes Yes Yes Yes No
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Data Types Data 
Movement

Entity 
Criteria

Data 
Masking

Data 
Generation

Profiling Comments

Long Varchar 
for bit data

Yes Yes Yes Yes No

Long 
Vargraphic

No No No Yes No

Real Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Smallint Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Time Yes Yes Yes Yes Yes

Timestamp Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Varbinary Yes Yes Yes Yes No

Varchar Yes Yes Yes Yes Yes

Varchar for 
Bit Data

Yes Yes Yes Yes No

Vargraphic No No No Yes Yes

XML n/a n/a n/a Yes n/a You can 
generate data 
through the 
native client.

IMS Flat
The following table describes the operations that you can perform on data types for IMS Flat file system:

Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Bin Yes Yes No Yes Yes You cannot run 
entity profiles.

Char Yes Yes Yes Yes Yes

Date Yes Yes Yes Yes Yes

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Float Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num16 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num16U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num32 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num32U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num64 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num64U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num8 Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Num8U Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Numchar Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Packed Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Spacked Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Time Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Timestamp Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Upacked Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Uzoned Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Varbin Yes Yes No Yes Yes You cannot run 
entity profiles.
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Varchar Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Zoned Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Sybase IQ
The following table describes the operations that you can perform on data types for Sybase IQ database:

Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Bigint Yes Yes Yes Yes Yes

Binary Yes Yes Yes Yes No You can assign 
the nullification 
data masking 
rule.

Bit Yes Yes Yes Yes Yes You can enter 
the following 
entity criteria: 
Is Null and Is 
Not Null.

Blob Yes Yes Yes Yes No You can assign 
the nullification 
data masking 
rule.

Char Yes Yes Yes Yes Yes

Clob Yes Yes Yes Yes No

Date Yes Yes Yes Yes Yes

Datetime Yes Yes Yes Yes Yes

Decimal Yes Yes Yes Yes Yes You can enter 
precision value 
up to 28.
You cannot run 
entity profiles.

Double Yes Yes Yes Yes Yes You cannot run 
entity profiles.
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Float Yes Yes Yes Yes Yes You can enter 
precision value 
up to 28.
You cannot run 
entity profiles.

Image Yes Yes Yes Yes No You can assign 
the nullification 
data masking 
rule.

Int Yes Yes Yes Yes Yes

Long Binary Yes Yes Yes Yes No You can assign 
the nullification 
data masking 
rule.

Long 
Varchar

Yes Yes Yes Yes No

Money Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Numeric Yes Yes Yes Yes Yes You can enter 
precision value 
up to 28.
You cannot run 
entity profiles.

Real Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Smalldateti
me

Yes Yes Yes Yes Yes

Smallint Yes Yes Yes Yes Yes

Smallmone
y

Yes Yes Yes Yes Yes You cannot run 
entity profiles.

Sysname Yes Yes Yes Yes Yes

Text Yes Yes Yes Yes No

Time Yes Yes Yes Yes Yes

Timestamp Yes Yes Yes Yes Yes
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Data Types Data 
Movement

Entity Criteria Data 
Masking

Data 
Generation

Profiling Comments

Tinyint Yes Yes Yes Yes Yes When you 
assign a data 
generation rule, 
ensure that you 
provide a range 
between 0 and 
255.

Unique 
Identifier

No Yes No Yes Yes You can enter 
the Is Null 
entity criteria.

Unsigned 
bigint

Yes Yes Yes Yes Yes

Unsigned 
int

Yes Yes Yes Yes Yes

Unsigned 
tinyint

Yes Yes Yes Yes Yes

Varbinary Yes Yes Yes Yes No You can assign 
the nullification 
data masking 
rule.

Varchar Yes Yes Yes Yes Yes

Netezza
The following table describes the operations that you can perform on data types in Netezza database:

Data Types Data Generation

Bigint Yes

Boolean Yes

Bpchar Yes

Byteint Yes

Char Yes

Date Yes

Double Yes

Float Yes
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Data Types Data Generation

Int1 Yes

Int2 Yes

Int4 Yes

Int8 Yes

Integer Yes

Nchar Yes

Nvarchar Yes

Real Yes

Smallint Yes

Time Yes

Timestamp Yes

Varchar Yes

You cannot perform data masking, data subset, profiling, and data generation operations on the following 
Netezza data types:

• Decimal

• Decimal (38,0)

• Decimal (38,38)

• Interval

• Interval day

• Interval day to hour

• Interval day to minute

• Interval hour to second

• Interval hour

• Interval hour to minute

• Interval hour to second

• Interval minute

• Interval minute to second

• Interval month

• Interval second

• Interval year

• Interval year to month

• Numeric

• Timetz
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Teradata
The following table describes the operations that you can perform on data types in Teradata database:

Data Types Data Generation Comments

Bigint Yes

Blob Yes You must set the precision in the range 
of 1 to 64000.

Byte Yes

Byteint Yes

Char Yes

Clob Yes You must set the precision in the range 
of 1 to 64000.

Date Yes

Decimal Yes

Double precision Yes

Float Yes

Integer Yes

Interval day Yes

Interval day to hour Yes

Interval day to minute Yes

Interval day to second Yes

Interval hour Yes

Interval hour to minute Yes

Interval hour to second Yes

Interval minute Yes

Interval minute to second Yes

Interval month Yes

Interval second Yes

Interval year Yes

Interval year to month Yes
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Data Types Data Generation Comments

Long varchar Yes

Real Yes

Smallint Yes

Time Yes

Time with time zone Yes

Timestamp Yes

Timestamp with time zone Yes

Varbyte Yes

Varchar Yes

You cannot perform data masking, data subset, profiling, and data generation operations on the following 
Teradata data types:

• Graphic

• Long vargraphic

• Mbr

• Period (date)

• Period (time with time zone)

• Period (time)

• Period (timestamp with time zone)

• Period (timestamp)

• St_geometry

• Vargraphic
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A p p e n d i x  B

Data Type Reference for Test 
Data Warehouse

This appendix includes the following topics:

• Data Type Reference for Test Data Warehouse Overview, 281

• Oracle, 282

• Microsoft SQL Server, 284

• DB2 for Linux, UNIX, and Windows, 286

• Sybase ASE, 287

Data Type Reference for Test Data Warehouse 
Overview

You can perform data subset, data masking, data discovery, and data generation operations and store the 
results in a test data warehouse.

When the target is test data warehouse, you can perform the TDM operations on the supported data types in 
the following databases:

• Oracle

• Microsoft SQL Server

• DB2 for Linux, UNIX, and Windows

• Sybase ASE
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Oracle
The following table describes the data masking, data subset, data discovery, and data generation operations 
that you can perform on the Oracle data types when the target is test data warehouse:

Data Types Test Data Warehouse Comments

Binary_Double Yes You can enter a precision value 
up to 28.

Binary_Float Yes

Blob Yes

Char Yes

Clob Yes

Date Yes

Decimal(P,S) Yes You can enter a precision value 
up to 28. You cannot enter the 
data type with value 
Decimal(38,38).

Float Yes

Integer Yes

Long

Longraw Yes

Nchar Yes

Nclob Yes

Number Yes You can enter a precision value 
up to 28. You cannot enter the 
data type with value 
Number(38,38).

Nvarchar2(N) Yes

Raw Yes

Real Yes

Smallint Yes

Timestamp Yes

Timestamp with local time zone Yes You must set the precision to 
40.
You cannot perform the test 
generation operation.
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Data Types Test Data Warehouse Comments

Timestamp with time zone Yes You must set the precision to 
40.
You cannot perform the test 
generation operation.

Urowid Yes You cannot assign a data 
generation rule. TDM generates 
null values in the target.

Varchar2(N) Yes

XML Yes If you assign a dictionary 
generation rule that contains 
specified invalid values for the 
XML data type in an Oracle 
database, the data generation 
task fails.

When the target is test data warehouse, you cannot perform data masking, data subset, data discovery, and 
data generation operations on the following Oracle data types:

• Anydata

• Anydataset

• Anytype

• Bfile

• Dburitype

• Httpuritype

• Interval day to second

• Interval year to month

• Ordaudio

• Orddicom

• Orddoc

• Ordimage

• Ordimagesignature

• Ordvideo

• Rowid

• Sdo_Geometry

• Sdo_Georaster

• Sdo_Topo_Geometry

• SI_Averagecolor

• SI_Color

• SI_Colorhistogram

• SI_Featurelist

• SI_Positionalcolor
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• SI_Stillimage

• SI_Texture

• Uritype

• Xdburitype

Microsoft SQL Server
The following table describes the data masking, data subset, data discovery, and data generation operations 
that you can perform on the Microsoft SQL Server data types when the target is test data warehouse:

Data Types Test Data 
Warehouse

Comments

Bigint Yes

Binary Yes Use dictionary generation rule to generate test data.
Use nullification data masking rule to mask the data.

Bit Yes

Char Yes

Date Yes

Datetime Yes

Datetime2 Yes

Datetimeoffset Yes

Decimal Yes You can enter a precision value up to 28.

Float Yes To perform a data masking operation, you must set the precision to less than 
28.
When you run a data generation operation, TDM truncates data if the 
precision is greater than 17.

Image Yes

Int Yes

Money Yes

Nchar Yes

Ntext Yes To perform a reset operation on tables with Ntext data type, create a logical 
primary key in Test Data Manager if a physical primary key does not exist.

Numeric Yes You can enter a precision value up to 28.

Nvarchar Yes
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Data Types Test Data 
Warehouse

Comments

Real Yes When you run a data generation operation, TDM truncates data if the 
precision is greater than 15.
To perform a reset operation on tables with Real data type, create a logical 
primary key in Test Data Manager if a physical primary key does not exist.

Smalldatetime Yes

Smallint Yes

Smallmoney Yes

Sql_variant Yes You cannot perform a data masking operation.

Text Yes To perform a reset operation on tables with Text data type, create a logical 
primary key in Test Data Manager if a physical primary key does not exist.

Time Yes When you enter values in milliseconds, TDM truncates the data.

Tinyint Yes

Uniqueidentifier Yes You cannot assign string masking rule even if the data type is present in the 
dataMapping.xml file.
You cannot perform data generation operations.

Varbinary Yes Use dictionary generation rule to generate test data.
Use nullification data masking rule to mask the data.

Varchar Yes

XML Yes You cannot perform a data masking operation.

When the target is test data warehouse, you cannot perform data masking, data subset, data discovery, and 
data generation operations on the following Microsoft SQL Server data types:

• Geography

• Geometry

• HierarchyID

• Timestamp
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DB2 for Linux, UNIX, and Windows
The following table describes the data masking, data subset, data discovery, and data generation operations 
that you can perform on the DB2 data types when the target is test data warehouse:

Data Types Test Data Warehouse Comments

Bigint Yes

Blob (N) Yes

Char for bit data Yes You can perform the data generation operation.

Char varying (Length) Yes

Character (N) Yes

Clob (N) Yes

Date Yes

Dbclob (N) Yes

Dec Yes You can perform the data generation operation.

Decfloat (16) Yes

Decfloat (34) Yes

Decimal Yes

Double Yes

Double Precision Yes

Float Yes

Graphic (N) Yes

Integer Yes

Long Varchar Yes

Long Vargraphic Yes

Num Yes

Numeric Yes

Real Yes

Smallint Yes

Time Yes You cannot assign a data generation rule. TDM 
generates null values in the target.
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Data Types Test Data Warehouse Comments

Timestamp Yes

Varchar for Bit Data Yes

Varchar (N) Yes

Vargraphic (N) Yes

XML Yes Use dictionary generation rule to generate data.
You cannot perform data masking operations.

Sybase ASE
The following table describes the data masking, data subset, data discovery, and data generation operations 
that you can perform on the Sybase ASE data types when the target is test data warehouse:

Data Types Test Data Warehouse Comments

Bigdatetime Yes

Bigint Yes

Bigtime Yes

Bit Yes

Binary (n) Yes

Char (n) Yes

Date Yes

Datetime Yes

Decimal (P,S) Yes You can enter a precision value up to 28.
You cannot enter the data type with value 
Decimal(38,38).

Double Precision Yes

Float (P) Yes

Image Yes

Int Yes

Longsysname Yes
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Data Types Test Data Warehouse Comments

Money Yes

Nchar (N) Yes

Numeric (P,S) Yes You can enter a precision value up to 28.
You cannot enter the data type with value 
Numeric(38,38).

Nvarchar (N) Yes

Real Yes

Smalldatetime Yes

Smallint Yes

Smallmoney Yes

Sysname Yes

Text Yes

Time Yes

Tinyint Yes When you assign a data generation rule, 
ensure that you provide a range between 0 
and 255.

Unitext Yes

Unsigned bigint Yes You cannot provide negative values.

Unsigned int Yes You cannot provide negative values.

Unsigned smallint Yes You cannot provide negative values.

Unsigned tinyint Yes When you assign a data generation rule, 
ensure that you provide a range between 0 
and 255.

Varbinary (N) Yes

Varchar (N) Yes

When the target is test data warehouse, you cannot perform data masking, data subset, data discovery, and 
data generation operations on the following Sybase ASE data types:

• Timestamp. You cannot perform a data masking operation on Timestamp data type because the value is 
system generated in Sybase database.

• Unichar

• Univarchar
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A p p e n d i x  C

Data Type Reference for Hadoop
This appendix includes the following topics:

• Data Type Reference for Hadoop Overview, 289

• Oracle, 290

• Microsoft SQL Server, 292

• DB2 for Linux, UNIX, and Windows, 293

• Sybase ASE, 294

• Hive, 296

• HDFS, 297

• Flat File, 297

Data Type Reference for Hadoop Overview
You can perform data movement and data masking operations on Hadoop data sources.

When the target is Hive or HDFS, you can perform the TDM operations on the supported data types in the 
following source connections:

• Oracle

• Microsoft SQL Server

• DB2 for Linux, UNIX, and Windows

• Sybase ASE

• Hive

• HDFS

• Flat File
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Oracle
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the Oracle data types when the target is Hive or HDFS:

Data Types Hive HDFS Comments

Blob Yes No

Char Yes Yes

Clob Yes Yes

Decimal(P,S) Yes Yes You can enter a precision value 
up to 28.

Float Yes Yes You can enter a precision value 
up to 28.

Integer Yes Yes

Long Yes Yes

Longraw Yes No

Nchar Yes Yes

Nclob Yes Yes

Number Yes Yes You can enter a precision value 
up to 28 and scale value up to 
27.

Nvarchar2(N) Yes Yes

Raw Yes No

Real Yes Yes

Smallint Yes Yes

Timestamp Yes Yes When you move data from Oracle 
to HDFS, TDM truncates 
nanoseconds value and displays 
zeroes for the data types 
Timestamp (1) to Timestamp 
(9).

Varchar2(N) Yes Yes

When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following Oracle data types:

• Anydata

• Anydataset

• Anytype
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• Bfile

• Binary_Double

• Binary_Float

• Date

• Dburitype

• Httpuritype

• Interval day to second and Interval day(9) to second

• Interval year to month and Interval year(9) to month

• Ordaudio

• Orddicom

• Orddoc

• Ordimage

• Ordimagesignature

• Ordvideo

• Rowid

• Sdo_Geometry

• Sdo_Georaster

• Sdo_Topo_Geometry

• SI_Averagecolor

• SI_Color

• SI_Colorhistogram

• SI_Featurelist

• SI_Positionalcolor

• SI_Stillimage

• SI_Texture

• Timestamp with local time zone, Timestamp (6) with local time zone, and Timestamp (9) with local time 
zone

• Timestamp with time zone, Timestamp (6) with time zone and Timestamp (9) with time zone

• Uritype

• Urowid

• XML

• Xdburitype
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Microsoft SQL Server
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the Microsoft SQL Server data types when the target is Hive or HDFS:

Data Types HIVE HDFS Comments

Bigint Yes Yes

Binary Yes No

Bit Yes Yes

Char Yes Yes

Datetime Yes Yes

Datetime2 Yes Yes

Datetimeoffset Yes Yes

Decimal Yes Yes You can enter a precision value 
up to 28.

Float Yes Yes You can enter a precision value 
up to 28.

Image Yes No

Int Yes Yes

Money Yes Yes

Nchar Yes Yes

Ntext Yes Yes

Numeric Yes Yes You can enter a precision value 
up to 28.

Nvarchar Yes Yes

Real Yes Yes

Smallint Yes Yes

Smallmoney Yes Yes

Text Yes Yes

Tinyint Yes Yes

Varbinary Yes No

Varchar Yes Yes
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When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following Microsoft SQL Server data types:

• Date

• Geography

• Geometry

• HierarchyID

• Smalldatetime

• Sql_variant

• Time

• Timestamp

• Uniqueidentifier

• XML

DB2 for Linux, UNIX, and Windows
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the DB2 data types when the target is Hive or HDFS:

Data Types Hive HDFS Comments

Bigint Yes Yes

Blob (N) Yes No You can perform nullification data 
masking operations.

Char for bit data Yes No You can perform nullification data 
masking operations.

Char varying (Length) Yes Yes

Character (N) Yes Yes

Clob (N) Yes Yes

Dbclob Yes Yes

Decimal Yes Yes

Double Yes Yes

Double Precision Yes Yes

Float Yes Yes

Graphic (N) Yes Yes

Integer Yes Yes
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Data Types Hive HDFS Comments

Long Varchar Yes Yes

Long Vargraphic Yes Yes

Num Yes Yes

Numeric Yes Yes

Real Yes Yes

Smallint Yes Yes

Varchar for Bit Data Yes No You can perform nullification data 
masking operations.

Varchar (N) Yes Yes

Vargraphic (N) Yes Yes

When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following DB2 data types:

• Date

• Decfloat (16)

• Decfloat (34)

• Time

• Timestamp

• XML

Sybase ASE
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the Oracle data types when the target is Hive or HDFS:

Data Types Hive HDFS

Bigdatetime Yes Yes

Bigint Yes Yes

Bigtime Yes Yes

Bit Yes Yes

Binary (n) Yes No
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Data Types Hive HDFS

Char (n) Yes Yes

Datetime Yes Yes

Decimal (P,S) Yes Yes

Double Precision Yes Yes

Float (P) Yes Yes

Image Yes No

Int Yes Yes

Longsysname Yes Yes

Money Yes Yes

Nchar (N) Yes Yes

Numeric (P,S) Yes Yes

Nvarchar (N) Yes Yes

Real Yes Yes

Smallint Yes Yes

Smallmoney Yes Yes

Sysname Yes Yes

Text Yes Yes

Tinyint Yes Yes

Unichar (N) Yes Yes

Unitext Yes Yes

Univarchar (N) Yes Yes

Unsigned bigint Yes Yes

Unsigned int Yes Yes

Unsigned smallint Yes Yes

Unsigned tinyint Yes Yes

Varbinary (N) Yes No

Varchar (N) Yes Yes
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When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following Sybase ASE data types:

• Date

• Smalldatetime

• Time

• Timestamp

Hive
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the Hive data types when the target is Hive or HDFS:

Data Types Hive HDFS Comments

Bigint Yes Yes

Binary Yes No

Boolean Yes Yes If the source contains True 
or False values, TDM 
populates the target with 
values 1 or 0.

Decimal Yes Yes

Double Yes Yes

Float Yes Yes There is a data mismatch if 
the source contains the 
value 3.3 and the target 
contains the value 
3.299999952316280.

Int Yes Yes

Smallint Yes Yes

String Yes Yes

Tinyint Yes Yes

When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following Hive data types:

• Array

• Char

• Date

• Maps

• Struct
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• Timestamp

• Varchar

HDFS
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the HDFS data types when the target is Hive or HDFS:

Data Types Hive HDFS

Number Yes Yes

String Yes Yes

When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following HDFS data types:

• Datetime

When you create a Hadoop plan, you must provide the date time format in the source.

Flat File
The following table describes the data movement, data domain profiling, and data masking operations that 
you can perform on the flat file data types when the target is Hive or HDFS:

Data Types Hive HDFS

Number Yes Yes

String Yes Yes

When the target is Hive or HDFS, you cannot perform data movement, data domain profiling, and data 
masking operations on the following flat file data types:

• Datetime
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A p p e n d i x  D

Glossary
accelerator

An Informatica solution that contains predefined data subset and data masking components for major 
business applications.

activity

In the empty shell creation process, defines a set of related operations in the source or target system. Use 
the Informatica Oracle Shell Build tool to create an empty shell.

ad hoc generation rule

A data generation rule that you can create within a project. You can use ad hoc generation techniques within 
an ad hoc generation rule.

advanced masking

A data masking technique that can include other masking techniques and multiple input and output ports.

auto cascade

A cascade type that masks the primary key in the parent table and the related foreign keys in the child tables 
with the same value.

blurring

A masking parameter for numeric and date values that creates an output value within a fixed or percent 
variance from the source data value. Configure blurring to return a random value that is close to the original 
value.

calculated masking

A masking technique that uses an expression to combine the values of multiple ports.

cascade

A data masking component that masks columns across tables based on column value. Define similar 
columns in Test Data Manager in order to mask them with the same rules.

column profile

A type of data analysis that determines the characteristics of columns in a data set, such as value frequency, 
percentages, and patterns.



custom generation rule

A data generation rule that uses PowerCenter mapplets to generate data.

data discovery

The process of discovering the metadata of source systems that includes content, such as data values and 
frequencies, and structure such as primary keys, foreign keys, and functional dependencies.

data generation

The process to generate realistic test data for the testing environment without using the production data.

data masking

The process of replacing sensitive columns of source data with realistic test data.

data subset

A small, targeted, and referentially intact copy of production data.

dependent masking

A masking technique that replaces the values of one source column based on the values of another source 
column.

dictionary

A flat file or relational table of data that substitution masking uses to replace a column of data with similar 
but unrelated data.

dictionary generation

A standard data generation technique that imports dictionary values into the target column.

effective dates generation

An ad hoc generation technique that generates related dates for two columns in the target database.

empty shell

A database that contains no application data but contains metadata that is identical to the metadata in a 
source database. You can use an empty shell as the target database in a data subset plan to create a non-
production database. Use the Informatica Oracle Shell Build tool to create an empty shell for an Oracle 
database.

encryption masking

A data masking technique that applies encryption algorithms to mask source data. You can choose the 
algorithm to encrypt the data.

entity

Defines a set of tables that are related based on physical or logical constraints. An entity can contain parent 
tables and child tables. An entity maintains relational hierarchy in the tables. Define filter parameters for 
ports in the entity to extract the columns from the tables in an entity. When you run a workflow generated 
from a data subset plan, the PowerCenter Integration Service extracts source data based on the filter 
parameters defined in the entity and loads the data to the subset tables.
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Expression Builder

A wizard in Test Data Manager that includes Informatica functions, variables, and operators to build 
expressions from the input and the output column values.

expression generation

An ad hoc generation technique that generates data based on the expression.

expression masking

A data masking technique that applies an expression to a port to change or create data.

foreign key profile

A type of data analysis that finds column values in a data source that match the primary key column values in 
another data source.

generation rule

A rule that you create to define how you want to generate data in the target table.

group

Defines a set of tables to copy to a target subset database.

ilmcmd

A command line program that you can use to complete TDM tasks from any machine. ilmcmd allows you to 
complete tasks that you can complete in Test Data Manager.

key masking

A data masking technique that produces deterministic results for the same source data, masking rules, and 
seed value.

mask format

A masking parameter that limits each character in the output column to an alphabetic, numeric, or 
alphanumeric character.

nullification masking

A data masking technique that replaces column data with null values.

pattern

A data masking component that uses a regular expression to filter the ports that you want to mask when you 
assign a rule to columns. Use a pattern to mask sensitive data such as IDs, telephone numbers, postal codes, 
and state names.

plan

Defines data subset, data masking, or data generation operations. You can add entities, groups, templates, 
policies, rules, and tables to a plan. When you generate and run workflows from a plan, the PowerCenter 
Integration Service generates and runs the workflows.
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policy

Defines the data masking rules, the data to mask, and masking parameters for a source.

PowerCenter

An Informatica solution that can extract data from multiple sources, transform the data according to 
business logic you build in the client application, and load the transformed data into file and relational targets 
for data warehousing.

profile

Used in data discovery.

Defines the tables, fields, and keys to discover. You can create profiles to discover the following items in 
tables:

• Sensitive fields

• Foreign keys

• Primary keys

project

A container component for entities, groups, templates, and one or more sources that you want to use in data 
discovery, subset, and masking operations. When you create a project, you add one or more sources to the 
project. Any source that you add to a project is not available to other projects.

random generation

A standard data generation technique that generates random data for string, numeric, and date datatypes.

random masking

A masking technique that produces random, non-repeatable results for the source data and masking rules.

range

A data masking parameter that defines the minimum and maximum values to mask the numeric and date 
datatypes, and the minimum and maximum values for string lengths of string datatype.

reference lookup generation

An ad hoc generation technique that generates data from a reference table.

residual table

In a data subset plan, a table that is missing from entities and groups in the plan but which is part of the 
project. You can add residual tables to a data subset plan.

result string replacement characters

A data masking parameter that defines the substitute characters for masked data.

rule

Defines the data masking technique, an optional rule qualifier, and masking parameters.
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rule qualifier

A rule component that filters the records that you want to mask.

seed

A start number that key masking uses to return deterministic data.

sequence generation

A standard data generation technique that generates numeric and date values in a sequence.

set of values generation

A standard data generation technique that defines a finite set of values to write to the target table.

shuffle masking

A data masking technique that masks the data in a column with data from the same column from another 
row of the table.

simulation masking

A masking type that generates a simulation report without masking any data. The report contains policies, 
rules, masking parameters, qualified ports, and column values that should be masked and their 
corresponding masked values.

source string characters

A data masking technique that masks the selected characters. You can choose to mask the selected source 
string characters or mask all characters except the source string characters.

standard generation rule

A data generation rule that applies a predefined data generation technique.

substitution masking

A data masking technique that replaces a column of data with similar but unrelated data.

TDM repository

A relational database that stores the components that you define in Test Data Manager, such as policies, 
projects, entities, and data masking rules. The TDM repository stores metadata that you import into Test 
Data Manager from a source database or from the PowerCenter repository. The TDM repository stores 
constraints that define relationships between the source tables in a project.

TDM Server

Server that runs Test Data Manager and integrates with Informatica application services to perform data 
subset, data masking, and data discovery operations.

tdwcmd

A command line program that you use to perform test data warehouse tasks. You can create a test data 
warehouse repository, create a data mart, and list all the test data warehouse details.
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tdwquery

A command line program that you use to analyze data in a data set version. You can run queries with multiple 
joins and clauses to filter and search for data.

template

Used in data subset.

A reusable component that contains the entities and groups of a specific module that you want to subset 
based on common parameters.

Test Data Management (TDM)

The Informatica solution that bundles Data Subset, Data Generation, and Data Masking to protect sensitive 
data and create lean nonproduction systems for test and development purposes.

Test Data Manager

The web-based user interface that you use to configure and run data subset, data masking, and discovery 
operations.

test data mart

A relational database that stores the test data warehouse data.

test data repository

A relational database that stores the test data warehouse metadata.

test data warehouse

A central and secure location to store and manage test data in TDM. You can store data from data subset, 
data masking, and data generation plans. Restore or reset data from the test data warehouse to a target 
connection in TDM. The test data warehouse consists of a test data repository and a test data mart.

value cascade

A cascade type that masks the column values in different tables with the same value.
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