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logdj.xml I Z2QILIC}

-Dmdm.node.groupid

MDM Hub &0l Java Virtual Machmeoﬂ CHst 38
IDE XI™TLICE Hub MH 8l H2| MHE =2|Fo
Eatotz= A0 ’é‘ﬂi.”—l Ct.

-DUseESlLegacyFgSearch

HEJH X ™HE HMo|M HIELIA S5 REO
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standalone-full.xml Sl A =& APy R AA zz2ho g A £4& 743U ]4“04%
g E glol 9l5uYth <JBoss AR CI2E 2l>/standalone/configuration A ¥ £A0 & LA 51 W JBoss CLI(H &

AEjH o] =)o A A4 WH S AT 5 dFUTh
JBoss CLIE AH&-3te W thg GAIE T3t A S
1. o ddge & o] 5 FUth <JBoss X CIAE2I>/bin
2. JBossCLIE Adsteid b5 AAHES AP
UNIXS] 7. jboss-cli.sh
Windows<] 7 $-. jhoss-cli.bat
Aol AdstH ™ oF FES AT h
connect

AH HAE sk ol i AAIFE &2 JBoss A A E A A
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EWAA AF A7 £A4E MDM Hub Edl A A o] 98 = w71#] t7] et A7HZE)S Ad Uk A 27
w2} ghS A s AL
33

/subsystem=transactions:write-attribute(name=default-timeout,value=<timeout in seconds>)
AE T4

<subsystem xmlns="urn:jboss:domain:transactions:4.0">

<coordinator-environment default-timeout="3600"/>
</subsystem>

2 AA] =71

Hol AA A7) £42 drste Ao Aol A7) & vhe] E 99 & 44 g1 th. Data Director g8 > & 719
of AAstel = A A7) Al %S AF P

-2 20000000 o] 4+ & & A4 4] A 2. 7] #4-2 100000004) Y
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/subsystem=undertow/server=default-server/<listener type>=<listener name>/.write-attribute(name=max-post-
size,value=<maximum file size in bytes>)

AE 74
<subsystem xmlns="urn:jboss:domain:undertow:4.0">

<server name="default- server >
<http-listener name= "default" socket-binding="http" redirect-socket="https" enable-http2="true"
max-post-size="20000000"/>
<https listener name="https" socket-binding="https" security-realm="ApplicationRealm" enable-
http2="true" max-post-size="20000000"/>

</host>
</server>

</subsysten>
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/socket-binding-group=standard-sockets/socket-binding=remoting:add(port=4447)

/subsystem=remoting/connector=remoting-connector:add(socket-binding=remoting)
A4 Ay TE MZ 7A:

<socket-binding-group name="standard-sockets" default-interface="public" port-offset="$
{jboss.socket.binding.port-offset:0}">

<socket-b1nd1ng name="remoting" port="4447"/>
</socket-binding-group>
44 AdE 2 wg e BE 74!
<subsystem xmlns="urn:jboss:domain:remoting:4.0">
<connector name="remoting-connector" socket-binding="remoting"/>

</subsysten>
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Windows®] 7 $-. standalone.bat -c¢ standalone-full.xml -b 0.0.0.0 -
Djboss.as.management.blocking. timeout=5000
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2. JBoss FH&H mES A Aeted S AEH mEV Qs AlLEdAN v BEE A dYH
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UNIX2] 74 5-. standalone.sh -c standalone-full.xml -b 0.0.0.0 -Djboss.node.name=<224AE L& 0I5
Djboss.server.base.dir=../<cE Z2> -Djhoss.as.management.blocking.timeout=5000 -u <HEIHAE FA> -
Djgroups.bind_addr=<dt@e Z=4> -Djboss.socket.binding.port-offset=<ZE QIAl gt> -
Djboss.partition.name=<I}El& 0| 5>
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Windows<] 74 $-. standalone.bat -c standalone-full.xml -b 0.0.0.0 -Djboss.node.name=<22{AH L& 0/5>
-Djboss.server.base.dir=../<.== A2> -Djhoss.as.management.blocking. timeout=5000 -u <HEIHAE FA> -
Djgroups.bind_addr=<dt®IE 24> -Djboss.socket.binding.port-offset=<ZE QIAl 3> -
Djboss.partition.name=<I}El& 0| >
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After you install Microsoft SQL Server, create an MDM Hub w}2=€] d] o] E] ] o] 2. If you want to create
multiple MDM Hub Master Databases, ensure that you create each MDM Hub Master Database in a

different database The default name of the MDM Hub Master Database is CMX_SYSTEM, but you can use a
custom name.

Note: If you change the folder names in the distribution directory, metadata import fails.MDM Hub
does not support case-sensitive database collation for Microsoft SQL Server.

1. Open a command prompt, and navigate to the following directory:
<MDM Hub BHZE Cl2\Eiel>/database/bin

2. To create the MDM Hub Master Database, run the following command:
sip_ant.bat create_system

3. Answer the prompts described in the following table:



Note: The prompt displays default text in brackets. Press Enter to use the default value and go to

the next prompt.

Prompts

Description

Enter the database type (ORACLE, MSSQL,
DB2)

Database type. Specify MSSQL.

Enter the database host name [localhost]

Name of the host that runs the database. Default is
localhost.

Important: In cluster environments, specify the
absolute host name or the IP address to avoid caching
issues.

Enter the database port number [1433]

Port number that the database listener uses. Default is
1433.

Enter master database name
[cmx_system]

Name of the MDM Hub Master Database schema.
Default is cmx_system.

Enter CMX_SYSTEM database path ("C:
\MSSQLDATA")

Path to the Microsoft SQL Server data file store
enclosed in double quotation marks.

Note: If you create the MDM Hub OtAE{ H|O|E{H|0] A
from a remote Windows machine, do not use spaces in
the database path.

Enter CMX_SYSTEM database collation
name (Latinl_General_CI_AS)

Collation name to set a collation sequence for the
MDM Hub OrAE] C|O|E{H| O] A

Enter master database user password

Password to access the MDM Hub Master Database.

Enter locale name from the list: de, en_US,
fr, ja, ko, zh_CN. [en_US]

Operating system locale. Default is en_US.

Enter the DBA user name [sal

Default is sa.

Enter the DBA password

Password of the SA user account.

To verify that the MDM Hub Master Database was created successfully, review sip_ant.log in the

following directory:
<MDM Hub HHZ Cl2!E{2l>/database/bin

The sip_ant.log file logs any errors that might occur when you run the sip_ant script to create the

MDM Hub v}~ do] 1] o] =,

Create the MDM Hub Master Database 27
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Z 31 If you change the folder names in the distribution directory, metadata import fails.MDM Hub does
not support case-sensitive database collation for Microsoft SQL Server.
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Z31l If you change the folder names in the distribution directory, metadata import fails.MDM Hub does
not support case-sensitive database collation for Microsoft SQL Server.
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94

If the installation fails, use the following information to troubleshoot the failure.

Cannot launch the Hub Console

After installation, the Hub Console fails to launch and generates the following error in the log file:
SIP-09131: General Decryption failure and [ERROR] com.delos.util.StringUtil: Unable to decrypt

Encrypt and update the MDM Hub Master Database password or Operational Reference Store

password.

1. To encrypt a database schema password, run the following command from a command prompt:

java -classpath siperian-api.jar;siperian-common.jar;siperian-server.jar
com.delos.util.PublicKeyBasedEncryptionHelper <plain text password> <Hub Server
installation directory>

The results are echoed to the terminal window.
2. To update your Master Database password or Operational Reference Store password, connect as
the cmx_system user and run the following statement:

UPDATE [dbo].[C_REPOS_DATABASE] SET PASSWORD = '<new_password>' WHERE USER_NAME =
<user_name>

3. Run the postInstallSetup script.

Hub Server EAR file deployment fails with concurrent.RejectedExecutionException

The Hub Server EAR file deployment might fail with the exception concurrent.RejectedExecutionException.
To resolve the issue, increase the length of the task queue in the standalone-full.xml file.

The following sample shows the queue-length count parameter to modify:

<long-running-threads>

<core-threads count="50"/>

<queue-length count="300"/>

<max-threads count="50"/>

<keepalive-time time="10" unit="seconds"/>
</long-running-threads>



Cannot start JBoss or launch the Hub Console after installation

After installation, JBoss might not restart after you stop JBoss. When you launch the Hub Console, the
Hub Console fails to launch and generates the following error:

SIP-09070: Failed to initialize repository layer.
To resolve the issue, run the following code in a batch file to restart JBoss:

rmdir C:\<JBoss installation directory>\standalone\tmp /s /q

\mkdir C:\<JBoss installation directory>\standalone\tmp

C:\<JBoss installation directory>\bin\standalone.bat -c standalone-full.xml -b 0.0.0.0
MDM Hub users cannot login

If you re-create the CMX_SYSTEM schema after installation of the Hub Server, the MDM Hub cannot
recognize the hashed passwords. As a result, users cannot log in to the MDM Hub.

To resolve the issue, run the postInstallSetup script again manually. This script ensures that the
passwords of the MDM Hub users are hashed again and users can log in.

Alternatively, if you do not want to run the postInstallSetup script again, run the following commands to
migrate the user passwords to hashed passwords and create application users.

On UNIX.
cd <MDM Hub & X CI2Ef2|>/server/bin
./sip_ant.sh hash_users_passwords
./sip_ant.sh add_application_users
On Windows.
cd <MDM Hub & XI Cl&E{e|>\server\bin
sip_ant.bat hash_users_passwords
sip_ant.bat add_application_users
PostInstallSetUp script fails because the ActiveVOS server deployment times out

When you install the Hub Server, the post-installation setup process might fail after trying to deploy
the ActiveVOS server.

To resolve the issue, increase the value of the deploy.wait.time property in the build.properties file in the
following directory:

On UNIX. <infamdm installation directory>/hub/server/bin
On Windows. <infamdm installation directory>\hub\server\bin
Operational Reference Store registration fails because the connection times out

When you register the Operational Reference Store (ORS) in a JBoss cluster node, the ORS registration
fails with a connection timeout error similar to the following:

SIP-10313: SIP-09061: Failed connecting with provider url abc03.
java.net.ConnectException: JBAS012144: Could not connect to remote://abc03:9999. The connection timed out.

To resolve the issue, when you register an ORS, disable the JBoss administrative security, and then
enable the JBoss administrative security after ORS registration.

Hub Server deployment fails because JBoss composite operation fails

When you deploy the Hub Server in the JBoss application server, the Hub Server deployment fails with
the following error:

%BA50146531 Composite operation failed and was rolled back. Steps that failed:" => {"Operation step-2" =>

"JBAS014671: Failed services" => {"jboss.web.deployment.default-host./cmx" =>
"org.jboss.msc.service.StartException in service jboss.web.deployment.default-host./cmx:
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org.jboss.msc.service.StartException in anonymous serv1ce JBAS018040: Failed to start context
Caused by: org.jboss.msc.service.StartException in anonymous service: JBAS018040: Failed to start context"

To resolve the issue, perform the following steps:

1. Stop the JBoss application server.

2. Use a text editor to open the standalone.xml file in the following directory:
On UNIX. <JBoss Installation Directory>/standalone/configuration

On Windows. <JBoss Installation Directory>\standalone\configuration

3. Find the following code:

<subsystem xmlns="urn:jboss: doma1n deployment scanner:1.1">

<dep10yment scanner path="deployments" relative-to="jboss.server.base.dir" scan-
interval="5000"/>
</subsystem>

4. Add the deployment-timeout="300" attribute as shown in the following sample code:

<subsystem xmlns="urn:jboss: domain:deployment-scanner:1. 1">

<dep10 ment-scanner path=" deployments relative-to="jboss.server.base.dir" scan-
interval="5000" deployment-timeout="300"/
</subsystem>

5. Save changes, and start the JBoss application server.
The default deployment timeout value is 60, which is changed to 300.

6. Deploy the Hub Server.
The Hub Server cannot connect to the cmx_system schema

To verify that the Hub Server cannot connect to the cmx_system schema, review the application server
log.

To resolve the issue, resolve the database connection issue. Use the application server console to test
the connection to the database. If you cannot resolve the connection to the cmx_system schema, re-
create the cmx_system schema.

Failed to verify the need to tokenize records
When you run the match process, you might receive the following error:
SIP-16062: Failed to verify the need to tokenize records.
Verify the following environment variable settings:
e The PATH environment variable must contain the following path:
On UNIX. <infamdn_install_directory>/hub/cleanse/1ib
On Windows. <infamdn_install_directory>\hub\cleanse\lib
e The SSAPR environment variable must include the following path for all users:
On UNIX. <infamdn_install_directory>/server_install_dir>/cleanse/resources
On Windows. <infamdn_install_directory>\server_install_dir>\cleanse\resources
major.minor version errors when loading the Process Server

If you see multiple major.minor console errors when you try to load the 2] A #, check that the system
has the correct Java version installed.

Java XA Exception
When you restart JBoss after you install the Hub Server, the following exception error might appears:

javax.transaction.xa.XAException
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Multidomain MDM users from cmx_system or cmx_ors do not have all the required XA database privileges.

This happens because you might not have access to the system database user, to set up the
Multidomain MDM schema.

Ensure that all the user accounts in cmx_system and cmx_ors are created properly and have all the
necessary database privileges.

If the users are not created properly and do not have all the database privileges, the following error
appears:

WARN [com.arjuna.ats.jta] (Periodic Recovery) ARJUNA016027: Local XARecoveryModule.xaRecovery got XA
exception XAException.XAER_RMERR: javax.transaction.xa.XAException

at oracle.jdbc.xa.0racleXAResource.recover (OracleXAResource.java:730)

at org.jboss.jca.adapters.jdbc.xa.XAManagedConnection. recover (XAManagedConnection.java:362)

at org.jhoss.jca.core.tx.jbossts.XAResourcelirapperImpl.recover (XAResourceWrapperInpl.java:185)

at

com.arjuna.ats.internal.jta.recovery.arjunacore.XARecoveryModule.xaRecoveryFirstPass(XARecoveryModule.java

1597)
at

com. arg’una .ats.internal.jta.recovery.arjunacore.XARecoveryModule.periodicWorkFirstPass(XARecoveryModule. ja

va.194
at

va.140

com. arg’una .ats.internal.jta.recovery.arjunacore.XARecoveryModule.periodicliorkFirstPass(XARecoveryModule.ja

at com.arjuna.ats.internal.arjuna.recovery.PeriodicRecovery.doWorkInternal(PeriodicRecovery.java:765)
at com.arjuna.ats.internal.arjuna.recovery.PeriodicRecovery.run(PeriodicRecovery.java:377)

Watch for the following errors when running the create_system or create_ors sip_ant targets:

[exec] GRANT SELECT ON SYS.PENDING_TRANSS TO cmx_system

[exec] DBA user should have grantable privilege for PENDING_TRANSS
lexec] ERROR CODE: -1031

[exec] DECLARE

[exec] *

lexec] ERROR at line 1:

lexec] ORA-01031: qinsufficient privileges
lexec] ORA-06512: at line 24

lexec] ORA-06512: at line 27

Assign the following database privileges to the system user, so that this system database user can run
the create_system and create_ors ant targets:

GRANT SELECT ON sys.pending_trans$ TO <DBA user> with grant option;

GRANT SELECT ON sys.dba_pending_transactions TO <DBA user> with grant option;
GRANT SELECT ON sys.dba_2pc_pending TO <DBA user> with grant option;

GRANT EXECUTE ON sys.dbms_xa TO <DBA user> with grant option;

Alternatively, to avoid the XA exception error in the log, you can assign the select and execute
permissions to the cmx_system and cmx_ors users:
GRANT EXECUTE ON sys.dbms_lock TO <DBA user> with grant option;
=

Informatica 54> €21 exception during certification

Informatica =4~ €21 generates an exception during certification. Ensure that the stack size for the
JVM is sufficient.

1. Navigate to the bin directory under the JBoss root directory.

2. Open the following file in a text editor.
On UNIX. run.sh

On Windows. run.bat

3. Set the JAVA_OPTS variable as follows:
JAVA_OPTS=${JAVA_OPTS} -Xss2000k
4. Save and close the file.
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Operational Reference Store does not have a workflow engine configured

If you install the MDM Hub and then import an <14+ 3% 74 (ORS) from a previous version, you see
a fatal error that indicates that the ORS does not have a workflow engine configured. This error occurs
because the Siperian BPM workflow engine is not registered by default. Use the Workflow Manager to
register the Siperian BPM workflow engine with the name that the ORS expects to find.

After you deploy the Process Server .ear files, an error occurs

On a Linux environment with WebSphere 8.5.5.9, after you deploy the A2 X1, the following error
occurs:

Too many open files. Unable to start cleanse ear.

Increase the value of the ulimit parameter in Linux, and deploy the %2 A1 1.

Cannot add the application users using the sip_ant script

The following applications are affected: Business Process Manager (formerly known as ActiveVOS),
Data Director, MDM Hub Console and Provisioning Tool.

To add the application users, run the sip_ant command, using the add_app_users parameter.
You can fetch the connect URL from the following location:

hub/server/bin/build.properties (masterdatabase.jdbc.url))

Run the following command:

e On Windows.

sip_ant.bat add_app_users -Ddatabase.password=<cmx system password> -Dmaster.
connecturl="jdbc:oracle:thin:@<Database Host name>:<DB Port>:<SID>" -Dmaster.username=cmx_system

e On Unix.

./sip_ant.sh add_app_users -Ddatabase.password=<cmx system password> -Dmaster.
connecturl="jdbc oracle:thin:@//<Database Host name>:<DB Port>:<SID>" -Dmaster.username=cmx_system

Run the following command on the SQL Server:
./sip_ant.sh add_app_users -Ddatabase.password=<cmx system password> -

Dmaster.connecturl="jdbc:sqlserver://<Database Host Name>:<DB Port>;DatabaseName=cmx_system" -
Dmaster.username=cmx_system

The Certificates folder is not created

The Certificates folder is not created as expected, after you back up the existing Certificates folder
from \infamdm\hub\server\resources\, and run the sip_ant.sh hash_users_passwords script. This issue occurs
when the sip_ant.sh hash_users_passwords script updates the C_REPOS_USER table in cmx_systenm.

To resolve this issue, restart the application server. As a result, the Certificates folder is created in the
expected location: \infamdm\hub\server\resources\.

The folder will contain only the MDM_KEYSTORE_FILE_JKS keystore.
To generate other certificates, run the following command:

./sip_ant.sh add_app_users
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