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Total run-time memory requirement for MDM Hub components = JDK JVM max heap size of
the application server + operating system native heap size
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jdk.tls.disabledAlgorithms = SSLv3, RC4, MD5withRSA, DH keySize < 1024, EC keySize
< 224, DES40_CBC, RC4_40, 3DES_EDE_CBC, EDH-RSA-DES-CBC3-SHA, ECDHE-RSA-DES-CBC3-
SHA, DES-CB(C3-SHA

&40 chet XiAet LIZ2 JDK HEME BESHIAL.

Hu
o
Jhu
fjo
H

gl-
Ot

AF 27 A 2 A= FRF] g g A g W 8-& Informatica W] E 9] 3¢ PAM(Product Availability
Matrix) & x4 A1 2
https://network.informatica.com/community/informatica-network/product-availability-matrices

HO|EHO] A =fE 27

MDM Hub v}~ dle]gjuo] 2= P A4k 3z AGAE A7) Ao dio|guo] 2~ 374 & g
dojguo] 2~ B4 & A Y b =& T3 FYh

1. IBMDb2E A% 2 #+A4FYr}.

2. dHolEuol~ B HolEAHo| A5 AT
3. dolguo] A MujelA 7] A E npi g g
4. ActiveVOS 27|12 A4 ),

0
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=
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TtAl. IBM Db2 HX| & 74

IBM Db2 41t 4 ©] 7 %lo] w2} 1BM Db2% 414 1 748 5 Aok

< HolEol+= IBM Db2 J1=H 25 3t ZF Al 2=wlo| A =3 &joF & IBM Db2 A 2 4 Bl==7F 4
o] 9Tk

EjA3 Ad
IBM Db2 Mx%| X E= HEO IBM Db2E MX|EHLICt.

22f0|HE S & MDM Hub@t E4Ist1 MDM Hub ZZMAE Maist2{™ [BM Db2 22I0|HE U REZ|EIE
EE RSP MX| gL Ct.

Hub MH E= HEI MHE A3list 2t A\|AHIY CHS AT EYO{E MA[ELICE

- Db2 53f0|

- Db2 %EFOI?JE% Db2 Java SE2|E|

2t Db2 Z2t0|HENA IBM Db2 HIO|E{H|O|A FIE 2 E M AMsHof BL|Ct.

IBM Db2 E2t0] | IBM Db2 E2t0|HE F485t2{H AN CHe CIME|2[Z db2jec. jar &
H 4 db2jcc_license_cu.jar E2tO|H MAS SAtEL|C

AA<IBM Db2 X Cl2E 2|>/java

CHAF <MDM Hub HHE Cl2!Ei2|>/database/1lib

MDM Hub A7|0F | CHS MDM Hub A7|0t0f| AN AT AFRXLE MMt LT
AL Rt MM - MDM Hub OrAE{ Cf|O|E{H|O| A
- M AT MEA

Al. HIO[E{H|O] A 5! E|O| S A M| O] A A
IBM Db2% 4% 5 74 5 vjo] el o] 9} o] Hamo] 2% A4 B TR Th 2 vlolEulo] = 4w
2o T dol B o) 2B A S0k Ptk

Za: o] 2] MDM Hub vl2E dlolEjr|o] & A stE = 7% ZH MDM Hub vl2~E] o] gl u o] 2~of thal af
3} glo| B Am o] A5 AT

the Bl o] Eolli= MDM Hub 2=71vtel] 2 8 3 gl o] 5 =so] 27} A ¥ o) 9lFuh,

HO|EADO|A 0|E | M™H

CMX_DATA M EZE HEHA A7|0HE 7|2 HO|SAH|O|AIL|ICE MDM Hub2| HIEHHO|E 2 AFSX}
HIO|E S EetgtLICh

CMX_INDX MDM HubOllAf A Sl At83te Qe ATt ZEtE| = H|O|SAH 0| AQLICH

CMX_TEMP MDM HubOllA A 51 ALE3t= Al E|O|E0| &L= H|O|SAM|O|ARILICE

CMX_REPOS HA HZE MEA WHIE ZEE = o] SAH 0| AL|CH

CMX_USER_TEMP A&k AA| EH|O]Z0] ZBE|= A HIO|SAHO|ARL|CE

CMX_SYS_TEMP SQL ¢4tg Al Hlo|EAT O] AL|CH

UE Za2AA T s ARE ko] dol Bl Bl E o] Aol A5 A F YT

o FEOE HolEu o] Bl ol LA o] Y

tlelEulo] 2~ &7 44 15



o 2IAHES A3t} BlolEuo] 2 W Blo] E v o]

[>
oz
2

© 2 H|O[E{H|o| A 3! H|O| S AH[0]A MY

go]Ej o] L o] EAH o] AE =5 o2 AT 5= JFUT 334 WE S A4S UTF-8 TERRITORY US =
A3} g7 dl ol B ulo] 2% A4 s of Fhth,

Db2 2td M 8l Db2 B|X|AEE| Hy H7F
=

HlolEjmo] =& 5 o2 A 45 MDM Hubel 23 Db2 374 W4 2 Db2 #l A~ E2] W4E 44F
Yt
+ W& AH8she] Db2 §7 Wi Bl Db2 HA ~ER WS AT

db2set DB2CODEPAGE=1208

db2set DB2_COMPATIBILITY_VECTOR=

db2set DB2_DEFERRED_PREPARE_SEMANTICS=YES
db2set DB2_RESTORE_GRANT_ADMIN_AUTHORITIES=ON
db2set DB2_HASH_JOIN=YES

db2set DB2_ANTIJOIN=YES

db2set DB2_INLIST_TO_NLJN=NO

db2set DB2_SELECTIVITY=ALL

db2set DB2_SKIPINSERTED=YES

db2set DB2_SKIPDELETED=YES

db2set DB2_EXTENDED_OPTIMIZATION=ON,ENHANCED_MULTIPLE_DISTINCT,IXOR,SNHD
db2set DB2NTNOCACHE=ON

db2set DB2_REDUCED_OPTIMIZATION=REDUCE_LOCKING

rhﬂ

H|O|E{H|O] & QIAEA A0 CHOH Ci|O|E{H|O] A 22Xt 718 HF
dlolEj o] 2 Q' o) oa) o B o) el A 74 & A A sal ok Funk.
& BE g Apgakel HoleM ol Bala TA4E AX B .

db2 update dbm cfg using MON_HEAP_SZ AUTOMATIC
db2 update dbm cfg using JAVA_HEAP_SZ 2048

db2 update dbm cfg using AGENT_STACK_SZ 256
db2 update dbm cfg using SHEAPTHRES 0

db2 update dbm cfg using INTRA_PARALLEL YES

Zar: o] 217 ¥ gk> MDM Hubell gk 4 &7 APy th

HOlE{HI0] A P4 D7} 4 4
glo] el w| o] 2ol thEk T4 wj ) WM A A3
TS W @S AFgalo] vlolElHjo] A A ul ) M2 I

db2 update db cfg using LOCKLIST AUTOMATIC

db2 update db cfg using MAXLOCKS AUTOMATIC

db2 update db cfg using PCKCACHESZ 128000

db2 update db cfg using DBHEAP AUTOMATIC

db2 update db cfg using CATALOGCACHE_SZ 25000
db2 update db cfg using LOGBUFSZ 4096

db2 update db cfg using UTIL_HEAP_SZ 50000

db2 update db cfg using BUFFPAGE 250

db2 update db cfg using STMTHEAP AUTOMATIC

db2 update db cfg using APPLHEAPSZ AUTOMATIC
db2 update db cfg using APPL_MEMORY AUTOMATIC
db2 update db cfg using STAT_HEAP_SZ AUTOMATIC
db2 update db cfg using LOGFILSIZ 128000

db2 update db cfg using LOGPRIMARY 10

db2 update db cfg using LOGSECOND 200

db2 update db cfg using auto_reval deferred_force
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db2 update db cfg using decflt_rounding round_half_up
db2 update db cfg using SHEAPTHRES_SHR AUTOMATIC
db2 update db cfg using DFT_DEGREE 1

A3 g8 A A4H 32 MDM Hubell 8t 32 &3 Ay,

SYSIBMADM ZE0j CH3t 3t =

UTL_DIR, UTL_FILE 2 DBMS_SQL SYSIBMADM 2 &) tf&t As-S H ool &t}

e WS ALgatel LEO o A Fol gy,

GRANT EXECUTE ON MODULE SYSIBMADM.UTL_DIR TO PUBLIC WITH GRANT OPTION
GRANT EXECUTE ON MODULE SYSIBMADM.UTL_FILE TO PUBLIC WITH GRANT OPTION
GRANT EXECUTE ON MODULE SYSIBMADM.DBMS_SQL TO PUBLIC WITH GRANT OPTION

C|O|E{H|O| A Zt2[X}E HIH & He
REPOS_POOL % CMX_POOL W% &g A&},
e WH S AFEsle M E5 AP

CREATE BUFFERPOOL REPOS_POOL IMMEDIATE SIZE 1500 PAGESIZE 32 K
CREATE BUFFERPOOL CMX_POOL IMMEDIATE SIZE 3000 PAGESIZE 32 K

E|O| S A M| O|A MM
MDM Hub 27]nfe] 8 @3 HolE2do]2E A48 oF Fth
e AR HolEavo]l g AP
CMX_DATA
CMX_INDX
CMX_REPOS
CMX_TEMP
CMX_USER_TEMP
CMX_SYS_TEMP
& &% AH8-3te] MDM Hub 227]u}& Hlo| B2 u o] 2~ 5 A gt

CREATE TABLESPACE CMX_DATA PAGESIZE 32 K

oo o s W e

MANAGED BY DATABASE USING ( FILE '<Db2 storage path>\CMX_DATA\cmx_data0l.dat' 500 M )

EXTENTSIZE 16
AUTORESIZE YES
OVERHEAD 10.5
PREFETCHSIZE 16
BUFFERPOOL CMX_POOL

CREATE TABLESPACE CMX_INDX PAGESIZE 32 K

MANAGED BY DATABASE USING ( FILE '<Db2 storage path>\CMX_INDX\cmx_indx01.dat' 500 M )

EXTENTSIZE 16
AUTORESIZE YES
OVERHEAD 10.5
PREFETCHSIZE 16
BUFFERPOOL CMX_POOL

CREATE TABLESPACE CMX_REPOS PAGESIZE 32 K

MANAGED BY DATABASE USING ( FILE '<Db2 storage path>\CMX_REPOS\cmx_repos01.dat' 500 M )

EXTENTSIZE 16
AUTORESIZE YES
OVERHEAD 10.5
PREFETCHSIZE 16
BUFFERPOOL REPOS_POOL

tlelEulo] 2~ &7 44
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CREATE TABLESPACE CMX_TEMP PAGESIZE 32 K
MANAGED BY DATABASE USING ( FILE '<Db2 storage path>\CMX_TEMP\cmx_temp0l.dat' 500 M )
EXTENTSIZE 16
AUTORESIZE YES
OVERHEAD 10.5
PREFETCHSIZE 16
BUFFERPOOL CMX_POOL

CREATE USER TEMPORARY TABLESPACE CMX_USER_TEMP PAGESIZE 32 K
MANAGED BY DATABASE USING ( FILE '<Db2 storage path>\USER_TEMP\cmx_user_temp0l.dat' 500 M )
EXTENTSIZE 16
AUTORESIZE YES
OVERHEAD 10.5
PREFETCHSIZE 16
BUFFERPOOL CMX_POOL

CREATE SYSTEM TEMPORARY TABLESPACE CMX_SYS_TEMP PAGESIZE 32 K
MANAGED BY DATABASE USING ( FILE '<Db2 storage path>\SYSTEM_TEMP\cmx_sys_temp0l.dat' 500 M )
EXTENTSIZE 16
AUTORESIZE YES
OVERHEAD 10.5
PREFETCHSIZE 16
BUFFERPOOL CMX_POOL
i}

d .3 A AHAlE Hol & BT 75§ @A ststo] HolEad o] 25 A4Sk ™ (REATE TABLESPACE -l th&
A& F7hE
DROPPED TABLE RECOVERY ON

ATEHE S AFE510 Cf|O[E{H| 0] A 5! H|O| S AD| 0] A M-d
MDM Hub ol dlo]Efwo] 229} 2 o] 5ol 225 A4 Bhe 239 EV} Egelo] gyt 237
& A 9stelw Db2 vlolE vl elo] sl 917] % A Ao :

UNIXoll A dlo]El s o] =5 Al 3}7] Aol database.properties 32 2] db2.storage.path 548 21l dlo] g
o] A4 AR E Qo] Eg Lt} database.properties 3o t}& t) P E glol] IG5t

<MDM Hub HHE Ci2lEf2l>/database/bin/db2

A3l v Y2 W gy
<MDM Hub HHZE CI2iE cl>/database/bin

2. dHelgHe]l2E At b BR8-S A3
UNIX2] 7%-. ./sip_ant.sh create_db
Windows®] 74 $-. sip_ant.bat create_db

3. O& Holgd dgEo] e TEZE FEPUTh

0
o
oy
i)
=0
rol
o,
e F
fo d
%
i
L

1. 93 Zgzesd

OEDE 4%

G|O|E{H[0] 2 RH(ORACLE, MSSQL, CllO|E{H|o| A FHULICE DB2E XY BILICH
DB2) &

ClO|E{H|O| A QIARIA O|F[db2]E @ | CIOIE{H|O[A QAAEIAC] O|FLICE 7| 272 db2ILICH.
HM A2

HIO|E{H|O] A O] F[SIPIT7]E YRSt Cllo|E{Hlo| A O| S ULIC 7| 222 SIPITRILICE
A2,

H24A d ghxa



4

OEDE 4%

HIOIE{HO| A XA HZ 4 [C ClO|E{H|O| AE MY CI2E{2|2] Z2YLICt. 7| 22t2 C1\DB2DATA
\DB2DATA] LIt

A3 UNIXOIME 712322 Ot 2 AF2BELICE database.properties
oAl M X|HSH= CIO|E{H|0]A KME A HET AHZEILICH

DBA A2 Xt O|Z2[DB2ADMINIS & | Z2|Xte| ALK} O|2QIL|C} 7|22t DB2ADMINGIL|C}.
AR

DBA 2= 2H 2| xtel =YLt

ZAHEZ} Hol g Mol & B v Hol e Aol ag A d
e CMX_DATA

o CMX_INDX

e CMX_TEMP

e CMX_REPOS

e CMX_USER_TEMP

e CMX_SYS_TEMP

dolEjHo] a7t A g A o7 A E =R elale] ™ <MDM Hub HiXE Cl2E 2l>/database/bin t] = €] 2] ol A
sip_ant.log 3t & A EZY ).

THAL. CllO|E{H[O] & AME{Ol| M oHZ|X] B2l

IBM Db2 Eete]AE7H DB2 WS A e dioJEu]o] 2 el AAE = gloel do|EH]o] 2 X oA i
71 A& vkl g g th
1. IBMDb2 B8 #& dv o tde el 2 WAg )
<IBM Db2 & X Cl2 & el>/SQLLIB/bnd
2. v 22 EES Adste] dolgHolzd Ad gy
db2 connect to <GIOIEIHIOIA OS> user <GIOIEIHIOIA AFZXt> using <CIOIEAHIOIA AT S 5>
Zra: vlol g u o] 2 ARG pol Al wkely A gko] glooF it
3. Oed e ueld HEs Add
db2 bind @db2cli.lst blocking all grant public sqlerror continue CLIPKG 10
D= 712 7} wlo] e H o] 2 Aol kel | ] 51 T

CHA|. ActiveVOS A7|0OF AM

ActiveVOSE 47321 ¥l ActiveVOS 27172 A4 slok Fuleh. 71vh 44 5hel W create b 2T HAEE 4
A

o} 2] MDM Hub w}2~E] o] €] ] o] ~ = A4 3} ¢
2 7|nkE A o),

1. "y Z2xes dy oS g2 a3,
ub HHE Cl20E{2|>/database/bin

s

< 7} MDM Hub m} €] djo] gl u o] 2o &l ActiveVOS
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il

UNIX2] 7 9-. ./sip_ant.sh create_bpm
Windows®] 74 9-. sip_ant.bat create_bpm
3. YeyE ZEZE g}

352 F 7|2 H9AE7F FAH Y Enter 71 & 58 7| 232 AHS

o
K
ui
dlo
e
il
[H
ful

3L IBM Db2 Hlo|E] A2 t/2EAHE TRIUG. /R4 TR0 BAE $AS AT
A2 AHgtel 2710, 4 0 Eel 7o) B ol &8 Aelshe ol T

24 s

HolEf0l 4 R A8 lolEf#0l2 SBRULICH 181 Db2o| 22 D82S KIFBILICE

O|E{Hf|0| A F&d2 MDM Hub OFAE] HIO|E{H|O] A St A FHZE HEF A
Off cHal =85 GOl E{H| 0] A St SYeloF BhLCt.

ActiveVOS HIO|EIH[O|A S AE CIO|E{HIO| A S S AEISH= A|ARIS| O| S LICE
o|E

ActiveVOS H|O|E{H| O] & TCP/IP Cllo|EfHlo] A =710 M AtB3H= ZE Mz lL|Ct
TE

ActiveVOS H[O|E{H[0] 2 O| & CllolE{H[0]| A O] EiL|Ct.

ActiveVOS HIO|E{H[O|A AZF|OF/ | ActiveVOS MH E2|Xte| AL X} 0|2 QIL|C.

AF8RH 012
ActiveVOS AFE R} 22 22|xtol gLt

DBA ALBH 012 CEIENETEIP Y-S ClE=T N =

DBA 2t% 2e|xte| st

ActiveVOS EHIOIEATO|A OIS | MDM AIZZ e BAE 2|37t HaHEl B0 ZAH 0|22 O] S YL

4. Aﬂﬂ&@é@@ﬂ-tﬁ@ﬂﬂﬁmpmw%4 & AEdY
<MDM Hub HHZE Cl2!Ei2l>/database/bin
sip_ant.log JJr % sip_ant 2T HEES A a3}o] ActiveVOS Hlo]ElHo] A~ A7|ulE AT o WAt -5
A= BE QFE 715

JBoss Z8| ~F 37 = = A3 JBoss ¢l ~E 2o MDM HubE A X3t 4= 951t} JBoss AW A1 <] =
Aol we} JBossE A A 2 FATYTH MDM HubE JBoss 28] ~H 37 T+ 59 2383 JBoss 1 ~F 20
AXE w= JBoss 58 AP A4S AX A A9 WA 22 S AHEY T

JBoss S &~H = st} o] o] AlxHle gl Bkt o] e E¥AH iR FAEUY SY A mEE
= RE A 2AHO] JBossE A X @ AT FE AF o)A JBoss A9 tEE Y R} RE ST
Bl =o)X FAFA] FlgtTt.
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Java Virtual Machine 74
JVM(Java Virtual Machine)& 4 sl# ™ JAVA_OPTS 87 Wl=2 Al&3lo] Java 54 S A4
g3 e wdo A Java $AS A4 = dHFU UL
UNIX®] 7 5-. <JBoss & X CI2E{2l>/bin/standalone.conf
Windows¢] 7 $-. <JBoss & X Cl2!E{2l>\bin\standalone.conf.bat

tE Hleol=ol= Java 54 A o] A o] JlFyth

Java M M4
-server AlRF2 S2|X| ot =4 22 watEL|Ct
-De360.connection.channel S22 W NH EMNTZEEE SAE 8l IEQIL|C}
-De360.mdm.host 4447 0]2|2] JBoss ZEO| MDM Hub 28 TZI1HS by
fDe360mdm.port EB’}E:IE El’% Java %ﬁ% AE'IIC-’IT:J|__||:|-'
- -De360.connection.channel. Al EM TZEZZ M
HMBtLICh @B 22 HTTP & HTTPSYLICE 7|23}
2 HTTPYLICE.
- -De360.mdm.host. JBoss SAEQ| [P FTAFE MATHL|
Ct.
SHANM HTTPS EAl IEEZES AIRSID HOL 9IS
M7t FODN(M 7St =02l 0|2)0 2 Wilie|= AR
FQDNeZ MEgtL|C}
- -De360.mdm.port. 4447 CHAl LM El JBoss ¥H ZEZ
ANetLct
ol2{st o7 HE L MSHX| EOH Entity 360 T2
30| 7|8kt Data Director 2tHO| K| ACHE M-S SHX| QF
2 2 ASLICH
-Didd.mdm.host M2 FHo| A= Data Directordl] ZgHL|CE.
-Didd.mdm.port HS FHo| Y= Data Directors H{ZSHH LS Java
-Didd.protocol g4S 28YLICH

- -Didd.mdm.host. S& T2 M SAEQ SAE 0
ErE P FAZ MFBHLLCL

- -Didd.mdm.port. 7| 22t0] Ot HTTP EE= HTTPS =4
7| ZEE ME8610] i Zst= o] WRBtL|Ct o] £42
MH X7|3t & M5 29 88 T2M3S | Zst= O
A ELICH 88 TRIHME JUMO| AFBE[= HTTP &
= HTTPS £A17| ZEE X|™ELICL 7| 232 8080
L|C}.

- -Didd.protocol. M X£7|3t & H= FH S8 T2
S i ESHE O AFREE T4 SMQULICH AEE E
MIEZZEZEE HTTP = HTTPSE X|EELICE 7|12
2+ HTTPILICE.

- JBoss ™ 7.38 At8dts 3 4 HMelLct o] &4
Dio.undertow.legacy.cookie ALLOW_HTTP_SEPAR | € AlAE! 402 MFst M2l 7| gtO= ol WR

ATORS_IN_VO ot Xt SHO| IEE|X| 2 HELA T 5 MH[A QF

O REST API 215 AIHE WX|5t2H trueE AHTLIC

71222 false@LICE JBoss HA 7.1 = 7.29] AL 0]
£Mg MHstx| oot EL|Ct.

-Ddb2.jcc.charsetDecoderEncoder MDM Hub ME M HE MEAE ALEst= o L
CH UTF-8 2XtE0| Ol HEO|E A|ZIA CHilo| RLIZE

wH| EXHU+FFFD)E ghHetsty| oot JDBC E2I0|HE &
MatgtL|ct 302 MFEL|CH
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Java M

M
2%

-Djava.net.preferlPv4Stack

JavaZt IPv4(QIE{L T2 EZE HT 4)2 A2EX| 6fRE
X&Estch 29 MAOIM PVl ZTZEE HA
S ME8t= ER true2 METL|CE

-Djavax.net.ssl.trustStore
-Djavax.net.ssl.trustorePassword

X2 Mo HTTPS ZEE A83tai= 22 RYLICH
-Djavax.net.ssl.trustStore Java SM2 S2I0|HE oI5
M Rad dA AFEY EBAE XP“* oo C

£ XIFect.
-Djavax.net.ssl.trustStorePassword Java
E ME A DU AMABI| 2ot = 7(I

-Djava.security.egd

Linux &0l M Data Director°| AlEHAIZHE
22 file:/dev/./urandon@ 2 M EHL|C}.

E0EFUCH

-Djboss.as.management.blocking.timeout

JBoss HIZZE 7|Ct2|& AlZHZ)RILICH JBoss7h AlRE|
CE 5tz Zr2 500022 MYELICL SAS J|He =
7|12t2 =H™etlct 712362 300 ot

= HATC

-Djgroups.bind_addr

Oi7H H=E P HSHX| 2™ JBoss HIZE A2 Xupoh &

g+ AFLICH

JGroupO| HIA|X|E ELi 2Otof &= IE{H|0] AL
ct.

s =C £= 2 A #Z0M 2Rt} 2F =27}

IR HESRI IEH ol A Hf°|E | 0fOF BfLICt.

-DFrameworksLogConfigurationPath

logdj.xml mAo| Z2RL|C}

-Dmdm.node.groupid

MDM Hub &0l M Java Virtual Machine®|| tiet 218
IDE X|™TLICE Hub M 8 H2| MHE =2[Xez2 O
E3totz= AT r’I'.SS‘.E.H-I'ZP.

-DUseESlLegacyFgSearch

W X HE M0 I ELIA P2 0
=E o] st K|S pHEex| of£E X WLICE of
2 Lol M WETt RIME A4 2t

rul

Ct. ot9l =0l Ct=2l 2| HEI}H U
h:I:OI 7+0| EoPEI aﬂ:ll:E 7—IAHO{|A-|
{2 E LIEFHLICE CHE 5t LE9| S

ot X[ = Y= HIREE HretstaH

Ct 7|24 false IL|C}.

-Dfile.encoding
-Dorg.apache.catalina.connector.URI_ENCODING

Informatica Data Directorg At23t1d REST APIE AL
sto] 2| ZEE AMstEis 0| LRELICH

UTF-8 2Xt7t Z&E 2 ZEE A0opA XMEst2{H &
Java 888 2E UTF-82 METL|C}

HEADER_SIZE

Dorg.apache.coyote.httpll.Httpl1Protocol. MAX_

HTTP sli{2| 2| 3 7|(HtO|E &) LICt. silef 27|7¢
S ZHO AM QX0 AIjst & QAL|CH 163842 M™
ol—[_l[_l».

-Dtask.pageSize=<Z|C EfA S >

Zt QEO|M HME|= X ActiveVOS E{AS 5 X -t
LICE 7] 22t2 50004LICH B0 B2 =2 EfA3TH Y

£ 32 48 B2

i
Y
)
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Java SM b

-Dstricttransportsecurity.flag 4 HaXoM HTTP KM E AF88t 2 E Data Director
HHA AEE HTTPS RHOZ Hetstx| o8 E X|HE
LICE true2 A& ELICH

Xms x7| & 37|YLICh 204802 2 A BL|CH

Xmx Ao JvMm B 37| LICt 6GB o[ 402 MAEtL|CH

OIZ 50| -XmxZ 6144nO 2 MESIHH Ct2 1} 22
JAVA_OPTIONS 2 # MY Abg%HLC

set "JAVA_ (OPTIONS=-server ...
-Xmx6144n"

XX:+UseCodeCacheFlushing IEFHAIZL 71 T Z EMAE FES JUM 2| o2
£ XjFgch

-XX:ReservedCodeCacheSize JIT ZE FHA| ='7|°'|-|Ef MDM Hub gt M2 7HM
Sl3{ ™ 51 2 MLt

-XX'MaxMetaspaceSize Z|cH HIEfATO|A A T|YL|CL JyMe| HZE| E&FZ WX
St 162 MESHIAIL.

Java Virtual Machine =2|& 1&3}9| of

JVM(Java Virtual Machine)E &3}t Hub A8 2 A8 A9 =g 2Fo] AAFAYTH Hub A8 2 A
2 Ae S8 TR aWS =y A JUM 2E] M E5H Hub A8 2} 8] v & T2 7te] Ealo] &
el A8 Yt JUMS 15316k MDM Hub 874 ¢ ZF JUMd| 2& IDS o3t}

A A A 253hE A 2 dA Z2A 20 v A8\ =8 152 MDM Hubg] Y- A1 7)) Al <]l
AL A gFHYH

S go]Bo= =24 JUM 189 o A7} Ut 95t

JVM 2E JVM Hub MH Xzl My
Groupl JVM1 o o
Groupl JVM4 - ofl
Group2 JVm2 o o
Group3 JVM3 - o
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<http-Llistener name="default" socket-binding="http" redirect-socket="https" enable-http2="true"
max-post-size="20000000"/>
<https-listener name="https" socket-binding="https" security-realm="ApplicationRealn" enable-
http2="true" max-post-size="20000000"/>
</host>
</server>
</subsysten>
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Create the MDM Hub Master Database

After you install IBM Db2, create an MDM Hub u}2~¥] g o] ] #] o] ~. If you want to create multiple MDM
Hub Master Databases, ensure that you create each MDM Hub Master Database in a different schema.
The default name of the MDM Hub Master Database is CMX_SYSTEM, but you can use a custom name.

Note: If you change the folder names in the distribution directory, metadata import fails.

1. Open a command prompt, and navigate to the following directory:
<MDM Hub BHZE CI2\Eiel>/database/bin

2. To create the MDM Hub Master Database, run the following command:
On UNIX. ./sip_ant.sh create_system
On Windows. sip_ant.bat create_system

3. Answer the prompts described in the following table:

29
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Note: The prompt displays default text in brackets. Press Enter to use the default value and go to
the next prompt.

Prompts Description

Enter the database type Database type. Specify DB2.

(ORACLE, MSSQL, DB2) Note: Db2 datasources are case-sensitive. To avoid issues related

to case-sensitivity, Informatica recommends that you use
uppercase letters to define names, such as the schema names,
column names, and triggers.

Enter the database host name Name of the host that runs the database. Default is localhost.

llocalhost] Important: In cluster environments, specify the absolute host

name or the IP address to avoid caching issues.

Enter the database port number | Port number that the database listener uses. Default is 50000.

[50000] Note: You cannot create the Db2 database if the port number is
not the default 50000. You must manually change the port
number in the Db2 properties file.

Enter the database instance Name of the database instance. Default is SIP97.

name [SIP97]

Enter master database name Name of the MDM Hub Master Database schema. Default is
[cmx_system] cmx_system.

Enter master user name User name to access the MDM Hub Master Database. Default is
[cmx_system] cmx_systenm.

Enter locale name from the list: Operating system locale. Default is en_US.

de, en_US, fr, ja, ko, zh_CN.

len_Us]

Enter the DBA user name User name of the administrative user. Default is DB2ADMIN.
[DB2ADMIN]

Enter the DBA password Password of the administrative user.

4. To verify that the MDM Hub Master Database was created successfully, review sip_ant.log in the
following directory:

<MDM Hub HHZ Cl2!E{2l>/database/bin

The sip_ant.log file logs any errors that might occur when you run the sip_ant script to create the
MDM Hub w}2~¥ d] o] & ] o] 2.

5. If you intend to configure single sign-on authentication for other applications such as Salesforce,
increase the BLOB column length. Run the following command on the MDM Hub Master Database:

SET SCHEMA CMX_SYSTEM; ALTER TABLE C_REPOS_SAM_PROVIDER_FILE ALTER COLUMN PROVIDER_FILE SET DATA TYPE BLOB
(10240000); CALL ADMIN_CMD('REORG TABLE C_REPOS_SAM_PROVIDER_FILE');
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Za: If you change the folder names in the distribution directory, metadata import fails.
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Z 1L If you change the folder names in the distribution directory, metadata import fails.
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<pooled-connection-factory name="siperian.mrm.jms.xaconnectionfactory">
<transaction mode="xa"/>
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<entries>
<entry name="java:/siperian.mrm.jms.xaconnectionfactory"/>
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<entry name="jboss/exported/queue/informatica.mdm.sss.jms.queue"/>
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Troubleshooting the Installation Process

If the installation fails, use the following information to troubleshoot the failure.

Cannot launch the Hub Console

After installation, the Hub Console fails to launch and generates the following error in the log file:
SIP-09131: General Decryption failure and [ERROR] com.delos.util.StringUtil: Unable to decrypt

Encrypt and update the MDM Hub Master Database password or Operational Reference Store

password.

1. To encrypt a database schema password, run the following command from a command prompt:

java -classpath siperian-api.jar;siperian-common.jar;siperian-server.jar
com.delos.util.PublicKeyBasedEncryptionHelper <plain text password> <Hub Server
installation directory>

The results are echoed to the terminal window.
2. To update your Master Database password or Operational Reference Store password, connect as
the cmx_system user and run the following statement:

UPDATE C_REPOS_DATABASE SET PASSWORD = '<new_password>' WHERE USER_NAME =
<user_name>,
COMMIT,

3.  Run the postInstallSetup script.
Hub Server EAR file deployment fails with concurrent.RejectedExecutionException
The Hub Server EAR file deployment might fail with the exception concurrent.RejectedExecutionException.
To resolve the issue, increase the length of the task queue in the standalone-full.xml file.
The following sample shows the queue-length count parameter to modify:
<long-running-threads>

<core-threads count="50"/>

<queue-length count="300"/>

<max-threads count="50"/>

<keepalive-time time="10" unit="seconds"/>
</long-running-threads>
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Cannot start JBoss or launch the Hub Console after installation

After installation, JBoss might not restart after you stop JBoss. When you launch the Hub Console, the
Hub Console fails to launch and generates the following error:

SIP-09070: Failed to initialize repository layer.
To resolve the issue, run the following code in a batch file to restart JBoss:

rmdir C:\<JBoss installation directory>\standalone\tmp /s /q

\mkdir C:\<JBoss installation directory>\standalone\tmp

C:\<JBoss installation directory>\bin\standalone.bat -c standalone-full.xml -b 0.0.0.0
MDM Hub users cannot login

If you re-create the CMX_SYSTEM schema after installation of the Hub Server, the MDM Hub cannot
recognize the hashed passwords. As a result, users cannot log in to the MDM Hub.

To resolve the issue, run the postInstallSetup script again manually. This script ensures that the
passwords of the MDM Hub users are hashed again and users can log in.

Alternatively, if you do not want to run the postInstallSetup script again, run the following commands to
migrate the user passwords to hashed passwords and create application users.

On UNIX.
cd <MDM Hub & X CI2Ef2|>/server/bin
./sip_ant.sh hash_users_passwords
./sip_ant.sh add_application_users
On Windows.
cd <MDM Hub & XI Cl&E{e|>\server\bin
sip_ant.bat hash_users_passwords
sip_ant.bat add_application_users
PostInstallSetUp script fails because the ActiveVOS server deployment times out

When you install the Hub Server, the post-installation setup process might fail after trying to deploy
the ActiveVOS server.

To resolve the issue, increase the value of the deploy.wait.time property in the build.properties file in the
following directory:

On UNIX. <infamdm installation directory>/hub/server/bin
On Windows. <infamdm installation directory>\hub\server\bin
Operational Reference Store registration fails because the connection times out

When you register the Operational Reference Store (ORS) in a JBoss cluster node, the ORS registration
fails with a connection timeout error similar to the following:

SIP-10313: SIP-09061: Failed connecting with provider url abc03.
java.net.ConnectException: JBAS012144: Could not connect to remote://abc03:9999. The connection timed out.

To resolve the issue, when you register an ORS, disable the JBoss administrative security, and then
enable the JBoss administrative security after ORS registration.

Hub Server deployment fails because JBoss composite operation fails

When you deploy the Hub Server in the JBoss application server, the Hub Server deployment fails with
the following error:

JBAS014653: Composite operation failed and was rolled back. Steps that failed:" => {"Operation step-2" =>

"JBAS014671: Failed services" => {"jboss.web.deployment.default-host./cmx" =>
"org.jboss.msc.service.StartException in service jboss.web.deployment.default-host./cmx:
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org.jboss.msc.service.StartException in anonymous serv1ce JBAS018040: Failed to start context
Caused by: org.jboss.msc.service.StartException in anonymous service: JBAS018040: Failed to start context"

resolve the issue, perform the following steps:

Stop the JBoss application server.

Use a text editor to open the standalone.xml file in the following directory:
On UNIX. <JBoss Installation Directory>/standalone/configuration

On Windows. <JBoss Installation Directory>\standalone\configuration

Find the following code:

<subsystem xmlns="urn:jboss: doma1n deployment scanner:1.1">

<dep10yment scanner path="deployments" relative-to="jboss.server.base.dir" scan-
interval="5000"/>
</subsystem>

Add the deployment-timeout="300" attribute as shown in the following sample code:

<subsystem xmlns="urn:jboss: domain:deployment-scanner:1. 1">

<dep10 ment-scanner path=" deployments relative-to="jboss.server.base.dir" scan-
interval="5000" deployment-timeout="300"/
</subsystem>

Save changes, and start the JBoss application server.
The default deployment timeout value is 60, which is changed to 300.

Deploy the Hub Server.

e Hub Server cannot connect to the cmx_system schema

To verify that the Hub Server cannot connect to the cmx_system schema, review the application server
log.

To resolve the issue, resolve the database connection issue. Use the application server console to test
the connection to the database. If you cannot resolve the connection to the cmx_system schema, re-

cre

ate the cmx_system schema.

Failed to verify the need to tokenize records

Wh

en you run the match process, you might receive the following error:

SIP-16062: Failed to verify the need to tokenize records.

Verify the following environment variable settings:

If you use the JDBC file loader instead of an SQL loader, verify that the required Process Server

The library path environment variable must contain the following path:

On UNIX. <infamdn_install_directory>/hub/cleanse/1ib

On Windows. <infamdn_install_directory>\hub\cleanse\lib

The library path environment variable depends on the operating system:

- AIX. LIBPATH

- Suse or RedHat Linux. LD_LIBRARY_PATH

- Windows. PATH

The SSAPR environment variable must include the following path for all users:
On UNIX. <infamdn_install_directory>/server_install_dir>/cleanse/resources

On Windows. <infamdm_install_directory>\server_install_dir>\cleanse\resources

properties are set in the cmxcleanse.properties file.

Troubleshooting the Installation Process
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The match process requires the following Process Server properties:
e cmx.server.java_jdbc_loader=true
e cmx.server.tokenize.file_load=false

e cmx.server.match.file_load=false

major.minor version errors when loading the Process Server

If you see multiple major.minor console errors when you try to load the 2] A1 ¥, check that the system
has the correct Java version installed.

Java XA Exception
When you restart JBoss after you install the Hub Server, the following exception error might appears:
javax.transaction.xa.XAException

Multidomain MDM users from cmx_system or cmx_ors do not have all the required XA database privileges.
This happens because you might not have access to the system database user, to set up the
Multidomain MDM schema.

Ensure that all the user accounts in cmx_system and cmx_ors are created properly and have all the
necessary database privileges.

If the users are not created properly and do not have all the database privileges, the following error
appears:

WARN [com.arjuna.ats.jta] (Periodic Recovery) ARJUNA016027: Local XARecoveryModule.xaRecovery got XA
exception XAException.XAER_RMERR: javax.transaction.xa.XAException

at oracle.jdbc.xa.OracleXAResource. recover(OracleXAResource.java:730)

at org.jboss.jca.adapters.jdbc.xa.XAManagedConnection. recover (XAManagedConnection.java:362)

at org.jhoss.jca.core.tx.jbossts.XAResourceWrapperImpl.recover (XAResourceWrapperImpl.java:185)

at
com.irjuna.ats.internal.jta.recovery.arjunacore.XARecoveryModule.xaRecoveryFirstPass(XARecoveryModule.java
.597

at
com.arguna.ats.internal.jta.recovery.arjunacore.XARecoveryModule.periodicWorkFirstPass(XARecoveryModule.ja
va:194

at
com.arguna.ats.internal.jta.recovery.arjunacore.XARecoveryModule.periodicWorkFirstPass(XARecoveryModule.ja
va-140

at com.arjuna.ats.internal.arjuna.recovery.PeriodicRecovery.doWorkInternal (PeriodicRecovery.java:765)

at com.arjuna.ats.internal.arjuna.recovery.PeriodicRecovery.run(PeriodicRecovery.java:377)

Watch for the following errors when running the create_system or create_ors sip_ant targets:

[exec] GRANT SELECT ON SYS.PENDING_TRANSS TO cmx_system

[exec] DBA user should have grantable privilege for PENDING_TRANSS
lexec] ERROR CODE: -1031

[exec] DECLARE

[exec] *

lexec] ERROR at line 1:

lexec] ORA-01031: qinsufficient privileges
lexec] ORA-06512: at line 24

lexec] ORA-06512: at line 27

Assign the following database privileges to the system user, so that this system database user can run
the create_system and create_ors ant targets:

GRANT SELECT ON sys.pending_trans$ TO <DBA user> with grant option;

GRANT SELECT ON sys.dba_pending_transactions TO <DBA user> with grant option;
GRANT SELECT ON sys.dba_2pc_pending TO <DBA user> with grant option;

GRANT EXECUTE ON sys.dbms_xa TO <DBA user> with grant option;
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Alternatively, to avoid the XA exception error in the log, you can assign the select and execute
permissions to the cmx_system and cmx_ors users:

GRANT EXECUTE ON sys.dbms_lock TO <DBA user> with grant option;
Informatica 54~ €<l exception during certification

=

Informatica 7=4x <l generates an exception during certification. Ensure that the stack size for the
JVM is sufficient.

1. Navigate to the bin directory under the JBoss root directory.

2. Open the following file in a text editor.
On UNIX. run.sh

On Windows. run.bat
3. Set the JAVA_OPTS variable as follows:
JAVA_OPTS=${JAVA_OPTS} -Xss2000k
4. Save and close the file.
Operational Reference Store does not have a workflow engine configured

If you install the MDM Hub and then import an <14t 22 #%4 (ORS) from a previous version, you see
a fatal error that indicates that the ORS does not have a workflow engine configured. This error occurs
because the Siperian BPM workflow engine is not registered by default. Use the Workflow Manager to
register the Siperian BPM workflow engine with the name that the ORS expects to find.

After you deploy the Process Server .ear files, an error occurs

On a Linux environment with WebSphere 8.5.5.9, after you deploy the A2 A1, the following error
occurs:

Too many open files. Unable to start cleanse ear.

Increase the value of the ulimit parameter in Linux, and deploy the 2 2] A1 H.

Cannot add the application users using the sip_ant script

The following applications are affected: Business Process Manager (formerly known as ActiveVOS),
Data Director, MDM Hub Console and Provisioning Tool.

To add the application users, run the sip_ant command, using the add_app_users parameter.
You can fetch the connect URL from the following location:

hub/server/bin/build.properties (masterdatabase.jdbc.url))

Run the following command:

e On Windows.

sip_ant.bat add_app_users -Ddatabase.password=<cmx system password> -Dmaster.
connecturl="jdbc:oracle:thin:@<Database Host name>:<DB Port>:<SID>" -Dmaster.username=cmx_system

e On Unix.

./sip_ant.sh add_app_users -Ddatabase.password=<cmx system password> -Dmaster.
connecturl="jdbc:oracle:thin:@//<Database Host name>:<DB Port>:<SID>" -Dmaster.username=cmx_system

Run the following command on the SQL Server:
./sip_ant.sh add_app_users -Ddatabase.password=<cmx system password> -

Dmaster.connecturl="jdbc:sqlserver://<Database Host Name>:<DB Port>;DatabaseName=cmx_system" -
Dmaster.username=cmx_system
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The Certificates folder is not created

The Certificates folder is not created as expected, after you back up the existing Certificates folder
from \infamdm\hub\server\resources\, and run the sip_ant.sh hash_users_passwords script. This issue occurs
when the sip_ant.sh hash_users_passwords script updates the C_REPOS_USER table in cmx_system.

To resolve this issue, restart the application server. As a result, the Certificates folder is created in the
expected location: \infamdm\hub\server\resources\.

The folder will contain only the MDM_KEYSTORE_FILE_JKS keystore.

To generate other certificates, run the following command:

./sip_ant.sh add_app_users
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